Gray zone aggression is an attractive option for Western rivals because it exploits the openness of Western societies.
(American Society for International Law; Hybrid Warfare: Aggression and Coercion in the Gray Zone, November 29, 2017)
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Countering Aggression in the
Gray Zone

By Elisabeth Braw

n recent years, much has been written and said about conflict in the so-called “gray zone,” often described

as conflict below the threshold of combat. Gray zone aggression is an attractive option for Western rivals

because it exploits the openness of Western societies. The fact that Western countries are characterized
by small governments with limited powers to dictate the activities of their populations and businesses makes
these countries even more attractive targets for nonkinetic aggression, ranging from hostile business activi-
ties, to cyber attacks, to kidnappings, assassinations, and even occupation by unofficial militias aligned with
foreign powers. Resourceful adversaries use such actions to force wedges into the fault lines of open societies.
With innovative thinking, however, liberal democracies can develop effective gray zone deterrence while stay-
ing within the norms of behavior they have set for themselves.

The Case of Sergey Skripal

On March 4, 2018, former Russian intelligence officer Sergey Skripal and his daughter Yulia were found in “an
extremely serious condition” on a park bench in the English cathedral town of Salisbury.! The UK govern-
ment’s first task was to determine precisely what had happened to the Skripals and who was responsible. On
March 12, then-Prime Minister Theresa May informed the UK Parliament of the findings of the government’s
investigation: “It is now clear that Mr. Skripal and his daughter were poisoned with a military-grade nerve
agent of a type developed by Russia. . .. The Government has concluded that it is highly likely that Russia was
responsible for the act against Sergei and Yulia Skripal.” She continued ominously, “Mr Speaker, there are
therefore only two plausible explanations for what happened in Salisbury on the 4" of March. Either this was
a direct act by the Russian state against our country, or the Russian government lost control of this potentially
catastrophically damaging nerve agent and allowed it to get into the hands of others.”

Although the attack was primarily a Russian assassination attempt against the traitor Skripal, it was also
a chemical weapon-aided attack on the United Kingdom; when state-sponsored assassinations occur—when
they are not deterred—they can dangerously weaken the stability of the countries in which they are carried
out. While true with respect to assassinations, this also holds for other forms of gray zone aggression. With

Elisabeth Braw is a Resident Fellow at the American Enterprise Institute, where she focuses on defense against emerging
national security challenges, such as hybrid and gray zone threats.
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Interview taking place near the Maltings Police forensics tent following the attempted assassination. (Peter Curbishley,

March 7, 2018)

such below-the-threshold aggression, the targeted
country faces an awkward predicament: how to
respond forcefully without violating the ethical stan-
dards liberal democracies have set for themselves,
and more importantly, how to communicate deter-
rence to prevent such attacks?

Deterring Gray Zone Aggression

The primary reason gray zone aggression is an
attractive option for countries seeking to increase
their power at Western expense is that the West’s
traditional deterrence policy—based on conventional
military strength and ultimately backed by nuclear
weapons—has been successful in deterring tradi-
tional military aggression. Deterrence always poses a
basic challenge: its effectiveness is virtually impossi-
ble to measure or prove. An absence of aggression is
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not a confirmation that deterrence has been suc-
cessful; it may simply mean the adversary was never
planning to attack in the first place. Nevertheless,
nation-states have long known that they need to
signal to potential attackers and the wider world
that military attacks will not be tolerated and will
not be successful. Some countries have projected
more forceful deterrence through the course of the
Westphalian world order, some less so, but all know
that signaling weakness is in no country’s interest.

In addition, as Hathaway and Shapiro and others
such as the Uppsala Conflict Data Program have
shown, armed conflict has lost significant lure among
industrialized nations.? In this context, Russia’s
intervention in Crimea and Eastern Ukraine is an
aberration. Geopolitical competition has, however,
not vanished. The decline of inter-state war makes
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gray zone aggression a convenient tool and alterna-
tive strategy for advancing standing and weakening
opponents in the competitive global arena. Gray zone
aggression bedevils the targeted country not just
because it primarily targets civil society but because it
is hard to identify, to attribute to a specific sovereign
perpetrator, or both. Cyber attacks are notoriously
difficult to trace to a sponsoring government, partly
because no digital trail may link the perpetrators to
their sponsors. Alternative forms of land acquisition
as practiced by China through the gradual construc-
tion of islands in disputed South China Sea waters
defy any obvious retaliatory response as no individual
Chinese step seems sufficiently significant to war-
rant retaliation or even explicit deterrence signaling.
Hostile business acquisitions by foreign entities may
seem like cutthroat business as usual until a country
has lost a significant number of key firms to a rival
country. Crucially, because it is so difficult to establish
suitable defense and response, establishing credible
deterrence is a vexing challenge. What punishment
or denial to signal when the nature of a prospective or
even an executed attack is not even clear?

The UK government’s response to the
attempted assassination of the Skripals was innova-
tive. The government quickly assembled a coalition
of allies, all of which expelled Russian intelligence
officers working under diplomatic cover. The United
States not only expelled 60 Russians working under
diplomatic cover but also ordered Russia to close
its consulate in San Francisco.” A total of 28 coun-
tries expelled 153 Russian intelligence officers.

This was not without cost to UK allies—Russia
retaliated by expelling 189 individuals working in
Russia on diplomatic passports.® The UK govern-
ment also launched a communications offensive,
which in combination with the muckraking efforts
of investigative journalists, resulted in the two
Russian perpetrators quickly being identified along
with Russia’s GRU military intelligence agency and
shamed for their incompetence.®
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In October 2020, soon after retiring from govern-
ment service, Mark Sedwill—the UK government’s
national security advisor at the time of the Skripal
attack—revealed that the government had struck back
in other ways as well. “We also took a series of other
discreet measures,” Sedwill told the British newspaper
The Times.” Sedwill declined to identify the discrete
measures, explaining only that “we will use different
techniques. We need to play to our strengths and focus
our attention on their vulnerabilities. We are not going
to conduct illegal operations, but there are things we
can do. There are some vulnerabilities that we can
exploit too.” Those vulnerabilities, he said, include
“tackling some of the illicit money flows out of Russia,
and covert measures as well.”

“Play to our strengths and focus our attention
on their vulnerabilities” is a promising approach
to deterrence in the gray zone. In the case of the
Skripal attack, the UK actions were retaliatory, com-
ing as they did after the attack. Successful deterrence
would have signaled that such punishment would
be metered out on any country attempting gray
zone aggression on UK soil. UK deterrence signal-
ing in the gray zone prior to the attack was, in fact,
indisputably insufficient. The country had suffered
a litany of previous gray zone aggressions includ-
ing cyber attacks and even the previous successful
assassination of Russian former spy Alexander
Litvinenko, which also featured a toxin.

Indeed, as demonstrated by the Skripal attack,
continuing cyber attacks by the governments of
China, Russia, Iran, North Korea, and their proxies;
coercive Chinese diplomacy; and subversive busi-
ness practices, gray zone aggression persists because
it is not deterred—perpetrators have been confident
they can get away with impunity. Their confidence is
based on the vexing difficulty of designing effective
gray zone deterrence. Unlike deterring the armed
forces of rival states, where countries seek to match or
counter each other’s military capabilities, the diversity
and unpredictability of gray zone aggression leaves
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the defender one step behind. Indeed, part of the
beauty of gray zone aggression is its surprise element,
not only in timing but also in its methods.

The challenge presented by the diversity of
methods is not only in trying to predict them but
also the fact that liberal democracies are often not
able to retaliate using the same methods. It would,
for example, not behoove a Western country to sig-
nal that a chemical weapon-powered assassination
attempt on its soil will be avenged with a corre-
sponding assassination attempt on the adversary’s
soil, or that concerted use of intellectual property
theft will be avenged in kind. Because the West’s
rivals know the ethical standards Western govern-
ments set for themselves, and that any deviation
from these standards might be severely criticized
by opposition parties, civil society watchdogs, and
voters, deterrence that does not adhere to such stan-
dards would not be credible.

Like traditional deterrence, deterrence signal-
ing in the gray zone must be credible. Signaling
kinetic punishment for an act of gray zone aggres-
sion would be disproportionate and escalatory and
thus not credible. To date, the only kinetic response
to gray zone aggression has been Israel’s 2019
bombing of a Hamas building in Gaza in response
to a cyber attack.® As a result, NATO’s long-serv-
ing deterrence tools, including the U.S. nuclear
umbrella, are of minimal use for deterrence in the
gray zone. Somewhat surprisingly, the UK govern-
ment states in its Integrated Review—published in
March 2021—that the UK will, in practice, seek to
deter new technological threats with its nuclear arse-
nal. “The UK will not use, or threaten to use, nuclear
weapons against any non-nuclear weapon state party
to the Treaty on the Non-Proliferation of Nuclear
Weapons 1968 (NPT). This assurance does not apply
to any state in material breach of those non-prolif-
eration obligations. However, we reserve the right to
review this assurance if the future threat of weapons
of mass destruction, such as chemical and biological
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capabilities, or emerging technologies that could
have a comparable impact, makes it necessary.”
Adversaries may take this to understand that the UK
will avenge devastating cyber attacks with nuclear
strikes. The question is whether the adversaries will
regard the threat as credible.’

Nevertheless, the UK government’s cumula-
tive response to the Skripal attack holds important
lessons. It has almost become an article of faith that
liberal democracies are powerless to deter gray zone
aggression because the attacks target their vulner-
able civil societies, and because they cannot avenge
most attacks in kind, and thus lack punishment
tools with which to deter such aggressive behav-
ior. Russia’s interference in the 2016 U.S. elections
is a good case in point. The Russian disinformation
campaign left many Americans convinced that their
government could not protect itself against election
meddling by hostile states. A September 2020 poll by
the University of Chicago found that 69 percent of
Americans believed Russia tried to influence the 2016
vote, while only 29 percent believed Russia did not.
Fully 74 percent were concerned that foreign govern-
ments would try to tamper with voting systems or
election results, and 74 percent were also concerned
that foreign governments would try to influence what
Americans think of their political candidates."

During the 2020 U.S. election campaign,
there was considerable concern that Russia would
replicate its interference efforts of the 2016 election
campaign. In the end, Russia’s interference in the
2020 election was markedly below the level of 2016.
This suggests that targeted countries are, in fact,
capable of deterring gray zone aggression through
resilience, punishment, or both. In the case of
the 2020 U.S. elections, successful deterrence can
credibly be attributed to DOD’s Defend Forward
offensive strategy, CISA’s defense of the election
infrastructure, and Americans now being on their
guard against disinformation." Similarly, while the
UK’s open borders and freedom of movement make
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Poisoning of Sergei and Yulia Skripal — Countries in green expelled Russian diplomats. (Map created by Mykola

Vasylechko, March 27, 2018)

it easy to attempt a government-sponsored assassi-
nation, the UK government’s swift and innovative
response to the Skripal attack imposed a significant
cost to Russia, and thus is likely to deter similar
aggression in the near future.

Liberal Democracies Fight Back

What can we learn from these recent possible exam-
ples of success? How can liberal, democratic states
persuasively signal that gray zone attacks will be
resisted and avenged? Western governments need to
rethink deterrence. Or rather, they need to remem-
ber how successful deterrence works. The sum of
deterrence by denial and by punishment aims to,

in the words of Dr. Strangelove, instill in the enemy
the fear to attack. It is primarily about changing an
adversary’s cost-benefit calculation through psychol-
ogy, not specific tools. Indeed, because gray zone
deterrence may require a different toolbox than that
used by the adversary, the psychological factor is
even more important than is the case with deterrence
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of traditional armed attacks. As demonstrated by the
UK government’s response to the Skripal incident,
the West has options that are both legal and ethi-
cal. And because gray zone aggression targets civil
society, societal resilience presents an enormous
potential, not only as defense but also as a deterrent.
First, governments should signal that while they
may not be able to prevent every attack, widespread
and well-organized societal resilience means a gray
zone attack will have limited impact. Such deterrence
by denial was a pillar of Sweden’s deterrence pos-
ture during the Cold War. While Sweden had large
armed forces, with a mobilized strength of some one
million, military power alone was plainly insufficient
to deter the Soviet Union. Instead, deterrence relied
heavily on the civil defense arm, which involved no
fewer than 2.2 million Swedes,'> who in case of an
attack would maintain vital societal functions and
support the armed forces, thus denying an attacker a
swift victory and changing the attacker’s cost-benefit
calculation. Deterrence by denial—as exemplified by
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the societal resilience just described—is by definition
reactive. As such, it is an insufficient deterrent in and
of itself. It is, however, a vital twin to deterrence by
punishment as it demonstrates that even successful
attacks will have relatively limited effect and will
present to a prospective aggressor an unattractive
cost-benefit calculation.

Second, specific retaliatory measures in the
context of deterrence by punishment need not be
identified in deterrence messaging. In what the
author calls the “horse’s-head-in-the-bed strategy,” a
targeted country only needs to communicate to the
country sponsoring gray zone aggression that it will
retaliate and impose an unacceptable cost. Deterrence
by punishment should signal both to known gray
zone actors such as Russia and China as well as to
other countries that gray zone aggression will be

avenged, and that the aggrieved state will choose the
time, manner, and target to maximize effect.

Third, governments must establish who should
be deterred. This is a critical departure from cen-
turies of deterrence, where the only recipient of
deterrence messaging was a rival government. Today,
in the many cases where no government declares
itself the perpetrator or sponsor of gray zone activi-
ties, addressing deterrence to a presumed sponsoring
government is ineffective. As a result, Western
governments should build targeted deterrence mes-
saging directed at governments, government-linked
companies, and individuals, respectively.

There should, in other words, be no ambigu-
ity regarding the intention to respond to gray zone
aggression and that this response will range from
societal resilience to punishment of the attacker.

Putin’s Palace, near the village of Praskoveevka in Krasnodar Krai, Russia. (9koaornyeckas Baxta no CesepHomy Kaekasy,

Amutpun Leeyerko, February 11, 2011)
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There should, however, be ambiguity as to how the
attacker will be punished, when it will be punished,
and indeed which individuals or individual compa-
nies will be punished. This ambiguity is perhaps the
most useful tool that Western countries can use in
deterrence of gray zone aggression. It is highly bene-
ficial for three reasons:

1. Tt does not lock the targeted country into
responding with the same means as those
used by the aggressor. This is important as the
means used by the aggressor may fall outside
liberal democracies’ ethical norms.

2. It does not lock the targeted country into
immediately responding to an attack. This is
particularly beneficial as the perpetrator of a
gray zone attack—whether a state or non-statal
entity—can often not be immediately identified.

3. Itleaves the targeted country the liberty to
choose whether, when, and how to retaliate.
This uncertainty itself—not knowing whether
the targeted country will avenge the attack, and
if it does, with which allies, and in which man-
ner—in fact increases deterrence.

This leads to the question of which kinds of
punishments liberal democracies can signal to the
various targets of their deterrence. Sedwill’s obser-
vation that “we need to play to our strengths and
focus our attention on their vulnerabilities. We are
not going to conduct illegal operations, but there are
things we can do. There are some vulnerabilities that
we can exploit too,” is crucial. During the 2020 U.S.
election campaign, presidential candidate Joe Biden
referred to these vulnerabilities when he explained
how he would seek to counter election interference:
“I'will direct the U.S. Intelligence Community
to report publicly and in a timely manner on any
efforts by foreign governments that have interfered,
or attempted to interfere, with U.S. elections. I will
direct my administration to leverage all appropriate
instruments of national power and make full use of
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my executive authority to impose substantial and
lasting costs on state perpetrators,” he wrote, adding
that the punishment could include “financial-sector
sanctions, asset freezes, cyber responses, and the
exposure of corruption.”?

While sanctions are a much-used but not
particularly effective punishment, the exposure of
corruption suggests an agile approach badly needed
in gray zone deterrence, and not just with regard
to election meddling. Russian opposition activist
Alexey Navalny’s early 2021 exposé of a magnificent
palace, apparently built by President Vladimir Putin
through dubious means, appeared to rattle Putin
more than any other allegations against him." Let us
not forget the resignation of Iceland’s Prime Minister
Sigmundur Davio Gunnlaugsson in 2016 following
the release of the Panama Papers which implicated
him in corrupt activities. Such exposure is clearly
viewed as very threatening to corrupt leaders.

Another Russian vulnerability, shared by China
and Iran, is systematic discrimination against
minorities. At the time of writing, China appears to
have decided that sending Uighurs to “reeducation
camps” and thereby earning the opprobrium of the
West is preferable to allowing the spread of Uighur
separatism. Separatism is, in other words, a key con-
cern for Beijing. Although the plight of persecuted
minorities should emphatically not be leveraged
in Great Power politics, Western governments
could, for example, signal the possibility of intru-
sive examination and reporting of China’s domestic
conflicts and tensions. While interference in the
internal affairs of other countries is decidedly a
contravention of Westphalian norms and can violate
international law, doing so on behalf of minorities
subject to discrimination and internal to a country
against their popular will is less self-evident.

Western countries also have assets their
adversaries lack, and which they can employ in
deterrence. The most important of these is the
desirability of their countries as destinations for
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visits, investment, education, or even residence.
People from every country in the world want to visit
or even live in the West. In countries with auto-
cratic regimes, such as Russia and China, people
with money, connections, high positions, or a com-
bination thereof visit the West for private purposes.
In many cases, their families visit Western coun-
tries with great frequency; indeed, children of such
officials and businessmen often attend schools and
universities in the West and stay on to work after
graduation. Even after the United States and the
EU imposed sanctions on, among others, Deputy
Duma Speaker Sergei Zheleznyak after Russia’s
annexation of Crimea, his daughter Anastasia
continued working as a production assistant at the
BBC’s prestigious Ellstree Studios. Anastasia is a
graduate of Queen Mary University in London and
the American School in Switzerland (TASIS), a
boarding school for the moneyed global elite. North
Korean ruler Kim Jong-Un also attended a Swiss
boarding school."”” Many children of top Chinese
officials attend top U.S. universities, including
the daughter of current Chinese leader Xi Jinping,
who graduated from Harvard University in 2014.
Typically, the children use assumed names."
Officials and well-connected businessmen from
countries hostile to the West often own property
in the very countries they denigrate and sabotage.
The UK Parliament’s Intelligence and Security
Committee noted in its Russia report—released
in July 2020—that the UK has welcomed Russian
money, with few questions asked about its prove-
nance. In so doing, the Committee said that the UK
“offered ideal mechanisms by which illicit finance
could be recycled through what has been referred
to as the London ‘laundromat’. . . . Russian influ-
ence in the UK is ‘the new normal’”"” It is, however,
not known to the wider public which officials from
hostile countries own which properties or bank
accounts in countries such as the UK. With the
permission of the Western schools, universities, and
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employers of family members, as well as banks and
property developers, Western governments can sig-
nal to perpetrators that they will reveal such facts to
both their own domestic publics as well as the local
community. The author refers to such public dis-
semination of uncomfortable facts as second-strike
communications." Signaling of punishment fea-
turing such revelations could be coupled with entry
bans not just for the targeted officials but for their
family members as well.

To be sure, this would require cooperation
from civil society entities not ordinarily involved in
national security. It would also entail reaching those
regimes’ citizens. Chinese state authorities spare no
effort to prevent such access by banning Western
social media platforms such as Twitter. Nevertheless,
many ingenious Chinese citizens do manage to
access proscribed content. While Russians—often
with justification—distrust Western criticism of
their government, exposés of officials’ families liv-
ing large in the West on taxpayer money could cause
a stir. Neither Western banks nor universities would
delight in cooperating with their home governments
in exposing some of their well-paying customers.
The issue of Chinese and Russian influence in the
West is, however, gaining so much attention in the
public debate that both educational institutions and
commercial firms may be convinced to do so, if only
to cleanse their brands.

In response to, say, a new case of systematic
intellectual property theft by companies linked to
the Chinese government, one possible response
might be to draw attention to the U.S. university
enrollment of certain Chinese officials’ children.
Better yet, it should signal that such revelations may
be part of the punishment. This should not be a gen-
eral accusation—if nobody is named, nobody will
be shamed—but signaling that specific individuals,
officials, and their families will be singled out.

Traditionally, Western governments have not
highlighted foreign leaders’ private associations
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Justice Department charges five Chinese members of APT41 over cyberattacks on U.S. companies. (Federal Bureau of

Investigation, September 19, 2020)

with their countries, as it seemed irrelevant to
Great Power politics and was at any rate considered
contrary to diplomatic protocol. With hostile gov-
ernments hiding behind gray zone acts to weaken
the West it is, however, imperative that Western
governments be more innovative and daring, while
yet adhering to their ethical standards. Indeed,

if Western governments demonstrate an abil-

ity to think creatively about retaliation, they will
constantly keep the attackers in uncertainty and
fear, thereby reducing the country’s appetite for
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aggression. As Thomas Schelling reminded policy-
makers, surprise is a key element of deterrence.”
There is precedent in communicating with
rivals’ publics. During the Cold War, governments
on both sides established radio stations serving the
populations of their rival states. Radio Free Europe/
Radio Liberty, initially funded by the CIA, was part
of that effort.?® Of course, if Western governments
increase their already existing efforts to communi-
cate with rivals’ citizens, they cannot criticize rival
governments for communicating with theirs.
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Retaliation could, as Biden suggested, also
include publicly sharing information about corrup-
tion. In addition, it should clearly include Defending
Forward and its sister policy, criminal indictments
against individual perpetrators. The Trump admin-
istration continued its predecessor’s nascent practice
of not just naming and shaming countries to which
it had attributed cyber attacks, but of indicting
individual perpetrators as well. On September
16, 2020, the Department of Justice charged five
Chinese nationals with cyber attacks on more than
100 companies in the United States and elsewhere;*!
one month later it charged six officers in Russia’s
military intelligence agency with cyber attacks
against Ukraine, Georgia, the 2017 French election
campaign, and the 2018 Winter Olympics.?? The
officers were also charged with having perpetrated
the devastating NotPetya attack in 2017, which was
directed against Ukraine but brought down a range
of international companies as well. In July 2020, the
EU issued its first-ever sanctions over a cyber attack,
imposing a travel ban and other penalties on six
Russian and Chinese nationals involved in NotPetya
and several other attacks.”

Criminal prosecutions constitute an even stron-
ger deterrent but are only possible if the defendant
is present; and a targeted foreign official is highly
unlikely to present him- or herself for prosecution
abroad. Because indictments, however, effectively
bar the accused from entering the country (for
reasons other than presenting him- or herself to law
enforcement authorities), and subject them to pos-
sible extradition to the United States if apprehended
in third countries, they block an attacker from
benefits available to the general public. The attacker
thus has to weigh participating in gray zone aggres-
sion on behalf of a government against being able to
travel freely abroad or visit the United States.

These examples illustrate some of the possibil-
ities of targeted deterrence. The author refers to the
this as personalized deterrence.** Its basic operating
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assumption is that many officials and other per-
petrators and sponsors of gray zone aggression

are likely to be more loyal to themselves than to
their regimes, and that the prospect that they will
personally suffer retaliation by the United States
can substantially change their cost-benefit calcula-
tion. The objective—following Schelling’s surprise
element dictum—is to keep representatives of the
hostile country guessing as to which punishment
will be meted out, whom it will target, and when—
and whether—it will take place.

As with deterrence by punishment, deterrence
by denial should be demonstrated and thereby com-
municated to countries already engaged in gray zone
aggression and countries flirting with the prospect.
Military exercises do not just serve the purpose
of soldiers perfecting their skills but the equally
important message of signaling those skills to poten-
tial attackers. Specially designed exercises can also
be used to signal to would-be adversaries that their
efforts to subvert our interests through gray zone
aggression will yield insufficient gains to justify the
costs. To date, although government agencies have
practiced for contingencies related to gray zone
aggression, there have been no specific gray zone
defense exercises. The closest existing exercise is
Sweden’s Total Defense 2020 exercise, which focuses
on traditional threats but does include all parts of
the government as well as businesses and volunteers.
During the Cold War, Sweden regularly held total
defense exercises; this exercise is the first such since
1987.% Given the nature of gray zone aggression,
such exercises should involve the armed forces, the
government, industry, and civil society volunteers,
and be of a purely defensive nature.

The author has proposed a concept for gray
zone exercises involving the armed forces, indus-
try, and other relevant government agencies. The
government would identify private companies that
would benefit from gray zone preparation; that
is, most companies engaged in critical national
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infrastructure in the wider sense. Businesses
would also be able to apply to participate. Upon
conclusion of the exercises, participating busi-
nesses would be awarded ISO-style certification,
which they could keep current through renewed
participation in gray zone exercises.* In January
2021, the Czech Republic premiered the concept
with a pilot exercise.”’”

In the six years since Russia’s annexation of
Crimea—the event generally considered the West’s
wakeup call concerning Russia’s ability to use gray
zone aggression—the focus has been on Western
vulnerabilities in the face of their adversaries.
There is no doubt that the open borders and free
societies characteristic of liberal democracies that
allow citizens and foreigners alike to pursue their
lives unimpeded by government present countless
opportunities for gray zone aggression by unscru-
pulous adversaries. By thinking innovatively,
however, Western countries can improve both their
deterrence by resilience and deterrence by punish-
ment to at least discourage if not prevent gray zone
aggression. By creatively using their advantages,
Western countries in cooperation with their allies
can mitigate their vulnerabilities. Indeed, innova-
tive thinking is a deterrent in itself, one that keeps
the attacker uncertain about the resilience and
punishment that might ensue, and thus changes the
cost-benefit calculus. PRISM
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