
PRISM 9, NO. 1 FEATURES | 53

Quantum Computing’s 
Cyber-Threat to National Security
By Steve Grobman

Quantum computing has the potential to bring tremendous advancements to science, including 
biology, chemistry, physics, and many other disciplines. The practical application will empower 
a stronger defense against future pandemics similar to COVID-19, not only in the acceleration of 

the development of vaccines and treatments, but also in optimizing currently unsolvable logistics problems 
such as how to deliver and route vaccines. In computer science, the “traveling salesman problem” shows it is 
impractical to find the optimal shortest path to visit cities once the list grows to even a few dozen. This same 
challenge in delivering vaccines to rural areas during a pandemic is exactly the type of problem that quantum 
computing will be well suited to solve.

However, like all technology, in the wrong hands, quantum computing can be a dangerous tool. In the 
field of cybersecurity, for example, nation-states will be able to use quantum technology to break the public 
cryptographic systems that secure and enable us to trust much of our digital world, including web traffic, 
emails, and countless uploads and downloads of everything from confidential files to software updates.

The United States has maintained a leading capability in signals intelligence and the protection of 
national secrets for almost a century. This position has shortened conflicts and prevented the escalation 
to war, saving millions of lives. Currently, publicly available information suggests there is a significant gap 
between the United States and our geopolitical rivals in quantum technology investment which suggests that 
our country could quickly find itself at a significant technological disadvantage in signals intelligence.1 On 
the defensive side, we must move faster to re-tool the algorithms, protocols, and systems that encrypt our 
public and private sector data. Given that encrypted data can be captured today and decrypted at a later time, 
we cannot afford to think of quantum in terms of “eventually” or “tomorrow” because the threat it poses is a 
national security risk today. 

What History Teaches Us
Our own history tells us that nations with superior technology in signals intelligence save lives and help deter-
mine winners and losers in war and overall geopolitics. A conservative estimate shows that, without the Allies’ 
ability to break Axis communications encrypted by the powerful Enigma encryption machine, an additional 
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14 million lives would have been lost during World 
War II. Especially impactful to the war effort was 
the codebreakers’ ability to help the Allies dodge 
U-Boats and accelerate preparations for the D-Day 
invasion of Europe; advantages that made the differ-
ence between life and death for millions.2 

Forty years later, on September 5, 1983, 
President Ronald Reagan addressed the American 
people and played intercepted communications 
from the Soviet military providing evidence that 
the shoot-down of Korean Air 007 was intentional. 
Because of this, the President was able to publicly 
hold the Soviets accountable for their hostile action 
against innocent civilians.3 

In our modern era, the long-term national 
security of the United States has relied on the abil-
ity of the U.S. military to identify attacks against 
U.S. citizens before they occur and hold the actors 
accountable. It was signals intelligence that made 
it possible to intercept and monitor key communi-
cations that led to locating and killing Osama Bin 
Laden, the mastermind of the 9/11 terrorist attacks. 

What these events all have in common is U.S. 
leadership in signals intelligence. The advantages, 
the lives saved, the diplomatic coups, and the main-
tenance of peace and stability would not have been 
possible had the United States and its allies fallen 
behind its adversaries technologically. 

What does this history teach us? The story of 
the Enigma codebreakers does not end with World 
War II. It provides a cautionary glimpse of future 
risks organizations and nations will face once quan-
tum computing becomes a viable security challenge. 
The Allies kept their codebreaking achievement 
secret, meaning dozens of governments inherited 
the Enigma machines and continued to use them 
for decades believing their security to be unbreak-
able. British and American intelligence services 
were able to monitor communications from other 
governments throughout some of the most critical 
years of the Cold War. Accordingly, the revelations 

about the compromised Enigma communications 
remained a secret, well into the 1970s, when a series 
of books exposed the work and accomplishments of 
the British WWII code breakers.4

Nations that lead in quantum computing for 
cryptanalysis, the science of breaking cryptography, 
will have a similar inherent advantage in signals 
intelligence in the years to come. All nations face 
challenges in moving to quantum resistant algo-
rithms, including the many years it will take to 
transition away from the current, quantum-vulnera-
ble implementations. 

The ability to use quantum computing to 
decrypt data encrypted with existing implementa-
tions will enable unprecedented visibility to high 
valued data. Prior to quantum cryptanalysis becom-
ing viable, data collection of encrypted, long-term, 
time sensitive information is still advantageous as 
it may be possible to decrypt it in the future when 
quantum cryptanalysis is practical. If the United 
States were to lose the quantum computing tech-
nology race with nation-state rivals such as China, 
our loss of signals intelligence leadership would be 
significant and impactful.5 

Like the Allies following World War II, U.S. 
adversaries may not disclose critical breakthroughs 
in quantum viability. Rival nation-states could use 
their quantum supremacy to break encryption and 
access our country’s most sensitive information 
for years without the United States and our allies 
becoming aware of the compromise.

Quantum Versus Encryption
Quantum computing is a broad and complex 
capability that is not yet practical for real-world 
applications. The capability, when made practical, 
will be suited for special classes of problems and not a 
direct replacement for the general-purpose comput-
ing capabilities enabled by modern silicon compute 
architecture. Moore’s Law, the guiding principle of 
expectations for the tech industry, theorized that 
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the number of transistors and other components in 
dense integrated circuits would double every year: In 
short, doubling computing power without signifi-
cantly increasing cost. The theoretical paradigm 
shift of quantum computing has the potential to take 
Moore’s Law to a significantly higher level, increasing 
computing power by a factor of about 10,000.6

The quantum physics behind quantum com-
puting exist in theory, but have not yet become 
practical, translatable electric processes for com-
puting. The timeframe for building a large-scale 
quantum computer is complicated and uncertain 
with speculation varying widely. Many scientists 
believe the building of such a powerful computer 
is now limited to an engineering challenge, but 
controlling counter-intuitive physics of subatomic 
scales in a practical computer is not easy. Harnessing 
error-causing vibrations, electromagnetic waves, 
and temperature fluctuations are among the chal-
lenges facing engineers. Some scientists predict 
we will overcome these obstacles within the next 
20 years, resulting in computers powerful enough 
to decrypt the predominant public key schemes 
currently in use. However, this speculative timeline 
is largely tied to the amount of research resources 
being focused on the challenge. 

Today’s encryption is built on a set of algo-
rithms that work together and are implemented in 
the protocols, standards, and products that protect 
the world’s data. Two main classes of algorithms 
exist; symmetric and asymmetric. Symmetric algo-
rithms use the same key to both encrypt and decrypt 
data, while asymmetric algorithms use a key pair 
(one key is public and the other is private). The value 
of an asymmetric—also known as public key—algo-
rithm is that anyone can encrypt data (using the 
public key) for a specific entity such that only they 
can decrypt it (with the private key). Generally, sym-
metric key algorithms in use today—AES-256 for 
example—are not vulnerable to known quantum (or 
traditional) attacks. The concern is largely on major 

public key algorithms in use today, namely RSA and 
“Elliptic Curve” which are believed to be susceptible 
to quantum-based attacks.

The RSA encryption algorithm is the foun-
dational encryption standard upon which most 
modern secure network protocols and data security 
systems are built. Named for its inventors—Ron 
Rivest, Adi Shamir, and Leonard Adleman—it bases 
its security on the premise that it is computation-
ally infeasible to factor a very large number into its 
corresponding primes. For example, we can easily 
multiply the prime numbers 13 and 97 to get 1,261; 
but the reverse math problem is much more difficult 
(starting with 1,261 and finding the two underlying 
primes). Today’s computers can both multiply the 
primes and find the primes for smaller numbers, but 
as the numbers become exceptionally large, as they 
do in the generation of encryption keys, the factoring 
challenge becomes computationally impractical. The 
RSA algorithm is founded on the assumption that, 
even with improvements in future computing capa-
bilities, the math required to perform the factoring 
would take too long to make the decryption workable 
in practice without possessing the decryption key.

Quantum computing, however, changes the 
underlying assumptions about how computing 
works and, therefore, how quickly computers can 
perform math calculations. Quantum computing 
relies on the principles of quantum physics to solve 
specialized classes of mathematical problems that 
are not practical to solve on traditional comput-
ers. Unlike conventional digital computers that are 
based on transistors and encode data into binary 
digits (bits), these new computers would use quan-
tum bits (qubits). Qubits can exist in multiple states 
simultaneously, offering the potential to compute 
a large number of calculations in parallel. Similar 
to traditional computing where the number of bits 
in a compute architecture determines the size and 
scale of possible computations, in quantum comput-
ing the number of qubits will influence the scale of 
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mathematical problems a quantum computer can 
solve. The parallel nature of the qubit creates the 
potential to determine the underlying RSA prime 
numbers used to generate encryption keys that can 
access RSA-encrypted data. While it is possible to 
factor numbers using traditional computing, the size 
of numbers used in encryption makes it impractical.

Mathematician Peter Shor has shown that an 
algorithm (Shor’s Algorithm) exists to identify the 
underlying factors of a prime number. The unique 
property of this algorithm is that it executes signifi-
cantly faster on a quantum computer as compared to 
execution on a traditional computer. This approach 
overall is exponentially faster than the fastest known 
factoring capability available today on traditional 
computers, the general number field sieve, which 
works in sub-exponential time.7

Quantum computers are likely to be too large 
and expensive for today’s cyber criminals to build 
and maintain directly, leaving their use to large 
technology companies, a few well-funded research 
institutions, and nation-states. While cloud com-
puting will extend the reach of quantum to cyber 
criminals, the scalability and opportunity cost of 

using quantum for cyber-crime will be outweighed 
by traditional criminal cyber activities. Certain 
nation-states on the other hand are well-funded and 
able to capitalize on the value of using quantum to 
advance their national security objectives.

Some tech industry luminaries question the 
likelihood that quantum computing will achieve 
the capacity to break encryption. MIT Professor 
Ron Rivest—the “R” in RSA—has serious doubts 
about whether quantum computers will become a 
reality at the size and scale needed to break his and 
other encryption algorithms. “I give fusion power a 
higher chance of succeeding than quantum comput-
ing,” Rivest said at the 2020 RSA Conference in San 
Francisco. “There is a lot of scaling that has to be 
done before you can break cryptography, and I am 
not sure it can be done.”8

Rivest has acknowledged that small quantum 
computers do exist, and they have demonstrated 
that they can factor smaller numbers. But he char-
acterizes these computers as merely “the foothills” 
of much bigger things to come in quantum. Rivest 
is confident in his belief that while it is possible that 
nation-states have more substantial capabilities, 

Qubit vs. bit. States of classical bit compare to quantum bit superposition. (Shutterstock/Astibuag)
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intelligence agencies are not decades ahead of the 
academic and other civilian quantum research and 
development progress.9 

Conversely, a 2019 Global Risk Institute sur-
vey of 22 quantum computing experts agreed that 
the technology will definitely become a threat to 
encryption systems within 15 to 20 years.10 Even 
Rivest acknowledges that while he hopes that the 
entities attempting to build quantum computers to 
break RSA will “fail,” the work to “future-proof” 
encryption to repel quantum-powered attacks is 
without a doubt essential.11 Most experts agree 
that quantum supremacy has plausible viability in 
the next decade, making it critical to invest and 
act today, as the impact of not taking action may 
result in the catastrophic scenario of adversarial 
nations holding a monopoly on universally read-
ing the world’s secrets. 

A Problem for Today, Not Tomorrow
There is a common assumption that we will have 
stronger encryption algorithms by the time quan-
tum cryptanalysis becomes practical and that we 
will know when our geopolitical rivals have that 
capability. But we are mistaken if we assume that 

the quantum risk is not a current problem simply 
because quantum computing is not presently viable. 
We should assume that nation-state adversaries are 
siphoning off encrypted data today that they will 
unlock tomorrow when quantum cryptoanalysis 
becomes practical. While it may seem like a stretch 
that an adversary would decrypt data five or ten years 
away, consider that today, in the year 2020, docu-
ments in the national archives related to the Kennedy 
Assassination nearly 60 years ago still retain redac-
tions for current national security concerns. National 
secrets require long degrees of durability, especially 
when they contain sources and methods for the 
collection of intelligence. While encrypted, they still 
retain value over time. No matter how theoretical we 
may believe the capability to be, we must assume that 
our adversaries are already accessing our most sensi-
tive data and communications. 

More than 80 percent of all network traffic is 
encrypted as it travels over an untrusted network, 
the internet. But that protection is destined to be 
broken. Much of our critical data is in the cloud, 
accessible through collaboration platforms. In 
assessing the quantum risk to data in an environ-
ment, consider the sensitivity of the data not only 
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in terms of how important it is, but also how long 
it must be protected. In the graphic above, we have 
plotted some examples of data types in terms of 
importance and time of protection.

Social security numbers are plotted to the left. 
While we clearly never want to lose a social security 
number, we must be realistic given that an estimated 
60 to 80 percent of social security numbers have 
already been compromised in data breaches. At the 
same time, they still serve as an identifier across a 
lifetime, so we place them higher on the chart.

Now contrast social security numbers with 
pre-release earnings data for a public company. Due 
to their importance prior to earnings day, they are 
plotted far to the right, but because of the brief time 
between quarter-end-close and public release, we 
place them near the bottom. Finally, for the rea-
sons outlined above—the sensitivity of the content 
and the need to keep it confidential for an extended 
amount of time—national security secrets are plot-
ted at the top right. 

Systems that manage data in the top-right of the 
graph are the systems that need to be triaged first as 
new quantum-resistant technologies and products 
become viable. This should also help drive research 
priorities to understand the protocols and capabilities 
that are protecting secrets in the top-right of the chart.

Quantum Research and Development
Commercially viable quantum computing, compris-
ing quantum computing chips with many thousands 
of qubits and requisite software, is still many years 
away. Progress in the field of quantum cryptography 
and cryptanalysis is difficult to gauge from public 
news reports; however, industry investment and 
research advancements suggest that the overall field 
of quantum computing is accelerating in both the 
private and public sectors.

In 2017, IBM unveiled a 50-qubit computer for 
laboratory research12 and submitted a system called 
“Cryptographic Suite for Algebraic Lattices, or 

CRYSTALS” to the National Institute of Standards 
and Technology (NIST) for review and approval 
as a quantum resistant algorithmic system. That 
same year, Intel announced the development of a 
17-qubit superconducting test chip,13 and Microsoft 
announced Q Sharp, a quantum computing 
programming language compatible with Visual 
Studio.14 D-Wave Systems announced general com-
mercial availability of the D-Wave 2000Q quantum 
computer featuring 2,000 qubits.15 

In 2018, Google announced the 72-qubit quan-
tum chip called “Bristlecone.”16 Intel began testing 
a silicon-based spin-qubit processor and confirmed 
the development of a 49-qubit superconducting test 
chip called “Tangle Lake.”17 IonQ introduced the 
first commercial trapped-ion quantum computer, 
and QuTech successfully tested a silicon-based, 
2-spin-qubit processor.18

In 2019, IBM announced the IBM Q System, the 
company’s first commercial quantum computer fea-
turing a 20-qubit system,19 as well as its fourteenth 
experimental quantum computer featuring 53 
qubits.20 In September, it opened an IBM quantum 
computation center in New York and invested in 
Cambridge Quantum Computing, one of the first 
startups to become a part of IBM’s Q Network.21 In 
August 2019, the company announced that research-
ers had successfully encrypted a magnetic-tape 
storage drive and had plans to utilize the encryption 
technology across its product line.22

Also in 2019, D-Wave, the world’s first commer-
cial supplier of quantum computers announced a 
preview of its next-generation quantum computing 
platform incorporating hardware, software, and tools 
to accelerate and ease the delivery of quantum com-
puting applications.23 The company’s systems are used 
by organizations such as NEC, Volkswagen, DENSO, 
Lockheed Martin, USRA, USC, Los Alamos National 
Laboratory, and Oak Ridge National Laboratory.24

In October 2019, Google announced that 
researchers working with its 53 qubit system had 
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achieved “quantum supremacy,” which CEO 
Sundar Pichai described as “a quantum computer 
capable of solving a problem that would take a 
classical computer an impractically long amount of 
time.”25 Known as Sycamore, the system was able to 
calculate a proof in 3 minutes and 20 seconds that 
showed the numbers created by a random num-
ber generator are in fact random. Theoretically, it 
would take Summit, one of the world’s most power-
ful supercomputers, some 10,000 years to complete 
the same problem.26

Given the potential of quantum computing and 
the prevalence of cloud platforms, major cloud pro-
viders are taking the threat quantum computing may 
pose to their substantial businesses in the space seri-
ously. Amazon Web Services, Google, Oracle, and 
others are working on both post-quantum cryptog-
raphy algorithms and quantum-resistant solutions to 
protect their cloud offerings in the coming years.27 

Private sector growth is expected beyond the 
cloud providers. Kenneth Research estimates that 
the market for global quantum computing was 
valued at $89.35 million in 2016 and is projected to 
reach $948.82 million by 2025, projected to grow at 
a compound annual growth rate of 30.02 percent 
from 2017 to 2025.28 Gartner Research predicts that 
20 percent of organizations will begin budgeting for 
quantum computing projects by 2023, and a survey 
by DigiCert found that one-third of organizations 
report having a Post-Quantum Cryptography (PQC) 
budget, and 56 percent are working on establishing a 
PQC budget. The same survey found that nearly 40 
percent of respondents said it will be “somewhat” to 
“extremely” difficult to upgrade encryption to pro-
tect against quantum computer attacks.29

Nation-State Innovation Race
Beyond the corporate world, we must assume 
that every major nation-state power is investing 
in quantum technology, in part, to read protected 
data throughout the public and private sectors. The 

United States, Germany, Russia, India, Japan, and 
the European Union have increased investment 
in quantum research and development. What is 
notable is that the United States and U.S.-based 
corporations appear to be particularly focused 
on hardware platforms that will power the quan-
tum computing revolution, whereas allies such as 
the EU and Japan and adversaries such as China 
appear to be focused more on the quantum appli-
cations that will run atop these platforms when 
they come of age. 

	■ In 2018, the EU committed to spending $1.1 
billion over 20 years on quantum research and 
development, including a special focus on build-
ing advanced quantum key distribution (QKD) 
into Europe’s telecommunications networks.30 

	■ In 2019, Russia unveiled a two-qubit quan-
tum computer prototype,31 and Germany’s 
Fraunhofer-Gesellschaft applied research orga-
nization announced a partnership with IBM for 
quantum research.32

	■ Japan’s Ministry of Internal Affairs and 
Communications submitted plans to spend $14 
billion to implement post-quantum cryptography 
across its own IT landscape by 2025.33

	■ India’s 2020 budget includes a five-year $1.12 
billion allocation to the government’s National 
Mission on Quantum Technologies and 
Applications.34

	■ The U.S government’s Defense Advanced 
Research Projects Agency (DARPA) set up the 
first quantum communications network in 
2003 and in subsequent years has seen increased 
investment.35

	■ In 2018, the White House issued a National 
Strategic Overview for Quantum Information 
Science and launched the National Quantum 
Coordination Office to coordinate quantum 
research and development across 14 U.S. govern-
ment agencies.36
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	■ In December 2019, the Trump Administration 
and Congress worked together to pass into law 
the National Quantum Initiative Act, which 
commits $1.2 billion to quantum focused efforts 
over five years.37 This legislation also seeks to 
establish goals and priorities for a 10-year plan to 
establish the United States firmly in the world’s 
leadership position in quantum computing. This 
includes the creation of a cross-government eco-
system, including;

	■ National Quantum Information Science 
Research Centers within the Department 
of Energy.

	■ Research and education centers in the 
National Science Foundation.

	■ A “workshop of stakeholders” admin-
istered by NIST “to discuss the future 
measurement, standards, cybersecurity, 
and other appropriate needs for support-
ing the development of a robust quantum 
information science and technology 
industry in the United States.”

	■ A Subcommittee on Quantum 
Information Science under the National 
Science and Technology Council.

	■ A National Quantum Initiative Advisory 
Committee to advise the president.38

The Obama Administration invested around 
$200 million per year on quantum research in a 
variety of areas during its eight years. The 2019 
Trump Administration budget for Quantum 
Information Science raised annual spending to $430 
million, a number that is expected to more than 
double by 2022.39

The Administration’s fiscal year 2021 budget 
provides nearly half a billion dollars for quantum 
technology, including $25 million to construct a 
quantum internet that connects 17 national labs. 
Additionally, the budget allocated $718 million for 
NIST to drive “industry of the future” technologies 

such as quantum computing, artificial intelligence, 
5G advanced communications, biotechnology, 
and advanced manufacturing. The budget invests 
over $14 billion in Department of Defense science 
and technology programs, but while quantum is 
included in this group of strategic emerging technol-
ogies, the exact allocation for quantum investment 
is not specified. That said, the budget is clear in 
that the Office of Science will receive $5.8 billion 
for early stage research, national laboratories, and 
construction projects, and $237 million of this 
investment is specifically committed to quantum 
information science research.40

The China Challenge
Geopolitical and technology thought leaders agree 
that the People’s Republic of China (PRC) poses the 
greatest technological challenge to U.S. leadership 
in quantum computing. The Chinese government 
is quite public about its long-term national goal 
to become the global leader in critical emerging 
technologies, particularly those with military and 
commercial applications. 

From a strategic perspective, China seeks to 
never again be subject to western or other foreign 
powers due to economic and technological inferior-
ity. China’s “century of humiliation,” the period of 
European and Japanese imperialism between 1839 
and 1949, is just yesterday for a 4,000-year old cul-
ture with a long memory. Historians note that China 
was victimized by industrialized foreign powers 
with technologically superior militaries from the 
1842 Treaty of Nanjing at the end of the First Opium 
War with Great Britain to the end of the Second 
Sino-Japanese War in 1945. The Chinese govern-
ment’s very public initiatives like Made in China 
2025 are part of a grander national strategy to create 
a reality in which the country will never again be at 
the mercy of foreign powers. 41 

To this end, China has included quantum infor-
matics as a featured component within the PRC’s 
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13th Five-Year Plan and the Made in China 2025 
plan.42 In November 2015, at the 5th Plenum of the 
18th Party Congress, Chinese Premier Xi Jinping 
specifically called out quantum communications 
as a critical strategic technology project that must 
be prioritized and achieve major breakthroughs 
by 2030. Xi has continued, in subsequent years, to 
emphasize the importance of advancing indigenous 
innovation in quantum communications and other 
critical cyber and information technologies.43

Hartmut Neven, engineering director for 
Google’s AI Quantum team, notes that China, as 
a society today, is capable of steering tremendous 
resources to gain the world’s leadership position 
in quantum as well as other emerging technol-
ogy fields,44 and recent history suggests China is 
willing and able to invest in emerging technolo-
gies in a big way. The total quantum budget for 

China, including covert intelligence agency and 
military research and development  budgets is not 
public. However, various public Chinese govern-
ment investments and policy initiatives at multiple 
government levels and across sectors have shown 
a steady increase in quantum research. This leads 
observers to estimate that China’s total spend may 
be in excess of $2.5 billion per year since 2017, a 
sum observers point out that makes investments 
from the United States and other countries pale by 
comparison.45 From 1998 to 2018, China’s central 
and provincial governments invested an estimated 
$987 million into research on quantum commu-
nication, quantum computation, and quantum 
metrology.46 From 1998 to 2006, the National 
Natural Science Foundation of China (NSFC), the 
Chinese Academy of Science (CAS) Institute of 
Physics, the University of Science and Technology 

Mozi, or Micius, named after the famous 5th century BCE Chinese scientist, is the first quantum communications satellite 
launched by China on August 16th, 2016; Illustration of the three cooperating ground stations (Graz, Nanshan, and 
Xinglong). (University of Science and Technology of China)
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of China (USTC), the Shanxi University, and other 
universities received around $10 million to pursue 
a variety of early stage projects.

From 2006 to 2010, China’s 11th Five-Year Plan 
allocated an estimated $150 million to quantum 
research. The Ministry of Science and Technology 
(MOST) and CAS launched the “Long Distance 
Quantum Communication” and “Key Technology 
Research and Verification of Quantum Experiments 
at Space Scale” projects to support large-scale quan-
tum communication research. From 2011 to 2015, 
the nation’s 12th Five-Year Plan boosted quantum 
research and development funding to $490 million 
in areas such as quantum control (MOST), scientific 
research instruments and equipment development 
(NSFC), quantum experiments at space scale (CAS), 
coherent control of quantum systems and metrol-
ogy physics in atomic systems (CAS), and continued 
work on building quantum secure communications 
(NDRC and CAS). 

Notably the National Development and Reform 
Commission (NDRC), Anhui Province, Shandong 
Province, and CAS launched the Beijing-Shanghai 
Quantum Secure Communication Backbone project 
to accelerate industrial applications of quantum key 
distribution (QKD), a critical area for ensuring secure 
government and private sector communications. 

Between 2016 and 2019, China’s quantum 
research funding reached around $337 million 
under the nation’s 13th Five-Year Plan. Notable proj-
ects launched in this period include the Quantum 
Control and Quantum Information National Key 
Research and Development Project.47 

As a result of these efforts, Chinese research-
ers have achieved some notable milestones, such 
as the first quantum science satellite,48 a quantum 
resistant encrypted network connecting Beijing and 
Shanghai, and related developments in QKD.

Observers note that while China seeks to 
dominate all areas of quantum computing, its most 
notable accomplishments in the field to date are 

focused on quantum communications rather than 
overall quantum computing research and devel-
opment that would touch a variety of technology 
fields.49 Patent consulting firm Patinformatics 
assesses which organizations are accumulating 
patents in critical emerging technology fields. 
According to the firm’s 2018 report on quantum 
patents, Chinese organizations dominate patents on 
quantum applications, with nearly twice as many 
publications as the United States in 2017, with the 
applications very focused on cryptology. Since 
2012, approximately 72 percent of the academic 
patent families published in quantum information 
technology are from Chinese universities, with the 
United States coming in a distant second place with 
a mere 12 percent. 

The University of Science and Technology 
of China, the Chinese Academy of Sciences, and 
Beijing University have established significant 
portfolios associated with the hardware aspects 
of quantum applications that could enable China 
to dominate quantum cryptology and commu-
nication. Patinformatics asserts that the leading 
quantum computer manufacturers tend to be based 
in North America while the greatest accomplish-
ments by Chinese and other Asian entities are 
focusing on quantum cryptology and communica-
tion.50 “North American organizations may control 
the (quantum) computer,” the report observed. “But 
Asian organizations may end up controlling how 
those machines are used.” 51

The annual Five-Year Plan investments 
might not capture the full picture of China’s “all 
of nation” commitment to quantum research 
and development. The central government and 
regional governments are teaming to build the 
National Laboratory of Quantum Information 
Sciences in the capital of eastern Anhui province. 
The governments boast that the research facility 
will be the largest of its kind in the world, and 
even assert that its research will produce quantum 
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technologies “of immediate use” to the country’s 
military.52 The new institution has received an ini-
tial $1.06 billion in funding and the governments 
involved plan to invest an additional $14.76 billion 
over the next five years.53

Other regionally funded research is tak-
ing place through the Anhui Quantum Science 
Industry Development Fund, Shandong Province 
Quantum Technology Innovation and Development 
Program, and an emerging quantum ecosystem in 
Jinan Hi-tech Zone’s “Quantum Valley”. 

China’s private sector is also playing a role 
with internet giant Alibaba, planning to invest $15 
billion in technologies such as artificial intelligence 
and quantum technologies, complementary to the 
government’s own work.54

In addition to funding research, the PRC has 
also worked, through its Thousand Talents Plan, 
to recruit talented quantum technologists by 
providing incentives. As of 2018, the program had 
incentivized the return of around 7,000 quantum 
computing specialists studying or working abroad, 
including Pan Jianwei, known as the nation’s 
“father of quantum.”55 Pan pursued his doctor-
ate at the University of Vienna and conducted 
research at the University of Heidelberg before 
rallying several Chinese colleagues back to China 
to drive quantum research and development for 
his home government.56

China’s drive to lead the world in dominat-
ing the most pivotal 21st century technologies 
is currently unmatched by the United States. 
Washington is simply not investing in these tech-
nologies at the level the country invested during 
the Cold War to dominate the most pivotal tech-
nologies of the last century. During the Cold War, 
the United States invested in advanced technolo-
gies because it realized that it could not afford to 
lose the technology race to a hostile power like the 
Soviet Union. Losing that race in the most criti-
cal technologies that defined the last century and 

remain critical to this day represented nothing 
less than an existential threat to the nation. Today, 
China’s “all of nation” investments in technologies 
such as quantum show that their leadership rec-
ognizes that the nation-state that dominates these 
technologies will have significant power in the 21st 
century in much the same way the United States 
dominated the last 70 years of geopolitics. 

Developing Quantum-Resistant 
Algorithms
The U.S. Department of Commerce’s National 
Institute of Standards and Technology (NIST) is 
leading a selection and standardization effort for 
proposed quantum-resistant algorithms from aca-
demic and governing bodies around the world.57 
The goal of post-quantum cryptography research 
is the development of cryptographic systems 
that are secure against both quantum and classi-
cal computers and can interoperate with existing 
communications protocols and networks. Of the 
69 initial quantum-resistant algorithms proposed 
to NIST, 12 were broken or attacked within three 
weeks and, after three years of evaluation, NIST has 
managed to narrow the field of candidates to 26. 

While NIST’s work in this area is promising, it 
must move faster and should receive greater 
investment by government and industry. 
Cooperation from across both groups is essential to 
developing and understanding quantum-resistant 
algorithms. Lack of funding for development of 
quantum-resistant algorithms is also part of the 
problem. NIST’s quantum research budget is $30 
million, just 0.0006 percent of the U.S. federal 
budget; too little to solve a problem that is such a 
serious threat to national security.

Beyond the Math
Organizations, both public and private, must commit 
to starting the technical work on elements beyond 
just the new mathematical algorithms that will power 
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post-quantum cryptography. We must begin to 
inventory, understand, and retool the protocols and 
systems that will be vulnerable to quantum attacks.

Planning the Rollout
Retooling our network and data protection 
solutions will take time; not only to develop the 
technology, but to roll it out throughout the world’s 
compute and network deployments. Once replace-
ment algorithms are complete, the implementation 
of related network protocols, key management, and 
other supporting technologies will take time, as 
will the integration of the algorithms into commer-
cial products. To hasten this, organizations should 
commit to building post-quantum action plans 
that measure time and impact sensitivity so that 
they are ready to rapidly retool the systems pro-
tecting their data as the post-quantum ecosystem 
is ratified. Organizations can start prioritizing data 
that needs protection today, including what data is 
accessed or stored by vulnerable paradigms. 

TLS 1.3.
Additionally, organizations and technology indus-
try partners can move their network traffic to 
Transport Layer Security (TLS) version 1.3, the 
latest generation of technology that secures com-
puter-to-computer communications. TLS 1.3 
removes RSA encryption key negotiation options 
and requires Diffie-Helman encryption. The 
main driver for this is to prevent the loss of a pri-
vate RSA key which would result in the ability to 
decrypt all sessions based on it. The side benefit is 
that every session has unique Diffie-Helman key 
exchanges. While Diffie-Helman is not quantum 
safe, the move would require an adversary to break 
a specific session using quantum cryptanalysis on 
that session as compared to breaking the RSA key 
on the publicly available certificate. This requires 
adversaries to possess significantly higher compute 
scalability as well as the encrypted stream prior 

to beginning cryptanalysis. While this mitigation 
does not remove the need to aggressively move to a 
post-quantum ecosystem, it does provide a tangible 
action organizations can take today.

More Post-Quantum Standards
Technologists should also work to develop additional 
standards, protocols, and products for a post-quan-
tum ecosystem, such as working with the Internet 
Engineering Task Force to support a post-quantum 
TLS or code-signing standards. Furthermore, once 
these standards come to fruition, platforms need to be 
plug-and-play to facilitate rapid adoption.

A Race We Can’t Afford to Lose
The United States and its allies are in a technology 
race with China and other geopolitical rivals, and 
quantum computing is an important front of that 
competition—a competition we cannot afford to lose. 
While quantum computing still has many challenges 
ahead, including the time to achieve true viability, 
the actions we take today will have profound impact 
on whether we are protected when that day comes. 

There is a reasonable chance that nation-states 
will have this computing power in the foreseeable 
future. It is naïve to assume that the rest of the world 
will immediately become aware of the viability of 
pragmatic implementations of quantum cryptanal-
ysis and take action to narrow the technology gap 
between nation-states.

We should be realistic and understand that 
the largest investors in this area are committed to 
achieving their objectives and supplanting U.S. 
technology and strategic leadership. In doing so, 
they can tighten their grip to better determine their 
own geopolitical destiny in the same way the United 
States has since the end of the Second World War. 

Quantum is both a national security threat 
and a potential strategic advantage. To ensure our 
place in the future, we must focus on both ele-
ments today. PRISM
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