Don’t Trust Anyone
The ABCs of Building Resilient
Telecommunications Networks
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he January issue of Prism carried an article titled “The Worst Possible Day™ that included a discus-

sion of the implications for the United States of banning Chinese company Huawei from networks

that the United States and its allies rely on for national security-related communications. A sup-
porter of the ban, the author, Thomas Donahue, emphasized the critical importance of using equipment from
trusted sources in U.S. telecom infrastructure and that of its allies. He argued that the consequences of not
doing so could be catastrophic when the United States needs to project power, or convincingly threaten the
use of force, such as during a military conflict. The article concluded that the United States needs to seriously
consider how to assure the use of trusted alternatives to Huawei equipment, whether by supporting the devel-
opment of a U.S.-based manufacturer or consortium, or spending tens of billions of dollars to acquire either or
both the manufacturers Nokia and Ericsson, or investing significantly in the two Nordic firms.

We cybersecurity professionals at Huawei Technologies concur that the U.S. military and U.S. allies must
have access to telecommunications networks that are available at all times, even in the worst conditions imag-
inable. But we disagree with Donahue’s message that Huawei must be blocked because it is headquartered in
China; that companies headquartered in countries allied with the United States can be considered “trusted;”
and that the “risk” from Huawei equipment cannot be mitigated. In our view, the best way to assure reliable
telecommunication networks is to have a comprehensive approach to risk and resilience, which includes veri-
fiable conformance and testing protocols. When it comes to managing risks in cyberspace, the best approach
is to distrust everyone.

For the past year, as telecommunication service providers in numerous countries have begun choosing
suppliers for their 5G networks, the United States government (USG) has emphatically told governments
around the world that Huawei cannot be trusted to be a supplier to their 5G networks and has put heavy
pressure on a number of governments to bar Huawei from 5G development. Donahue articulated his concerns
somewhat more dispassionately than most, with an emphasis on what is critical from a national security per-
spective. He also stressed the importance to the United States and the global community of promoting greater
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competition among telecom equipment providers,
which we agree is good for everyone.

This article attempts to explain why we believe
that those who argue for the need to block Huawei
and assume that Huawei’s European competitors’
products are worthy of trust, are wrong. Making a
determination that a supplier is trustworthy based
on the country in which it is headquartered is a
misguided and dangerous approach. The article also
describes a framework for a holistic cybersecurity
strategy that ensures resilient and secure networks—
including those with Huawei technology—are
available to the United States and its allies, even on
the worst possible day.

Washington’s Problem and Donahue’s
Solution

5G will have a major impact on the world economy.
It will bring massive cloud-based computing power
to the end-user and create new jobs by digitizing
and 5G-enabling current and new industries. A 2019
study conducted by the market survey firm IHS
Markit, commissioned by the U.S.-based chip and
telecom equipment maker, Qualcomm, concluded
that by 2035, 5G will enable $13.2 trillion in global
economic output, or the equivalent of adding 5 per-
cent to global GDP.

Only a handful of vendors can supply end-
to-end 5G equipment, and none of them is
headquartered in America. The choices for 5G
Radio Access Networks are limited mainly to Nokia,
Ericsson, ZTE, and Samsung, but Huawei is gener-
ally acknowledged to be the leader in technological
development and product range. Ericsson and Nokia
are the closest runners-up.

The USG is opposed to using Huawei equipment
in its networks and has put forth various reasons
for its opposition, usually premised on the claim
that China could imperil U.S. national security by
using Huawei equipment to shut down networks,
steal data, or conduct unauthorized surveillance.
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Donahue focuses on what he sees as the most signif-
icant national security risk to the United States of
having Huawei equipment in a key network; that on
the “worst possible day”—during a military conflict
or a situation when the United States must be able
to use military force or deter an adversary from a
hostile action—U.S. telecommunications networks,
and those foreign networks that enable communi-
cations by United States and allies’ assets, may not
be available if they include equipment supplied by a
company headquartered in China. Donahue argues
that even for fiber links that withstand hostilities,
data traveling over such links could be “subject to
disruption if the communications must pass through
equipment provided by vendors from hostile coun-
tries.” Moreover, the United States might not be able
to rely on communications satellites as an alternative
avenue for key communications.

According to Donahue, this risk cannot
be mitigated because “with 5G, the distinction
between the edge and the core largely disappears.”
He contends that this would prevent operators
from maintaining proper isolation and, as a result,
vulnerabilities at the edge could directly impact and
expose the core network to unmanageable risks.
Therefore, in his view, it is not enough simply to
ban Huawei from the core of 5G; Huawei must be
banned from supplying any equipment to any part
of networks that may be depended on by the United
States and its allies.

Having left the telecommunications indus-
try in the United States to the unpredictability of
market forces, the U.S. no longer has a domestic
equipment vendor able to provide a full range of
products. Moreover, the two European vendors,
Nokia and Ericsson, that Donahue presumes are
“trusted,” are not on strong financial footing.
They lack for example, adequate ability to invest
in R&D. Donahue argues that, given the strategic
importance of secure communications, the U.S.

government should step in and either help to fund
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the development of a strong U.S. supplier or consor-
tium-supplier, invest in telecom firms in friendly
countries, or consider buying Nokia, Ericsson, or
both. He concedes that this would likely cost tens of
billions of dollars.

The Problem with a “Trusted Vendor”
Strategy

In Donahue’s view, Nokia and Ericsson can be
trusted because they are headquartered in countries
that are close U.S. allies: Huawei, conversely, cannot
be trusted because its headquarters are in China—a
strategic U.S. adversary. We do not argue that the
two Nordic companies are not worthy of trust in a
traditional sense, but strongly urge that the determi-
nation that a company is worthy of trust—and thus
that its products should automatically be deemed
trustworthy—should not depend solely on where
the company is headquartered. A few recent cases
demonstrate this reality.

In 2013, the retailer Target was attacked through
a supplier of air conditioning services.? Because it was
a trusted supplier, the A/C vendor had remote access
credentials to parts of Target’s servers for the purpose
of monitoring temperature and energy use through-
out Target stores. But by tricking one of the supplier’s
staff through a phishing email, hackers managed to
piggy-back on the vendor’s access privileges to steal
customers’ credit card data. The data breach ended
up costing Target $292 million’ in compensation,
legal, and other expenses. This excludes lost sales and
the impact on share prices.

In 2017, hackers used TeamViewer, a software
program used by IT support technicians to repair
computers remotely, to breach the servers of Piriform,
a company that was in the process of being acquired
by cybersecurity software provider Avast. While
inside the network, the attackers introduced malware
into CCleaner, a widely trusted registry-cleaning tool
that has been downloaded more than 2 billion times
worldwide. Throughout the acquisition of Piriform,
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users continued to install CCleaner on their comput-
ers. As a result, the corrupted version of the program
allowed attackers to penetrate the servers of at least 11
companies, mostly in the IT sector.!

Also, in 2017, researchers identified a new
type of vulnerability in Intel x86 architecture®
called Meltdown, which could be exploited by
adversaries to bypass computer security proto-
cols and steal secrets processed on it. Additional
research® identified new vulnerabilities, including
Spectre, Spectre-NG, Foreshadow, TLBleed, and
ZombieLoad, in Intel’s CPU chips. The U.S. military
and many other U.S. government agencies are major
users of x86-based computers, largely because Intel
is widely considered a trusted vendor.

Earlier this year, the Washington Post published
the news that Crypto AG, a Swiss manufacturer of
encryption devices, was owned by the CIA and the
German spy agency BND. According to the report,
for decades Crypto supplied compromised equip-
ment to more than 120 governments. Backdoors
installed by BND into Crypto’s machines enabled
the United States and Germany to intercept and
decrypt highly classified communications from
allied nations and foes alike. Buyers trusted Crypto’s
gear largely owing to Switzerland’s carefully culti-
vated reputation for neutrality.

The common denominator in all of these inci-
dents is that, in each case, attackers compromised
the target systems through a trusted vendor. Trust
that is not based on evidence is a network security
design flaw.

Huawei is headquartered in Shenzhen (south-
east China, next to Hong Kong), but both Nokia and
Ericsson develop many of their products in China and
manufacture hardware there. Ericsson operates five
innovation centers in China, including one focused
on 5G. Nanjing is the company’s largest manufac-
turing and logistics base worldwide and the location
where Ericsson makes its 5G gear. Ericsson has 11,000
staff in China, roughly 5,000 of whom work in R&D.”
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NOKIA is a multinational communications and information technology company founded in 1865 with

substantial operations in China. (Photo by Testing / Shutterstock.com)

Similarly, Nokia co-owns its Chinese subsidi-
ary, Nokia Shanghai Bell, together with a Chinese
state-owned enterprise, China Huaxin, which holds
just over 49 percent of the venture® and has the right
to nominate its CEO. From 2002 to 2017, the unit’s
chairman also acted as the Secretary of the Chinese
Communist Party committee within the company
(every company of a certain size that does business
in China is required to have a Party committee).’

Were the United States to buy Nokia or Ericsson
(or both), it would be acquiring firms with sub-
stantial operations in China, and large numbers of
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Chinese personnel. Instead of making assumptions
about trustworthiness based on where a company is
headquartered, it is preferable to focus on the assur-
ance and transparency requirements and features of
all the key players, including the telecom and mobile
operators, on the one hand, and the equipment (and
other third-party) suppliers, on the other.

5G in the U.S. Military

It is commonsense that U.S. national security
communications must be available—world-
wide—when needed. Donahue contends that if
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key communications networks are disrupted, the
United States may not be able to count on the sur-
vival of communications satellites as an adequate
alternative: He notes that even communications on
still-operational fiber lines could be intercepted by
adversaries, particularly if the equipment used was
supplied by “vendors from hostile countries.”

But the Department of Defense (DOD) is
enthusiastic about the use of 5G by the military, as
evidenced by a paper it published last year."” The
paper mentioned several security concerns but,
according to the DOD, these are manageable. In the
meantime, the evolving industry standards for 5G
security are providing demonstrable enhancements.

We must point out the obvious limitations of 5G
for use by the U.S. military. First, the U.S. military
operates globally but it will be a long time before
civilian 5G networks are deployed everywhere the
U.S. military or its allies operate. A quick look into
the GSM A" mobile economy 2019" report reveals
that by 2025, only 15 percent of the world’s mobile
network traffic will operate on 5G, while 25 percent
of it will, of necessity, use 15- to 20-year-old 2G or
3G technologies. (2G and 3G do not satisfy even the
most basic bandwidth requirements for 5G-enabled
U.S. military applications.) Based on previous
adoption rates of mobile technologies, it would be
reasonable to estimate that it will take 5G between 20
and 30 years to reach 80 percent global coverage.

In addition, 5G networks are localized and
operate within the coverage area (dictated by local
circumstances of the particular state, operator,
or geography). Therefore, when traffic is carried
outside of state borders or between operators—for
example, from a Middle Eastern country to the
United States—it must traverse the global back-
bone and pass through various states and undersea
cables, paths which are vulnerable to tampering and
disruption, regardless of the vendor or equipment
deployed. Thus, while some U.S. adversaries may
be developing capabilities to remotely shut down
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wireless networks, another option is to “cut the
wire” as The National Interest described in a 2018
article on Russian undersea capabilities. If you have
access to a submarine, this direct route would likely
be easier than trying to remotely shut down a distant
network by routing attacks through multiple opera-
tors and their various security controls.

Second, on the “worst day,” 5G could be
unavailable in one or more of the key fields of oper-
ations. Mobile networks are vulnerable to signal
jamming and GPS spoofing attacks. In late January
2020, the U.S. Navy conducted a large-scale GPS
jamming exercise that covered 125,000 square miles
in six U.S. states.”® News reports also indicate that
GPS jamming is widely used by Russia against U.S.
tighter jets near Iran." Given the range and reach
of such jamming technologies and their potential
impact on 5G networks national security critical
communications need to have access to alternative
network technologies in addition to 5G.

During a conflict, a communications network
can come under attack from multiple vectors. To
disable 5G networks, attackers will first select the
easiest, most direct route offering the highest prob-
ability of success. Trying to hack into a 5G network
that is designed to field such breaches is a com-
paratively harder way for an enemy to achieve the
intended result.

Security Challenges Posed by 5G

In coming years, governments, businesses, and
households will increasingly depend on information
and communications technologies (ICT) for essential
services. Digitized industries and businesses will cre-
ate new products and services that use 5G’s capability
to seamlessly deliver cloud-based computing power
to the user: 5G provides high speed, low latency, and
the ability to support up to one million connections
per square kilometer. The new network technology
will be relied on to provide essential government ser-
vices and manage critical infrastructure such as the
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5G Repeater Tower, Mobile Phone Base Station. (Bill Oxford)

power grid, banking, aviation, telecommunications,
and public transport, to cite a few examples. And
apparently, as we just saw, DOD also plans to use it
extensively for military-related purposes.

While the benefits will be numerous, the result of
this enhanced connectivity and 5G-enabled services
will be an expanded attack surface and a height-
ened risk of cyber breach or disruption in multiple
domains. Attackers will have more potential entry
points as they attempt to extract and modify data, dis-
rupt services, and perpetrate other malicious exploits.

Such risks exist with 3G and 4G, but 5G
increases their potential impact because more
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critical services will depend on telecommunications
technology. Harm caused by unauthorized tamper-
ing with a 5G-connected device could propagate to
the rest of the network, using 5G’s higher speeds and
lower latency to do more damage. In a worst-case
scenario, a successful attack could deal a crippling
blow to a government, knock out critical infrastruc-
ture, paralyze technologies needed for healthcare,
and disrupt key supply chains.

In October 2019, the European Commission
published a report on the implications of 5G deploy-
ment. The report identified five types of risk, linked
to the following causes:"
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= Insufficient security measures
= 5G supply chain

= Third parties such as foreign governments or
organized crime

= Interdependencies between 5G networks and
critical systems (such as basic infrastructure or
healthcare)

= Multiplication of unsecured devices linking to
the 5G networks.

These risks, while formidable, have been
anticipated by the industry in the collaborative
standards process—not just equipment suppliers,
but also network operators, device manufacturers,
and software developers.

Periphery and Core in 5G: a Distinct
Separation

Donahue states that in 5G, “...the distinction
between the edge and the core largely disappears,”
and as a result, Huawei would have access to an
entire network even if it only supplies the radio
equipment. In fact, although under 5G the core and
the edge move closer together in a physical sense, the
virtual distinction is maintained and the standards
enhance security of both, particularly the “edge.”
The distinction between the core and edge in
the logical architecture of 5G is defined by 3GPP'¢
and the European Telecommunications Standards
Institute (ETSI),” and recognized by the U.S.
Federal Communications Commission (FCC). In
addition to the existing core, access, and transport
sections of the network, this architecture introduces
a new section of the network referred to as edge
computing, also known as multi-access edge com-
puting (MEC) in ETSI terminology. According to
3GPP 5G standardization documents, MEC is a dis-
aggregated part of the core network, located closer
to the access network in order to reduce network
latency. It remains part of the core network and
maintains clear logical separation from the access
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network; and it includes dedicated interfaces as well
as possible physical separation. The 5G standards
process makes clear that the core and edge separa-
tion will be maintained in 5G.

The continued virtual separation of the core
from the RAN and the attendant security bene-
tits have been confirmed authoritatively. In June
2019, Professor Alf Zugenmaier (Vice Chair of
the 3GPP SA3') and Professor Rahim Tafazolli*
(University of Surrey), testified on the subject at a
U.K. House of Commons hearing:* “The core net-
work, as defined by the functions, may be moving
out closer to the cell sites....but it is very clear what
functions are core network and which are access
network,” Zugenmaier said. Tafazolli added that,
“there is a clear distinction between core and radio
access networks wired through a unified interface,
which is standardized in the 3GPP standardiza-
tion.” Tafazolli further noted that, “operators have
the option of buying the core from one vendor and
radio access from other vendors.”

A Holistic Risk-Mitigation Strategy for
5G Networks

Effectively managing the risk involved in 5G net-
works is feasible without barring suppliers and even
while using equipment that is not deemed secure.
The comprehensive strategy we describe below
involves techniques recently endorsed and imple-
mented by the most credible U.S. cybersecurity
authorities. This holistic cybersecurity approach
includes two design principles and three pillars.
The two principles are trust minimization and the
assumption of breach:

Trust Minimization; as discussed above, trust
should be considered a fatal design flaw. Therefore,
any security solution designed for critical infra-
structure should minimize, as much as possible, the
degree of trust in the underlying components, ser-
vices, and personnel. Trust should be proven based
on facts and should not be assumed.

FEATURES | 121



PURDY, YORDANOYV, AND KLER

Assume Breach;* a concept that was coined in the
early 2000’s 2 by Kirk Bailey, who suggested that
organizations should build their networks based on
the assumption that a well-funded adversary (e.g., a
state-sponsored hacker) would be able to infiltrate
any system. Bailey’s proposed design principle res-
onated with the U.S. government. In 2016, General
Michael Hayden (ret.), the former Director of the
CIA and NSA, said, “Fundamentally, if somebody
wants to get in, they’re getting in... Accept that.”>

These principles complement each other and
should be the foundation for a robust risk-mitigation
framework. Trust-minimization and assume-breach
have successfully proven themselves under extreme,
hostile conditions for the past decade. We mentioned
earlier the Intel x86 vulnerabilities called Meltdown,
Spectre, Spectre-NG, Foreshadow, TLBleed, and
ZombieLoad. Although the vulnerabilities impacted
the deepest layer of the system, that is, the hard-
ware layer, the damage was minimal. Leading cloud
service providers in the United States had generally
adopted a breach-assumption approach that pre-
vented and mitigated serious consequences.

We will now discuss three pillars of a holistic
cybersecurity strategy. The first two pertain to trust
minimization, while the third relates to anticipating
and countering breaches.

Pillar I: Standardization

Standardization is an important pillar in the cyberse-
curity domain. It provides a common set of guidelines,
requirements, and recommendations in a transparent,
verifiable, and reproducible manner. Standardization
provides experts and laymen, businesses, regulators,
and customers with a clear and common under-
standing of good versus bad. Once set, these common
guidelines, requirements, and recommendations are
continuously validated and verified by operators and
regulators in the domain or industry covered.

The 3rd Generation Partnership Project
(3GPP) is the standardization body responsible for
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the development of 5G standards. Headquartered
in France, it coordinates global standard-setting
activities for seven national or regional telecom
standards groups. Within 3GPP, the SA3 working
group is dedicated to the development of security
specifications. The SA3 working group includes
vendors and operators from around the world. They
work together to define cybersecurity enhance-
ments and mitigations that address the risks and
challenges identified through a comprehensive risk
assessment.?* In addition, other standardization
bodies, such as the European Telecommunications
Standards Institute (ETSI), develop and define the
security specifications for some of the underlying
technologies, such as network function virtualiza-
tion (NFV),” which drive 5G.

Both 3GPP and ETSI have worked extensively
on 5G security standards. 3GPP, for instance, devel-
oped security enhancements including an overall
5@ security architecture, a new 5G key management
scheme, enhanced radio access network (RAN)
security with user plan integrity protection, network
slicing security, network domain security, and man-
agement security and cryptographic algorithms.

Representatives of the U.S. government have
expressed concerns about the security and reliabil-
ity of 5G networks. However, scholars at prominent
U.S. think tanks noted? that the United States has
not actively participated at meetings where secu-
rity standards are being set. Presently, European
and Asian vendors account for over 95 percent of
all 3GPP SA3 security-related proposals. During
the last four years (2016-2019), Chinese vendors
submitted over 1,600 5G security proposals alone.
Conversely, during the same period, the United
States only put forward a handful.

This is seemingly about to change. In May 2020,
the Department of Defense (DOD) published its
5G Strategy document” acknowledging that “DOD
has not engaged with the governance bodies that set
mobile wireless industry standards.” DOD observed
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that, “to promote high-quality, protected, and reli-
able 5G devices and applications, the U.S. must play
a lead role in shaping information and communica-
tions technology standards.”

5G standards will continuously evolve in sub-
sequent 3GPP standards releases.” In mid-June,
the Department of Commerce issued a new rule®
allowing U.S. companies to work with Huawei on
5G standardization. Active involvement of the U.S.
government and U.S. companies in security stan-
dardization will help to ensure that national-level
security requirements are captured and reflected in
the evolving standards.

Pillar II: Verification and Testing: Security
Assurance Specifications [SCAS]

Given the sophistication and resources of a small
number of nation states and their capability to
virtually implant hidden functionality in hardware
and software, it is important that everyone’s prod-
ucts be subject to scrutiny to manage the real risk
in cyberspace.

Verification and testing align with the prin-
ciple of trust minimization and are therefore an
essential part of a holistic, risk-mitigation strategy.
Verification ensures that products and services
provided by any vendor satisfy a set of well-de-
fined requirements, thereby reducing the risk that
a product behavior is inconsistent with the agreed
specification, including in failure scenarios.

Security testing goes a step further by ensuring
that the system security properties are not violated
even under hostile and/or unpredictable condi-
tions. Various security certification schemes have
developed over the past 30 years for the evaluation
of vendors’ and operators’ security posture. These
include product-specific standards efforts such as
ISO 15408 (Common Criteria) and GSMA/3GPP
NESAS/SCAS, as well as company-level risk man-
agement schema such as ISO/IEC 270xx, ISO/IEC
28000, and ISO 22301, to name a few.
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3GPP and GSMA introduced two new enhance-
ments aimed at increasing operators’ security
assurance in 5G products with transparency;
SCAS—SeCurity Assurance Specifications, and
NESAS—Network Equipment Security Assurance
Scheme.* Together these represent a major contribu-
tion toward clear requirements and an independent
testing regime for telecommunications equipment.

The work done to date by ISO, 3GPP, or GSMA
should be applauded and supported, but it is essential
that the collaborative effort continues forward with
even broader, more robust input. Currently, operators
and vendors do not have clear, comprehensive, stan-
dards-based guidance about what equipment they
will be allowed to deploy in various countries around
the world. 5G verification and testing is a work in
progress, which needs additional collaborators.

As is the case for standards-setting, the United
States has contributed little to discussions on
verification and testing. Such security assurance
frameworks would increase business certainty and
efficiency, improve the security posture of operators
and vendors, and promote transparency. On June
3,2020 DOD announced, as part of its 5G Strategy,

3132 5G Core secu-

seven new locations for 5G testing.
rity experimentation will take place at Joint Base San
Antonio. This development, we feel, puts the United
States in a position to help drive the development,
strengthening, and adoption of global security stan-

dards and testing regimes.

Pillar III: Multi-Level Cyber Resiliency

In 5G networks, developing cyber-resilient systems
requires the participation of all key stakeholders.

The five main stakeholders in the 5G network are
mobile network operators (MNOs), suppliers of
services, equipment vendors, vertical industries, and
governments. A multi-level cyber-resiliency strategy
articulates goals for each of these stakeholders. It also
identifies inter-dependencies between stakeholders at
the federal and state levels (for example, when a single
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network hub is shared by multiple operators, which
when compromised may pose a national-level risk).

The National Institute of Standards and
Technology (NIST) defines cyber resiliency as, “the
ability to anticipate, withstand, recover from, and
adapt to adverse conditions, stresses, attacks, or
compromises on systems that use or are enabled by
cyber resources.”* Cyber resiliency derives from the
breach-assumption design principle. It acknowl-
edges that despite standardization and testing,
system defenses will be breached. According to NIST;
“modern systems are large and complex entities and
as such, adversaries will always be able to find and
exploit weaknesses and flaws in the systems.”

Cyber-resiliency is a realistic, rational
approach that has been endorsed and advocated
by some of the main agencies in the U.S. govern-
ment. The U.S. Defense Science Board Task Force
has stated that, “susceptibility to the advanced
cyber threat by the Department of Defense is also
a concern for public and private networks. Cyber
resiliency is a critical factor.”*

Resiliency does not ensure full system integrity.
But implemented correctly, it ensures that systems
will be able to perform their most critical tasks.
“From the perspective of cyber resiliency, system ele-
ments or constituent systems that are less critical to
mission or business effectiveness can be sacrificed to
contain a cyber-attack and maximize mission assur-
ance,” NIST advises.

The concept of cyber resiliency is a flexible one
that can be adapted to various scenarios. Every orga-
nization has different goals and priorities, so each
organization has to determine what its mission-crit-
ical tasks are. This definition of priorities informs
network designers of the resiliency objectives. A
top objective might be, “Preclude the successful
execution of an attack or the realization of adverse
conditions.” But at another organization, the top pri-
ority could be, “Restore as much mission or business
functionality as possible after adversity.”
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To achieve their cyber-resiliency goals, network
designers can choose from a wide array of proven
techniques. Below are some of the techniques rele-
vant to 5G security:

= Contextual Awareness; construct and main-
tain current and correct representations of the
system’s security posture, revealing patterns or
trends in adversary behavior.

= Analytic Monitoring; maximizes the ability to
detect potentially adverse conditions and identify
potential or actual damage.

= Coordinated Protection; requires an adversary
to overcome multiple safeguards (i.e., implement
a strategy of defense-in-depth), increasing the
cost to the adversary and raising the likelihood of
detection.

= Deception; hide critical assets from adversary or
expose covertly tainted assets.

= Substantiated Integrity; detect attempts by an
adversary to deliver compromised data, software,
or hardware, as well as successful modification or
fabrication.

Resources availability is one of the compo-
nents of cyber-resiliency. This essentially refers
to the ability to obtain critical system compo-
nents even in times of crisis. The early days of
the COVID-19 pandemic, when countries—even
close allies—were hoarding medical supplies,
served as a reminder of the importance of ensur-
ing critical resources availability even under the
most abnormal circumstances. To do this national
governments need to systematically identify key
components that need to be stored and for how
long. For a superpower like the United States, it
may in addition be appropriate to have at least
some capability for strategic local manufactur-
ing. This is the approach that is apparently being
followed with Taiwan Semiconductor,® a criti-
cal supplier of electronic components, which has
agreed—in principle—to build a plant in Arizona.
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With a well-designed cyber-resiliency strategy,
countries can be predominantly vendor-agnostic in
cybersecurity terms. The United States could poten-
tially allow any vendors, regardless of their state of
origin, to be in any section of the network, including
the network core. While this may sound risky to some,
especially given the current political environment, this
conclusion is built on analysis by world experts, as well
as on a rich foundation of sound academic work.

In the next section, we look at supplier diver-
sity. This is one of the most frequently cited
elements of a cyber resiliency strategy. As we will
see below, it is not primordial in importance, and it

is certainly not a cure-all.

The Pitfalls of Relying on Vendor
Diversity

Politicians and the media sometimes cite supplier
diversity as a silver bullet to address cybersecurity
risks. It was mentioned prominently in the EU 5G
toolbox released earlier this year.*® In fact, supplier
diversity plays a relatively minor role in cybersecu-
rity. And if misunderstood or poorly implemented,
supplier diversity can actually become a threat to
network integrity.

Diversity is only one of fourteen resiliency tech-
niques listed both by NIST and MITRE.*” According
to NIST, diversity encompasses six different sub-cat-
egories, including architectural diversity, design
diversity, synthetic diversity, information diversity,
path diversity, and of course supply chain diversity.

Diversity can enhance cyber resiliency, but it
can also undermine it. In its cyber-resiliency design
principles document,*® MITRE noted that,

Diversity can be problematic in several
ways: first, it can increase the attack sur-
face. Rather than trying to compromise a
single component and propagate across all
such components, an adversary can attack
any component in the set of alternatives,
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looking for a path of least resistance to
establish a foothold.

Second, it can increase demands on devel-
opers, system administrators, maintenance
staff, and users, by forcing them to deal with
multiple interfaces to equivalent compo-
nents. This translates into increased lifestyle
costs. (These costs have historically been
acceptable in some safety-critical systems.)
This can also increase the risk that inconsis-
tencies will be introduced, particularly if the
configuration alternative for the equivalent
components are organized differently.

Third, diversity can be more apparent than
real (e.g., multiple different implementa-
tions of the same mission functionality

all running on the same underlying OS,
applications which reuse software compo-
nents). Thus, analysis of the architectural
approach to using diversity is critical.

While we understand why supplier diversity
is prominent in public discourse on 5G security, its
importance must be kept in perspective.

Network Resiliency Under Extreme
Conditions

Modern military conflicts put communication
networks under extreme duress. The U.S. military
can resort to alternative and highly robust sys-
tems when necessary. We very briefly present some
examples below.

The Defense Advanced Research Projects
Agency (DARPA) has been working on mobile ad
hoc networks (MANET)* since the early 1970s.
These networks can be deployed in hostile environ-
ments ensuring the bandwidth requirements of U.S.
forces would not be impacted by enemy threats. And
low-orbit, high-speed satellite technology, such as
those currently being developed by U.S. vendors,*
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can be further enhanced and secured to satisfy
current and future availability, confidentiality, and
integrity requirements.

Resilient-system design is another tool that
could be used on actual or likely battlefields.
Military and intelligence agencies are proficient at
building applications and services that can share
information using multiple concurrent commu-
nication paths based on the networks’ availability.
This ensures that if network disruptions occur in
one operator or in multiple operators, commu-
nication channels will still operate, even under
hostile circumstances.

To enhance the resiliency and survivability of
U.S. military networks and foreign networks that
support the U.S. military in other countries requires
investment in technology and personnel. Rather
than spending tens of billions of dollars to acquire
or subsidize Nokia or Ericsson, we propose that U.S.
network resiliency would be better served by spend-
ing on refining and deploying technologies that can
survive hostile environments, developing people
who can build and operate such networks, and con-
ducting R&D to develop better tools and protocols
to achieve greater assurance.

Conclusion

Excluding certain vendors while trusting others
without assessing and addressing real cybersecurity
risk, makes no sense from an economic or cyber-
security perspective. The United States is so intent
on blocking Huawei from U.S. and allies” networks
that it is considering alternatives that could cost tens
of billions of dollars; buying or investing in Nokia
or Ericsson, or both, or investing in an alternative
U.S. company or consortium, or some alternative
technology. Opposition to Huawei bridges the acri-
monious political divide in the United States like few
other contemporary issues.

Trustworthiness does not play a role in cyber-
security. What matters far more is the transparency
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of telecom suppliers’ operations, including whether
and how they provide ongoing support to the opera-
tor after equipment is installed. Selecting a supplier
should be based on the quality and reliability of its
products, their demonstrable conformance to stan-
dards and best practices, as well as compliance with
regulatory and contractual requirements.

Some have said candidly about Huawei that “it
is not about the company, it is about the country.”
Given the availability of trustworthy, transpar-
ent and—as seen earlier in this article—proven
risk-mitigation mechanisms, the U.S. government’s
decision to ban Chinese equipment vendors appears
clouded by geopolitical concerns; namely China’s
rise economically, militarily, and technologically.

Banning vendors reduces competition and
ironically increases the cybersecurity risk; the UK’s
Intelligence and Security Committee (ISC) stated
in July 2019 that, “limiting the field to just two ven-
dors,.., would increase over-dependence and reduce
competition, resulting in less resilience and lower
security standards.”™' *> We believe that global
vendors play an essential role in the competitive
landscape, bringing unique expertise, experi-
ence, and knowledge. Greater competition brings
multiple benefits; greater innovation, lower prices,
and—when well-implemented—greater resilience.

Huawei’s top executives have stated that they
are interested in talking with the U.S. government
about how the company can address cybersecurity
concerns and demonstrate that neither Huawei
products nor its employees are subject to the undue
influence of the Chinese (or any other) government.
Huawei would discuss manufacturing in the United
States,** opening Huawei to independent testing
pursuant to recognized standards and best practices
for telecom equipment,* or licensing Huawei’s 5G
technology to a U.S. company or consortium.*

If domestically fostering a vibrant technology
and telecom sector is the policy of the United States,
then the way forward is a tried and true one: Form
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a private sector-led, public-private partnership to
develop and implement a U.S. industrial technology
innovation strategy. This will involve investing in
R&D, providing sectoral incentives, funding univer-
sity research, attracting the smartest minds in the
world, and encouraging foreign investment.

It is not clear what the U.S. government will
do next. But with trade tensions poised to weaken
global growth, and roughly half the world’s popula-
tion still lacking internet access, one can hope that
Washington will begin focusing on how to promote
the spread of safe digital technology. PRISM
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