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“A geopolitical competition between free and repressive visions of world order is taking place in the Indo-Pacific region.’
National Security Strategy of the United States of America, 2017. (Staff Sgt. D. Myles Cullen (USAF), 22 March 2007)
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The Essence of the Strategic
Competition with China

Michael J. Mazarr

.S. national security strategy and defense policy have come to focus on China as the primary empha-

sis in the “strategic competition” outlined by recent U.S. strategy documents.! Outside government,

an avalanche of recent reports and essays lays out the China challenge in sometimes fervent terms,
depicting an ideologically threatening revisionist state with malign intentions. As the Financial Times colum-
nist Martin Wolf put it recently, “Across-the-board rivalry with China is becoming an organizing principle of
U.S. economic, foreign and security policies.”

There is little question that China’s growing power, its military buildup, its bold regional and eventu-
ally global ambitions, and its outsized self-conception pose very real challenges to the United States and the
post-war, rule-based order. China is neither infinitely powerful nor wholly malicious. But its belligerent coer-
cion of its neighbors, threat to use force to absorb Taiwan,* violations of human rights, predatory economic
behavior, and many other activities mark its rise as a potential threat to U.S. security and any sort of rule-
based international system.

Yet there remains a question of precisely what sort of challenge China poses—and, by extension, the
true essence of the emerging competition. This article argues for one answer to that question: At its core, the
United States and China are competing to shape the foundational global system—the essential ideas, habits,
and expectations that govern international politics. It is ultimately a competition of norms, narratives, and
legitimacy; a contest to have predominant influence over the reigning global paradigm. That paradigm, I will
argue, is comprised of four components; economic and political values, cultural influences, leading rules and
norms embodied in international law, agreements, and practice, and leadership of and standards reflected in
international institutions. The article also contends that, despite its massive investments in propaganda tools
and economic statecraft, China remains starkly ill-equipped to win such a competition—but the United States
could, through self-imposed mistakes, lose it.

The article makes this case in four parts. First it offers reasons why other components of the com-
petition often said to be central—military, economic, and clashing geopolitical interests—are in fact

Michael Mazarr is a senior political scientist at the RAND Corporation. The views expressed here are his own and do
not reflect the findings of a specific RAND study. Portions of this essay previously appeared in an edited set of essays
released by the Strategic Multilayer Assessment in the Joint Staff J-7.
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secondary aspects of the emerging rivalry. Second,
the essay reviews various theories of power to
make the case that direct, coercive power is both
less effective and less sustainable in the long-term
than more indirect, systemic forms of the kind at
stake in the competition for the wider paradigm.
Third, this analysis examines theories of legiti-
macy and legitimate authority to further define
the ways in which states gain systemic influence.
Fourth and finally, drawing on those theoretical
foundations, the essay defines the characteristics
of the current competition for the paradigm and
outlines implications for U.S. policy.

Secondary Components

Many assessments of the U.S.-China competition
focus on three leading issues; the military and eco-
nomic parts of the overall competition and specific
geopolitical disputes involving Chinese territorial
ambitions. These three elements are crucial and
require U.S. attention and effort but are best viewed as
secondary or supporting elements of the main contest.
The argument here is not that these more
material or “harder” forms of power are unim-
portant to the competition. Indeed, as I will argue
below, material power, and especially aspects of
economic power and influence, establish part of
the basis for success in normative terms. Claims to
ideological supremacy must rest on strong material
foundations. Investments in the long-term foun-
dations of economic competitiveness, such as key
emerging industries, research and development,
and economic justice and equality, remain critical.
The argument here is rather that such investments
are means to a more important end and will not
on their own win the competition—either for
the United States or China. What is ultimately at
stake is not a higher GDP or advantage in selected
military systems; it is the power to exercise predom-
inant influence over the defining ideas, rules, and
institutions of world politics.
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The Military Competition

The U.S.-China contest, for example, has an import-
ant military component. China poses an obvious
danger to Taiwan. It has coerced other claimants

to contested areas of the South China Sea, waged a
limited war against Vietnam, and tangled with India
over disputed land. It is engaged in a potent military
buildup. Even short of war, credible military power is
a critical supporting instrument to reassure friends
and allies and avert a creeping belief that there is no
alternative but to knuckle under to China.

Yet the military threat posed by China is muted in
comparison to classic militaristic predators, at least for
now. Beijing is not set to launch vast armies and fleets
to invade and conquer its neighbors.* Prospective tar-
gets of adventurism are mostly too large and populous
to be absorbed in this way; many are too far away; the
benefits of owning territory are minimal; the difficulty
of power projection is now extreme;’ the risk of war
with the United States and others would be too great.
While China’s long history is hardly free of adven-
turism, invade-and-occupy strategies have mostly
been alien to China’s modus operandi beyond its own
territory: It prefers to overawe Asia rather than occupy
it. In its “gray zone” tactics and elaborate economic
investment programs, China gives every indication of
intending to pursue its goals short of the use of force.
China’s dominant strategies, in short, are not built
around conquest; the competition is not likely to be
resolved by military power.

This part of the competition is also constrained
because China’s military ambitions, even at their
most extensive, have no prospect of threatening vital
U.S. interests. Chinese military seizure of Taiwan
would be a tragedy and a crime, and the United
States should not endorse Beijing’s coercive control
over the country—but it would not threaten the exis-
tence of the United States. Even Chinese military
hegemony over Southeast Asia, as much as it would
impair U.S. and allied freedom of action and as
much as the United States should strongly support
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others in the region to oppose it, does not represent
anything close to an existential threat. The French-
German rivalry of the 1930s—to take only one
example—was centrally and primarily a military
competition for the obvious reason that each state
posed a direct military threat to the other, threats
that had been repeatedly exercised in previous cen-
turies. Nothing like that core military aspect exists
in the U.S.-China relationship. Neither of the two
countries poses a direct, existential military threat
to the other’s homeland.

The Economic Competition

The competition also has critical economic elements.
Most broadly, economic performance, and the ability
to compete in leading industries, provide the foun-
dation for competitive strength. China is aiming for

THE ESSENCE OF THE STRATEGIC COMPETITION

dominance in a range of key industries. It is using for-
eign investment—notably through the Belt and Road
Initiative—to reorient Eurasia around a Chinese hub.
Some of its strategies for doing so are aggressively
incompatible with a rule-based economic order.

Yet while economic instruments are leading
tools, the competition is not at its core an economic
dispute. In its state-led developmentalism China is
merely practicing an approach many rising pow-
ers have used, from supporting key industries
to investing in frontier industries to buying—or
stealing—foreign technology.® Such state-led strat-
egies are not wholly incompatible with a shared,
nondiscriminatory global economic order; indeed,
the coming years are likely to see more energetic
versions of industrial policy in many countries,
including the United States.

The Belt and Road Initiative creates a global infrastructure network

China uses, acquires and builds railroads, ports and pipelines
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China’s engagement with the shared interna-
tional economic order has been imperfect but hardly
a sham, reflecting many real reforms.” It aims to
make itself rich and powerful, not to destroy the
economies of others. Economics, at the end of the
day, is a positive-sum affair. If China is willing to
constrain its economically predatory activities—and
that remains an open question—the United States
and China ought to be able to compete vigorously
across many industries even as they remain at peace
and collaborate on issues of mutual concern.

These limits suggest that the competition is
not primarily, at its essence, an economic one.
Economics alone will not provide China with
the leverage to dominate key regions or issues. A
good example is the economic dependence China
has managed to achieve in regard to countries in
Asia—dependence that has not prevented these
countries from pushing back vigorously against
Chinese coercion.® The level of countries’ over-
all trade dependence with China has remained
mostly stable in recent years, and Chinese foreign
direct investment represents a modest component
of most countries’ total. The recent push in many
countries to diversify sources of supply, sparked
both by the tariff war between the United States
and China and then the pandemic crisis, will
also mitigate China’s ability to use economics to
achieve unique competitive advantage.

Geopolitical and Territorial Disputes

Third and finally, the United States and China

also have conflicting interests in specific regional
disputes—chief among them, the struggle for the
alignment of other states and China’s sovereign
claims to Taiwan and contested areas of the South
China Sea. How these are resolved will set important
precedents that shape world politics. But in none of
these cases do the United States or China have inter-
ests that are at once vital and irreconcilable. China’s
objectives are not necessarily specific enough to
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demand an absolute clash of interests; what it means,
for example, by regional predominance is largely to
be determined. Even the claim to Taiwan does not
necessarily come with a specific timeline or form in
which it must be resolved.

In terms of maritime control, there is no spe-
cific level of Chinese influence in the South China
Sea that would pose a threat to vital U.S. interests.
The potential remains for a tough, sometimes bitter,
but nonetheless peaceful reconciliation of China’s
growing ambitions in Asia with U.S. national inter-
ests. Nor is either likely to prevail in absolute terms.
Too many targets of their influence, from India
and Vietnam to Indonesia and South Korea and
even the Micronesian Island states, are vigorously
determined to retain their sovereign independence.
Simply put, neither the United States nor China has
ambitions that necessitate efforts to challenge the
vital interests of the other.

The Faces of Power

The emerging U.S.-China competition, then, has
important military, economic, and geopolitical com-
ponents. Each of those issues demands significant
U.S. attention and investment, from a credible mili-
tary posture in Asia to government-funded research
and development in key technologies to intensive
diplomacy with pivotal states. But it is in another area
that we find the true fulcrum of the contest, the hub
around which these supporting elements will revolve,
the contest whose outcome will be most decisive. That
is in the competition for influence over the guiding
narratives, ideas, and norms of the international sys-
tem. The next two sections of this article examine two
literatures that help make the case why this is so: Each
represents a school of research on the nature of world
politics, and each offers important insights about the
ways great powers can prevail in strategic competi-
tions. They have to do with the character of effective
and sustainable power and the nature of legitimate
authority wielded by great powers.

PRISM 9, NO. 1



Many definitions of power long focused on
its most straightforward variety; direct coercive or
persuasive power—the ability to make some person
or entity do something they would otherwise not
do.? This is the form of power many observers are
concerned that China has begun to wield, through
economic and military force, in Asia and beyond.
But over the course of the last half-century, scholars
increasingly came to appreciate other, more indirect,
subconscious and ideational forms of power—other
faces or lenses which focus on shaping the agendas,
habits, and worldviews that guide behavior."® These
other interpretations of power speak to the ways
in which actors achieve influence over people and
groups by “shaping their perceptions, cognitions and

preferences,”

and they point to the ways in which
the United States has enjoyed such a predominant
international position in the post-war era.

Direct power is forcing a state to liberalize
its economy. Indirect power is creating a global
marketplace (and, more than that, a dominant con-
ventional wisdom) that makes its elites and leaders
believe that such liberalization is in their interests.
It involves influencing how people think—how they
conceive their interests and very identities—rather
than trying to coerce or bribe them into making a
specific choice. It shapes what others believe they
want, and why.

Indirect power can be more decisive than direct
power."? Strong-arming other great powers is often
impossible: As Iran and North Korea are remind-
ing the United States, even weaker states can refuse
the demands of stronger ones. Conflicting interests,
national pride, the political interests of the target
government, and a dozen other factors dull the
impact of direct forms of power. But when the over-
all context shapes how those states view their own
interests in ways aligned with U.S. objectives, U.S.
influence is forcefully magnified. Even the realist
Hans Morgenthau recognized this difference when
he argued that,

PRISM 9, NO. 1
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Cultural imperialism is the most subtle and,
if it were ever to succeed by itself alone, the
most successful of imperialistic policies.

It aims not at the conquest of territory or

at the control of economic life, but at the
conquest and control of the minds of men
as an instrument for changing the power
relations between two nations. If one could
imagine the culture and, more particularly,
the political ideology ... of State A conquer-
ing the minds of all the citizens determining
the policies of State B, State A would have
won a more complete victory and would
have founded its supremacy on more stable
grounds than any military conqueror or
economic master.”

Some Marxist and postmodern thinkers
describe such a process in more dystopian terms—as
a form of thought control, more about submission
than persuasion.”

Dystopian or not, such cultural power pro-
vides an important part of the story of how the
United States won the Cold War and then attained
a predominant global position afterward. Military
deterrence of communist aggression was one
part of the Cold War story, though arguably, past
a certain point, not the dominant one. Nuclear
weapons made big wars infeasibly costly, and the
United States learned in Vietnam (as the Soviet
Union did in Afghanistan) that even limited mili-
tary force was at best a defensive measure. Rather,
the United States prevailed in the Cold War con-
test primarily because its ideas, norms, structures,
and institutions “conquered the minds” of elites
and leaders the world over, including many within
the Soviet bloc itself. Ideas associated with the
United States and its friends and allies established
hegemony over a predominant component of the
international community—today, a bloc that rep-
resents well over three-quarters of world GDP and
world military spending.”®

FEATURES | 7
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Ideas need to have a persuasive basis to enjoy
such success, and material factors were essential to
the victory of the ideas associated with American
power.'® America’s leading economic standing in
1945 and again in 1989, and its predominant mil-
itary power after the Cold War, underwrote the
credibility and appeal of its ideas. It was the Soviet
system’s inability to compete in material terms,
and not a sudden affection for liberal values, that
provided the main fuel for reform. The attraction
of western-style reforms among Soviet leaders only
emerged as a product of direct economic need: The
Soviet Union was going bankrupt and needed to
change. Ideas seldom conquer world politics absent
material support systems—military and economic
power that legitimizes and backs up those ideas."”

The most fundamental process, though—one
unquestionably underwritten by material suc-
cess—was the fact that the United States came to
represent the metropole of the dominant ideas of
world politics, ideas that were dominant in part
because they were also associated with specific
material outcomes, but also because they embodied
inherently legitimate and appealing concepts—the
appeal of liberal governance, human rights, and
the cultural muscle of American films, music, and
literature. The critical competitive advantage was
this interlocking package; credible military power
and impressive economic achievements tied to
a larger, coherent set of social and cultural ideas
with inherent legitimacy. Over time, this package
had tremendous appeal, attracting states hoping
to boost their security or economic fortunes. Few
made this choice because the United States forced
them to do it; most did so because the context and
its dominant narratives made them believe it was in
their own interests."

This normative and systemic power manifested
itself in very real sinews. They ranged from inter-
national economic institutions, to global human

rights conventions and the advocacy organizations
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that rose up around them, to the spread of American
entertainment and media, to vast flows of students
and tourists and military officers, to the gradual
thickening of webs of international law and legal
precedent.” These sinews then produced hundreds
of practical outcomes which advanced U.S. interests:
Developing nations agreed to rule-of-law reforms
which produced a more stable global economy;
trading partners assented to concessions and deals
when required by the World Trade Organization;
states were more apt to sign on to nonprolifera-
tion-oriented policies and sanctions in service of
shared norms. The emergence of ideational hege-
mony thus left the United States much more likely
to get what it wanted across numerous issue areas.
One result was astonishingly positive trends in areas
the United States sought to influence—democracy,
human rights, economic growth and development,
economic freedom, and the rule of law.

Despite its broadly shared values and norms,
China sees this dominant paradigm as a by-product
of American hegemony and Chinese second-class
citizenship, a status it is furiously determined to
shed. China—like Russia—also views the ideas asso-
ciated with the reigning order as justifying regime
change narratives which ultimately threaten the
rule of the Communist Party. As I will argue below,
however, China is poorly equipped to succeed in
these more indirect avenues to power, or to offer a
compelling alternative to the ideas associated with
the post-war U.S.-led order.

The Contest for Legitimate Authority

A second literature provides another useful way
of understanding the competition for the inter-
national system and offers other reasons why that
competition is so important to great power rivalry;
the concept of legitimacy or “legitimate authority.”
Max Weber and other classic scholars developed
the notion to help explain sustainable and effective
forms of governance within states, and over time

PRISM 9, NO. 1



others applied them to the international arena.
These scholars emphasize a similar point to the
analyses of the nature of power: Direct, material,
coercive or directive power is not always the most
effective or sustainable. Authority that comes from

a perception of legitimacy is more lasting and ulti-
mately influential—and the post-war U.S.-led order
reflects elements of this more than a China-led order
could do in the 21* century.

Understanding Legitimacy

One scholar defines legitimacy as, “The normative
belief by an actor that a rule or institution ought

to be obeyed. It is a subjective quality, relational
between actor and institution, and defined by the
actor’s perception of the institution.”” A perception
of legitimacy is distinct from coercion and rationalist
perception of self-interest: Individuals or states may
comply with a rule because they are forced to do so,
because they perceive clear material interest in doing
so—or because they view it as legitimate. The scholar
Ian Hurd, one of the most thoughtful recent scholars
of international legitimacy issues, explains that,

Compliance with a rule may be motivated
by a belief in the normative legitimacy of the
rule (or in the legitimacy of the body that
generated the rule). Legitimacy contributes
to compliance by providing an internal rea-
son for an actor to follow a rule. When an
actor believes a rule is legitimate, compliance
is no longer motivated by the simple fear of
retribution, or by a calculation of self-inter-
est, but instead by an internal sense of moral
obligation: Control is legitimate to the extent
that it is approved or regarded as “right.”

The ability of great powers to set such norms
then becomes a form of power to the degree that
they are internalized by recipient nations and taken
as arule, or that is “authoritative over the actor.”*!

The political scientist John Gerard Ruggie has

PRISM 9, NO. 1
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similarly argued that, “Political authority represents
a fusion of power with legitimate social purpose.”?

Legitimacy can arise from many sourc-
es.” First, like indirect or systemic power, it can
be grounded in a perception of material bene-
tits—things that provide “favorable outcomes” to
participating states, groups, or individuals. People
and states find legitimate that which meets their
own material needs and interests. But material
outcomes are not the only, or even always the most
important, sources of legitimacy. It can also arise
from a belief that the governing institutions reflect
a basic sense of fairness, or be grounded in a per-
ception of adherence to “correct procedure.” The
validity of a norm and the soundness of a legiti-
mate authority are also partly a function of a faith
in enforcement:* When members of a community
have no faith that norms will be enforced, the valid-
ity of the overall system of authority wanes. Finally,
legitimacy emerges in part from “the intrinsic qual-
ities of the norms and ideas being articulated by the
hegemon.”” Norms which uphold human dignity,
for example, have an inherent legitimacy that a
resort to brute force would not.

The emergence of a perception of legitimacy in
these and other ways is not entirely distinct from the
process of determining national interests, objectives,
or even strategies for achieving them. Perceptions
of legitimacy help to determine, as one author says,
“what gets included in the calculus of interest.”?
That is, a perception of legitimate authority becomes
a critical part “of the state learning what it wants.”*
A good example is in the post-war territorial integ-
rity norm: States have accepted the legitimacy of
institutions and processes that generated it and to
some extent the leaders of the international system
who enforce it. States no longer “want” territorial
acquisition as they once did—surely in part because
of material reasons (territory is no longer as valuable
as it once was), but also because of a conception of
what is “legitimate” behavior.
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These restrictions derive in part from the close
connection between legitimacy and community.
Legitimate authority is grounded in an agreed
community with shared rules: “For there to be
legitimacy there needs to be a community/society,
and the fact that legitimacy makes sense within it
is clear evidence that such a community/society
actually exists.” An implication is that, once states
have recognized a given authority and its norms as
legitimate (and perceive an essential validity in the
larger system), those who refuse to abide by those
norms lose their “rightful membership in the fam-
ily of nations.”*® This is partly because a system of
legitimate authority will define the “normal pattern
of behavior” expected of community members, and
in turn shape “the structure of opportunities faced
by states” in ways that alter their choice of ends and
strategies for achieving them.?

This clash between opposing systems of ideas
reflects a clear historical pattern—recurring contests
over legitimating narratives in great power rival-
ries.”® Burgeoning material power is essential but
not enough: Great powers, especially rising powers,
must demonstrate that their bid for influence is
legitimate. If they cannot, their power will always be
limited by natural push-back from the larger system.
Even the most dominant powers cannot bully their
way to everything they want: Dominating the space
of ideas, ideologies, and narratives is the basis of
more complete and lasting competitive success.

The Normative Foundation of Hegemony

This close connection between legitimate authority
and communal identity helps to explain why legit-
imacy—while partly dependent on the compelling
image of material power—also has non-material
roots. Richard Ned Lebow has described ancient
Greek conceptions of multiple forms of power: They
“understood,” Lebow suggests, “the transformative
power of emotion: how it could combine with rea-
son to create shared identities, and with it, a general
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propensity to cooperate with or be persuaded by
certain actors.”? Legitimate authority appeals to
such emotions, to the willingness to see one’s iden-
tity as part of a community which has the accepted
right to enunciate certain rules for the collective
group.® This is even true of the most powerful
states: Even the hegemon in such a system must be
subject to its rules.**

Lebow has discussed how the Greeks distin-
guished various forms of power and influence; that
achieved through deceit (dolos) as opposed to that
achieved through more legitimate persuasion, “by
holding out the prospect of building or strengthening
friendships, common identities and mutually valued
norms and practices” (peitho). This latter form of
power, according to many classic Greek historians and
philosophers, is ultimately more lasting and effective
“because it has the potential to foster cooperation that
transcends discrete issues, builds and strengthens
community and reshapes interests in ways that facili-
tate future cooperation.” Lebow continues;

Capability-based theories of influence like
realism assume that influence is pro-
portional to powet, measured in terms

of material capabilities. ... The Greek
understanding of the psyche suggests that
capability-based influence always has

the potential to provoke internal conflict
and external resistance because of how it
degrades the spirit—and all the more so
when no effort is made to give it any aura
of legitimacy through consultation, institu-
tionalization, soft words and self-restraint.
Peitho is least likely to generate resistance,
especially when initiated by an actor whose
right to lead ... is widely accepted.

Ancient Greek thinkers made a second dis-
tinction to understand the character of systemic
leadership; between what they called hégemo-
nia or legitimate authority grounded in accepted

PRISM 9, NO. 1



institutional position, contributions to the common
good, and shared norms, and archeé or coercive,
hierarchical rule over others grounded in superior
material capabilities.’ There are many exceptions,
both in terms of countries with a more negative
appraisal of the United States and U.S. behavior on
specific issues, but broadly speaking what has made
U.S. post-war power unique is the degree to which it
has reflected hégemonia rather than arche.

As with legitimacy and power more generally,
the achievement of an acknowledged and sus-
tainable variety of hegemony thus has normative
foundations.? It is not just a measure of material
power, but a “thick phenomenon encompassing elite
and mass beliefs” which points to the “substantive
ideational content” as being important. Ideological
or normative agreement among elites and populaces

THE ESSENCE OF THE STRATEGIC COMPETITION

is as important as coercive power in a sustained and
legitimate hegemony. If a normative order appeals
only to elites, its power will be less complete and sus-
tainable than an order whose norms reach into the
“common sense” of the people.*

Three scholars define a hegemonic order as one
“in which a leading state or coalition can establish
and impose rules on other great and secondary
powers.” As a result of the normative foundations of
hegemony, they conclude that,

A hegemon cannot impose rules with-

out securing a broad measure of consent
through the production and reproduction
of a legitimating ideology. The legitimat-
ing ideology serves to promote and protect
the taken-for-granted rules and ideas that
structure international order.”

The 1945 San Francisco Conference at which 46 nations signed the United Nations Declaration establishing one of the key
institutions of the post-war U.S.-led international system.(UN Photo/Historical Photo)
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This degree of consent distinguishes legitimate
hegemony from empire or “pure domination” (or in
ancient Greek terms, hégemonia versus arche) and
means that the hegemon can “rule without using
coercion at every turn. Instead, other great-power
states accept the hegemon’s leadership because they
can see a place for themselves in the order.™

This appeal to inclusive and communal inter-
ests is a critical part of the story of U.S. power in
the post-World War II era. As Lebow explains,
post-war U.S. leaders “created economic, polit-
ical, military and juridical institutions that, at
least in part, tended to restrain powerful actors
and reward weaker ones.” As a result, “American
hegemony during the Cold War was based on the
sophisticated recognition that the most stable
orders are those ‘in which the returns to power
are relatively low and the returns to institutions
are relatively high.”' To be sure, the United States
advanced its own selfish interests after 1945 on
many occasions, and sometimes took actions
that were excessive or needlessly unilateral. And
all throughout the Cold War, American material
power—economic as well as military—provided
critical underpinnings for the systemic victory. Yet
in pursuing a version of legitimate authority, the
United States exercised its power less crudely and
coercively than many hegemons and created a nor-
mative order with legitimacy and appeal.*? It has
variously been described as a “benign” or inclusive
hegemon,* one whose leadership gained greater
legitimacy because it is perceived in broad ways to
be exercised in the name of an international com-
munity as much as for the United States itself.**
The resulting shared order has had significant
value for the United States,*® but it has also worked
to the advantage of many others.

The resulting paradigm created a platform
for the United States to exercise influence through
socialization. As John Ikenberry and Charles
Kupchan have argued, states can exercise power
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directly through material incentives. But they can
also work through the more indirect forms of power
noted above, seeking to alter,

...the substantive beliefs of leaders in other
nations. Hegemonic control emerges when
foreign elites buy into the hegemon’s vision
of international order and accept it as their
own—that is, when they internalize the
norms and value orientations espoused

by the hegemon and accept its normative
claims about the nature of the international
system. ... Power is thus exercised through a
process of socialization in which the norms
and value orientations of leaders in second-
ary states change and more closely reflect
those of the dominant state. Under these
circumstances, acquiescence is achieved by
the transmission of norms and reshaping

of value orientations and not simply by the
manipulation of material incentives.*®

The result has been an architecture of legit-
imate authority that made the U.S. post-war role
nearly unique in the annals of historical great
powers, especially those with hegemonic degrees
of authority. It was the normative, paradigmatic,
systemic, and rule-based power that made the U.S.
role so different, so lasting, and so much less likely
to prompt strong balancing by others."” Robert
Cox argues that hegemonic power is propped up
by “universal norms, institutions, and mechanisms
which lay down general rules of behavior for states
and for those forces of civil society that act across
national boundaries.™® Ikenberry and Kupchan
explain that effective socialization is grounded
in legitimate authority, or “the common accep-
tance of a consensual normative order that binds
ruler and ruled and legitimates power.™® Based
on a number of historical case studies, they con-
clude that, “The ability to generate shared beliefs
in the acceptability or legitimacy of a particular
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international order—that is, the ability to forge a
consensus among national elites on the normative
underpinnings of order—is an important if elusive
dimension of hegemonic power.”

The concept of identity is an important part
of the foundation for legitimate orders. A nation’s
conception of its own identity establishes the basis
for its view of whether it fits into a given norma-
tive order. If the influence of orders runs through
elites to populations, governments will face greater
difficulties joining orders that run directly counter
to deeply established national identities.* A nation
with a powerfully Islamic self-conception would be
hard-pressed to easily integrate into an explicitly
Christian order; a democracy would naturally resist
an order based on autocratic norms. The predomi-
nance of established democracies among the world’s
leading economies and major powers, the power
of national identity, and the need to build a global
order in accord with the identities of the major pow-
ers, will be substantial barriers to China’s legitimate
hegemony of any order.

A Fight for the Paradigm

These forms of structural or paradigmatic power
are precisely what is at stake in the current U.S.-
China rivalry. The emerging strategic competition
reflects, at its core, a struggle over the context, the
field in which world politics unfolds—the prevailing
ideas, narratives, norms, rules, and institutions that
shape states’ interests. This makes it an ideological
competition, but of a specific sort. The revolution-
ary ideological adventurism central to Soviet and
Chinese strategy in the Cold War is not charac-
teristic of current Chinese policies. It is instead a
competition between two would-be leaders of a
governing ideational order, each offering a basic
political model, essential economic principles, and
other aspects of a set of norms and values.*

The international paradigm as conceived here
has four main pillars. First are the prevailing global
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political and economic values—whether elites and
populaces tend toward values such as democracy;,
liberal economic policies, free trade, and human
rights. These could be measured by such yardsticks
as total numbers of regimes reflecting certain val-
ues, indices of political and economic freedom, and
public opinion polling on favored values.

A second pillar of the international paradigm
is cultural influences: Which countries, systems,
peoples or groups set the global standards in cul-
tural habits and in such areas as film, television,
music, and literature? Influence in this pillar can be
measured by prevalence of global cultural influence,
opinion polls, and emergent habits and practices.

The third pillar of the current paradigm is global
rules and norms as established in international law,
conventions, and practice. These range from the
territorial non-aggression norm enshrined in the
UN Charter and many other compacts, to the core
elements of international maritime law and the law of
war, and can be measured in terms of formal agree-
ment as well as the degree to which they are respected.

The fourth and final pillar is international
institutions, both intergovernmental and non-
governmental. Influence here can be measured by
leadership positions and the policy stances the insti-
tutions take.

The primary U.S. task in the emerging compe-
tition is to preserve the astonishing advantages that
accrue from being the hub of a shared and widely
appreciated order of dominant ideas, norms, habits,
and perspectives in each of these four pillars of the
paradigm. Competing in military, economic, and
geopolitical areas remains important, but these
contests do not reflect the essence of the competi-
tion, which is ultimately a struggle for control of
the global paradigm. Win that fight, and the rest is
likely to fall into place. Lose it, or allow the ide-
ational context to fragment (as is already occurring,
partly because of U.S. actions), and U.S. power and
interests will confront a vastly more hostile world.
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Limits to China’s Normative Legitimacy

China’s task is clear; to establish a competing ide-
ational pole in world politics. It has been vocal about
its desire to promote an alternative socioeconomic
model—the so-called “Beijing Consensus,” the
China Model, the China Dream. Its increasingly
aggressive attacks on U.S. and western values and
ideas hope to discredit them in the eyes of much of
the rest of the world.” Yet the scholarship on power,
legitimacy, and paradigmatic influence through
institutions and norms strongly suggests that China
confronts formidable, indeed perhaps insurmount-
able, barriers to success in these terms. As three
scholars have argued, during a period of partial or
broad-based power transition, “when the identity of
the rising state is consistent with the ideologies and
identities underlying the order, hegemony is likely to
be stable.” When the rising state’s values contradict
those of the establish paradigm, on the other hand,
it will be hard-pressed to create a new hegemony.*
This is exactly the problem China faces today—and it
stems not from simple policy or strategy differences,
but from a fundamental, systemic clash between the
identity of the Chinese Communist Party and the
norms underlying the prevailing order.

To begin with, Beijing has no universal set of
values and norms to offer as the foundation of a new,
Sino-centric world paradigm. The cheerful phrases
that populate its public diplomacy do not describe
any coherent system, and anyway are daily contra-
dicted by its own autocratic behavior at home and
abroad. (Beijing cannot proclaim itself an advocate
of democracy while working assiduously to silence
critics abroad through Orwellian forms of harass-
ment.)*® Well-funded state propaganda tools can
do little in this regard: Ideational power emerges
from societies in an organic process, largely through
example and the work of private actors. It cannot be
forced into place in a five-year plan.>

Economically, despite its impressive record,
China has no easily-exportable model of growth
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beyond classic state-led development—which has
failed as often as it has succeeded.” The shining
example of its economic model is anyway likely to
dim, due to slowing growth, an aging society, and
blowback against its predatory and corrupt prac-
tices abroad. The more intriguing concepts Beijing
has put on offer, such as a more fully democratic
and pluralistic international order, run counter to
China’s historically hierarchical instincts. They are
also easily co-opted, if the United States is willing
to embrace a more shared and humbler version

of leadership. Moreover, world politics is differ-

ent than it was in 1945—with more diverse and
dispersed sources of power, richer flows of infor-
mation, less respect for authority—in ways that will
make it tougher for Beijing to achieve the deference
it reportedly craves.*®

China, of course, represents a very different sort
of economic rival than the Soviet Union. Its eco-
nomic engine is vastly larger and more effective; its
mastery of numerous advanced technologies outside
the military sphere well beyond anything the Soviet
system could muster. In this sense we cannot expect
or hope for a rapid change in the Chinese system
itself, as it encounters insurmountable barriers to
competitive vibrancy. It will have an economic grav-
itational force unlike anything the Soviet Union ever
achieved and continue to serve as a viable model
for handfuls of nations which choose its system as a
model. Beijing will surely have a significant degree
of economic influence.

It will also be able to translate these forms of
economic power into some degree of systemic influ-
ence. It is using economic power in part to place
senior officials in key posts in international organi-
zations, including the United Nations.” It is using
economic muscle to establish parallel institutions on
a host of issues, from development to regional polit-
ical forums. It is using dominance of key industries,
such as 5G telecommunications, to gain a leading
role in global standard-setting. It is bribing and

PRISM 9, NO. 1



November 2019)

coercing other countries into compliance with some
aspects of its systemic goals. As noted above it is
investing billions in a “global megaphone” of social
media, broadcast entities, classic propaganda, and
other forms of influence.*

But these strategies are likely to take Beijing
only so far in the quest for systemic leadership and a
veto power on the policies and actions of others. Its
actions are prompting increasing levels of concern
and blowback in countries from Europe to Australia
to South Korea, and even selected African coun-
tries. China has managed to generate highly negative
public opinion in a range of countries it has sought
to bully, from the United States to Canada, Sweden,
Vietnam, and Japan.® A recent survey of opinion in
Southeast Asia found a range of attitudes, including
significant respect for Chinese achievements, but
growing concern about the implications of rising
Chinese power and an almost universal belief that
Chinese military strength was a threat to the region.®
If anything, China’s multiple hard line actions of
recent years—its crackdown on Hong Kong (now
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intensified in recent months), repression in Xinjiang
Province, threats against journalists and politicians
abroad, direct coercive behavior in the South China
Sea, and many other actions are promoting more
resistance rather than accommodation.

One recent study conducted in-depth analy-
ses of public opinion and public discourse data to
characterize elements of national identity in states
identified as current great powers, including Brazil,
France, Germany, India, Japan, and the United
Kingdom. Their research found significant support
for both democratic and (less universally) neoliberal
values—and very little support for countervailing
Chinese norms. “While some aspects of western
neoliberal hegemony are contested,” the study con-
cluded, “the distribution of identity among the great
powers provides strong support for western hege-
mony.” The study highlighted the intense dilemma
facing China’s quest for a legitimate hegemony,
noting that, “it is unlikely that China can build
an ideology that would simultaneously satisfy its
domestic needs and appeal to others.”
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These shortcomings are on vivid display in
China’s most recent attempt to promote its own
leadership of the international system—its efforts
to build a narrative of Chinese success and altru-
ism during the current COVID-19 pandemic crisis.
These efforts have had at best partial success and
there has been significant blowback in many places
to China’s behavior and its narrative.%* During the
crisis, the actions of its so-called “Wolf Warrior”
diplomats—nationalist and aggressive officials
seemingly determined to flaunt Chinese power
and reject any challenge—have become even more
bellicose. The reaction, in many quarters, has been
one of growing concern and outrage.® Those reac-
tions betray again a consistent theme: Many other
countries view Beijing’s exercise of its power and
influence as essentially self-serving. The nature of
China’s view of the world—Sino-centric, hierarchi-
cal, culturally exclusive, domineering—undermines
its efforts to exercise legitimate authority, and its
lack of an inherent set of appealing values ruins its
potential to benefit from indirect forms of power.

The limits to potential Chinese hegemony
also emerge in more classic geopolitical terms. Any
rising, would-be hegemon wanting to establish
the normative basis for a new order must recruit
partners in its cause. A hegemonic transition, “is
likely only when the rising state is able to form a
counter-hegemonic coalition of revisionist great
powers.”® Given the normative and identity con-
straints noted above, it is difficult to see how China
could draw major powers into its hegemonic system
in anything like a consent-based model. It will not
be able to gather any of the world’s leading devel-
oped democracies into its fold—a constraint that
rules out Europe, Japan, South Korea, Australia,
New Zealand, and many other countries, states
which comprise (along with the United States) some
three-quarters of world GDP.

Nor will Beijing be able to recruit those neigh-
bors who see China primarily as a threat, such as
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India and Vietnam. Rising democracies (again India
along with Brazil, Colombia, Mexico, Indonesia, and
others) hope for Chinese investment but, as noted
above, their normative identity suggests that they
would resist an order built on autocratic principles.
Even China’s partnership with Russia appears to
have significant limits, as would be expected for two
countries that have traditionally viewed each other
with great suspicion and even hostility. In sum, there
is no counter-hegemonic coalition with any real geo-
political heft available for China to assemble.

The Contest for the System: America’s Inherent
Competitive Advantages

China’s effort to win legitimate authority does meet
the first condition noted above for such influence—
offering material benefits. But that is all. It is not
willing to commit to institutions and processes that
reflect true procedural fairness in critical circum-
stances such as South China Sea maritime disputes
or human rights. It actively undermines the proce-
dural soundness of many international institutions
in pursuit of its own unique interests. It refuses to
participate in the enforcement of critical norms in
areas such as nonproliferation, human rights, rule
of law, and trade fairness. In sum China’s approach
to power does not meet many of the conditions of
legitimate authority. Historically, China gained
such authority through narrower avenues—material
power and a claim of cultural superiority—which
will not be enough for the 21* century equivalent of
a “tribute system.”

The greatest risk in this systemic competition, in
fact, may not originate with China at all. It originates
in the decades-long rise of challenges to the legiti-
macy of the prevailing neoliberal model within the
international order itself. The United States faces two
epochal trends, not one; the rise of China, but also
the emergence of an ecological, socioeconomic, and
ontological crisis of the prevailing paradigm. If this
latter crisis can be resolved and the U.S.-led ideational
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order placed on a renewed footing, then there is really
no way that China can advertise its increasingly
repressive, economically slackening, internationally
belligerent model as a sensible alternative.

This means that, for the United States, the
current strategic competition is likely to be won
in the same way that the Cold War was won, from
the inside out—Dbuilt on a 21* century foundation
of social, environmental, and economic reforms,
investments, and initiatives which revalidate the
prevailing liberal-democratic approach to politics
and economics, likely including steps to enhance
the sharing of wealth and levels of economic justice
inherent to the system. As in the Cold War, military
capabilities, geoeconomic statecraft, and geopolitical
maneuvering remain important as complemen-
tary tools. But together they will constitute a large
holding action, with wins and losses along the way,
which need never be viewed as a zero-sum contest.
The United States will prevail, if it does, in more ide-
ational and systemic terms.

The United States need have little fear that China
will somehow convince leaders, elites, and populaces
around the world that repressive, state-led develop-
ment under Beijing’s tutelage is desirable. This is not
to suggest that the United States will prevail in the
systemic competition without effort. Several new or
expanded initiatives are clearly called for, including;

= abetter-resourced, more innovative and pro-
fessional set of tools for the information
competition—to bring greater light to Beijing’s
violations of shared norms and promote the legit-
imacy of the American-led order;

= expanded economic aid, humanitarian assis-
tance, and disaster relief (HA/DR) efforts in the
developing world to sustain positive views of the
U.S. global role;

= enhanced tools to counteract Chinese economic
coercive diplomacy, including a revised BUILD
Act and multilateral coordination to offer
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alternatives to the investment financing in the
Belt and Road Initiative;

= reforms to international institutions to provide
greater voice for rising powers and exceptions
to the conditionality that can push some coun-
tries in the direction of accepting Beijing’s often
less-conditioned aid and investment;

= renewed investments in—rather than withdrawal
from—Xkey international institutions, agreements,
and processes.

These initiatives demand significant new
investments as well as effective strategic coordination
across the U.S. government. Maintaining decisive
advantage in systemic competitions will demand real
effort. Beyond such specific policy responses,
however, the most significant threats to U.S. goals lie
in the potential for two self-imposed mistakes. One is
a failure to respond to the challenges to the prevail-
ing socioeconomic model—climate change,
inequality and stagnating wages, health and human
security, and issues of cultural identity in an integrat-
ing world. This would provide China more
ammunition in the ideational war and exacerbate the
polarization and policy incoherence that undermines
American leadership.

The United States could also lose ground
through a second mistake—a fresh bout of unilat-
eralism and self-righteous pugnaciousness. The
new competition is getting underway in very dif-
ferent circumstances than the last: World politics
is far more multipolar than in 1945, and any new
global order will have to be more diverse, embrac-
ing distinct and mutually-respectful American,
European, Japanese, Brazilian, Indonesian, Korean,
Indian, and other varieties of social and economic
models as well as approaches to specific security
challenges (including China). It will be all too easy
for the United States to take a panicked and rigid
approach to the competition, demanding that all
see it in the same irreconcilable terms, insisting
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that they choose sides in ways few want to do, and
in the process alienating many potential partners.®

Such a response, Richard Ned Lebow con-
cludes, would violate historical lessons about
the dangers of coercive forms of hegemony and
undermine the image of legitimate American
authority that “previously allowed it to translate
its power into influence in efficient ways.” An
America headed down this road would increas-
ingly be forced to “use threats and bribes to get its
way.” Such an outcome, if it did emerge, would,
Lebow concludes, constitute “another tragic proof
of arguably the most fundamental truth of politics;
that friendship and persuasion create and sustain
community, and community in turn enables and
sustains the identities that allow rational formu-
lation of interests. In the last resort, justice and
power are mutually constitutive.”®

U.S. strategy since 1945, while guilty of many
excesses, tragic errors, and occasional coercive bel-
ligerence, has reflected these insights remarkably
well for a dominant great power. To ignore them
now would be to surrender the greatest U.S. com-
petitive advantage in the emerging competition with
China. The United States is primed for success in
the long-term competition with China for rela-
tive authority over an increasingly shared, diverse,
fragmented, and multipolar international system. It
merely needs to remember the practices and values
that have brought it to this point and can underwrite
continued influence in the future. PRISM

Endnotes

'U.S. Department of Defense, “Indo-Pacific Strategy
Report,” June 1, 2019, 8.

2Martin Wolf, “The Looming 100-Year U.S.-China
Conflict,” Financial Times, June 4, 2019.

*Chris Buckley and Chris Horton, “Xi Jinping
Warns Taiwan That Unification Is the Goal and Force Is
an Option,” New York Times, January 1, 2019, at https://
www.nytimes.com/2019/01/01/world/asia/xi-jinping-tai-
wan-china.html.

18 | FEATURES

*For a nuanced view of the meaning of China’s
current military ambitions, see M. Taylor Fravel,

“China’s ‘World-Class Military’ Ambitions: Origins and
Implications,” The Washington Quarterly, Vol. 43, No. 1
(Spring 2020), 85-99.

>Michael J. Mazarr, “Toward a New Theory
of Power Projection,” War on the Rocks, April
15,2020, at https://warontherocks.com/2020/04/
toward-a-new-theory-of-power-projection/.

¢On China’s developmental model as a classic exam-
ple of state-led development, see Shaun Breslin, “The
‘China Model’ and the Global Crisis: From Friedrich List
to a Chinese Mode of Governance?” International Affairs,
Vol. 87, No. 6 (2011).

’See Nicholas Lardy, Integrating China into the
Global Economy (Washington, D.C.: The Brookings
Institution, 2002) and Stephen S. Roach, “America’s False
Narrative on China,” Project Syndicate, April 26, 2019.
For a broader assessment of China’s approach to the post-
war order, see Michael J. Mazarr, Timothy R. Heath and
Astrid Stuth Cevallos, China and the International Order
(Santa Monica, CA: The RAND Corporation, 2018).

8Denny Roy, “China Won't Achieve Regional
Hegemony,” The Washington Quarterly, Vol. 43, No. 1
(Spring 2020), 101-117.

°The classic statement of the first face of power
is Robert A. Dahl, “The Concept of Power,” Systems
Research and Behavioral Science, Vol. 2, 1957, 201-215. See
on this Steven Lukes, “Robert Dahl on Power,” Journal of
Political Power, Vol 8, No. 2, 2015, 261-271.

“One of the most famous of these new interpreta-
tions is Steven Lukes, Power: A Radical View (Basingstoke:
Macmillan, 2" Edition, 2005). A classic argument about
agenda setting is Bachrach, P. and Baratz, M. (1962) “Two
Faces of Power’, American Political Science Review, 56:
947-52.

! Charles Tilly, quoted in Lukes, Power, 11. Joseph
Nye’s conception of “soft power” is one of the most
famous versions of more indirect forms; see Nye, Soft
Power: The Means to Success in World Politics (New York:
PublicAffairs, 2009), and The Future of Power (New York:
PublicAffairs, 2011).

2Steven Lukes, “Power and the Battle for Hearts and
Minds,” Millennium, Vol. 33, No. 3 (2005), 477-493.

3 Hans Morgenthau, Politics Among Nations: The
Struggle for Power and Peace, Brief Edition (New York:
McGraw Hill, 1993), 72.

PRISM 9, NO. 1



“Thinkers like Gramsci use the term “hegemony”
to describe the power over thoughts that these underly-
ing forms of power grant. For an argument connecting
Gramscian hegemony to modern ideas of soft power, see
Geraldo Zahran and Leonardo Ramos, “From Hegemony
to Soft Power: Implications of a Conceptual Change,” in
Inderjeet Parmar and Michael Cox, Soft Power and U.S.
Foreign Policy (London: Routledge, 2010).

'* Michael J. Mazarr, “Preserving the Post-War
Order,” The Washington Quarterly, Vol. 40, No. 2
(Summer 2017).

*Stephen G. Brooks and William C. Wohlforth,
“Power, Globalization, and the End of the Cold War,”
International Security, Vol. 25, No. 3 (Winter 2000/01).

'7Scholars of power such as Adam Przeworski have
argued from a theoretical foundation that ideas cannot
conquer populations without some connection to the
peoples’ material interests; see Przeworski, Capitalism
and Social Democracy (New York: Cambridge University
Press, 2012).

% Alexander Cooley and Daniel Nexon argue, in Exit
from Hegemony: The Unraveling of the American Global
Order (New York: Oxford University Press, 2020), that a
key component of the U.S. Cold War hegemonic position
was that few states saw any viable alternative other than
participating in the U.S.-led system. A more multilateral
order, they contend, will provide more exist options for
more states.

¥For a comparison of this process with China’s
claims to leadership, see Mark Beeson, “Can China Lead?”
Third World Quarterly, Vol. 34, No. 2 (2013), 235-236.

**Tan Hurd, “Legitimacy and Authority in
International Politics,” International Organization, Vol.
53, No. 2 (Spring 1999), 381. See also Ian Hurd, After
Anarchy: Legitimacy and Power in the United Nations
Security Council (Princeton, NJ: Princeton University
Press, 2007), 30-34.

?'Hurd, “Legitimacy and Authority in International
Politics,” 400. Max Weber stresses the importance of
legitimacy in any social order as a basis for respect for
rules. He defined “authority” as the situation in which
“power is married to legitimacy”; quoted in Hurd, After
Anarchy, 60. See also Ian Clark, “Legitimacy in a Global
Order,” Review of International Studies, Vol. 29 (2003), 79,
and Henry A. Kissinger, A World Restored: The Politics
of Conservatism in a Revolutionary Era (London: Victor
Gollancz, 1977 [1957]).

PRISM 9, NO. 1

THE ESSENCE OF THE STRATEGIC COMPETITION

2John Gerard Ruggie, Constructing the World Polity:
Essays on International Institutionalization (London:
Routledge, 1998), 64. See also Ruggie, “What Makes the
World Hang Together? Neo-Utilitarianism and the Social
Constructivist Challenge,” International Organization 52,
no. 4 (1998): 855-85.

ZHurd, After Anarchy, 66-73.

*Hurd, After Anarchy, 46.

»Tkenberry and Kupchan, “Socialization and
Hegemonic Power,” 293.

*Hurd, “Legitimacy and Authority in International
Politics,” 386.

*Hurd, After Anarchy, 42, emphasis in original;
and 45. See also Hurd, “Legitimacy and Authority in
International Politics,” 387-388. See also David Beetham,
The Legitimation of Power, 2. Ed. (Basingstoke: Palgrave
Macmillan, 2013), xi, who agrees that “To the extent that
people acknowledge power as rightful ... they will feel a
corresponding obligation to obey and support it without
having to be bribed or coerced into doing so.”

8 Clark, “Legitimacy in a Global Order,” 80, 84.

*Hurd, After Anarchy, 45-46.

3 Charles A. Kupchan, “The Normative Foundations
of Hegemony and The Coming Challenge to Pax
Americana,” Security Studies, Vol. 23, No. 2 (2014), 221.
Stacie Goddard has traced the importance of legitima-
tion strategies in explaining the lack of balancing against
Prussia in the mid-19' century; Stacie E. Goddard,
“When Right Makes Might: How Prussia Overturned the
European Balance of Power,” International Security, Vol.
33, No. 3 (Winter 2008/09).

' G. John Ikenberry and Charles A. Kupchan,
“Socialization and Hegemonic Power,” International
Organization 44, no. 3 (1990), 283.

2Richard Ned Lebow, “Power, Persuasion and
Justice,” Millennium, Vol. 33, No. 3 (2005), 553.

*Hurd, After Anarchy, 63.

* Another scholar has argued that “all political
power is deeply embedded in webs of social exchange and
mutual constitution” must ultimately rest “on legitimacy.”
Christian Reus-Smit, American Power (London: Polity,
2004), 64-65.

3 Lebow, “Power, Persuasion and Justice,” 554-557.

% Lebow, “Power, Persuasion and Justice,” 557-565.

%7 Charles A. Kupchan, “The Normative Foundations
of Hegemony and The Coming Challenge to Pax
Americana,” Security Studies, Vol 23, No. 2 (2014).

*Bentley B. Allan, Srdjan Vucetic and Ted
Hopf, “The Distribution of Identity and the Future of
International Order: China’s Hegemonic Prospects,”
International Organization, Vol. 72, No. 4 (2018), 843, 847.

FEATURES | 19



MAZARR

¥ Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 845.

0 Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 845.

“Lebow, “Power, Persuasion and Justice,” 579.

“2See for example G. John Ikenberry, “Institutions,
Strategic Restraint, and the Persistence of American
Postwar Order,” International Security Vol. 23, no. 3
(1998): 43-78.

3 See for example Michael Mandelbaum, The
Case for Goliath: How America Acts as the World’s
Government in the Twenty-First Century (New York:
PublicAffairs, 2005); Stephen G. Brooks, “Can We
Identify a Benevolent Hegemon?” Cambridge Review
of International Affairs, Vol. 25, No. 1 (March 2012), 27;
and Duncan Snidal, “The Limits of Hegemonic Stability
Theory,” International Organization, Vol. 39, No. 4 (1985).

44 This argument is made in Simon Bromley,
American Power and the Prospects for International
Order (Cambridge: Polity Press, 2008). This argument is
discussed and endorsed by Brooks, “Can We Identify a
Benevolent Hegemon?” 30-31. See also G. John Ikenberry
and Charles Kupchan, “The Legitimation of Hegemonic
Power.” in David P. Rapkin (ed.), World Leadership and.
Hegemony (Boulder, CO: Lynne Rienner, 1990), 49-69.

*Michael J. Mazarr and Ashley L. Rhoades, Testing
the Value of the Postwar International Order (Santa
Monica, CA: RAND Corporation, 2018).

*G. John Ikenberry and Charles A. Kupchan,
“Socialization and Hegemonic Power,” International
Organization, Vol. 44, No. 3 (Summer 1990), 285-286.

¥ See for example Robert 0. Keohane, After
Hegemony: Cooperation and Discord in the World Political
Economy (Princeton, N.J.: Princeton University Press,
1984), 39; Robert Gilpin, War and Change in World Politics
(New York: Cambridge University Press, 1981), p. 34.

“8Robert W. Cox, Production, Power and World Order
(New York: Columbia University Press, 1987), p. 172.

*Tkenberry and Kupchan, “Socialization and
Hegemonic Power,” 289.

*Tkenberry and Kupchan, “Socialization and
Hegemonic Power,” 289.

3! Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 848-853.

*2Randall L. Schweller and Xiaoyu Pu, “After
Unipolarity: China’s Visions of International Order in an
Era of U.S. Decline,” International Security, Vol. 36, No. 1
(Summer 2011).

20 | FEATURES

3 The essentially negative and accusatory tone of
China’s narrative is discussed in William A. Callahan,
“Identity and Security in China: The Negative Soft Power
of the China Dream,” Politics, Vol. 35, Nos. 304 (2015),
221-226.

3% Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 854.

% Four years ago, David Shambaugh summarized
China’s vast and costly efforts to promote its reputation
and ideas—and noted that they had largely failed. “Soft
power cannot be bought,” he concluded. “It must be
earned”—and the nature of China’s system produces pow-
erful roadblocks to success. David Shambaugh, “China’s
Soft-Power Push: The Search for Respect,” Foreign Affairs,
Vol. 94, No. 4 (July-August 2015), 107.

*Joseph Nye, “What China and Russia Don’t Get
About Soft Power,” Foreign Policy, April 29, 2013. For a
review of evidence on China’s lack of success with these
tools see Jan Hall and Frank Smith, “The Struggle for
Soft Power in Asia: Public Diplomacy and Regional
Competition,” Asian Security, Vol. 9, No. 1 (2013).

*7Scott Kennedy, “The Myth of the Beijing Consensus,”
Journal of Contemporary China, Vol. 19 (June 2010).

**This argument is made in Beeson, “Can China
Lead?” 245-246.

*Tung Cheng-Chia and Alan H. Yang, “How China
Is Remaking the UN In Its Own Image,” The Diplomat,
April 9, 2020; Kristin Lee, “It’s Not Just the WHO: How
China Is Moving on the Whole U.N.,” Politico, April 15,
2020.

¢ Sarah Cook, “Beijing’s Global Megaphone,”
Freedom House Special Report, 2020, at https://
freedomhouse.org/report/special-report/2020/
beijings-global-megaphone.

¢ Laura Silver, Kat Devlin and Christine Huang,
“Attitudes toward China,” Pew Research Center,
December 5, 2019, at https://www.pewresearch.org/
global/2019/12/05/attitudes-toward-china-2019/.

©The ASEAN Studies Center at ISEAS-Yusof Ishak
Institute, “The State of Southeast Asia 2020,” Survey
Report, January 16, 2020, at https://www.iseas.edu.sg/
images/pdf/TheStateof SEASurveyReport_2020.pdf.

¢ Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 855-864;
the quotes are from 862.

PRISM 9, NO. 1



¢4 Steven Erlanger, “Global Backlash Builds Against
China Over Coronavirus,” New York Times, May 3,
2020, https://www.nytimes.com/2020/05/03/world/
europe/backlash-china-coronavirus.html?searchRe-
sultPosition=1; Charles Dunst, “Beijing’s Propaganda
Is Finding Few Takers,” Foreign Policy, April 20, 2020,
at https://foreignpolicy.com/2020/04/20/coronavi-
rus-propaganda-china-developing-world/; Simon
Marks, “Coronavirus Ends China’s Honeymoon
in Africa,” Politico, April 16, 2020, at https://www.
politico.com/news/2020/04/16/coronavirus-china-af-
rica-191444; and Michael Green and Evan S. Medeiros,
“The Pandemic Won’t Make China the World’s Leader,”
Foreign Affairs, April 15, 2020, at https://www.for-
eignaffairs.com/articles/united-states/2020-04-15/
pandemic-wont-make-china-worlds-leader.

PRISM 9, NO. 1

THE ESSENCE OF THE STRATEGIC COMPETITION

% Kathrin Hille, “ Wolf warrior’ Diplomats Reveal
China’s Ambitions,” Financial Times, May 11, 2020.

¢ Allan, Vucetic and Hopf, “The Distribution of
Identity and the Future of International Order,” 854.

See for example Noah Barkin, “The U.S. is Losing
Europe in Its Battle with China,” The Atlantic, June 4,
2019.

% Lebow, “Power, Persuasion and Justice,” 581.

FEATURES | 21



TR Y 0

2019 NATO Days strengthen alliances, partnerships; Ostrava, Czech Republic, 21 September 2019, attended by over
200,000 thousand visitors. (U.S. Air Force photo by Senior Airman Alexandria Lee)
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Rediscovering a Strategic Purpose
for NATO

By Peter Ricketts

atford is at first sight an unlikely place for a gathering of world leaders. This nondescript sub-

urb to the north of London found itself briefly in the media spotlight one chilly afternoon in

December 2019. Boris Johnson had taken time out from his election campaign just before polling
day to host a meeting of NATO leaders. It was intended to be a signal of allied unity in the 70* anniversary
year of the 1949 Washington Treaty.

Unity was not, however, the theme uppermost in the minds of the participants as they made their way to
a country house hotel for their meeting. Nor was it the focus of the accompanying media throng. The build-up
to the Watford meeting had been dominated by a coruscating interview with French President Emmanuel
Macron, published in the Economist magazine on 7 November 2019. He made the headlines with his phrase
that NATO was “brain dead.” But the interview provided a searching analysis of what was wrong with the
transatlantic alliance. His point of departure was the shift in American national security priorities towards
confrontation with China, and the fact that President Donald Trump was the first occupant of the White
House who did not support the idea of European integration. Macron saw that as reinforcing the urgency
for Europe to establish what he called “military and technological sovereignty,” a new formulation of the old
Gaullist ambition for European strategic autonomy.
The Macron diagnosis of NATO’s plight was that there was no longer any shared strategic objective

among its members. He was still furious about a sequence of events which had played out in Western Syria
in the previous weeks. President Trump had suddenly withdrawn U.S. forces who were supporting Kurdish
militia in the region in their operations against the Islamic State. As soon as the U.S. forces withdrew, Turkish
President Recep Tayyip Erdogan sent Turkish forces across the border to attack the very Kurdish units the
U.S. had been supporting. Neither country gave any forewarning to NATO allies, even though France was
still working with the Kurds and had military personnel in the area—some of whom allegedly came under
fire during the Turkish advance. What, asked M. Macron, did this lack of political consultations mean for the
credibility of NATO’s Article 5 collective defence guarantee? What if the Syrian regime responded with a mili-
tary offensive against Turkey—would other allies be willing to go to war in support of Turkey?

Peter Ricketts is a retired British senior diplomat and a life peer. He sits as a crossbencher in the House of Lords.
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The question was not entirely hypothetical. In
February 2020, Syrian forces with Russian sup-
port mounted air strikes against the Turkish forces
in Syria, killing over 30 Turkish troops. Turkey
promptly demanded consultations in NATO under
Article 4 of the Treaty. This gives any member
state the right to call for consultations when-
ever they consider that their territorial integrity,
political independence, or security is threatened.
Ambassadors of NATO countries duly assembled,
offered their condolences for the death of Turkish
soldiers, condemned the Syrian air strikes and
expressed solidarity with Turkey. Appearances were
saved, but the bigger question remained—if Syrian
forces had crossed into Turkish territory, in retali-
ation for a Turkish intervention conducted without
consultation with NATO allies, how many of those
allies would have been willing to commit troops to a
war with Syria?

NATO leaders were not about to try to answer
that question in Watford. They therefore played safe
and decided to set up a “forward-looking reflec-
tion process” under the auspices of the Secretary
General to make proposals to “further strengthen
NATO’s political dimension including consulta-
tion.” In March 2020, NATO Secretary General Jens
Stoltenberg announced the appointment of a 10-per-
son group to take this forward.!

Redefining NATO?’s political role is nothing
new. In fact, the very first such exercise—the Three
Wise Men’s report of 1956—recommended that
the organisation, which had until then been almost
entirely military, should develop non-military
cooperation and specifically political consultations
between members. The Harmel Report of 1967
marked another inflection point, proposing that the
Cold War strategy of deterrence should be balanced
by more emphasis on détente. The questions about
NATO?s political role became more insistent after
the end of the Cold War. The summit of Allied
leaders which I helped to organise in London in June

24 | FEATURES

1990 agreed to extend the hand of friendship to for-
mer Warsaw Pact adversaries, and thereby opened
the door to NATO enlargement and to the offer of a
cooperative relationship with Moscow through the
NATO-Russia Council.

NATO adapted fast to the collapse of the Soviet
Union and played a vital political role in the stabi-
lisation of Europe. But the organisation’s strategic
unity was stretched to the limit by the sequence
of expeditionary military operations it led in the
two decades after 1990. Twice, the European allies
pleaded with President Bill Clinton to commit
America’s military and diplomatic muscle to help
put an end to ethnic cleansing in the Balkans, first
in Bosnia and then Kosovo. These were crises of far
more direct national security interest to Europeans
than to the U.S. Twice, Clinton agreed to a major
U.S. contribution to NATO airstrikes and then
peacekeeping missions. After 9/11, the Europeans
and Canadians returned the favor, invoking Article
5 of the treaty for the first and only time in soli-
darity with their U.S. ally. They then followed the
American lead in contributing to the NATO-led
Afghanistan operation. Many struggled to explain
to public opinion what their forces were doing there
and why—as German Foreign Minister Joschka
Fischer put it—their security started at the Hindu
Kush. But it was the 2003 Iraq war that broke allied
solidarity. Although the damage was patched up
and NATO opened an officer training academy in
Baghdad in 2004, the Iraq effect turned western
opinion against using ground forces to try to solve
other countries’ problems. The NATO-led Libya air
campaign was the curtain-call for an interventionist
NATO mission in the wider world. The secondary
role which President Barack Obama ordered U.S.
forces to play in Libya was a vivid reminder that
European security was already moving down the list
of U.S. national security priorities.

That was inevitable as the American focus
shifted to the Indo-Pacific region and to competition
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When the rebellion against Muammar Qaddafi broke out in Lybia in March 2011, NATO launched an air campaign in

support of the rebels, but avoided committing boots on the ground. (By Bernd Brincken - Own work, 19 April 2011)

with China. The then-U.S. Defence Secretary, Jim
Mattis, was doing no more than confirming an
established fact when he announced in presenting
the U.S. National Defence Strategy in January 2018
that “great power competition, not terrorism, is now
the primary focus of U.S. national security.”” It was
a statement heavy with implications for America’s
NATO allies. The world in which the U.S. regarded
Europe and its neighbourhood as the fulcrum of
global stability was over. That was the beginning

of a real divergence in strategic priorities among
NATO member states. The Europeans themselves
were deeply divided among themselves. For coun-
tries on NATO’s Northern and Eastern flanks, the
overriding national security threat was from Russia.
For those looking south across the Mediterranean,
migration pressures were the highest priority. For
Turkey, it was the instability in Syria and the threat
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from what they saw as Kurdish terrorism. For
France, it was that Europe risked losing its sover-
eignty in a world of great power competition.

To complete that list, what is Britain’s strate-
gic priority? That is harder to answer. It has been
impossible to discern any clear direction in British
foreign policy since the 2016 referendum vote
pitchforked the country into four years of bitter and
divisive argument about how to tear itself away from
its 45-year membership of the European Union.
The two pillars of its post-war national strategy—to
be both a central player in Europe and the closest
partner of the United States—are now both in need
of a fundamental reappraisal. So far, the only answer
successive British governments have produced is the
empty slogan “Global Britain.” Now, an Integrated
Review of Security, Defence, Development and
Foreign Policy has been launched,’ but, like so much
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other government business, it has been delayed by
the COVID-19 pandemic.

When the Review does appear, one of its con-
clusions should be that NATO has become more
important to Britain as the main forum for political
and security dialogue with its closest partners, and
that Britain therefore has a strong national interest
in taking a leading role in rebuilding the mutual
confidence which is the bedrock of the alliance. That
can only be achieved if the Europeans, Canadians,
and the U.S. administration are all willing to take
the necessary steps.

On the European side, two would make a real
difference. First, taking on a greater share of the
defence burden is a necessary, even if not a suf-
ficient, condition for re-vitalising NATO. U.S.
Presidents since Dwight Eisenhower in the 1950s
have been calling for this. The Europeans (and
Canadians) were far quicker than the U.S. to take
the peace dividend in the years after 1989—while
expecting the U.S. protective umbrella to remain
in place. By 2018, U.S. defence spending amounted
to 71 percent of NATO’s combined defence expen-
diture while U.S. GDP was only 51 percent of the
total of NATO countries. The goal of spending
2 percent of GDP on defence was first set at the
NATO Summit in 2006. But it was only in 2014 that
there was any noticeable increase in overall defence
spending by non-U.S. NATO members, and this
was largely in response to the Russian invasion of
Ukraine that year. The NATO Secretary General
confirmed in late 2019 that over the previous five
years member states had spent an extra $130 billion,
with nine meeting the 2 percent target, up from
five the previous year. Even Germany committed
to increasing its defence spending from 1.2 percent
to 1.5 percent by 2025 and increasing the size of the
Bundeswehr from 176,000 to over 200,000.

The combination of a more threatening
international climate, and the sharply-increased
pressure from President Donald Trump from
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2017—including the suggestion that he would only
come to the defence of countries that were meeting
the goal of spending 2 percent—was working before
the pandemic pitched the world into a deep reces-
sion. The impact that this will have on the budget
decisions of NATO member states remains unclear
as I write. It must now be less likely that there will be
further major increases for defence in the foresee-
able future. But the threats from adversarial states
have not diminished because of the human health
crisis. Countries like Britain, which are committed
to continuing to meet the 2 percent target, have a
responsibility to press those which are not to sustain
their announced increases in spending. And there

is much that European allies can do to make their
defence procurement more efficient and better tar-
geted on filling gaps in capability.

That leads to the second step the European
NATO members must take; to ensure that the con-
cept of European strategic autonomy develops in
a way that is compatible with NATO. It has always
been an ambiguous, not to say slippery, term; auton-
omy from what precisely and for what purpose? My
participation in the European debates on this issue
since the 1989 Saint Malo agreement between Britain
and France on European defence,* has shown me that
different European countries give different answers
to these questions. French governments have always
operated on the assumption that one day Europe will
have to take on responsibility for its own defence, and
that the EU should be preparing actively for that by
reducing dependence on the U.S. and by developing
the capacity to undertake military action—up to
major combat operations—alone. Germany has until
recently had a more Atlanticist reading of auton-
omy, interpreting it as intended to strengthen the
European role within NATO. It is true that German
thinking on defence has moved since 2017 in a
more European direction as a result of the estrange-
ment between Washington and Berlin. But in my
assessment the current German Government still
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sees autonomy more in terms of efficient European
defence industries than military separation from

the U.S. The British approach has always been even
further towards the pro-NATO end of the spectrum,
sceptical that the EU is institutionally suited to tak-
ing on a real defence role, and in favor of European
countries improving their military capability mainly
as a contribution to NATO.

The combination of President Trump’s open
doubting of the value of NATO at the start of his
term and Britain’s departure from the EU has given
President Macron the opportunity to push harder
for the French interpretation of European strategic
autonomy. But he has only found limited support
from among EU member states, especially when
French reasoning is pushed to the extreme of suggest-
ing a European Army. The closer that countries are
to Russia, the more they are conscious that the EU
will not be in any state for many years to provide a
credible deterrent. British defence academics Michael
Clarke and Helen Ramscar concluded in a 2019 study;

Even a cursory examination of European
military forces reveals how completely
dependent they would be on the United
States in the event of any significant con-
tinental conflict—to provide some initial
mass and then reinforcement, for transport,
engineering, air covet, tactical command
and control, intelligence—to name only

the most obvious deficiencies. Nothing the
European powers are pledged to improve
over the next 10 years, either through NATO
or rejuvenated EU defence initiatives, will
create the step change necessary to alter this
simple fact.... They could not defend them-
selves alone in a war for their own territories
or for survival. >

It would bring greater honesty and clarity
to the debate about NATO’s future role if the EU
accepted that the goal of strategic autonomy was not
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a preparation for dispensing with the U.S. as an ally.
The careful balance struck in the UK-French Saint
Malo agreement remains the best way of reconciling
the various approaches in Europe. This document
made clear that strengthening European military
capabilities both contributed to “the vitality of a
modernised Atlantic Alliance” and gave the EU its
own option to deploy military forces where “the
alliance as a whole was not engaged.” EU members
accepted in practice that their fledgling military
capacity would be used at the lower end of the
military spectrum, for example on missions like
peacekeeping, training, and disaster relief. That posi-
tion remains the center of gravity in the European
debate. The French are outliers in maintaining their
ambition of complete autonomy from the United
States at some point. But the very fact of talking, as
President Macron sometimes does, of a European
Army may encourage some in Washington to con-
clude that they no longer need to invest in European
security through NATO, even though the European
countries are patently unprepared to counter-balance
the threat from Russia alone.

In short, a NATO in which European member
states and Canada bore more of the financial burden
and contributed more of the military capability
would be a more durable NATO, but only if the
latent ambiguity in the concept of strategic auton-
omy can be clarified in a NATO-friendly direction.

There is work to do as well in the United States
to restore confidence in the fundamental NATO
bargain. A community of democracies built on
a political commitment to mutual military sup-
port depends crucially on trust. That trust has
been undermined by the doubts expressed by the
Head of State of NATO’s largest member about
the value of the organisation and whether the U.S.
would come to the aid of a NATO member who
was not meeting the 2 percent target. The evidence
that the Europeans are now taking their defence
more seriously and spending more on it creates the
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prepared to deter or defeat any adversary who threatens U.S. or NATO interests. (U.S. Air Force photo by Airman Thomas
S. Keisler IV)

opportunity for U.S. administrations present and
future to reaffirm their confidence in the value of
the transatlantic alliance. They are on solid ground
in doing so since NATO is better prepared mili-
tarily for its core task of territorial defence than at
any time since the Cold War. The United States,
Britain, and other NATO members have deployed
combat-ready forces to Poland and the Baltic States.
The Pentagon has spent $2.2bn on pre-positioning
warfighting equipment in Europe. Readiness has
been improved. NATO has stepped up work against
threats in space and cyber space. Congressional
support for NATO remains strong, as evidenced by
the large delegations from both Houses who decamp
every year for the Munich Security Forum, the high
point of the Alliance’s annual round of ruminations.
And American public opinion has consistently been
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favorable to NATO judging from the annual survey
from the Pew Research Center, even though the
level of support dropped from a high of 64 percent
who viewed NATO positively in 2018 to 52 percent
in 2019, perhaps reflecting the tone of Presidential
comments in the early part of the Administration.
The steps set out above would all help improve
the climate of transatlantic relations in which the
Reflection Group will be working. But the only
way to restore a sense of shared strategic purpose
to NATO is to re-establish honest political consul-
tations among the allies on the issues of greatest
security concern to them. It was the lack of such
open consultations over the intentions of the
United States and Turkey in Syria which soured the
build-up to the Watford gathering, as we have seen.
Given that the epicenter of global security is shifting
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to Asia, and that the problems of the post-pandemic
world will go far beyond the transatlantic area, it is
time to broaden the scope of political consultations
in NATO. Asian security issues should figure more
prominently. Many European countries may not
have much to offer on this issue in substance, but all
would be affected by a worsening security situation
in the region. All have an interest in showing that
the transatlantic alliance remains relevant to core
American security interests. America’s allies in
Asia should be invited regularly to the NATO table
to take part. Australian and New Zealand forces
fought bravely as part of the NATO-led operation
in Afghanistan. Japan provided logistic support. All
are comfortable at working as NATO partners and
would enrich the dialogue on the security challenge
from China. South Korea is on the front line of the
most dangerous regional flashpoint and would be a
natural partner as well.

Reinforced NATO consultations on these
lines would also provide an excellent forum for the
democracies to coordinate their approach to strategic
technologies of the future. The rows over Huawei’s
access to the British and other 5G telecoms markets
showed how dependent the West has become on
China for design and manufacturing in some criti-
cal areas. western countries need to think and plan
together if they are to safeguard sovereign capabili-
ties in key technologies of the future such as telecoms
and artificial intelligence, and the advanced manu-
facturing processes associated with them.

The Reflection Group will now also have to
consider what the pandemic means for the future of
international cooperation and for NATO’s politi-
cal role. They might begin by recalling that NATO
was never just an alliance against the Soviet Union.
From the outset, it was a partnership to uphold the
wider values of its member states. That is explicit in
the Treaty, although these provisions are now largely
forgotten. The Preamble to the Treaty makes the
ringing declaration that the member states,
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... are determined to safeguard the freedom,
common heritage and civilisation of their
peoples, founded on the principles of democ-
racy, individual liberty and the rule of law.
They seek to promote stability and well-be-
ing in the North Atlantic area.

Article 2 takes NATO way beyond the parame-
ters of a military alliance:

The Parties will contribute toward the fur-
ther development of peaceful and friendly
international relations by strengthening
their free institutions, by bringing about a
better understanding of the principles upon
which these institutions are founded, and
by promoting conditions of stability and
well-being. They will seek to eliminate con-
flict in their international economic policies
and will encourage economic collaboration
between any or all of them.

This wider role was a vital part of NATO’s
purpose in the mind of the founding fathers. One of
the principal negotiators of the Washington Treaty,
Britain’s Foreign Secretary Ernest Bevin, com-
mented in a radio address shortly after signing the
document that it was,

An endeavour to express on paper the under-
lying determination to preserve our way of
life—freedom of the press, freedom of religion,
and the rights and liberty of the individual.®

Part of the answer to finding a new political
role for NATO in the post-pandemic world is to
get back to this original sense that it is a commu-
nity of democracies, not just a military alliance.
The references in the Treaty to well-being, stabil-
ity, and economic cooperation give plenty of scope
for NATO to turn its vast experience in logistics,
planning, and command and control to the new
imperative of much greater resilience against
disruptive threats of all kinds. The organisation
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is already active in helping its member states to
prevent a catastrophic cyber-attack and to deal with
the consequences if one occurs. Its main contribu-
tion to resilience more generally is the Euro-Atlantic
Disaster Response Coordination Centre (EADRCC).
This little-known NATO body acts as a clear-
ing-house for matching requests for assistance in
emergencies with offers of support. In the first weeks
of the COVID-19 crisis it organised several deliv-
eries of equipment and supplies mainly to smaller
allies and NATO partner countries. But its activities
were invisible to the wider public. NATO could step
up significantly its support for resilience in member
states and partner countries against future disrup-
tive events using its extensive military planning and
command and control assets. That is a distinctive
contribution it can make to wider international
efforts to improve foresight and preparedness. It
would enable NATO to take a more prominent role
in future civil emergencies.

As well as being of material benefit to future
work on resilience, building up NATO’s contribu-
tion to human security in this way would have a
positive impact on how the organisation is perceived
by public opinion. The generation under the age of
40 in most Allied countries would have struggled
even before the pandemic to say what NATO was
for. They would not have seen any evidence since
then that NATO was relevant in the greatest human
health crisis in the world for a century. Nor does it
have any obvious relevance to the other overriding
priority for this generation—the climate emergency.
If NATO is to survive, it must both find a new sense
of shared purpose among member states and articu-
late that in a way that resonates with the generation
for whom the Cold War is ancient history. It needs
to get much better at communicating to public
and parliamentary opinion in all member states
the practical contribution a reformed NATO can
make to their security and well-being. Many of the
high-readiness capabilities needed to deter would-be

30 | FEATURES

state adversaries are also a precious resource for
governments in dealing with disruptive shocks of
all kinds. That is the kind of adaptability NATO has
shown over the decades. It would be consistent with
the wider values set out in the overlooked parts of
the Washington Treaty.

The most insidious threat to the future of
NATO is not the divergence of strategic priorities
between member states. Provided all subscribe to
the principles of democracy, individual liberty, and
the rule of law, there will be much more that unites
them than divides them. It is when allied govern-
ments start to move away from these fundamental
freedoms that the real problems arise. Turkey is the
only member of NATO to be ranked by Freedom
House in their latest “Freedom in the World” survey
as “not free,” reflecting the suppression of politi-
cal rights and civil liberties by President Erdogan.”
Hungary is graded only “partly free”—and that was
before Prime Minister Victor Orban used the cur-
rent crisis to give himself powers to rule by decree
for an indefinite period. If these trends continue,
NATO will face intensely difficult choices. There is
no provision in the Washington Treaty for a mem-
ber state to be expelled. Any such proposal would
provoke a grave crisis. But the elastic of tolerance for
authoritarian policies cannot be stretched indefi-
nitely in a democratic alliance.

That is a problem well beyond the remit of
the Reflection Group. It is also not a static one.
Opposition parties in Turkey have already made
gains against President Erdogan’s AKP party in
local elections. The experience of the COVID-19
pandemic may also strengthen the attractions of
alliance relationships. The first reactions to the
pandemic in most countries have inevitably been
to accentuate national self-reliance. But rebuilding
prosperity and security will demand competence
from governments and greater cooperation and sol-
idarity among nations. NATO was conceived in the
aftermath of the last global cataclysm. The mutual
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support it can offer its members will be just as rele-

vant to the process of reconstruction that lies ahead.

That is a message that those member states who are
currently moving away from the organization’s core
values would do well to ponder. PRISM
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The Evolution of Authoritarian

Digital Influence
Grappling with the New Normal

By Shanthi Kalathil

s the world contends with the wide-ranging ramifications of the global COVID-19 pandemic, it has
been simultaneously beset by the global information crisis, which mimics the shape of the pandemic
itself in its viral effects across huge segments of the global population.

Misinformation—unwittingly spread false information—is rampant. Overarching narratives, targeted
propaganda, and particularly disinformation—the deliberate generation of false or misleading information
designed to engender public cynicism or uncertainty—are being piped into the global information blood-
stream in large quantities. While some of this comes from domestic political actors, determined authoritarian
regimes and their proxies have been quick to seize this window of opportunity for asymmetric transnational
impact. Many of those targeted, including governments, institutions, and segments of societies, have been too
overwhelmed to respond effectively.

These networked, cross-border influence operations by authoritarian actors have grown in sophistication
and effectiveness in recent years,' shaping narratives and targeting democratic institutions during important
geopolitical moments.> While not disavowing more traditional forms of propaganda, authoritarian regimes are
increasingly using digital influence operations as a method of censorship and manipulation, flooding the infor-
mation space’ with false or misleading narratives designed to crowd out independent voices and expertise. Their
motivations may be as narrow as seeking to muddy facts around particular incidents, or as broad as endeavoring
to damage institutions and social cohesion in democracies* by exploiting and amplifying social, political, and
economic vulnerabilities.” There is increasing evidence that authoritarian networks are amplifying, cross-pol-
linating,® and learning from one another.” Key authoritarian state and state-linked actors in this space include
those from the People’s Republic of China (PRC), Russia, Iran, Saudi Arabia, Venezuela, and others.?

But while the current moment shows these patterns in stark relief, this is not a new dynamic. Over the
past several years, such challenges emanating from the networked, global information ecosystem have moved
to the heart of great power competition for the United States and other democracies around the world. While
this is slowly prompting a rethink of the typical national security toolkit, democratic governments remain
back-footed and hampered by lack of capacity and broader coordination. Existing structures, policy processes,

Shanthi Kalathil is the Senior Director of the International Forum for Democratic Studies at the National Endowment for
Democracy.
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and prescriptions have yet to catch up with the scale
of the challenge. Meanwhile, authoritarian regimes
use the current chaotic moment to fine-tune their
global approaches and press their advantage. The
non-governmental sector (including media and tech
platforms) and the broader public represent both a
soft target as well as a source of resilience—yet are
not fully integrated into policy conversations and
potential solutions.

In a time of growing distrust of institu-
tions—and doubts about democracy’s capacity to
deliver—authoritarian regimes are no longer con-
tent to quell democratic stirrings within their own
borders. In ways subtle and overt they are actively
using the global information space to take aim at
the values and institutions undergirding the rules-
based international order, discrediting the idea of
democracy, and attempting to weaken key demo-
cratic norms. Far from merely aiming at boosting
approval ratings at home and abroad, for them this
is an existential question about the survival of their
governance systems, and the values that should
underpin the international system going forward.

This article examines recent trends and devel-
opments in authoritarian regimes’ transnational
digital influence operations, particularly in light of
the COVID-19 pandemic. It will address changes
in the information environment that have proved
fertile for such operations, the methods and goals
of key players in this space, and provide insight on
ways that democratic governments can update their
own thinking and processes to increase resilience
and capacity.

Digital Influence Operations

A number of terms have been used to describe a
range of activity in the information space; hybrid
warfare, psychological warfare, active measures,
fake news, disinformation, propaganda, coordinated
inauthentic behavior, information/influence oper-
ations. While not interchangeable, they all describe
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arange of interrelated malign activity, intended to
mislead or deceive, in the global information space.
For the purposes of this article, the term “digital
influence operations” will be used to broadly cap-
ture the categories of digital activity most commonly
employed by authoritarian regimes internationally
to manipulate, censor, and degrade the integrity of
the information space for strategic purposes.

While these efforts take place in the digital
space and are deeply networked, they are not limited
to “bots,” or automated online programs. Due to
widespread bot activity during democratic elections
around the world in recent years, the perception that
inauthentic coordinated activity forms the entirety
of such efforts can lead to poorly aimed responses.
In fact, authoritarian digital influence efforts lever-
age all elements of the information space, including
through ownership of online media outlets and tech
platforms, business and advertising pressure, and
traditional censorship techniques. In the case of the
PRC in particular, this extends to a wide spectrum
of efforts designed to influence the architecture,
norms, and governance of the global informa-
tion space in a direction that favors the Chinese
Communist Party (CCP)® and a related restriction of
free expression, distinguishing this from efforts by
democratic governments.

To narrow the scope of inquiry, this essay will
limit its examination to the motivations and meth-
ods of transnational authoritarian digital influence
operations. It will not examine purely domestic
authoritarian campaigns to crack down on home-
grown dissent or manipulate information. Similarly,
it will not seek to address authoritarian regimes’
cyber exploits including hacking or other intru-
sions, but recognizes that these elements frequently
go together' with digital influence operations and
complement each other. Finally, while the role of
major tech platforms in facilitating disinformation
is a vast and related research issue, it is beyond the
ambit of this essay to thoroughly address, except to
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acknowledge that without a robust response from
the world’s tech platforms, other efforts to combat
authoritarian digital influence operations are not
likely to be as effective.

A Fertile Environment for Digital
Influence Operations

Changes in the information environment have in
some ways enhanced authoritarian regimes’ abilities
to deploy transnational digital influence operations,
even as traditional aspects of democratic resilience
(such as financially sustainable independent media)
have degraded. Over the past decade, the global
information space has been characterized by greater
connectivity, speed, and (in some instances) trans-
parency, but also hyper-volatility," the decline of
traditional and trusted intermediaries (such as local
news outlets or key editorial positions), and wide-
spread media capture.”? Moreover, the explosive
growth in connectivity over the past decade and a
half has also coincided with a resurgence in globally
assertive authoritarianism as well as backsliding on
key political and civil rights in a number of countries
(what some have termed the democratic recession).”®
It is notable, however, that whereas in the past it
was assumed that democracy would clearly benefit
from a more democratized, decentralized infor-
mation space with fewer gatekeepers, this has not
necessarily materialized. In fact, some of democra-
cies’ traditional strengths have become weaknesses
in the new environment. Commercial competition
among media providers used to be thought a deter-
minant in enhancing the quality and credibility
of competition; however, in the current environ-
ment, struggling independent, for-profit media can
be and are frequently competing not only against
each other but also against outlets (in both the
physical and digital space) that are bankrolled by
free-spending, authoritarian governments, or those
affiliated with them. Not only does this present an
uneven playing field, but commercial pressures may

PRISM 9, NO. 1

also lead outlets to relax editorial scrutiny of outside
contributors, who may be concealing business inter-
ests linking them to authoritarian governments.**
Disinformation outlets may also disguise them-
selves as independent journalism while failing to
adhere to standard, best-practice accountability
measures, such as bylines, mastheads, verification,
corrections, and community service principles.
Meanwhile, real news generation atrophies because
platforms have absorbed the revenue of local
independent journalism.”® All of this can facilitate
the success of authoritarian regimes’ strategies to
disrupt and subvert the information systems of tar-
geted countries and regions.'®

This has been paralleled by the rise of the
“attention economy,” which monetizes clicks and
can drive information consumers toward particu-
larly viral or sensational pieces of content.”” Even as
major technology platforms monetize attention, they
maximize the data gathered from individual users,
what some have called the surveillance capitalism
model,"” which can have strong negative implica-
tions for individual privacy" and create openings
for authoritarian practices. The collection of vast
amounts of data on individuals can enable preci-
sion microtargeting of messages, offering a potential
goldmine for purveyors of disinformation. This
combination can create a perfect storm of opportu-
nity for authoritarian regimes and others who exploit
these opportunities, including, for instance, the black
market for attention (demonstrated by NATO studies
of paid fake engagement on social media platforms).?
As Ronald Deibert has summarized, the algorithms
underlying social media also propel authoritarian
practices that can facilitate manipulation, undermine
accountability, and enable surveillance that can act as
a proxy for authoritarian control.”!

While it is not only authoritarian regimes that
are able to manipulate the current information
environment—far from it, as authoritarian-lean-

ing populists from backsliding democracies
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demonstrate—it is striking that studies of state
actors employing such tactics highlight the promi-
nent role played by major authoritarian regimes such
as China and Russia. The Oxford Internet Institute’s
(OII) recent inventory* of organized social media
manipulation highlights not only authoritar-

ian regimes’ growing capabilities to harness the
information space within their own borders, but
notes that around the world, there has emerged a
key handful of sophisticated state actors who have
been able to use computational propaganda for
foreign influence operations. This handful consists
of seven countries (China, India, Iran, Pakistan,
Russia, Saudi Arabia, and Venezuela), five of which
are ranked as “Not Free” (and one as “Partly Free”)
by Freedom House’s comprehensive measure of
civil and political rights.” OII gives special men-
tion to the PRC as having become a major player

in the global disinformation order, whose aggres-
sive use of Facebook, Twitter, and YouTube should
raise concerns for democracies.** As noted further
on in this article, these techniques have expanded
and explored new modalities since the onset of the
COVID-19 pandemic.

It should be noted that while authoritarian
regimes can frequently be the source of global digital
influence operations, the viral spread of disinforma-
tion requires person-to-person transmission; that
is, there must be a demand for bad or misleading
information that matches the supply. Analysis of
why information consumers consume the content
they do, and in particular why they may seek out
and share misleading content for emotional or ideo-
logical validation, is important to understanding the
broader dynamics behind the spread of disinforma-
tion in the current environment.” The answer may
be linked to the psychology of news consumption
and opinion formation. Research shows that across
geographic contexts, deeply polarized societies with
low trust in the media may be more susceptible to
these psychological drivers behind consumption of

36 | FEATURES

misinformation or disinformation.?® All of this has

implications for response, as noted below.

Illustrative Tactics and Methods
of Authoritarian Digital Influence
Operations

Individual countries have differing strategic
objectives and have pioneered different tactics, but
they have also sought to pull best practices from
each other and amplify each other when it serves
their purposes. Many authoritarian regimes have

a common interest in not merely burnishing their
own images internationally, but in sowing dis-
trust in democracy and the rule of law generally.
Discrediting democracy as a governance model

is a goal that all authoritarian regimes share, and
the cost of doing so through the tactics described
here has grown radically cheaper in recent years.
Moreover, for many authoritarian regimes, control
of information and narrative is seen as key to regime
security, and inextricably bound up in their foreign
policies. The following section highlights some key
countries’ digital influence tactics and operations,
but is by no means meant to be exhaustive.

Innovations in Disinformation: Russia

Various aspects of Russian digital influence oper-
ations across North America, Europe, and beyond
are now well known, and appear to have served as
amodel for other authoritarians’ efforts. Many are
now familiar with the Kremlin’s attempts to utilize
the information space to propel disinformation,
sow distrust, promote polarization, and disrupt
elections, particularly in the immediate run-up to
the U.S. 2016 presidential election. Yet these efforts
did not start there, nor did they end there. As

some have noted, Russia’s much-vaunted Internet
Research Agency, run by a key Putin ally, originally
was set up to manipulate domestic discourse within
Russia.”” Such efforts then moved outward, gradu-
ally being tested in near-abroad environments such
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as Ukraine, before being deployed successfully in
countries much farther afield. These activities may
have been put in place well before any elections:
Studies have found that Russian digital influence
operations on platforms such as Twitter may have
been set up and running well in advance of key
election dates, speaking to foresight and planning as
well as a long-term approach.?®

Contrary to some perceptions, these operations
do not rely solely on perpetuating overt falsehoods.
Key tactics employed by Russian military intelli-
gence (GRU) and others have included, according
to a Stanford study, the updating for the digital age
of such longstanding tactics as narrative launder-
ing (legitimization of created narratives through
repetition citations across media), and boosterism
(repetitive content reinforcing the perception that
a certain narrative represents a popular point of
view). The digitization of old methods, according to
the Stanford study, includes creation of online sock
puppets, front websites purporting to be indepen-
dent media, byline placement in politically aligned
outlets, and dissemination and amplification via
social networks.#

These tactics have been applied across weak
and backsliding democracies, as well as more
authoritarian environments, often in instances
less well-known than the much publicized efforts
surrounding the 2016 U.S. elections. In Turkey, for
instance, censorship and manipulation already char-
acterize the domestic information environment and
render it susceptible to digital influence operations
from the outside, including from Russia. Some argue
that in addition to common strategies such as boost-
ing both government and opposition narratives to
foster division, pro-Russian digital influence opera-
tions in Turkey use a “forced perspective” approach
that relies not on falsehoods, but on manipulating
accurate information in order to remove context
and distort the public narrative in favor of Russia’s
objectives.** Meanwhile, emerging studies on
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Russian digital influence operations across sub-Sa-
haran Africa appear to show operations relying on
private chat channels, as well as native-speaker local
subcontractors, adding a wrinkle to attribution of
disinformation campaigns.*

Growing Sophistication: Iran

Iran’s transnational digital influence operations
have only in recent years come to the attention of the
broader security and international affairs commu-
nity. Analysis by the Atlantic Council notes that
Iranian sock puppets, operating as early as 2010,
have grown exponentially in recent years, with
Facebook identifying (as of early 2020) approxi-
mately 2,200 assets directly affecting six million
users, and 8,000 Twitter accounts responsible for
roughly 8.5 million messages. These information
operations, according to the Atlantic Council, have
typically contrasted with Russian tactics; rather
than sowing disinformation, they have tended to
exaggerate Iran’s moral authority while minimizing
Iran’s repression of its citizens.*? As is the case with
Russia and other authoritarian regimes, the Iranian
approach is informed by the government’s domestic
experience with social media censorship and manip-
ulation, particularly in the aftermath of the 2009
Green Movement protests, but with more sophis-
ticated techniques being deployed domestically in
more recent years. For instance, during the January
2018 nationwide protests, Twitter bots attempted

to discredit widely shared videos of rallies, while
pro-regime accounts guided protestors to the wrong
locations and sought to convey that protests were
small and localized.”

This growing sophistication has translated to
past and ongoing transnational digital influence
operations.** FireEye Threat Intelligence has iden-
tified networks of English-language social media
accounts, thought to be organized in support of
Iranian political interests, engaging in inauthentic
behavior, with several of those and related accounts
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subsequently removed by Facebook, Instagram,
and Twitter in early 2020. According to FireEye,
the broader network has leveraged authentic media
content to promote desired political narratives that
align with Iranian interests.*

Targeted Harassment: Saudi Arabia

Saudi Arabia’s harassment of journalist Jamal
Khashoggi prior to his murder is well known, but
such attacks reportedly formed just a part of a
broader pattern of troll farm-generated harassment
of critics, dissidents, and others. According to OII,
externally focused Twitter bot networks and disin-
formation increased following Khashoggi’s murder
in October 2018, seeking to cast doubt on key Saudi
officials’ roles in the murder, but other activi-

ties include posting of pro-government messages,
inflammation of sectarian tensions, and targeting
of key rivals.*® According to the New York Times,
Saudi operatives have been particularly active on
Twitter, which has been used widely for news in the
country since the Arab Spring uprisings.” Analysis
of a December 2019 takedown of 88,000 Twitter
accounts managed by Smaat, a digital marketing
company based in Saudi Arabia, showed links to “a
significant state-backed information operation” that
combined commercial content with attacks on crit-
ics of the Saudi regime and criticism of Qatar, Iran,
and Turkey.*® Among its neighbors, Saudi Arabia is
hardly singular for engaging actively in digital influ-
ence operations; half of the 12 countries identified
by the OII as expending considerable human and
financial resources on digital influence operations
were from the Middle East, including Egypt, Iran,
Israel, Saudi Arabia, Syria, and the UAE.*

Expanding Through the Broader Information
Ecosystem: China

Until relatively recently, the Chinese Communist
Party’s (CCP) digital influence operations were con-
sidered relatively minimalist and ineffective, limited
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to tweeting harmless and obvious propaganda
through official social media channels. This itself has
been a misunderstanding of the CCP’s full approach,
as the party’s longstanding effort to influence the
global information environment has been multifac-
eted and directed simultaneously at infrastructure,
governance, norms, standards, and technological
development—all in addition to projecting disin-
formation and shaping broader narratives through
journalism training and exchanges, content linkups,
and leverage over private business.*’ In this sense, its
digital influence goals are uniquely broad and ambi-
tious, representing an effort to reshape the structure
of the internet and emerging technology.*!

While this article does not dwell at length on
the PRC’s longstanding efforts to reshape norms,
platforms, technological development, and gov-
ernance through both state action and the private
sector, it is important to note that such activities
surround and predate*? the more public digital
influence tactics that have been on more recent
display. Recent elections in Taiwan and the Hong
Kong protests for democracy proved a key inflection
point for understanding the Chinese party-state’s
evolving and more complex approach to digital
influence operations. While the official digital
footprints of Chinese state media accounts can be
overt in their propaganda, sub rosa digital influ-
ence operations have taken aim at the legitimacy
of the Hong Kong protests, at the credibility of
the protestors themselves, and at the integrity and
legitimacy of the Taiwan elections and individual
candidates.*® Analysis conducted by the Australian
Strategic Policy Institute of a 2019 network targeting
the Hong Kong protests that was subsequently taken
down by Twitter found that while the specific infor-
mation operation appeared relatively hastily put
together and unsophisticated, there was evidence
that the network had been repurposed from earlier
accounts—demonstrating that actors linked to the
Chinese government may have been running covert
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digital influence operations on western social media
platforms for at least two years prior.**

None of this is to say that the official digital
footprint of state media is ineffective—far from it.
While some point to the unsubtle regurgitation of
CCP talking points, there is growing evidence that
such outlets are gaining in credibility and reach.

As the Economist points out, the English-language
Facebook page of state broadcaster CGTN is followed
by 77 million, the most of any news site; the PRC also
runs five of the six media outlets with the biggest
Facebook followings, and if current growth contin-
ues Chinese state media may attract more followers
in the coming years than even the most popular
sports and entertainment celebrities in the world.*

It is important to note that the PRC’s digital
influence operations are not limited to west-
ern-originated platforms such as Facebook and
Twitter. Chinese internet companies are now
among the biggest in the world, and they provide
potentially powerful alternate platforms to those
from Silicon Valley—often with more obscure and
less rights-protecting content policies and algo-
rithms, data privacy practices, and governance
structures,*s governed within a PRC system where
the Party is above the rule of law. Even companies
that may wish to act independently are constrained
by the pressures placed on the private sector within
the PRC. There is evidence that platforms originat-
ing in China are pressured to hew to CCP content
guidelines—even outside of China’s borders, as
evidenced by censorship*” and manipulation on,
among others, globally popular Chinese-owned
social media platform TikTok.*®

Meanwhile, as WeChat grows in popularity
throughout the world, politicians and others in
democracies are increasingly using it for political
speech,” even given widespread evidence of con-
tent censorship along CCP guidelines.” Politically
motivated censorship and manipulation of con-
tent on Chinese-owned platforms is typically not
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considered to be a “digital influence operation”

in the classic sense, but it is likely that these less
noticeable forms of content manipulation, aiming
to delete topics sensitive to the CCP from the global
conversation, will become even more prevalent if
China’s technology aims and presence continue on
their current trajectory.”

Digital Influence Operations:
Supercharged by COVID

The coronavirus pandemic has provided a sig-
nificant window of opportunity for heightened
digital influence operations, allowing authori-
tarian regimes to exploit information ecosystem
weaknesses to drive disinformation while mutually
amplifying and reinforcing narratives related to
overarching strategic goals. While authoritarian
regimes are not the only ones taking advantage
of confusion, panic, and misleading information
during this crisis, they have been able to leverage
their skill at censorship and information manip-
ulation within their own borders to ample effect
beyond them, particularly while institutions that
might hold them to account are occupied else-
where. On the other side of this “supply” of the
equation, the psychological factors behind the
“demand” side of the so-called “infodemic” may
drive even greater disinformation virality among
large segments of the population, particularly
during the current crisis.*

New research from the OII on misinforma-
tion and disinformation around the coronavirus
pandemic indicates a high degree of reach for
authoritarian information, with content from the
state-backed, English-language outlets of the PRC,
Russia, Iran, and Turkey reaching audiences of
millions around the world. The study found that
while these outlets produce less content than more
independent outlets, they can achieve ten times the
amount of effective engagement—all while pushing
conspiracy theories and discrediting democracy.*
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Instances of prevalent disinformation, propa-
ganda, conspiracy theory, and misleading narratives
have proliferated. These have included (inter alia);
that the coronavirus is a biological weapon deployed
by either China, the United States, or the UK; that
the virus originated in the United States or Italy
rather than in China; that migrants are spreading
the virus; that the virus is linked to 5G; that the
entire virus is a hoax; and that the virus is linked to
longstanding conspiracy theories regarding “chem-
trails” and similar narratives. >

In Latin America rumors have spread that the
virus was engineered to spread H.I.V., while in Iran
it is portrayed as a western plot.® While it can be
difficult to disaggregate organically spread misinfor-
mation from directed digital influence operations,
several specific examples can be attributed to exist-
ing major entities in this space.

Thank you, Putin. Thank you, Russia

Unsurprisingly, the dominant authoritarian players
in digital influence operations have parlayed their
existing innovation and success into more wide-
spread manipulation of information during the
global pandemic. The Kremlin, for instance, has not
only continued but deepened its strategy of ampli-
fying divisions, sowing distrust, and exacerbating
crises.” According to a report by the European
Union’s External Action Service, Russia’s RT
Spanish is among the top-20 most engaged sources
on major platforms on subjects related to the coro-
navirus. Moreover, the report found the Kremlin’s
disinformation strategies targeting international
audiences to focus primarily on conspiracy theories
regarding global elites exploiting the virus, aimed at
creating distrust in national and European health-
care systems, institutions, and scientific experts.*”
The Kremlin has used the crisis to further
drive disinformation in support of strategic objec-
tives, such as exacerbating anti-NATO sentiment
among Eastern European audiences. In Lithuania,
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a legitimate news site was hacked to post a false
story claiming a U.S. soldier there had contracted
the virus, while pro-Russian news outlets have
claimed Lithuanian authorities would be shutting
down pro-Russian media outlets, for instance, or
that strategic food reserves had been destroyed.*®
Beyond Eastern Europe, the Kremlin has been active
in countries hit hard by the pandemic, includ-

ing Italy, where the information environment has
already been dominated by domestically generated
and spread misinformation and disinformation.
According to the Atlantic Council’s DFR Lab, the
Kremlin’s “from Russia with love” message has
accompanied shipments of medical supplies and
experts, with supporting narratives amplified in
both Russia and Italy. Social media content has
included a YouTube video titled “Russia tries to
help Italy. But is someone mysteriously boycotting
it,” watched by more than 25,000 people and liked
over 8,000 times; meanwhile, images surrounding
aid transport insinuated that EU countries were
obstructing help from Russia. Such images were
accompanied by hashtags #italexit and #uscITA,
supporting Italy leaving the EU.** While these
campaigns bear similarities to past information
operations, the chaotic and saturated information
environment surrounding the pandemic may help
them achieve added resonance and reach.

As has been the case in the past, authoritari-
an-generated digital influence operations need not
rely on false information to achieve effect. Russian
influence operations have also amplified genuine
feelings of gratitude among the Italian population
for medical and scientific assistance; one video
shows an Italian man replacing an EU flag with
a Russian one, accompanied by a sign saying,
“Thank you Putin. Thank you, Russia.”® Such
narratives can be circular and cyclical. At times,
disinformation narratives from Italy are also
directed back into Russia. For instance, Italian-
generated anti-NATO narratives surrounding the
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Defender Europe 20 military exercise were circu-
lated back into Russia just as they were beginning
to fade away in Italy itself.*

Go China, Go Italy

As the other dominant player in authoritarian global
digital influence operations, and as the institution
with perhaps the most at stake in building alternate
narratives surrounding the origin of the pandemic,
the CCP has engaged in concerted, global action
promoting its own narratives and disinformation in
the current moment. Some have marked the CCP’s
current effort to position itself as a responsible
global leader as a new phase in China’s manipulation
of the global information space.® Particularly in the
context of the coronavirus pandemic, elements of
CCP digital influence strategy have mimicked more
aggressive, Kremlin-style tactics in the service of
promoting conspiracy theories, sowing distrust in
institutions, and discrediting democracy.*

For instance, a March investigation published
by ProPublica revealed over 10,000 fabricated Twitter
accounts involved in a coordinated influence cam-
paign, with ties to the Chinese government. Hijacked
accounts were found to have pivoted from denigrating
Chinese dissidents and discrediting the Hong Kong
protests to posting disinformation about the corona-
virus outbreak, and frequently linking several of these
topics. In this operation, many posts appeared aimed
at influencing ethnic Chinese outside China’s bor-
ders.** Such operations sometimes build on past ones,
and may overlay each other. In May 2020, Twitter
took down a number of accounts linked to Chinese
state actors, targeting Chinese-speaking audiences
worldwide and apparently building on previous
efforts to influence perceptions of the Hong Kong
protests and Chinese billionaire Guo Wengui. The
Australian Strategic Policy Institute found that the
network had pivoted to attempt to influence percep-
tions on key issues including the U.S. government’s
response to domestic protest.*®
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The PRC’s digital influence operations are not
limited to Chinese-language efforts. According to
some reports, state-run, English-language media
accounts have used major platforms such as Twitter
and Facebook to push narratives of western incom-
petence and Chinese government generosity.* As
analysis by the Alliance for Securing Democracy
points out, during much of March 2020, four of the
top ten most-engaged articles on Facebook from
China’s state media outlets tracked in its propri-
etary dataset featured content critical of the U.S.
response, while the Twitter account for China’s
embassy in Italy rose to become one of the ten
most-engaged accounts within the organization’s
dataset. This account generally tweeted glowing
stories about China’s virus response, but Twitter
accounts belonging to top Chinese officials have
also spread conspiracy theories that raise doubt
about the virus’ origin and point to the United
States as a source. These conspiracy theories, far
from being spread by a single actor, were ampli-
tied by several other diplomatic accounts as well as
Chinese media outlets.”” Moreover, they appear to
have begun circulating through unofficial accounts
as early as January 2020.%

Few countries have pushed back publicly on
these activities, and in fact, there are indications that
behind-the-scenes pressure has resulted in some
muting their response to these tactics. In April, the
New York Times reported that European Union
officials softened their criticism of China in a report
documenting how governments push disinforma-
tion about the coronavirus pandemic, although EU
officials denied this was the case.

Taiwan, whose effective response to the virus
has been somewhat minimized due to China’s broad
influence over international institutions includ-
ing the WHO,” often serves as the front line for
detecting disinformation from PRC entities. In early
March, analysts detected a cross-platform disin-
formation campaign targeting Taiwan, possibly
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emanating from Chinese netizens organizing of
their own accord, claiming that the Taiwanese gov-
ernment was hiding virus cases, or that bodies of
those who passed away were being hidden or burned
in secret. Differences in vocabulary, tones, and char-
acters helped distinguish messages generated in the
PRC as opposed to Taiwan, even when their origin
was intended to be concealed.”

In Italy, where the outbreak was early and
widespread, the information environment proved
a relatively hospitable target for CCP influence
operations and narratives—the Five Star Movement
has traditionally supported warmer relations with
Beijing, while the country was the first major
European country to join the Belt and Road
Initiative.”” Among social media praising Chinese
health assistance and celebrating closer cooperation,
one analysis found that nearly half of the tweets
between March 11 and 23 featuring the hashtag
#forzaCinaeltalia (“Go China, go Italy”) and over a
third hashtagged #grazieCina (“thank you China”)
were bot-originated. Misleading content was also
prevalent: Bots also spread a video purporting to
show Italian citizens chanting, “Thank you China”
from their windows (and later debunked), a video
also shared by official Chinese accounts.”

Broader PRC narratives have also pushed
authoritarian governance as preferable to democracy
during the crisis, and have more generally sought to
weaken European cohesion and solidarity. A blog
post written by the Chinese ambassador to France
scolded European critics of the PRC and sug-
gested lessons the world should learn from China’s
ostensibly more effective authoritarian model.” In
Europe more broadly, some analysts have raised
the concern that a combination of disinformation
and PRC health diplomacy, echoed by local prox-
ies on the continent, could pave the way for wider
influence in other sectors in the wake of the crisis.”
More generally, the CCP’s more assertive approach
to the information space may have repercussions
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for citizens of autocracies as well as vulnerable and
advanced industrialized democracies around the
world. Far from being understood as a cautionary
tale, it is possible that with enough narrative mas-
saging, China’s initial suppression of information
and clampdown on whistleblowers may provide a
model for others, with implications for international
cooperation on pandemic response—authoritarian
leaders may be less likely to share information with
other countries, permit observation from outside
experts, or collaborate internationally.” Such ripple
effects would have long-lasting implications for gov-
ernance as well as public health.

While there is not sufficient space in this article
to address the full scope of CCP aims and tactics in
the broader information ecosystem, there are early
signs that a greater public acceptance of health sur-
veillance may lead to opportunities for the Chinese
party-state to extend its surveillance capabilities
at home and abroad. Partnerships currently being
put in place, in a variety of localities around the
world’”” may aid the collection and processing of vast
amounts of data, something analysts have identi-
fied as a party-state priority.” Moreover, China’s
longstanding efforts to harness elements of the
information space—including platforms, influenc-
ers, and other nodes of the broader ecosystem—may
pay dividends in the current environment.
Statements from pop stars and other influencers
praising China’s response’” demonstrate that the
party-state’s robust and carefully built propaganda
apparatus, including documentaries, entertainment,
and other elements, can be brought to bear on the

current moment.®

Convergence and Amplification

The heightened chaos and swirl of misinformation
surrounding the COVID-19 crisis has presented
wider opportunities for authoritarian regimes to
exacerbate divisions as well as amplify each other
when strategically advantageous. For instance, there

PRISM 9, NO. 1



EVOLUTION OF AUTHORITARIAN DIGITAL INFLUENCE

A charter flight carrying a 9-member Chinese aid team and 31 tons of medical supplies arrived in Rome, March 12, 2020.

(People’s Daily, 13 March 2020)

are indications that digital influence operations sur-
rounding the virus have served to further heighten
tensions, and provide opportunities for attacks,
among Gulf adversaries.”!

At the same time, the efforts of Beijing, the
Kremlin, Tehran, and others can complement each

other even when specific narratives diverge, as many

have an interest in weakening democratic cohe-
sion.* In spreading a particular conspiracy theory
regarding the purported U.S. origin of the virus,
Chinese officials have relied upon and retweeted
narratives put forth by organizations, some of
which have reportedly received Russian money,
that already have an audience in western countries.
These official account amplifications have then

PRISM 9, NO. 1

found themselves echoed in the wider disinforma-
tion echo chamber that exists in the United States
and across the world.*

According to analysis by the Alliance for
Securing Democracy, since November 2019 three
of the top five outlets most retweeted by Beijing-
linked accounts were funded by the Russian or
Iranian governments, while individuals associ-
ated with Russian government-funded outlets or
pro-Kremlin websites were among the 100 most
retweeted accounts by Chinese accounts in their
proprietary dataset.® Thus, while some ana-
lysts have stressed differences in the Russian and
Chinese approaches,® it is possible that the current
pandemic may provide even greater opportunities
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for collaboration and amplification, relying on the
global disinformation echo chamber for maximum
reach, than existed in the past.

Some may ask if opportunities for collab-
oration and amplification necessarily lead to
“impact.” The question of impact is a tricky one,
since it can be defined in numerous ways. Does
only evidence of a real-world outcome that can be
directly attributed to an influence operation count
as impact? What about less quantifiable shifts in
the nature and structure of the global information
environment? The truth is, metrics for measuring
the “impact” of digital influence operations are still
evolving. Researchers can track how far certain
operations spread, into which networks, and so on,
using social network analysis and other methods.
But we are still developing ways to understand how
authoritarian digital influence operations may
target and influence perceptions around specific
narratives in certain countries, and specialized
polling methodologies have not yet been put to
this purpose.® Until more granularity in attribu-
tion emerges, one can point to correlations; for
instance, in Serbia, where China has been blanket-
ing the country with information and other types
of influence operations, four out of ten Serbians
think China is the biggest donor to the country (it
is in fact the EU).%

Getting to a Resilient Democratic
Response

While the issues laid out here have pressing and
direct ramifications for national security and great
power competition, traditional security-based
frameworks, processes, and “weapons” do not easily
stretch to accommodate these challenges. Because
these operations strike at the heart of democratic
societies, societies themselves must be part of the
solution—in ways that go beyond typical concep-
tions of national security, yet also protect key civil
and political rights.
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This can be challenging from a policy perspec-
tive. Issues relating to democracy, authoritarianism,
and the quality of the media environment have
typically been relegated to a different basket of
concerns in the foreign policy context than those
concerning, for instance, cyber threats. While the
former is typically addressed through support for
freedom of expression, key political rights, and
independent media in other countries, the latter is
typically considered a defense or homeland security
issue. Authoritarian digital influence operations do
not fall neatly into any of these categories, and at
times touch multiple dimensions across foreign and
domestic policy.

But addressing authoritarian digital influence
operations outside the traditional national security
lens is not straightforward. In the current policy
discourse, this may devolve to putting the onus
primarily on the technology platforms to take care
of the problem. Yet tech platform action, while nec-
essary, cannot form the sum total of the response.
Certainly, the tech platforms have become more
proactive in identifying and taking down coordi-
nated inauthentic behavior stemming from state
or state-linked actors: Much of the research and
takedown action cited in this article stems from
company action. The current coronavirus pan-
demic has further incentivized companies to get
tougher on conspiracy theories and other forms
of mis- and disinformation that may have public
health ramifications.®

That said, there is widespread sentiment that
technology companies must do more to prevent
authoritarian digital influence operations in partic-
ular, while at the same time not focusing unduly on
content-based remedies that may inadvertently chill
speech and comport with authoritarian aims. The
European Commission Vice President overseeing
the EU’s Code of Practice on Disinformation—
self-regulation under which platforms have
committed to deleting fake accounts and regularly
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reporting on manipulation—has urged companies
to do more than they are currently.® At the same
time, civil society organizations have raised con-
cerns that making platforms more broadly liable
for speech they host may have a chilling effect on
expression and could contribute to a splintered
global internet.

Some solutions propose bypassing the sticky
issue of content moderation in favor of more
seriously interrogating the business model under-
lying the major platforms, which—in the name of
data collection and attention—may provide fer-
tile ground for such influence campaigns. Others
suggest ways to alter the design of platforms to
encourage more credible content to rise to the fore.
Karen Kornbluh and Ellen Goodman have sug-
gested, for instance, user interface defaults that favor
transparency, through better labeling; user-cus-
tomized algorithmic recommendations and ways to
track content complaints; and design solutions that
introduce friction into the system (say, by limit-
ing forwarding on messages, or encouraging users
to read articles before sharing). All of this would
make it harder for disinformation to thrive (and,
conversely, easier for users to engage construc-
tively). These changes, they argue, would need to be
accompanied by privacy laws updated for the digital
age—making it harder for all sorts of actors to gain
access to individuals’ data and target them for influ-
ence operations—and national security information
sharing between and with the platforms on authori-
tarian digital influence operations and other actions
targeting democratic integrity.”® These and other
innovative suggestions point to a future in which
tech companies can—if they wish—build resilience
into the design and functioning of their platforms.

Because regulatory or other solutions to the
platform issue seem overly complex and burden-
some, many turn to the idea of “digital literacy” as
the answer to building a resilient response to author-
itarian digital influence operations. Yet, just as the
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entire onus cannot be laid at the feet of the technol-
ogy companies, it also cannot be the burden of the
individual information consumer to simply become
more literate and effective in sorting out authentic
from inauthentic behavior. While the initial flurry
of activity around disinformation and other digital
influence operations focused on fact-checking, this
is increasingly seen as just one part of a multilay-
ered solution rather than an effective fix on its

own. For one thing, sometimes—as highlighted in
examples here—the information amplified in digi-
tal influence operations is actually true; it is simply
being presented without context, or twisted in

such a way to fit overarching narratives. Moreover,
fact-checking does little against broader narratives
and coordinated campaigns of inauthentic activity
that are then picked up and amplified by organic
networks. Even the most ambitious fact-checking
campaign finds it difficult to travel as far and as fast
as the original piece of information. Fact-checking
also does not address the psychological drivers
behind the “demand” for disinformation on the
part of news consumers: If individuals are invested
in a particular political narrative, they may be more
likely to reject corrective information and rational-
ize their pre-existing beliefs.”

Not all digital literacy efforts are the same, and
there have been pioneering efforts that deliberately
seek to inoculate news consumers against authori-
tarian disinformation in particular—for instance,
in Ukraine.”> As these efforts are rolled out more
broadly, there will need to be stronger efforts to
learn relevant lessons from pilots and scale up in
a way that is effective. But the learning curve on
digital literacy remains steep, even as it is frequently
mentioned as a kind of cure-all for a variety of ills
related to mis- and disinformation.

The gatekeepers of the information ecosys-
tem—traditional and digital media companies,
editors, curators, and others—have their own
role to play in mitigating the scope and scale of
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authoritarian digital influence efforts. Some have
recommended a blueprint for action on norm
building across information-related industries,
applied to both consumers and producers, with a
particular focus on the labeling of authoritarian
state-linked media.”® Certainly, more widespread
recognition of the part played by specific author-
itarian media outlets in the broader authoritarian
digital influence spectrum would help inoculate
societies to their divisive aims, and might limit
their reach. Action to clearly label outward-facing
digital influence operations that utilize platforms
banned at home by authoritarian countries might
also help distinguish such content in a helpful way
for information consumers.

Because the challenge has been so complex,
democracies have been slow to devise comprehen-
sive responses to the challenge. They have also been
slow to more fully embrace as part of the solution
key non-governmental aspects of resilience, includ-
ing elements of the media, technology, cultural,
academic, and other sectors. Yet, precisely because
these challenges are cross-cutting and interdis-
ciplinary, the response to them must be similarly
multidimensional. On these issues, governments
may lead, but they must also look for leadership to
these institutions, that—even absent formal pub-
lic-private partnerships—must take action on their
own, and preferably together. Although authoritar-
ian digital influence operations as addressed here
are distinct from cybersecurity threats, this aspect
of the necessary response is similar: These ele-
ments of civil society form the fabric of the “critical
infrastructure” in the information space, and thus
must play an active role in its protection. Moreover,
these efforts would ideally go beyond voluntary
piecemeal initiatives to encompass collective vision
and action, on norms as well as specific measures.
The ideas presented here represent an attempt to
broaden the aperture for national security thinking
on these ideas.
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As the trends leading up to the current infor-
mation crisis demonstrate, the need to address
acute and persistent challenges emanating from
the information space will form a distinct feature
of the international security environment for the
foreseeable future. It is imperative that democratic
governments and civil society together lead a robust
and multi-layered counter-strategy, preferably one
tirmly premised upon democratic values. In the
meantime, authoritarian regimes will continue to
press their advantage, whether democracies muster
an effective response or not. PRISM
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Quantum Computing’s
Cyber-Threat to National Security

By Steve Grobman

uantum computing has the potential to bring tremendous advancements to science, including

biology, chemistry, physics, and many other disciplines. The practical application will empower

a stronger defense against future pandemics similar to COVID-19, not only in the acceleration of
the development of vaccines and treatments, but also in optimizing currently unsolvable logistics problems
such as how to deliver and route vaccines. In computer science, the “traveling salesman problem” shows it is
impractical to find the optimal shortest path to visit cities once the list grows to even a few dozen. This same
challenge in delivering vaccines to rural areas during a pandemic is exactly the type of problem that quantum
computing will be well suited to solve.

However, like all technology, in the wrong hands, quantum computing can be a dangerous tool. In the
field of cybersecurity, for example, nation-states will be able to use quantum technology to break the public
cryptographic systems that secure and enable us to trust much of our digital world, including web traffic,
emails, and countless uploads and downloads of everything from confidential files to software updates.

The United States has maintained a leading capability in signals intelligence and the protection of
national secrets for almost a century. This position has shortened conflicts and prevented the escalation
to war, saving millions of lives. Currently, publicly available information suggests there is a significant gap
between the United States and our geopolitical rivals in quantum technology investment which suggests that
our country could quickly find itself at a significant technological disadvantage in signals intelligence.! On
the defensive side, we must move faster to re-tool the algorithms, protocols, and systems that encrypt our
public and private sector data. Given that encrypted data can be captured today and decrypted at a later time,
we cannot afford to think of quantum in terms of “eventually” or “tomorrow” because the threat it poses is a
national security risk today.

What History Teaches Us

Our own history tells us that nations with superior technology in signals intelligence save lives and help deter-
mine winners and losers in war and overall geopolitics. A conservative estimate shows that, without the Allies’
ability to break Axis communications encrypted by the powerful Enigma encryption machine, an additional

Steve Grobman is Senior Vice President and Chief Technology Officer of McAfee LLC.
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14 million lives would have been lost during World
War II. Especially impactful to the war effort was
the codebreakers’ ability to help the Allies dodge
U-Boats and accelerate preparations for the D-Day
invasion of Europe; advantages that made the differ-
ence between life and death for millions.?

Forty years later, on September 5, 1983,
President Ronald Reagan addressed the American
people and played intercepted communications
from the Soviet military providing evidence that
the shoot-down of Korean Air 007 was intentional.
Because of this, the President was able to publicly
hold the Soviets accountable for their hostile action
against innocent civilians.’

In our modern era, the long-term national
security of the United States has relied on the abil-
ity of the U.S. military to identify attacks against
U.S. citizens before they occur and hold the actors
accountable. It was signals intelligence that made
it possible to intercept and monitor key communi-
cations that led to locating and killing Osama Bin
Laden, the mastermind of the 9/11 terrorist attacks.

What these events all have in common is U.S.
leadership in signals intelligence. The advantages,
the lives saved, the diplomatic coups, and the main-
tenance of peace and stability would not have been
possible had the United States and its allies fallen
behind its adversaries technologically.

What does this history teach us? The story of
the Enigma codebreakers does not end with World
War II. It provides a cautionary glimpse of future
risks organizations and nations will face once quan-
tum computing becomes a viable security challenge.
The Allies kept their codebreaking achievement
secret, meaning dozens of governments inherited
the Enigma machines and continued to use them
for decades believing their security to be unbreak-
able. British and American intelligence services
were able to monitor communications from other
governments throughout some of the most critical
years of the Cold War. Accordingly, the revelations
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about the compromised Enigma communications
remained a secret, well into the 1970s, when a series
of books exposed the work and accomplishments of
the British WWII code breakers.*

Nations that lead in quantum computing for
cryptanalysis, the science of breaking cryptography,
will have a similar inherent advantage in signals
intelligence in the years to come. All nations face
challenges in moving to quantum resistant algo-
rithms, including the many years it will take to
transition away from the current, quantum-vulnera-
ble implementations.

The ability to use quantum computing to
decrypt data encrypted with existing implementa-
tions will enable unprecedented visibility to high
valued data. Prior to quantum cryptanalysis becom-
ing viable, data collection of encrypted, long-term,
time sensitive information is still advantageous as
it may be possible to decrypt it in the future when
quantum cryptanalysis is practical. If the United
States were to lose the quantum computing tech-
nology race with nation-state rivals such as China,
our loss of signals intelligence leadership would be
significant and impactful.®

Like the Allies following World War II, U.S.
adversaries may not disclose critical breakthroughs
in quantum viability. Rival nation-states could use
their quantum supremacy to break encryption and
access our country’s most sensitive information
for years without the United States and our allies
becoming aware of the compromise.

Quantum Versus Encryption

Quantum computing is a broad and complex
capability that is not yet practical for real-world
applications. The capability, when made practical,
will be suited for special classes of problems and not a
direct replacement for the general-purpose comput-
ing capabilities enabled by modern silicon compute
architecture. Moore’s Law, the guiding principle of
expectations for the tech industry, theorized that
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the number of transistors and other components in
dense integrated circuits would double every year: In
short, doubling computing power without signifi-
cantly increasing cost. The theoretical paradigm
shift of quantum computing has the potential to take
Moore’s Law to a significantly higher level, increasing
computing power by a factor of about 10,000.5

The quantum physics behind quantum com-
puting exist in theory, but have not yet become
practical, translatable electric processes for com-
puting. The timeframe for building a large-scale
quantum computer is complicated and uncertain
with speculation varying widely. Many scientists
believe the building of such a powerful computer
is now limited to an engineering challenge, but
controlling counter-intuitive physics of subatomic
scales in a practical computer is not easy. Harnessing
error-causing vibrations, electromagnetic waves,
and temperature fluctuations are among the chal-
lenges facing engineers. Some scientists predict
we will overcome these obstacles within the next
20 years, resulting in computers powerful enough
to decrypt the predominant public key schemes
currently in use. However, this speculative timeline
is largely tied to the amount of research resources
being focused on the challenge.

Today’s encryption is built on a set of algo-
rithms that work together and are implemented in
the protocols, standards, and products that protect
the world’s data. Two main classes of algorithms
exist; symmetric and asymmetric. Symmetric algo-
rithms use the same key to both encrypt and decrypt
data, while asymmetric algorithms use a key pair
(one key is public and the other is private). The value
of an asymmetric—also known as public key—algo-
rithm is that anyone can encrypt data (using the
public key) for a specific entity such that only they
can decrypt it (with the private key). Generally, sym-
metric key algorithms in use today—AES-256 for
example—are not vulnerable to known quantum (or
traditional) attacks. The concern is largely on major
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public key algorithms in use today, namely RSA and
“Elliptic Curve” which are believed to be susceptible
to quantum-based attacks.

The RSA encryption algorithm is the foun-
dational encryption standard upon which most
modern secure network protocols and data security
systems are built. Named for its inventors—Ron
Rivest, Adi Shamir, and Leonard Adleman—it bases
its security on the premise that it is computation-
ally infeasible to factor a very large number into its
corresponding primes. For example, we can easily
multiply the prime numbers 13 and 97 to get 1,261;
but the reverse math problem is much more difficult
(starting with 1,261 and finding the two underlying
primes). Today’s computers can both multiply the
primes and find the primes for smaller numbers, but
as the numbers become exceptionally large, as they
do in the generation of encryption keys, the factoring
challenge becomes computationally impractical. The
RSA algorithm is founded on the assumption that,
even with improvements in future computing capa-
bilities, the math required to perform the factoring
would take too long to make the decryption workable
in practice without possessing the decryption key.

Quantum computing, however, changes the
underlying assumptions about how computing
works and, therefore, how quickly computers can
perform math calculations. Quantum computing
relies on the principles of quantum physics to solve
specialized classes of mathematical problems that
are not practical to solve on traditional comput-
ers. Unlike conventional digital computers that are
based on transistors and encode data into binary
digits (bits), these new computers would use quan-
tum bits (qubits). Qubits can exist in multiple states
simultaneously, offering the potential to compute
alarge number of calculations in parallel. Similar
to traditional computing where the number of bits
in a compute architecture determines the size and
scale of possible computations, in quantum comput-
ing the number of qubits will influence the scale of
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mathematical problems a quantum computer can
solve. The parallel nature of the qubit creates the
potential to determine the underlying RSA prime
numbers used to generate encryption keys that can
access RSA-encrypted data. While it is possible to
factor numbers using traditional computing, the size
of numbers used in encryption makes it impractical.

Mathematician Peter Shor has shown that an
algorithm (Shor’s Algorithm) exists to identify the
underlying factors of a prime number. The unique
property of this algorithm is that it executes signifi-
cantly faster on a quantum computer as compared to
execution on a traditional computer. This approach
overall is exponentially faster than the fastest known
factoring capability available today on traditional
computers, the general number field sieve, which
works in sub-exponential time.”

Quantum computers are likely to be too large
and expensive for today’s cyber criminals to build
and maintain directly, leaving their use to large
technology companies, a few well-funded research
institutions, and nation-states. While cloud com-
puting will extend the reach of quantum to cyber
criminals, the scalability and opportunity cost of
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using quantum for cyber-crime will be outweighed
by traditional criminal cyber activities. Certain
nation-states on the other hand are well-funded and
able to capitalize on the value of using quantum to
advance their national security objectives.

Some tech industry luminaries question the
likelihood that quantum computing will achieve
the capacity to break encryption. MIT Professor
Ron Rivest—the “R” in RSA—has serious doubts
about whether quantum computers will become a
reality at the size and scale needed to break his and
other encryption algorithms. “I give fusion power a
higher chance of succeeding than quantum comput-
ing,” Rivest said at the 2020 RSA Conference in San
Francisco. “There is a lot of scaling that has to be
done before you can break cryptography, and I am
not sure it can be done.™®

Rivest has acknowledged that small quantum
computers do exist, and they have demonstrated
that they can factor smaller numbers. But he char-
acterizes these computers as merely “the foothills”
of much bigger things to come in quantum. Rivest
is confident in his belief that while it is possible that
nation-states have more substantial capabilities,
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intelligence agencies are not decades ahead of the
academic and other civilian quantum research and
development progress.’

Conversely, a 2019 Global Risk Institute sur-
vey of 22 quantum computing experts agreed that
the technology will definitely become a threat to
encryption systems within 15 to 20 years.'” Even
Rivest acknowledges that while he hopes that the
entities attempting to build quantum computers to
break RSA will “fail,” the work to “future-proof”
encryption to repel quantum-powered attacks is
without a doubt essential."" Most experts agree
that quantum supremacy has plausible viability in
the next decade, making it critical to invest and
act today, as the impact of not taking action may
result in the catastrophic scenario of adversarial
nations holding a monopoly on universally read-
ing the world’s secrets.

A Problem for Today, Not Tomorrow

There is a common assumption that we will have
stronger encryption algorithms by the time quan-
tum cryptanalysis becomes practical and that we
will know when our geopolitical rivals have that
capability. But we are mistaken if we assume that

"

QUANTUM COMPUTING'S CYBER-THREAT

the quantum risk is not a current problem simply
because quantum computing is not presently viable.
We should assume that nation-state adversaries are
siphoning off encrypted data today that they will
unlock tomorrow when quantum cryptoanalysis
becomes practical. While it may seem like a stretch
that an adversary would decrypt data five or ten years
away, consider that today, in the year 2020, docu-
ments in the national archives related to the Kennedy
Assassination nearly 60 years ago still retain redac-
tions for current national security concerns. National
secrets require long degrees of durability, especially
when they contain sources and methods for the
collection of intelligence. While encrypted, they still
retain value over time. No matter how theoretical we
may believe the capability to be, we must assume that
our adversaries are already accessing our most sensi-
tive data and communications.

More than 80 percent of all network traffic is
encrypted as it travels over an untrusted network,
the internet. But that protection is destined to be
broken. Much of our critical data is in the cloud,
accessible through collaboration platforms. In
assessing the quantum risk to data in an environ-
ment, consider the sensitivity of the data not only
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in terms of how important it is, but also how long
it must be protected. In the graphic above, we have
plotted some examples of data types in terms of
importance and time of protection.

Social security numbers are plotted to the left.
While we clearly never want to lose a social security
number, we must be realistic given that an estimated
60 to 80 percent of social security numbers have
already been compromised in data breaches. At the
same time, they still serve as an identifier across a
lifetime, so we place them higher on the chart.

Now contrast social security numbers with
pre-release earnings data for a public company. Due
to their importance prior to earnings day, they are
plotted far to the right, but because of the brief time
between quarter-end-close and public release, we
place them near the bottom. Finally, for the rea-
sons outlined above—the sensitivity of the content
and the need to keep it confidential for an extended
amount of time—national security secrets are plot-
ted at the top right.

Systems that manage data in the top-right of the
graph are the systems that need to be triaged first as
new quantum-resistant technologies and products
become viable. This should also help drive research
priorities to understand the protocols and capabilities
that are protecting secrets in the top-right of the chart.

Quantum Research and Development

Commercially viable quantum computing, compris-
ing quantum computing chips with many thousands
of qubits and requisite software, is still many years
away. Progress in the field of quantum cryptography
and cryptanalysis is difficult to gauge from public
news reports; however, industry investment and
research advancements suggest that the overall field
of quantum computing is accelerating in both the
private and public sectors.

In 2017, IBM unveiled a 50-qubit computer for
laboratory research'? and submitted a system called
“Cryptographic Suite for Algebraic Lattices, or
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CRYSTALS?” to the National Institute of Standards
and Technology (NIST) for review and approval

as a quantum resistant algorithmic system. That
same year, Intel announced the development of a
17-qubit superconducting test chip," and Microsoft
announced Q Sharp, a quantum computing
programming language compatible with Visual
Studio." D-Wave Systems announced general com-
mercial availability of the D-Wave 2000Q quantum
computer featuring 2,000 qubits."

In 2018, Google announced the 72-qubit quan-
tum chip called “Bristlecone.” Intel began testing
a silicon-based spin-qubit processor and confirmed
the development of a 49-qubit superconducting test
chip called “Tangle Lake.”” IonQ introduced the
first commercial trapped-ion quantum computer,
and QuTech successfully tested a silicon-based,
2-spin-qubit processor.'

In 2019, IBM announced the IBM Q System, the
company’s first commercial quantum computer fea-
turing a 20-qubit system," as well as its fourteenth
experimental quantum computer featuring 53
qubits.?* In September, it opened an IBM quantum
computation center in New York and invested in
Cambridge Quantum Computing, one of the first
startups to become a part of IBM’s Q Network.” In
August 2019, the company announced that research-
ers had successfully encrypted a magnetic-tape
storage drive and had plans to utilize the encryption
technology across its product line.?

Also in 2019, D-Wave, the world’s first commer-
cial supplier of quantum computers announced a
preview of its next-generation quantum computing
platform incorporating hardware, software, and tools
to accelerate and ease the delivery of quantum com-
puting applications.”® The company’s systems are used
by organizations such as NEC, Volkswagen, DENSO,
Lockheed Martin, USRA, USC, Los Alamos National
Laboratory, and Oak Ridge National Laboratory.**

In October 2019, Google announced that
researchers working with its 53 qubit system had
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achieved “quantum supremacy,” which CEO
Sundar Pichai described as “a quantum computer
capable of solving a problem that would take a
classical computer an impractically long amount of
time.”” Known as Sycamore, the system was able to
calculate a proof in 3 minutes and 20 seconds that
showed the numbers created by a random num-
ber generator are in fact random. Theoretically, it
would take Summit, one of the world’s most power-
ful supercomputers, some 10,000 years to complete
the same problem.*

Given the potential of quantum computing and
the prevalence of cloud platforms, major cloud pro-
viders are taking the threat quantum computing may
pose to their substantial businesses in the space seri-
ously. Amazon Web Services, Google, Oracle, and
others are working on both post-quantum cryptog-
raphy algorithms and quantum-resistant solutions to
protect their cloud offerings in the coming years.””

Private sector growth is expected beyond the
cloud providers. Kenneth Research estimates that
the market for global quantum computing was
valued at $89.35 million in 2016 and is projected to
reach $948.82 million by 2025, projected to grow at
a compound annual growth rate of 30.02 percent
from 2017 to 2025.%® Gartner Research predicts that
20 percent of organizations will begin budgeting for
quantum computing projects by 2023, and a survey
by DigiCert found that one-third of organizations
report having a Post-Quantum Cryptography (PQC)
budget, and 56 percent are working on establishing a
PQC budget. The same survey found that nearly 40
percent of respondents said it will be “somewhat” to
“extremely” difficult to upgrade encryption to pro-
tect against quantum computer attacks.”

Nation-State Innovation Race

Beyond the corporate world, we must assume

that every major nation-state power is investing

in quantum technology, in part, to read protected
data throughout the public and private sectors. The
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United States, Germany, Russia, India, Japan, and
the European Union have increased investment
in quantum research and development. What is
notable is that the United States and U.S.-based
corporations appear to be particularly focused
on hardware platforms that will power the quan-
tum computing revolution, whereas allies such as
the EU and Japan and adversaries such as China
appear to be focused more on the quantum appli-
cations that will run atop these platforms when
they come of age.

= In 2018, the EU committed to spending $1.1
billion over 20 years on quantum research and
development, including a special focus on build-
ing advanced quantum key distribution (QKD)
into Europe’s telecommunications networks.*

In 2019, Russia unveiled a two-qubit quan-

tum computer prototype,* and Germany’s
Fraunhofer-Gesellschaft applied research orga-
nization announced a partnership with IBM for
quantum research.*

= Japan’s Ministry of Internal Affairs and
Communications submitted plans to spend $14
billion to implement post-quantum cryptography
across its own IT landscape by 2025.%

= India’s 2020 budget includes a five-year $1.12
billion allocation to the government’s National
Mission on Quantum Technologies and
Applications.*

= The U.S government’s Defense Advanced
Research Projects Agency (DARPA) set up the
first quantum communications network in
2003 and in subsequent years has seen increased
investment.”

= In 2018, the White House issued a National
Strategic Overview for Quantum Information
Science and launched the National Quantum
Coordination Office to coordinate quantum
research and development across 14 U.S. govern-
ment agencies.*
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= In December 2019, the Trump Administration
and Congress worked together to pass into law
the National Quantum Initiative Act, which
commits $1.2 billion to quantum focused efforts
over five years.”” This legislation also seeks to
establish goals and priorities for a 10-year plan to
establish the United States firmly in the world’s
leadership position in quantum computing. This
includes the creation of a cross-government eco-
system, including;

o National Quantum Information Science
Research Centers within the Department
of Energy.

o Research and education centers in the
National Science Foundation.

o A “workshop of stakeholders” admin-
istered by NIST “to discuss the future
measurement, standards, cybersecurity,
and other appropriate needs for support-
ing the development of a robust quantum
information science and technology
industry in the United States.”

o A Subcommittee on Quantum
Information Science under the National
Science and Technology Council.

o A National Quantum Initiative Advisory
Committee to advise the president.*

The Obama Administration invested around
$200 million per year on quantum research in a
variety of areas during its eight years. The 2019
Trump Administration budget for Quantum
Information Science raised annual spending to $430
million, a number that is expected to more than
double by 2022.%

The Administration’s fiscal year 2021 budget
provides nearly half a billion dollars for quantum
technology, including $25 million to construct a
quantum internet that connects 17 national labs.
Additionally, the budget allocated $718 million for
NIST to drive “industry of the future” technologies
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such as quantum computing, artificial intelligence,
5G advanced communications, biotechnology,

and advanced manufacturing. The budget invests
over $14 billion in Department of Defense science
and technology programs, but while quantum is
included in this group of strategic emerging technol-
ogies, the exact allocation for quantum investment
is not specified. That said, the budget is clear in
that the Office of Science will receive $5.8 billion
for early stage research, national laboratories, and
construction projects, and $237 million of this
investment is specifically committed to quantum

information science research.*

The China Challenge

Geopolitical and technology thought leaders agree
that the People’s Republic of China (PRC) poses the
greatest technological challenge to U.S. leadership
in quantum computing. The Chinese government
is quite public about its long-term national goal

to become the global leader in critical emerging
technologies, particularly those with military and
commercial applications.

From a strategic perspective, China seeks to
never again be subject to western or other foreign
powers due to economic and technological inferior-
ity. China’s “century of humiliation,” the period of
European and Japanese imperialism between 1839
and 1949, is just yesterday for a 4,000-year old cul-
ture with a long memory. Historians note that China
was victimized by industrialized foreign powers
with technologically superior militaries from the
1842 Treaty of Nanjing at the end of the First Opium
War with Great Britain to the end of the Second
Sino-Japanese War in 1945. The Chinese govern-
ment’s very public initiatives like Made in China
2025 are part of a grander national strategy to create
areality in which the country will never again be at
the mercy of foreign powers. *!

To this end, China has included quantum infor-
matics as a featured component within the PRC’s
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13th Five-Year Plan and the Made in China 2025
plan.*? In November 2015, at the 5th Plenum of the
18th Party Congress, Chinese Premier Xi Jinping
specifically called out quantum communications
as a critical strategic technology project that must
be prioritized and achieve major breakthroughs
by 2030. Xi has continued, in subsequent years, to
emphasize the importance of advancing indigenous
innovation in quantum communications and other
critical cyber and information technologies.*
Hartmut Neven, engineering director for
Google’s AT Quantum team, notes that China, as
a society today, is capable of steering tremendous
resources to gain the world’s leadership position
in quantum as well as other emerging technol-
ogy fields,** and recent history suggests China is
willing and able to invest in emerging technolo-
gies in a big way. The total quantum budget for
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China, including covert intelligence agency and
military research and development budgets is not
public. However, various public Chinese govern-
ment investments and policy initiatives at multiple
government levels and across sectors have shown
a steady increase in quantum research. This leads
observers to estimate that China’s total spend may
be in excess of $2.5 billion per year since 2017, a
sum observers point out that makes investments
from the United States and other countries pale by
comparison.* From 1998 to 2018, China’s central
and provincial governments invested an estimated
$987 million into research on quantum commu-
nication, quantum computation, and quantum
metrology.*® From 1998 to 2006, the National
Natural Science Foundation of China (NSFC), the
Chinese Academy of Science (CAS) Institute of
Physics, the University of Science and Technology

MICIUS
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Mozi, or Micius, named after the famous 5th century BCE Chinese scientist, is the first quantum communications satellite

launched by China on August 16th, 2016; lllustration of the three cooperating ground stations (Graz, Nanshan, and

Xinglong). (University of Science and Technology of China)
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of China (USTC), the Shanxi University, and other
universities received around $10 million to pursue
a variety of early stage projects.

From 2006 to 2010, China’s 11" Five-Year Plan
allocated an estimated $150 million to quantum
research. The Ministry of Science and Technology
(MOST) and CAS launched the “Long Distance
Quantum Communication” and “Key Technology
Research and Verification of Quantum Experiments
at Space Scale” projects to support large-scale quan-
tum communication research. From 2011 to 2015,
the nation’s 12" Five-Year Plan boosted quantum
research and development funding to $490 million
in areas such as quantum control (MOST), scientific
research instruments and equipment development
(NSFC), quantum experiments at space scale (CAS),
coherent control of quantum systems and metrol-
ogy physics in atomic systems (CAS), and continued
work on building quantum secure communications
(NDRC and CAS).

Notably the National Development and Reform
Commission (NDRC), Anhui Province, Shandong
Province, and CAS launched the Beijing-Shanghai
Quantum Secure Communication Backbone project
to accelerate industrial applications of quantum key
distribution (QKD), a critical area for ensuring secure
government and private sector communications.

Between 2016 and 2019, China’s quantum
research funding reached around $337 million
under the nation’s 13" Five-Year Plan. Notable proj-
ects launched in this period include the Quantum
Control and Quantum Information National Key
Research and Development Project.

As aresult of these efforts, Chinese research-
ers have achieved some notable milestones, such
as the first quantum science satellite,*® a quantum
resistant encrypted network connecting Beijing and
Shanghai, and related developments in QKD.

Observers note that while China seeks to
dominate all areas of quantum computing, its most
notable accomplishments in the field to date are
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focused on quantum communications rather than
overall quantum computing research and devel-
opment that would touch a variety of technology
fields.* Patent consulting firm Patinformatics
assesses which organizations are accumulating
patents in critical emerging technology fields.
According to the firm’s 2018 report on quantum
patents, Chinese organizations dominate patents on
quantum applications, with nearly twice as many
publications as the United States in 2017, with the
applications very focused on cryptology. Since
2012, approximately 72 percent of the academic
patent families published in quantum information
technology are from Chinese universities, with the
United States coming in a distant second place with
amere 12 percent.

The University of Science and Technology
of China, the Chinese Academy of Sciences, and
Beijing University have established significant
portfolios associated with the hardware aspects
of quantum applications that could enable China
to dominate quantum cryptology and commu-
nication. Patinformatics asserts that the leading
quantum computer manufacturers tend to be based
in North America while the greatest accomplish-
ments by Chinese and other Asian entities are
focusing on quantum cryptology and communica-

tion.>®

North American organizations may control
the (quantum) computer,” the report observed. “But
Asian organizations may end up controlling how
those machines are used.”*

The annual Five-Year Plan investments
might not capture the full picture of China’s “all
of nation” commitment to quantum research
and development. The central government and
regional governments are teaming to build the
National Laboratory of Quantum Information
Sciences in the capital of eastern Anhui province.
The governments boast that the research facility
will be the largest of its kind in the world, and
even assert that its research will produce quantum
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technologies “of immediate use” to the country’s
military.*> The new institution has received an ini-
tial $1.06 billion in funding and the governments
involved plan to invest an additional $14.76 billion
over the next five years.*

Other regionally funded research is tak-
ing place through the Anhui Quantum Science
Industry Development Fund, Shandong Province
Quantum Technology Innovation and Development
Program, and an emerging quantum ecosystem in
Jinan Hi-tech Zone’s “Quantum Valley”.

China’s private sector is also playing a role
with internet giant Alibaba, planning to invest $15
billion in technologies such as artificial intelligence
and quantum technologies, complementary to the
government’s own work.>*

In addition to funding research, the PRC has
also worked, through its Thousand Talents Plan,
to recruit talented quantum technologists by
providing incentives. As of 2018, the program had
incentivized the return of around 7,000 quantum
computing specialists studying or working abroad,
including Pan Jianwei, known as the nation’s
“father of quantum.” Pan pursued his doctor-
ate at the University of Vienna and conducted
research at the University of Heidelberg before
rallying several Chinese colleagues back to China
to drive quantum research and development for
his home government.*®

China’s drive to lead the world in dominat-
ing the most pivotal 21* century technologies
is currently unmatched by the United States.
Washington is simply not investing in these tech-
nologies at the level the country invested during
the Cold War to dominate the most pivotal tech-
nologies of the last century. During the Cold War,
the United States invested in advanced technolo-
gies because it realized that it could not afford to
lose the technology race to a hostile power like the
Soviet Union. Losing that race in the most criti-
cal technologies that defined the last century and
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remain critical to this day represented nothing
less than an existential threat to the nation. Today,
China’s “all of nation” investments in technologies
such as quantum show that their leadership rec-
ognizes that the nation-state that dominates these
technologies will have significant power in the 21
century in much the same way the United States

dominated the last 70 years of geopolitics.

Developing Quantum-Resistant
Algorithms

The U.S. Department of Commerce’s National
Institute of Standards and Technology (NIST) is
leading a selection and standardization effort for
proposed quantum-resistant algorithms from aca-
demic and governing bodies around the world.”
The goal of post-quantum cryptography research
is the development of cryptographic systems
that are secure against both quantum and classi-
cal computers and can interoperate with existing
communications protocols and networks. Of the
69 initial quantum-resistant algorithms proposed
to NIST, 12 were broken or attacked within three
weeks and, after three years of evaluation, NIST has
managed to narrow the field of candidates to 26.
While NIST’s work in this area is promising, it
must move faster and should receive greater
investment by government and industry.
Cooperation from across both groups is essential to
developing and understanding quantum-resistant
algorithms. Lack of funding for development of
quantum-resistant algorithms is also part of the
problem. NIST’s quantum research budget is $30
million, just 0.0006 percent of the U.S. federal
budget; too little to solve a problem that is such a
serious threat to national security.

Beyond the Math

Organizations, both public and private, must commit
to starting the technical work on elements beyond
just the new mathematical algorithms that will power
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post-quantum cryptography. We must begin to
inventory, understand, and retool the protocols and
systems that will be vulnerable to quantum attacks.

Planning the Rollout

Retooling our network and data protection
solutions will take time; not only to develop the
technology, but to roll it out throughout the world’s
compute and network deployments. Once replace-
ment algorithms are complete, the implementation
of related network protocols, key management, and
other supporting technologies will take time, as
will the integration of the algorithms into commer-
cial products. To hasten this, organizations should
commit to building post-quantum action plans
that measure time and impact sensitivity so that
they are ready to rapidly retool the systems pro-
tecting their data as the post-quantum ecosystem
is ratified. Organizations can start prioritizing data
that needs protection today, including what data is
accessed or stored by vulnerable paradigms.

TLS 1.3.

Additionally, organizations and technology indus-
try partners can move their network traffic to
Transport Layer Security (TLS) version 1.3, the
latest generation of technology that secures com-
puter-to-computer communications. TLS 1.3
removes RSA encryption key negotiation options
and requires Diffie-Helman encryption. The

main driver for this is to prevent the loss of a pri-
vate RSA key which would result in the ability to
decrypt all sessions based on it. The side benefit is
that every session has unique Diffie-Helman key
exchanges. While Diffie-Helman is not quantum
safe, the move would require an adversary to break
a specific session using quantum cryptanalysis on
that session as compared to breaking the RSA key
on the publicly available certificate. This requires
adversaries to possess significantly higher compute
scalability as well as the encrypted stream prior
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to beginning cryptanalysis. While this mitigation
does not remove the need to aggressively move to a
post-quantum ecosystem, it does provide a tangible
action organizations can take today.

More Post-Quantum Standards

Technologists should also work to develop additional
standards, protocols, and products for a post-quan-
tum ecosystem, such as working with the Internet
Engineering Task Force to support a post-quantum
TLS or code-signing standards. Furthermore, once
these standards come to fruition, platforms need to be
plug-and-play to facilitate rapid adoption.

A Race We Can’t Afford to Lose

The United States and its allies are in a technology
race with China and other geopolitical rivals, and
quantum computing is an important front of that
competition—a competition we cannot afford to lose.
While quantum computing still has many challenges
ahead, including the time to achieve true viability,
the actions we take today will have profound impact
on whether we are protected when that day comes.

There is a reasonable chance that nation-states
will have this computing power in the foreseeable
future. It is naive to assume that the rest of the world
will immediately become aware of the viability of
pragmatic implementations of quantum cryptanal-
ysis and take action to narrow the technology gap
between nation-states.

We should be realistic and understand that
the largest investors in this area are committed to
achieving their objectives and supplanting U.S.
technology and strategic leadership. In doing so,
they can tighten their grip to better determine their
own geopolitical destiny in the same way the United
States has since the end of the Second World War.

Quantum is both a national security threat
and a potential strategic advantage. To ensure our
place in the future, we must focus on both ele-
ments today. PRISM
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Airmen stationed at Nigerien Air Base 101 in Niamey, Niger, and Nigerien Air Base 201 in Agadez, support
partner forces and international efforts to counter violent extremist organizations. (USAFRICOM)
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No Competition Without Presence
Should the U.S. Leave Africa?”

By Katherine Zimmerman

merican blood and treasure should be prioritized to secure U.S. national interests. The United States

military is not the world’s police force, and where others can share the burden, the United States

should add only its unique capabilities. But defending U.S. interests extends even into faraway lands,
including Africa. While Africa may never be a top national security concern for the United States, a conver-
gence of gains by state and nonstate actors alike there affect U.S. security and economic interests globally. Yet
the Pentagon’s recent effort to rebalance its resources against great power competitors—especially China and
Russia—after almost two decades of counterterrorism dominance places the commitment of U.S. military
resources to Africa in question. Drawing down too far militarily in Africa risks losing influence on the con-
tinent to those very same state actors, erasing hard—fought counterterrorism gains, and compromising U.S.
global interests.

America’s global competitors—China, Russia, and transnational terror organizations like al-Qaeda and
the Islamic State—are growing in strength on the continent. Chinese investment in Africa has outpaced that
of the United States for the past decade,' and corrupt Chinese practices benefit Chinese companies at the
expense of Africans and fair economic competition.” Chinese security initiatives chip away at the influence
of U.S.-run partner capacity building programs, and Russian military sales and business deals show renewed
Kremlin interest in old Soviet stomping grounds.’ Transnational Salafi-jihadi terror organizations have
increasingly insinuated themselves into local conflicts, imperiling the stability of African states.

Meanwhile, European allies face their own national security challenges in Africa. Many of their interests
largely align with American interests, creating an opportunity for the United States to support and partner
with its allies on the continent. Some interests derive from Europe’s colonial history in Africa, the legacy of
which is far from positive, however. Migration through North Africa to Europe is a key concern, especially
given the current stress on European economies. Coupled with the rising strength of al-Qaeda and the Islamic
State in Africa, Europe faces an increasing risk of terror cells embedding in migrant flows. France, which is
conducting counterterrorism operations in West Africa, requires American support to sustain operations at
the current scale.* These interests, in addition to global health concerns and promoting good governance and

Katherine Zimmerman is a Research Fellow at the American Enterprise Institute (AEl) and the Research Manager for AEl’s
Critical Threats Project.
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democratic values, mean the United States should
not pull resources from Africa.

America’s military investment in Africa
yields wide-ranging dividends that help advance
American interests from counterterrorism to
democracy promotion to global health initiatives.
United States Africa Command (AFRICOM)
and Special Operations Command Africa
(SOCAFRICA) build relationships through secu-
rity cooperation and partnership training programs
that are some of the most crucial U.S. relationships
in Africa outside embassy walls.” They support
allies and partners in counterterrorism operations,
allowing non-U.S. troops to lead the ground effort.
All the while, U.S. military engagements continue
to promote American values and principals. Most
importantly, they help to secure the theater for all
other U.S. lines of effort—diplomatic, information,
economic, and political—to protect and advance
American interests in Africa.

The debate over U.S. resource commitments
in Africa shows a fundamental misunderstanding
of the competition for influence on the continent
and the strategic risks that the United States will
incur should it draw down its already modest mili-
tary presence. A comparatively small U.S. military
investment in Africa buys an outsized share of U.S.
influence and crucially enables American soft power
to shape the future trajectory of the continent in
America’s interest.

What’s at Stake in Africa?

In a world where spheres of influence are shifting,
the lines in Africa have yet to be drawn. African
countries help secure three of the world’s major
maritime chokepoints—the Strait of Gibraltar, the
Suez Canal, and the Bab al Mandab Strait—through
which one-third of global shipping moves. Chinese
and Russian interests in places such as Eastern
Europe and Southeast Asia are well understood,
and the reasons to preserve American influence
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there known. China and Russia now seek to build
their influence on NATO’s southern flank, and the
United States has been slow to react. Public health
initiatives, major development projects, democracy
promotion, and more recently, counterterrorism
efforts have largely comprised U.S. engagements in
Africa.® The plurality of African states maintained
their neutrality during the Cold War—seeking to
play the powers off each other without choosing
sides—and have adopted similar approaches today
as the United States frames its engagements in terms
of great-power competition.” U.S. engagements
have not sufficiently kept pace with the changing
landscape in Africa. Meanwhile, China, Russia, and
Salafi-jihadi groups are seizing opportunities.

The world’s fastest growing population and
economies—before the coronavirus pandemic—are
in Africa. Sub-Saharan Africa’s population growth
rate is more than twice that of South Asia.® Current
projections have Africa’s population doubling to 2.5
billion people by 2050, when Africa will be home to
about a quarter of the world’s population.’ Such pro-
jections undoubtedly mask internal variations across
the continent, where fertility rates vary as do levels
of urbanization and ethnic diversity. Yet the expec-
tation is that growth will occur in the urban space
and the labor force will be younger.”® Today, Africa’s
economic power remains untapped, only account-
ing for about 3 percent of global GDP."' If managed
properly, a growing population, however, and better
integration into the global economy could expand
Africa’s middle class, increasing the continent’s total
spending power."? African economies could also be
primed for companies looking to diversify supply
chains from China in a post-coronavirus world."

Africa’s potential economic growth and its
natural resources still present ripe opportunities for
trade and investment. If GDP growth had contin-
ued apace, however unlikely in the aftermath of the
coronavirus pandemic, Africa would have outper-
formed other emerging and developing countries
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(excluding China and India) and the world economy
over the next few years." American foreign direct
investment in Africa—the largest single source to
the continent—peaked in 2014 and flattened since,
whereas Chinese investment has risen steadily.””
China recognized Africa’s potential and has become
its largest trading partner over the past decade. Sino-
African trade fell by 14 percent in the first quarter
of 2020 as the coronavirus pandemic hit, however,
and may continue to shrink." Yet China’s Belt and
Road Initiative, launched in 2014, has facilitated the
strengthening of Sino-African relations through
infrastructure development and trade initiatives."”
China is the biggest bilateral creditor to several
African countries and now holds a source of leverage
over those nations desperate for debt relief.’®

Economics are not the only factor. Beijing has
begun improving African governments’ capacity
for intelligence and surveillance using emergent
technologies, like facial-recognition software, that
will enable those governments to protect Chinese
investments and better control their own people.”
The coronavirus pandemic will increase demand for
this technology.?® Russia, too, has sought to mitigate
the impact of economic sanctions through invest-
ments in Africa—investing in mining operations
and developing new export markets, particularly
for Russian arms.” From a national security per-
spective, China or Russia successfully cornering
the market on some critical reserves of minerals
of which the United States is a net importer from
African countries could disrupt supplies.?

Rising insecurity could undercut Africa’s
economic growth, however, and the impact of the
coronavirus pandemic will reverberate through
African economies. The world’s most fragile
states—marked by weak state legitimacy and/or
capacity—are concentrated in Africa, including
seven of the top ten.” They face significant chal-
lenges. The coming youth bulge will boost economic
growth only if African states are able to capitalize on
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it. Africa’s growing youth population will unques-
tionably strain demands on public goods and
services; healthcare, education, and basic infrastruc-
ture.?* Desertification driven by climate change will
further reduce arable land, stoking local conflict
between pastoral and agrarian communities.”® Both
the youth bulge and climate trends will contribute to
internal migration patterns and drive urbanization,
further taxing state infrastructure. The pull of eco-
nomic opportunity drives much of Africa’s internal
migration as well as migration to Europe.”® Armed
conflicts persist in places like the Central African
Republic, the Democratic Republic of the Congo,
Libya, Mali, Nigeria, Somalia, and South Sudan.
Active Salafi-jihadi groups, including ones now affil-
iated with al-Qaeda and the Islamic State, further
exacerbate the destabilizing effect of the conflicts.”
The Salafi-jihadi threat inside Africa is expand-
ing. The ties between local Salafi-jihadi groups and
transnational networks are strengthening as those
groups embed further in complex conflicts. In East
Africa, al-Qaeda’s largest and most active affiliate
al-Shabaab leads an insurgency against the Somali
government and poses a regional terror threat.?® It
has targeted and killed U.S. military personnel in
Somalia and Kenya.” Alarmingly, al-Shabaab seeks
more advanced attack capabilities that signal ambi-
tions to conduct mass-casualty attacks on civilian
aircraft, including trying to acquire Chinese-made,
shoulder-fired antiaircraft missiles, and possibly
train pilot-terrorists emulating the 9/11 attack.”® A
Salafi-jihadi group newly affiliated with the Islamic
State in Mozambique poses a growing insurgent
threat in the country’s northeastern most province.”
Using the same group name, the Islamic State has
claimed attacks in the Democratic Republic of the
Congo.*? In North Africa, both al-Qaeda and the
Islamic State retain sanctuaries. Al-Qaeda has prior-
itized control of trafficking routes over terror attacks
whereas the Islamic State has conducted attacks
in Algeria, Libya, and Tunisia.” In West Africa,
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al-Qaeda and the Islamic State are pushing into
neighboring states from the Sahel as they strengthen
and improve their own attack capabilities.** The
Islamic State is also seeking to connect its Sahel- and
Nigeria-based branches.*

China and Russia each see opportunities to
expand their influence in Africa through security
assistance and weapons sales. The Kremlin has
signed new agreements with African countries
in recent years, including over 19 agreements on
military-technical cooperation.*® Russian private
military companies (PMCs) extend the Kremlin’s
reach, entering countries to protect Russian invest-
ments and prop up regimes.*”” Russian PMCs train
Central African Republic army recruits and are
almost certainly behind the downing of a U.S.
drone in Libya.*® Chinese security assistance and
arms sales are integrated into the Belt and Road
Initiative. China has also bought influence through
financial and military assistance to African Union
peace and security initiatives, along with increasing

SU-24 FENCER ASSESSED LANDING

its contributions to UN peacekeeping missions—
sprinkling members of the Chinese security forces
across Africa.”? China’s most concerning investment
has been its new military base in Djibouti, which
provides the Chinese military with the ability to
monitor and even interfere with U.S. military activi-
ties out of Camp Lemonnier.*’

A negative feedback loop is occurring where
some African states are becoming increasingly
authoritarian as aggrieved populations mobilize
against the state. Salafi-jihadi groups, especially in
West Africa, have intentionally stoked intercom-
munal tensions and antigovernment sentiments
to mobilize insurgencies to create opportunities to
expand their influence into vulnerable communities.
The heavy-handed state response, labeled as counter-
terrorism, punishes communities exploited by these
groups and only further inflames the insurgency. The
more transactional nature of Chinese and Russian
engagements does little to foster good governance.
Their weapons sales do not come with the same

These Russian aircraft are being used to support private military companies (PMCs) sponsored by the Russian

government. (Credit: U.S. Africa Command Public Affairs)
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Figure 6.7

Defense partnerships: Military outposts in Africa

As commercial engagement has increased so has security collaboration, with many African countries hosting a number of European and Asian military outposts.
Djibouti's location on the Red Sea makes it a particularly strategic security partner. Even so, the United States remains the partner with the most military outposts
in the region, followed by France.
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restrictions as with U.S. sales and end-use monitor-
ing is not strictly enforced. Russian PMCs operate
with shadier parts of regimes, using the relationship
to advance other Russian interests, and Chinese
improvements to intelligence capabilities improve
the state’s ability to target dissenters. Both China and
Russia are strengthening dictatorships at the cost of
democracy and liberal principles in Africa.*

Africa is a key theater to protecting U.S. national
security interests worldwide. The United States will
not win the global competition for influence with
China or Russia in Africa outright, but it could face
serious setbacks there. The United States must retain
its influence in terrain far more critical to both of
these competitors in Europe and Asia to keep its edge
against them. Chinese or Russian gains in Africa,
however, could start to tip the scales. The same is
true for al-Qaeda and the Islamic State—neither
will be defeated globally if eradicated from Africa,
but their African safe havens strengthen their global
networks.*> Combined, these state and nonstate com-
petitors increase volatility and enable authoritarian
trends.* The United States must ensure that even as
it rebalances its security resources and encourages
burden-sharing with allies and partners, it invests
enough to protect its interests in Africa.

AFRICOM'’s Ways and Means

The Trump administration laid out its strategy to
secure American interests in Africa in late 2018.**
The idea of competing with China and Russia runs
through the strategy, similar to the National Defense
Strategy. AFRICOM updated its mission statement
to reflect U.S. strategic priorities in early fall 2019,
shifting its priorities toward countering malign
actors.”” Whereas previously strengthening partners
and their capabilities came first, now countering
transnational threats and malign state actors (read:
China and Russia) takes precedence.

AFRICOM’s current activities fall under three
general categories. The first is the traditional role
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that AFRICOM has played; building partner-

ship capacity. Since its inception, AFRICOM has
invested in improving African partners’ security
forces and defense institutions. The second cate-
gory is counterterrorism operations and support
activities. These include direct-action operations
and support—training, advising, and assisting—to
counterterrorism partners. The third category is
infrastructure and logistics. AFRICOM’s posture on
the continent not only provides it a platform from
which to conduct operations but also supports other
U.S. government departments and agencies. Beyond
these regular activities, AFRICOM also sustains
crisis response forces in Germany, Spain, Italy, and
Djibouti to react to developing crisis situations.*®

Building Partnership Capacity

AFRICOM works to strengthen and increase the
capacity of African security forces to improve the
overall security environment on the continent. Its
Theater Security Cooperation Programs (TSCP)
reinforce partnerships with African nations, improve
their ability to respond to threats, diminish threats to
U.S. interests, and help establish better security con-
ditions to foster economic development. TSCP range
in nature and include military training, capacity
building, leadership development, professionaliza-
tion, and humanitarian programs.” The Command
also sponsors regional military exercises such as
Operations African Lion and Flintlock to improve

the interoperability of African forces and reinforce
professionalism across the ranks.*® AFRICOM also
works with partners on counter-narcotics and -traf-
ficking activities, in addition to counterterrorism.*

Counterterrorism Operations

AFRICOM conducts direct-action operations and
supports counterterrorism partners to degrade
Salafi-jihadi groups on the continent. Nearly all
of the direct-action operations are drone strikes

targeting senior leaders and operatives, training
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camps, or massed forces in Somalia and Libya.*
U.S. counterterrorism support to African partners
runs the gamut from security force assistance in the
form of equipment or training to improve the capa-
bilities of partnered forces, to conducting advise,
assist, and accompany missions, to intelligence

and logistics support. Embedded advisers make
partners more effective and very likely improve
respect for human rights norms.” AFRICOM has
prioritized the East Africa theater, which hosts

the Combined Joint Task Force-Horn of Africa
(CJTF-HOA) at Camp Lemonnier, an operational
headquarters stood up in the aftermath of the 9/11
attacks. From there, U.S. forces are countering
al-Shabaab, al-Qaeda’s largest and most active affil-
iate, and the Islamic State in Somalia.”

In East Africa, U.S. forces partner with Somali
security forces and the African Union Mission in
Somalia (AMISOM), and are deployed to Kenya and
Djibouti to conduct and support counterterrorism
as well as counterpiracy operations. The majority of
U.S. forces in Africa—about 3,000 troops—are posted
at Camp Lemonnier in Djibouti with CJTF-HOA,
where they support counterterrorism operations in
the region as well as training for partners. AFRICOM
has built a specialized Somali force—the Danab
Advanced Infantry Brigade—to serve as an elite
counterterrorism unit within the Somali National
Army (SNA).” About 500 U.S. Special Operations
troops are deployed along with Danab units to advise,
assist, and accompany them in operations against
al-Shabaab.** AFRICOM has also provided training
for AMISOM troop-contributing countries such as
Burundji, Djibouti, Ethiopia, Kenya, and Uganda
to improve their operational capabilities against
al-Shabaab, and has the authority to assist AMISOM
forces on the ground.” About 300 troops and contrac-
tors are in Kenya, where they train, advise, and share
intelligence with Kenyan forces.*

In West Africa, the United States supports the
G5 Sahel Joint Force, the Multinational Joint Task
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Force (MNJTF), regional partners, and NATO ally
France, which leads counterterrorism operations in
the Sahel. About 800 to 1,400 troops are deployed
in the region, most based in Niger.”” AFRICOM
supports the French military with strategic airlift,
aerial refueling, and intelligence, surveillance, and
reconnaissance (ISR). It provides bilateral sup-
port, varied in scope, to the G5 Sahel Joint Force
troop-contributing countries (Burkina Faso, Chad,
Mali, Mauritania, and Niger) in the form of train-
ing and equipping units.”® Additionally, a small U.S.
contingent works with Nigerians in the Intelligence
Fusion Center to combat Boko Haram and the
Islamic State’s West African branch.

The current counterterrorism framing and
approach will not ultimately defeat the Salafi-jihadi
groups.” The strategy focuses on defeating the
terror and security threats groups and individuals
pose by degrading leadership, disrupting oper-
ations, and eliminating sanctuaries. The result
is a securitized response that has yielded limited
results, driving an argument to reduce resources
further and target only those elements that pose
direct threats. Overlooked are how the groups gain
influence initially and expand, and the role of local
conditions in creating the opportunities for Salafi-
jihadi groups to strengthen.

Infrastructure and Logistics

AFRICOM’s posture on the continent supports a
theater-wide logistics network as well as comple-
ments the posture of United States European and
Central Commands. Two forward operating sites
frame the continent; one in the Gulf of Guinea at St.
Helena on Ascension Island, and the other off the
Bab al Mandab Strait at Camp Lemonnier, Djibouti,
which supports multiple combatant commands.
Counterterrorism requirements largely inform the
rest of AFRICOM’s enduring footprint on the conti-
nent, which includes cooperative security locations
in Ouagadougou, Burkina Faso; N’Djamena, Chad;
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Chebelley, Djibouti; Manda Bay and Mombasa,
Kenya; and Agadez and Niamey, Niger. AFRICOM
added four additional locations in 2019 based

on assessed threats to U.S. embassies, including
Libreville, Gabon; Accra, Ghana; Dakar, Senegal;
and Entebbe, Uganda. These positions, plus non-en-
during contingency locations, constitute a lily pad of
basing that stretches across the continent. Other U.S.
agencies and departments use AFRICOM’s logistics
capabilities to support their programs in Africa.

AFRICOM’s Crucial Role

AFRICOM’s resources may decrease as the Pentagon
seeks to prioritize the competition with China

and Russia. Yet AFRICOM already operates in a
resource-constrained environment and has to make
tradeoffs in terms of its posture and operations.*
Resource prioritization across the geographic com-
mands has meant AFRICOM has always operated

at economy-of-force levels to some degree. Africa’s
geographic expanse and extreme environment along
with weak infrastructure add operational difficulties,
and its vastness dilutes the direct impact of U.S. mil-
itary resources. The Pentagon reduced the number
of personnel assigned to AFRICOM by 10 percent
from about 7200 to 6500 troops as part of the 2018
Force Optimization plan.®! Currently, the Pentagon
is undertaking a “Blank Slate Review” of AFRICOM
to inform decisions about future resourcing and
align expenditures with the 2018 National Defense
Strategy.® The Pentagon must weigh not only the
impact on current operations and AFRICOM’s own
objectives but also the strategic impact on U.S. objec-
tives outside the military’s domain in Africa, which is
where the true cost to the United States lies.

Need to be on the Field to Compete

A steady stream of reports indicate that Secretary of
Defense Mark Esper will further reduce AFRICOM’s
personnel, which will likely accompany additional
cuts to security cooperation programming. Such
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cuts will reduce the U.S. presence on the continent
and create opportunities for Beijing or Moscow.
Whether shifting the small amount of resources
saved from Africa to another theater—Asia or
Europe—will result in more than marginal gains
is unclear. But the United States cannot compete in
Africa if it does not have a presence.

Certainly, AFRICOM could scale back some of
its security sector assistance without significantly
risking American interests. AFRICOM conducts
its partnership programs under a patchwork of
authorities and funding streams. The operational or
even strategic effect of these programs is not always
clear nor is the lasting impact known. The tactical
nature of some of the U.S. programs to build part-
nership capacity means their elimination will not
be felt beyond the specific partner. The value-add
of security sector assistance to reduce political vio-
lence and improve local stability remains an open
question. A 2018 RAND study found that many of
the U.S. training activities are one-off events rather
than AFRICOM’s envisioned “train-the-trainer”
approach, diminishing the overall impact of the
training and resulting in only temporary gains.*
NATO allies with vested regional interests in Africa
also conduct training and exercises with partners.
Better coordination with these allies might mini-
mize the effect of reduced U.S. programming.

Beijing’s and Moscow’s influence in Africa is
growing, due in no small part to an effort on their
end to invest time and resources in renting influ-
ence in African governments. Their efforts include
military sales and security sector assistance in tan-
dem with soft power engagements.* Both have eyed
expanding their naval presence at African ports,
which would support their commercial invest-
ments. AFRICOM (and the U.S. government writ
large) should not try to match this move-for-move,
especially since what the United States offers and
what China or Russia offers are fundamentally dif-
ferent. Moreover, neither China nor Russia burden
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themselves with ensuring that their partners follow
international norms and respect human rights. The
United States must never abandon its own values
in an effort to squeeze out competition. But even
without hope of winning the match for arms sales
and security assistance against China and Russia
directly, the United States must remain in the game
by pursuing its own interests with African partners.
Cutting U.S. security assistance programming
to the bare minimum carries costs beyond the dollars
saved and absence or degradation of specific military
capabilities. Some programs that might have lit-
tle-to-no value in furthering security objectives may
preserve U.S. influence within a country, support-
ing the overarching objective of advancing broader
U.S. strategic aims. The programs provide a source
of leverage to encourage or cajole governments that
need security assistance to adopt other political or
economic reforms or to support U.S. initiatives in
international organizations.*® U.S. security assistance
programming can help pave the way for security
through civilian-led initiatives. It also limits the
overall influence of China or Russia by protecting
against African dependence on either and keeping
the option open for countries to choose aligning with
the United States. China and Russia may offer faster,
short-term fixes on a more transactional basis, but
China’s debt diplomacy and Russia’s profiteering
are not in countries’ long-term interests. The United
States must recognize that African countries will
often accept whatever assistance might come their
way—for many, a bad deal is better than no deal.

Counterterrorism Partnerships Support Multiple
Priorities

Current U.S. counterterrorism operations in Africa
would be almost impossible without America’s part-
ners. They, rather than U.S. forces, have taken the
lead. African Salafi-jihadi groups—al-Shabaab, Boko
Haram, al-Qaeda in the Islamic Maghreb, Jamaa
Nusrat al Islam wa al Muslimeen, and the Islamic
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State branches—do not yet pose a direct threat to the
U.S. homeland. The groups’ more localized threat
and less-developed capabilities resulted in far fewer
U.S. resources going toward the fight against them,
which in turn generated AFRICOM’s light-footprint
approach to the problem. Many U.S. partners would
not be able to achieve what they have against local
Salafi-jihadi groups without U.S. inputs. Moreover,
these counterterrorism partnerships support priori-
ties beyond just neutralizing this threat.

The effectiveness of AFRICOM’s counterter-
rorism operations is mixed. U.S. operations have
targeted the global elements of Salafi-jihadi groups
to diminish the transnational threat. None of the
current counterterrorism efforts is on course to defeat
the local groups, however. The United States has
supported partners in the fight against al-Shabaab
in Somalia for over a decade. Al-Shabaab no longer
controls the majority of the country or the major
populated areas, but its external attack capability
remains worrisome. The security forces of America’s
partners—Kenyan, Ugandan, Burundian, and Somali
troops among others—are more capable and conduct
successful ground campaigns against al-Shabaab.
However, insufficient ground forces preclude further
progress. U.S. counterterrorism operations in Libya
have degraded the Islamic State branch to a shadow
of its former self since 2016, though the group is
actively seeking to reconstitute.* Finally, the U.S.-
backed French-led operations in the Sahel may have
slowed the expansion of and degraded the leadership
network of Salafi-jihadi groups but the trajectory of
violence remains discouraging. Notwithstanding
their operational effectiveness, U.S. counterterrorism
operations have built and strengthened intra-Afri-
can relationships when the U.S. and its allies have
facilitated multinational task forces and cross-bor-
der coordination that might not have been readily
achieved without an external push.

Counterterrorism partnerships bolster
American influence with partnered countries. They
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facilitate the establishment of and reinforce rela-
tionships with African partners, serving to address
immediate local security needs, while also establish-
ing an American role and presence that competes
with global actors like Russia. Scoping American
counterterrorism support only to areas where Salafi-
jihadi groups directly threaten the U.S. homeland
alienates partners on whom America relies to pres-
sure terrorist groups—partners who have to deal
with the security challenges regardless of whether
the Americans are present or not. The United States
should recognize that partners’ interests include
eliminating the Salafi-jihadi-generated violence

and insecurity in their own territory, not just the
cells threatening America, and that the local Salafi-
jihadi base bolsters the broader threat network.*”

If partners are incapable of defeating the groups,
they might lift pressure and incentivize the groups
to focus efforts on Americans as the “far” enemy.*
Moreover, African partners might misread the with-
drawal and perceive it as the United States pulling
away from them.

In Libya, the withdrawal of U.S. troops after
they achieved counterterrorism objectives against
the local Islamic State branch eliminated any
platform for future U.S. military or even diplo-
matic efforts. Moscow moved to fill some spaces
the United States abandoned by meddling more
directly in the civil war after flirting with various
factions over the years. Russia has now gained a
toehold on the southern Mediterranean Sea and its
presence could constrain U.S. operations in Libya
and threaten regional maritime interests. The U.S.
diplomatic mission to Libya has been in Tunis,
Tunisia, since its temporary relocation there in
July 2014.%° Security conditions severely constrain
the movements of the U.S. ambassador to Libya
and other diplomats and aid workers. AFRICOM
sustained a small counterterrorism presence to
combat the Islamic State until April 2019, when the
troops withdrew due to the volatile environment.
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By September 2019, up to about 200 Russian mer-
cenaries linked to the Wagner Group and other
PMC:s deployed to bolster one faction in the Libyan
Civil War.”* By the end of 2019, about 800 to 1,400
Russian mercenaries were in Libya, and in May
2020, Russian military fighter aircrafts deployed to
Libya—a move indicative of Moscow’s backing of
the PMCs and reminiscent of Russian maneuvers

in Syria.” The United States reacted by considering
the possible future deployment of a contingent from
AFRICOM’s new Security Force Assistant Brigade
(SFAB) to Tunisia, though this does not directly con-
test the Russian position in Libya.”

Cuts to AFRICOM would likely reduce U.S.
support to French operations in West Africa while
leaving counterterrorism operations in East Africa
relatively unaffected.” Already, resource con-
straints have caused AFRICOM to downgrade its
counterterrorism objectives in West Africa from
“degrading” to “containment.”” The French have
led operations in the Sahel since 2013 and began a
procurement process to regain operational indepen-
dence as they boost defense spending to meet NATO
treaty requirements. They are unable to sustain
their current level of counterterrorism operations
without U.S. intelligence and strategic airlift.”
AFRICOM brings additional capabilities with its
support that the French will lose; leadership, trust
capital with partners, and the ability to pull together
broader coalitions. The United States will in turn
incur the risk that the already escalating Salafi-
jihadi threat in the Sahel destabilizes the region
and more dangerously, expands to transnational
terror attacks. The move also undercuts America’s
entire counterterrorism partnership model that
successive administrations have sought to gen-
erate as a replicable and sustainable effort with
America’s allies and partners. The French require
a small investment from the United States—$40
million annually in direct support—to operate,
and in return, spend about $700 million on their
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military operations in the Sahel. Allies like France
might be less willing to commit to a fight militarily
if they cannot rely on critical U.S. enablers to give
them a better edge on the battlefield. Moreover,

the Defense Department’s de-prioritization of the
Sahel is at odds with the State Department’s re-di-
rection of the global coalition against the Islamic
State to the Sahel as a primary theater.”

A Hard-Power Platform for American Soft Power

The U.S. military is a critical enabling factor in Africa
for American diplomatic, political, economic, and
development initiatives. Both the State Department
and the U.S. Agency for International Development
(USAID) have said that they would be able to do more
in Africa with a larger military platform—and the
security that comes with it.”” U.S. foreign assistance
programs aimed at relatively rapid stabilization and
strengthening of governance capacity, along with

the U.S. military’s contributions, is one of America’s

SHOULD THE U.S. LEAVE AFRICA?

comparative advantages over China and Russia.
Shrinking the U.S. military presence will reverber-
ate through U.S. programs, diminishing America’s
soft power efforts—already strapped by funding cuts
and top-level vacancies in the State Department and
elsewhere. It will collapse foreign assistance program-
ming and limit face-to-face engagements, especially
given the extreme aversion to risking the lives of U.S.
personnel. Many U.S. diplomats and aid workers

face restraints on their movement and are limited to
secure zones around such places as the U.S. embassy,
alegacy of the 2012 Benghazi attack that killed U.S.
Ambassador to Libya J. Christopher Stevens and three
other Americans. U.S. military personnel thus have
become the American face outside official embassy
events and African capitals as security in areas of
Africa has deteriorated, though increasingly, military
personnel face restrictions in their own movements,
part of the legacy of the 2017 Tongo Tongo attack that
killed four U.S. soldiers in Niger.

1250 people displaced by Boko Haram violence wait for medical screenings and education during a
humanitarian assistance mission led by Cameroonian soldiers and funded through the USAFRICOM
Humanitarian and Civic Assistance Program. (U.S. Africa Command)
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The now-tired adage that there is no devel-
opment without security and no security without
development rings true in Africa, and is at the heart
of the necessity of a civilian-military relationship
to secure U.S. interests in key theaters. In Somalia,
for example, frictions between the shorter military
timeline and longer political timelines has pre-
vented the consolidation of the battlefield successes
against al-Shabaab. A lack of political consensus
over the local administration of territory persists,
sparking conflict at times, and local security forces
alone are incapable of “holding” the recaptured
terrain. USAID, which has personnel embedded at
AFRICOM, has been unable to expand its program-
ming into new areas without such a hold force.”®
Moreover, USAID personnel are generally restricted
to the embassy compound, and by the end of May
2020, USAID will only have one consultant able to
leave the compound to monitor programs—a severe
handicap for implementation.” The U.S. military,
which trains Somali forces in southern and central
Somalia, provides a secure footprint beyond the
capital, Mogadishu, to extend USAID’s reach and
visibility in the country, enabling the soft side of
U.S. foreign policy.

Shrinking the hard-power platform for U.S.
foreign policy in Africa through the reduction of the
military footprint could create dangerous condi-
tions that drive diplomats from critical areas. Libya,
as noted, is increasingly harder for U.S. civilian
and military personnel to visit after the military
withdrew and Russian PMCs moved in, along with
escalations in the Libyan Civil War. A similar draw-
down in West Africa may add further constraints
to the U.S. civilian presence in Mali, Niger, and
Burkina Faso, which is already effectively restricted
to the capitals due to insecurity and terror attacks.
Rather than a sphere of U.S. influence, the United
States might instead see small pockets of influence,
leaving opportunities for China, Russia, or a Salafi-
jihadi group to fill the gaps.
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What Should the U.S. Military Do?

The U.S. military must sustain its resources in
Africa but fundamentally change its approach to do
more with what it has or risk losing to its competi-
tors. China, Russia, and the Salafi-jihadi movement
are all poised to seize opportunities as they present
themselves—and America’s absence will only make
those occurrences more frequent. AFRICOM’s pos-
ture is not the sum of the United States in Africa but
AFRICOM broadens and deepens the U.S. presence
especially in critical terrain such as East Africa, the
Sahel, the littoral states around the Gulf of Guinea,
and elsewhere. Certainly, the Trump administra-
tion’s push to cut foreign assistance and vacancies
that riddle the State Department negatively affect
America’s ability to secure its interests in Africa.
Global demands on limited Defense Department
resources must be acknowledged, as must Secretary
Esper’s effort to ensure that U.S. defense resources
are correctly aligned with the foreign policy
priorities of today and the future.®® Yet without
the platform of American hard power in Africa,
American soft power will be greatly diminished.
Sustaining that hard—power platform, however, can-
not mean continuing with the status quo.
Counterterrorism operations in Africa do not
compete directly with Chinese or Russian interests.
Neither power is in Africa to counter Salafi-jihadi
groups. But defeating Salafi-jihadi groups is in
America’s interests and the relationships with coun-
terterrorism partners are valuable.®* The United
States should not compete with China or Russia on
their terms, and should therefore not cede influence
unnecessarily by withdrawing from large regions of
the continent. The inclination to rebalance the U.S.
military posture and array forces directly against
China and Russia misses the comparative value
that a few thousand troops on the African conti-
nent has in furthering U.S. interests versus their
value deployed into theaters where the engagement
with China or Russia is more direct. Those troops
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dispersed across a continent provide the platform
needed to extend U.S. influence through both hard
and soft power into Africa.

Inevitably, the United States will need to accept
greater risk in Africa given fixed resources and
developments in other theaters. Some have presented
the options as binary; the United States must accept
more risk on the counterterrorism front, especially
in Africa, after two decades of accepting too little
risk against these nonstate actors at the expense of
contesting state actors. In Africa especially, U.S.
military operations and programs advance multiple
interests, however, including both weakening Salafi-
jihadi groups and building U.S. influence. Shifting
resources from counterterrorism is not as low-risk
as some who cite the lack of terror attacks this past
decade assume. The United States will end up tapping
the very same intelligence assets that kept the terror
threat low to counter Chinese and Russian ambitions.
Relying, therefore, on intelligence to assess the risk of
an imminent terror attack against the homeland—a
key metric in resource-prioritization—assumes
quality intelligence where major collection gaps are
more likely. Thus, how the United States frames its
approach in Africa will be important in determining
what types of and how much risk it incurs.

Today, counterterrorism operations across
Africa are a crucial means by which the United
States competes with China and Russia. They build
security partnerships that extend American influ-
ence. But they also reinforce a securitized response
that has not been effective overall because the
underlying conditions remain unaddressed. In West
Africa, the Salafi-jihadi network is expanding and
strengthening. Al-Qaeda- and Islamic State-linked
groups have relative freedom of movement in the
border areas, where the reach of the state is weakest,
and their influence is growing within their targeted
communities. In East Africa, al-Shabaab controls
less terrain but still poses a terror threat within the
region and seeks to extend its reach farther afield.
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Only in Libya have the United States and its part-
ners successfully degraded a group. But also, only
in Libya did the United States then withdraw just to
watch Russian PMCs maneuver into the space.

Secretary Esper would be better advised to
drive reforms that advance multiple U.S. interests,
especially diplomatic, political, and economic aims,
rather than pulling resources from AFRICOM.
AFRICOM should improve security assistance
coordination with America’s allies to optimize the
distribution of this critical resource among African
partners. Those partners might otherwise perceive
receiving training from multiple western militaries
as a sign of prestige. The United States should invest
what other partners cannot or will not replicate. The
Secretary must also encourage a transformation in
how the U.S. military combats Salafi-jihadi groups.®
Salafi-jihadi groups operate across domains. They
gain influence by offering pragmatic goods or
services—defense and dispute resolution, for exam-
ple—in communities made vulnerable by conflict
and insecurity.*’ The Defense Department, which
has borne the cost of counterterrorism, should push
the State Department to lead a coordinated soft
power offensive to improve local governance and
provide redress for key grievances that make Salafi-
jihadi incursions welcome in many communities.
Foreign assistance programs should also contest
the growing authoritarian tendencies reinforced by
Chinese and Russian intervention. Such an approach
will require change in how the interagency develops
strategy and operationalizes programming. The
United States must cultivate a new landscape instead
of repeatedly mowing the same grass.

The knowledge and tools needed to transform
the interagency approach to counterterrorism exist.
Eliminating Salafi-jihadi groups’ ability to exploit
local conditions by improving local communities’
resiliency begins to address the underlying issues
that have empowered these groups. Effective local
partnerships will also be necessary. Initiatives like
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the 2018 Stabilization Assistance Review and the
congressionally mandated Task Force for Extremism
in Fragile States, among others, developed recom-
mendations for a strategic way forward in fragile
and complex environments. The 2019 Global
Fragility Act provides a framework and coordi-
nating authorities to develop and integrate a State
Department-led interagency approach.®* Some
military requirements to combat the groups remain,
and U.S. special operations forces in Africa should
continue to advise, assist, and accompany partner
forces on counterterrorism missions. Yet they should
also use their unique vantage point to push up intel-
ligence to the civilian side about how Salafi-jihadi
groups have gained influence on the ground (rather
than simply collect on the threat network), feeding
into the design of U.S. foreign assistance program-
ming and other public diplomacy efforts.

American hard power is a crucial element of
U.S. foreign policy. Without the relatively light
U.S. military footprint in Africa, American soft
power efforts would be stymied. Reallocating
defense resources from AFRICOM to compete
with Chinese and Russian influence elsewhere
misses the greater marginal value of a few thou-
sand U.S. troops in Africa compared to other
theaters. To sum up the argument of this article,
the minuscule dollars and troops supporting U.S.
efforts in Africa accomplish much more in terms
of influence and effects than their redeployment
to other theaters will in the competitive global
field. Reducing those assets too much will strain
AFRICOMs ability to operate effectively. To
increase America’s bang for the buck AFRICOM
must innovate and transform its counterter-
rorism approach in partnership with the State
Department and USAID in order to achieve
enduring gains against the Salafi-jihadi move-
ment, and cultivate strong African partnerships
to counter Chinese and Russian influence on the
continent. PRISM
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China’s Strategic Objectives in a
Post COVID-19 World

By Benjamin Tze Ern HO!

n 1 October 2019, the People’s Republic of China (PRC) celebrated its 70th birthday, thus marking

another important landmark of modern China under the leadership of the Chinese Communist

Party (CCP). In commemorating the event, the Chinese government held a grand military parade
with some 15,000 troops, more than 160 aircraft, and 580 active weapon systems during the event, includ-
ing the latest generation nuclear missile systems such as the Dongfeng-41 mobile intercontinental ballistic
missile. As the South China Morning Post reported, citing one insider, “the parade, which aims to showcase
President Xi’s achievement in military modernization and reforms in both hardware and software will carry
a lot of political meaning.”* Given ongoing social protests in Hong Kong and problems in western societies at
that time (such as Brexit talks in the UK and political opposition to President Trump in the United States) the
contrast could not have been more stark: A powerful and prosperous China celebrates its international success
while many western societies fail and flounder amidst their own domestic problems.

Nine months on (as of writing), it would seem that the COVID-19 pandemic has levelled the international
mood as far as countries are able to claim unmitigated political success. Even China, despite some success in
containing the virus, was careful about portraying a celebratory front in its battle against the virus. Speaking
at the National People’s Congress, Premier Li Kegiang noted that, “the epidemic has not yet come to an end,
while the tasks we face in promoting development are immense.” At the same time, the fact that the Chinese
government had spared no efforts to narrate its road to success in curbing the virus is particularly telling:
China seeks to demonstrate that its brand of governance is superior to that of the West, and consequently, it
deserves a greater say in and political influence over international affairs.

From this vantage point, I argue that a post COVID-19 global landscape is likely to witness greater
intransigence, or hardening of Beijing’s political resolve in pursuing its national interests. In addition, given
the backlash and criticism it received from some western countries (particularly the United States) over its
handling of the pandemic, it has generated a siege mentality among Chinese leaders, many of whom perceive
an existential struggle between Beijing and Washington with the latter seen as attempting to thwart China’s
rise and inhibit its international influence. This article seeks to further expand on these political motifs and

Benjamin Tze Ern Ho is an assistant professor with the China Programme, Institute of Defense and Strategic Studies, S.
Rajaratnam School of International Studies, Nanyang Technological University, Singapore.
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how they reflect China’s strategic objectives over
the past six years under the leadership of President
Xi. Indeed, the issue of what the PRC’s long-term
intentions are, and elements of its grand strategy
are crucial for scholars and policymakers seeking to
make sense of China’s international behavior. To this
end, a number of important works have emerged in
the past few years providing useful clues as to what
Beijing’s ultimate objectives might be.* This article
seeks to complement the existing works by incorpo-
rating the events of the COVID-19 pandemic so as
to obtain a more realistic appraisal of China. This
is important for two main reasons; one, prior to
COVID-19, it can be said that China under President
Xi had not faced a crisis of such magnitude and it
was thus difficult to assess the extent to which the
CCP could claim political legitimacy by virtue of its
ability to govern China. Secondly, given worsening
Sino-U.S. relations (possibly at their historical lowest
since the Mao-Nixon rapprochement in 1972), the
stakes for Beijing’s international diplomacy and
claim to international political leadership could not
have been greater. As Harvard’s Graham Allison
observed recently, Sino-U.S. relations look set to
worsen and the endgame is a “lose-lose” situation.®
With this backdrop, will China’s strategic objectives
evince greater change or continuity with the past?
How will the COVID-19 pandemic and worsening
relations with the United States affect China’s for-
eign policy calculations, and more broadly, its role
and place in the world? And what kind of changes
will we see within China even as the CCP continues
to insist that its brand of governance remains supe-
rior to western liberal democracy?

The rest of this article will proceed as follows;
I will examine five major themes that have consti-
tuted important strategic objectives under President
Xi. I'will then attempt to relate these objectives to
the events of COVID-19 and the worsening rela-
tionship with the United States. As the article will
show, the COVID-19 pandemic has emboldened the
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Chinese government to consider a model of “liberal-
ism abroad and illiberalism at home” as a means to
succeed in world politics. Such an approach allows
the Chinese Communist Party (CCP) to both ensure
that it remains unchallenged politically at home,
while at the same time proffering it the opportunity
to promote a foreign policy agenda which allows it
to maximize its international gains while minimiz-
ing domestic risks. Finally, I conclude that these
strategic imperatives pursued by the Chinese gov-
ernment—if dogmatically maintained—are likely to
exacerbate tensions not just between China and the
United States, but also between China and countries
within its neighborhood, particularly in East and
Southeast Asia.

Chinese Strategic Objectives Under Xi
Jinping

Ensuring CCP Legitimacy

The first, and possibly the most crucial, is the need
to ensure the legitimacy of the CCP to rule China.
Given Chinese leaders’ criticism of western dem-
ocratic systems and the problems they generate, it
is incumbent upon Beijing to demonstrate that its
single party, authoritarian approach to governance
is superior to the West. This is easier said than done
given that the party consists of more than 80 million
members who are far from monolithic in their ideo-
logical worldviews and political affiliations. While
Xi’s centralization of political power over the last
few years has greatly reduced the likelihood of polit-
ical opponents challenging him for power, factional
politics continue to be a mainstay of the CCP’s poli-
tics, and represent a grave concern to the party.®
Given the opaque character of Chinese poli-
cymaking, it is difficult to assess the precise extent
to which factions within the CCP have influenced
present-day Chinese politics. Nevertheless, there
are two issues worth watching; one, the views of
Chinese elites towards President Trump; and two,
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the amount of support for President Xi following
the COVID-19 pandemic. The former relates to a
key strategic aspect of Sino-U.S. relations, while the
latter is intimately tied to domestic conditions such
as economic growth, the availability of jobs, and the
overall mood in the country.

According to a recent study by Yao Lin, many
Chinese liberal intellectuals fervently idolize Donald
Trump and embrace the alt-right ideologies that
are espoused.” Interestingly, many of these liberal
intellectuals are deeply critical of the Party-state
and are committed to advocating universal values
and China’s liberal democratization, themes which
are not usually synonymous with Trump’s brand of
nationalistic, American-first hubristic politics.® As
observed, the “traumatizing experience of Party-State
totalitarianism propels Chinese liberals on an anti-
CCP pilgrimage in search for sanitized and glorified
imageries of western (especially American) political
realities, which nurtures both their neoliberal affinity
and their proclivity for a Trumpian metamorphosis.™

Notwithstanding the problems in American
(and more generally western) political life, the above
study suggests a growing chorus of Chinese intel-
lectuals who are disillusioned with China’s political
life and are looking to the West (even as an ideal)
with which to generate solutions to the perceived
problems in domestic life. While China’s ongoing
spat with the United States continues to generate
hawkish voices from Beijing, including an aggressive
Wolf Warrior diplomacy, it has also paradoxically
resulted in a greater affinity for western values and
ideals—seeing in them a panacea for the social mal-
adies experienced at home.

Similarly, this growing domestic discontent
has been exacerbated by the COVID-19 pandemic,
and the perceived mistakes made by the CCP in
its bungling response during the initial outbreak.
While large-scale randomized samples of citi-
zens sentiments are unavailable, there are several

clues that suggest that all is not rosy with the CCP
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internally. For instance, during the height of the
virus outbreak in Wuhan, Premier Li Keqiang—
instead of President Xi himself—was sent to lead a
taskforce there. While Chinese public opinion over
Xi’s absence is difficult to gauge (given Chinese
censorship), his absence was certainly notable. As
Willy Lam puts it, “he has not visited places hard
hit by the virus. This has been criticized in part
because Xi claims to be the core of the leadership,
the all-powerful leadership ... and he doesn’t have
the guts to go the epidemic-stricken areas.”

From the above, I argue that at stake is Xi’s
personal reputation and his ability to rally the CCP
around him to ensure the ongoing legitimacy of the
Party to rule China. This can only be so if Chinese
leaders are able to evince that its social policies and
governance have the support of the majority of the
Chinese people. Due to the absence of parliamentary
style elections in China, this is difficult to ascertain;
hence, material prosperity and economic growth
remain central to legitimizing the CCP’s political
rule. To this end, any slowdown of the Chinese econ-
omy would pose a challenge to the mandate of the
CCP. At the 13" National People’s Congress this year,
the Chinese government for the first time did not set
a GDP target for the economy—a sign of the Chinese
government’s reading that the situation inside and
outside China could get worse post COVID-19.

Widening the International Support Base

Under President Xi, the Belt and Road Initiative (BRI)
has been a central feature of Beijing’s foreign pol-
icy. While a number of elements regarding the BRI
remain unclear, particularly the economic viability
and sustainability of BRI projects with other coun-
tries, one objective is certain; the BRI is conceived
with the intention of widening China’s international
support base through economic statecraft.

In this respect some modest progress has been
made. The first BRI forum in May 2017 saw 29
foreign heads of state and representatives from 130
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countries, while the second BRI forum in April 2019
saw an increase to 37 foreign heads of state and par-
ticipation from more than 150 countries. What these
numbers suggest is that China has been generally
successful in using its economic statecraft to pro-
mote its political objectives. According to Baldwin,
economic measures are particularly useful in helping
states gain political influence for they are “likely to
exert more pressure than either diplomacy or propa-
ganda, and are less likely to evoke a violent response
than military instruments.”" Seen this way, if we take
economic relations between states—not as a dispas-
sionate realm of economic activity (concerned purely
with profit)—but as a derivative of wider geopolitical
interests and calculations, then the political character

of economic statecraft cannot be ignored.
In the case of China, the Belt and Road
Initiative represents a grand strategy through

Bridge construction project in Brunei. (Peter L. Higgs)
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Part of China’s Belt and Road Initiative, the partially completed bridge at the Kota Batu end of the Temburong

economic means;'? hence, economic power is seen
as a means of generating greater political influence
among the countries Beijing seeks to win over into
its camp. The goal of economic initiatives (like

the BRI) is linked to how Chinese leaders seek to
present and project Beijing’s worldview to others
and to ultimately achieve China’s foreign policy and
domestic goals. This “selling” of Beijing’s worldview
is also closely linked to how Chinese soft power is
being conceptualized and operationalized. While
western iterations of soft power tend to emphasize
the non-coercive aspect of soft power, and thus the
stress on culture and values as instruments of soft
power," such a distinction as to whether econom-
ics ought to be seen as “hard” or “soft power” is less
clear cut in China. According to one study, Chinese
discourse concerning soft power is frequently
expressed within its domestic context and towards
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domestic objectives, and also involves touting the
economic success of China’s development mod-
el.* Such a narrative suggests that in the Chinese
mind, economic resources can be used as a source
of soft power which allows China to evidence its
political model and worldview to the outside world,
thus rendering Beijing a model for others to emu-
late. This suggests that China would likely expend
further efforts in the coming years to obtain greater
international support for its global initiatives, espe-
cially among western countries that possess strong
relations with the United States, such as the United
Kingdom, Australia, and Canada.

This promotion of its international support base
is also most clearly evidenced during the COVID-
19 pandemic when China—following outbreaks in
Europe and other parts of the world—embarked
on a “mask diplomacy” in an attempt to convey its
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narrative of acting as a responsible global stake-
holder.”” Under these auspices, Chinese public and
private institutions donated masks, test kits, and
other personal protection equipment to some 83
countries hard hit by the coronavirus, including
European countries like Italy, Czech Republic,
and Serbia, as well as several in the Middle East
and Africa. According to Deputy Foreign Minister
Luo Zhaohui, Beijing had done so because “China
empathizes and is willing to offer what we can to
countries in need,” and that it also wants to share
its experience of fighting the pandemic with the
rest of the world.' This demonstration of soli-
darity I argue is done with the goal of generating
greater international goodwill and to portray China
as an exceptional country, and that its political
governance is different and better than the West
(particularly the United States).
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Increase International Isolation of Taiwan
The issue of the Republic of China (ROC-Taiwan)

remains a core national interest and one which no
Chinese leader can be seen to make any compromise
over. To this end, China—under President Xi—has
been highly successful in the past few years. In 2013,
Taiwan had official diplomatic relations with 22 UN
member states: This number has now dwindled to
14 UN member states, with five losses coming in
the past year, and two within a week in September
(Solomon Islands and Kiribati). While most of these
countries are small Pacific and Oceanic states and
are not considered major political players interna-
tionally, their strategic locations in key maritime
waters proffer Beijing increased opportunities to
project international visibility while further eroding
Taipei’s international presence and voice.

In the coming years, it is likely that China will
further intensify international pressure on Taiwan.
Indeed the COVID-19 pandemic has generated
significant cross-Straits dynamics suggesting that
despite the Chinese government’s formidable pro-
paganda machinery, the ROC continues to present a
considerable thorn in the flesh of the CCP’s inter-
national branding and soft power stature. Given
this backdrop of diplomatic competition, it was not
surprising that both the PRC and ROC governments
have been highly sensitive to each other’s political
maneuvers during the pandemic. This was par-
ticularly so given Taipei’s considerable efforts and
success in combating the virus resulting in inter-
national praise and accolades which were sharply
contrasted with Beijing’s early problems and sub-
sequent criticism by a number of western countries
(especially the United States). This “diplomatic tug
of war”—as one study puts it—pitches both the PRC
and ROC in a tussle for recognition as the represen-
tative state of “China” in international society.” As
such, one might argue that both governments are
involved in a “one-up game” of political brinksman-
ship, each trying to outdo the other in procuring
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international social capital and the moral high
ground to be recognized as a responsible stake-
holder. There are however, some subtle differences
in each countries’ diplomatic messaging, as evinced
by their subsequent mask diplomacy.

In early April the Chinese government offered
face masks to Chinese citizens living or working in
Singapore, in part to assuage concerns among its
citizens there as infections in the city-state wit-
nessed a sharp spike. This was a highly unusual
move given that only Chinese citizens were given
face masks (as the masks were given out at the
Chinese Embassy) and the Chinese Embassy had
also activated a number of its organizational con-
tacts in Singapore to help with the mask outreach.
In addition, China’s Ambassador Hong Xiaoyong
also visited institutions with a high enrollment of
Chinese students, including both secondary and
tertiary schools. Given the lack of local report-
ing and the absence of official participation (on
the Singaporean side), one can assume that these
actions were done in a private capacity (with the
tacit acknowledgement of and permission from the
Singapore authorities). Shortly after this, Taiwan
donated some 100,000 masks to Singapore through
its Red Cross as part of Taiwan’s Foreign Affairs
Ministry initiative to donate 10 million masks
worldwide to countries affected by the pandemic.
Unlike Beijing’s masks, Taipei’s donation was not
targeted only at its own citizens but at the broader
population.” While such a donation was not part
of any official diplomatic arrangements, the fact
that the Prime Minister’s wife expressed her grat-
itude to Taiwan on social media suggested that
such a move was not purely a private matter, but
that it had also received acknowledgement at the
highest levels, even though it was not carried by the
local mainstream media.*® Two weeks later, China
donated 600,000 masks to Singapore, an event
which had representatives from both the diplo-
matic and political communities present.*!
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From the above events, I argue that the health
pandemic has generated an international com-
petition “to do good” between the PRC and ROC
governments. In the case of China however, there
exists a more “nationalistic” character to its deeds in
which the needs of “Chinese citizens” were accorded
greater emphasis and importance compared to other
citizens, whereas the Taiwanese government offered
its international aid within a more universal, less-se-
lective framework.

How is this significant, and are we reading too
much into such diplomatic gestures? The answer
is both yes and no. To be fair, given the widespread
presence of Chinese citizens it was natural that the
Chinese government extended its diplomatic sup-
port to them, much in the same way many countries
worldwide activated repatriation flights for their
citizens during the early stages of the outbreak. But
what was notable about the mask diplomacy was its
emphasis on “us-them” in its initial outreach, and
that Chinese citizens ought to be accorded “special
privileges” or were entitled to certain benefits that go
beyond what ordinary citizens in their host coun-
tries receive. This runs against diplomatic protocol
(especially if a country’s ambassador is involved) and
is suggestive of a broader Chinese attempt to generate
influence beyond traditional diplomatic channels.”
From this, it can be construed that China’s interna-
tional “good deeds” are framed with a more narrow
nationalistic objective in mind—a sharp contrast to
the paradigm of “not letting your left hand know what
your right hand is doing.”* Furthermore these actions
are trained predominantly for a domestic audience,
more so than the ROC, especially given the fact that
many Chinese people—as observed by Singapore’s
Kausikan—“understood their leaders had bungled
the initial response to the outbreak in Wuhan [and]
that the people bore the brunt of the mistakes and
the drastic responses needed to recover from them.”
Furthermore, “tightened censorship and the lauda-
tory tone describing President Xi Jinping’s role in the
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people’s struggle against COVID-19 suggests that

the CCP is still insecure that it has put its mistakes to
rest.”?* To this end, I argue that the diplomatic efforts
made by the Chinese government to showcase its con-
tributions overseas are reflective of the attempt by the
CCP to reframe the domestic narrative of the outbreak
and to emphasize the Chinese state’s sparing no efforts
to protect the well-being of its citizens.

Negate U.S. Influence in East Asia

In the minds of many Chinese leaders and political
observers, the presence of the United States in East
Asia remains the biggest obstacle to China’s future
prosperity and ability to project power regionally and
internationally. According to Aaron Friedberg, the
ultimate aim of Chinese policymakers is to win with-
out fighting and to displace the United States as the
leading power in Asia while avoiding direct confron-
tation.” Indeed it has been pointed out that part of
China’s assertive international behavior is due in part
as a result of the United States” “pivot to Asia” strategy
begun during the Obama administration, which in
the eyes of Chinese observers represents a fundamen-
tal decision by Washington policymakers to contain
China in order to preserve U.S. international primacy
and global leadership.? Likewise the idea of a “free
and open Indo-Pacific” is also viewed by the Chinese
as a means to contain China’s development and ensure
American international dominance.” Indeed Chinese
paranoia towards the United States has intensified
over the past five years, particularly following the 2017
publication of the National Security Strategy of the
United States and the 2018 National Defense Strategy,
both of which singled out China as America’s primary
strategic competitor. As a response the 2019 Chinese
White Paper summarized the overall character of the
U.S. defense efforts by declaring that;

International strategic competition is on
the rise. The US has adjusted its national
security and defense strategies, and
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adopted unilateral policies. It has pro-
voked and intensified competition among
major countries, significantly increased
its defense expenditure, pushed for addi-
tional capacity in nuclear, outer space,
cyber and missile defense, and under-
mined global strategic stability. NATO
has continued its enlargement, stepped
up military deployment in Central and
Eastern Europe, and conducted frequent
military exercises.?®

From the above, China perceives a post
COVID-19 world as one which will witness a shift
in international power away from the West (and
the United States) to Asia, and in which China
is well-placed to assume a prominent position.

To be certain this idea was already in circulation
among Chinese policy circles, given President Xi’s
exhortation in 2014 of an “Asia for Asians” secu-
rity cooperation structure,” and popular iterations
by a number of global public intellectuals, such

as Hugh White’s The China Choice (2013), and
more notably former Singapore diplomat Kishore
Mahbubani’s books Has the West Lost It (2018) and
Has China Won (2020). What all these works hint
at—in practice—is that leaders and policymakers
should be prepared to confront a new international
reality wherein American primacy is substantially
diminished and China’s influence increased. As
such, it is likely that China would continue to take
steps, militarily, economically and politically to
further erode American presence in East Asia and
Southeast Asia. All these would have significant
repercussions for countries in the region, particu-
larly in Southeast Asia where member states have
traditionally practiced strategic hedging as a middle
ground to navigate the complexities of great power
competition between China and the United States.
As observed by one Malaysian analyst of China’s
regional actions, “indeed, China’s increasingly
multifaceted maritime opportunism and coercive
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presence in the disputed waters (of the South China
Sea), even during the coronavirus crisis, has fur-
ther deepened the weaker states’ suspicions of its
long-term intentions. Its increasing use of coercive
means to prevent and obstruct the claimant coun-
tries’ oil and gas exploration activities, together
with the lack of progress on the COC (Code of
Conduct) after years-long talks, further frustrated
the smaller states in the region.” In other words,
China’s current course of actions is likely to aggra-
vate smaller countries in Southeast Asia, a number
of which are likely to pursue other institutional
mechanisms (with or without the United States) to
safeguard their interests that are seen to be threat-
ened by a more assertive Chinese posture.

Global Rules and International Order

It is generally perceived by Chinese leaders and
political observers that the rules of the international
order were made so as to preserve the interests of
the West.* Given the ongoing and lively debate
among western scholars over the sustainability and
longevity of the existing liberal global order,* the
search for alternative arrangements and theoretical
frameworks to account for changes in the interna-
tional system has been an intellectual holy grail of
sorts for international relations scholars, both in
and outside the West.”

From this vantage point, China is seen as
being the flag-bearer of such a new system and one
which possesses the deepest resources with which
to challenge American dominance. Indeed, China’s
presence is ubiquitous in most if not all major
global institutions and forums and Chinese rep-
resentatives are now far more vocal in stating and
arguing Chinese demands and interests where they
arise. Furthermore, as exemplified by President Xi’s
proclamation of the Chinese dream and his vision
of the rejuvenation of China, a far more confident
China (as compared to the past) is now being por-
trayed on the international stage.
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As such, it is likely that we will see in the com-
ing years greater efforts by Chinese leaders and
policymakers to shape international discourse about
the overall distribution of global power and the rules
of international order, including more assertive
behavior in its foreign policy. As observed by a num-
ber of international scholars, the past decade has
witnessed considerable Chinese intransigence on
what it deems its core national interests, particularly
in matters relating to territorial sovereignty as well
as having greater say regarding the global order.**
Indeed, China’s Foreign Minister Wang Yi describes
China’s global role as one of being a “participant,
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facilitator and contributor,”* while Yan Xuetong

writes of China as moving “from keeping a low pro-
file to striving for achievement.”

In a study of the Chinese vision of international
order, Wu Xinbo suggests that what China aspires
to is a liberal partnership order including emphasiz-
ing a series of ideas such as openness, inclusiveness,
cooperation, diversity, equality, multilateral insti-
tutions and rules.” Ironically, these ideas suggested
by Wu are precisely the same characteristics that
are often held up to be an indicator of a liberal state.
If so, it would seem that China, at least where its
foreign policy is concerned, seeks to affiliate itself with
patterns of international liberalism while retaining
an illiberal edge to its domestic governance.’® The
COVID-19 pandemic will have further convinced
the Chinese government that “liberalism abroad
and illiberalism at home” is the means to success
in international politics. Put in practical terms, this
would mean that the Chinese government is likely
to express enthusiasm for international initiatives
and global actions so long as these are not seen to
impinge directly on its domestic front behind which
it seeks to exercise absolute sovereignty. This is seen
as a win-win situation for it allows the Chinese
government the opportunity to obtain skills and
the technical know-how to further strengthen
its domestic governance while at the same time
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ensuring that it is able to limit external threats to its
political rule and to demonize those it views as hos-
tile threats. Indeed, China’s criticism of the United
States during the pandemic includes a not-too-sub-
tle dig at the American political system as a failure
for its inability to control the virus spread within
the United States, and consequently to be blamed
for the worldwide explosion of the virus transmis-
sion. In a May 2020 Global Times article, it was said
that, “Washington is widely believed to have failed
its own people and the world as the country has
about 4 percent of the global population, but now
accounts for one-third of all cases worldwide and
nearly 30 percent of the overall death toll.”* This
scapegoating of the United States reflects a popular
mindset at work in Chinese political circles, that the
West is culpable for the problems of the world, while
China—notwithstanding its own domestic prob-
lems—is attempting to do good and thus ought to be
acknowledged by the world as such.

Conclusion

As of writing, many scholars are raising the spec-
ter of what a post COVID-19 future will be like.
Related to this is the question of China’s global
influence and the extent to which the pandemic

has amplified or diminished Beijing’s international
standing. As this article has argued, these five
objectives—constituting core elements of China’s
grand strategy—are likely to be pursued, and with
greater determination particularly given the sense
of crisis engendered within the CCP as a result of
the global pandemic. To this end, I argue that out of
the above five objectives, it is likely that the Chinese
government will be most sensitive to those which it
considers as challenging its domestic stability and
political legitimacy. The centrality of the CCP must
remain paramount and any attempt to challenge or
modify this (be it from domestic sources or from
outside China) will result in a strong Chinese politi-
cal response. At the same time, given the challenges
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Taipei skyline view in 2020. The global pandemic is likely to harden Beijing’s p
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legitimacy and national sovereignty, such as over Taiwan. (Credit: EFA & from Taipei, Taiwan)

faced by many western countries (in particular the
United States) during the ongoing pandemic, the
possibility of shifting postures towards China in a
post-pandemic world (when that happens) cannot be
ruled out. As such, one might argue that the Chinese
government might adjust its policies—so long as
they do not impinge on its domestic control—in
response to how other countries react.

As recent examples of China’s wolf diplomacy
have illustrated, China’s political leaders and the
foreign policy community perceive a heightened
western united front to undermine China’s political
system and constrain Beijing’s rise. As a result, over
the next one to three years—barring any political
upheaval within the CCP—we are likely to see a
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hardening of Beijing’s resolve in its international
behavior and the development of a siege mentality

in response to the West. This would result in greater
assertiveness in China’s international posture, partic-
ularly in issues that it considers as core interests, such
as territorial matters and the CCP’s political rule.
Already the Chinese government has demonstrated
its willingness to sustain its diplomatic offensive
amidst the coronavirus pandemic, as evidenced by
its decision to enact the Hong Kong national security
law, clashing with India over border disputes, and
challenging other claimant states in the South China
Sea. Consequently, China is unlikely to acquiesce

to any external threats and challenges posed by
other countries. Any attempt to make some sort of
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diplomatic bargain with Beijing will be on Chinese
terms and from a Chinese position of strength. Will
it succeed in doing so, and are we to expect countries
to play exactly the way Beijing wants? In the author’s
view, this is not a given, particularly if the Chinese
authoritarian system continues to be perceived

as an unattractive model of political governance.
Moreover, China’s domestic institutions and internal
political dynamics will also pose problems for the
Chinese government, especially if the COVID-19
pandemic results in a sustained economic downturn,
thus undermining the CCP’s fragile social compact
with its people.*® All these would have significant
repercussions for China’s international and domestic
politics. In a post COVID-19 era, as China contin-
ues to seek greater prestige, status, and influence on
the world stage, it is also likely to be more paranoid,
sensitive, and susceptible to external forces on its
domestic front. PRISM

Endnotes

' The author can be contacted at isteho@ntu.edu.sg.

?Chan, Minnie. “China says national day military
parade won’t disappoint in scale or advanced weapons,”
South China Morning Post, September 24, 2019 https:/
www.scmp.com/news/china/military/article/3030206/
china-says-national-day-military-parade-wont-disap-
point-scale (retrieved June 10, 2020).

*“Full text: Premier Li’s speech at the third session of
the 13th NPC,” https://news.cgtn.com/news/2020-05-22/
Full-text-Premier-Li-s-speech-at-the-third-session-of-
the-13th-NPC-QHaP1FpB8k/index.html (retrieved June
10,2020).

*See for instance, Brown, Kerry. China’s Dream : the
Culture of Chinese Communism and the Secret Sources
of Its Power. Cambridge: Polity, 2018; Shambaugh, David
L. China’s Future. Cambridge: Polity, 2016; Gore, Lance,
and Zheng Yongnian. China Entering the Xi Jinping
Era. Abingdon, Oxon: Routledge, 2015.

*Lee, Yen Nee. “Endgame of U.S.-China rivalry is
lose-lose, says Harvard professor”, CNBC, May 26, 2020
https://www.cnbc.com/2020/05/26/endgame-of-us-
china-rivalry-is-lose-lose-says-harvard-professor.html
(retrieved June 10, 2020).

PRISM 9, NO. 1

CHINA’S STRATEGIC OBJECTIVES

¢For existing studies into Chinese factional pol-
itics, see Li, Cheng. Chinese Politics in the Xi Jinping
Era: Reassessing Collective Leadership Washington,
D.C: Brookings Institution Press, 2016; Huang,

Jing. Factionalism in Chinese Communist
Politics Cambridge: Cambridge University Press, 2000.

’Lin, Yao. “Beaconism and the Trumpian
Metomorphosis of Chinese Liberal Thinkers.” Journal
of Contemporary China (published May 18, 2020), DOL:
10.1080/10670564.2020.1766911.

81bid., 2.

°Ibid., 4.

1"Kuo, Lily. “Taking credit, https://www.
theguardian.com/world/2020/feb/04/blame-xi-jin-
ping-absence-coronavirus-frontline-china-crisis,
(retrieved June 10, 2020).

" Baldwin, David A. Economic Statecraft. Princeton,
N.J.: Princeton University Press, 1985, p.110.

2 For existing discussions of Chinese grand strat-
egy, see Friedberg, Aaron L. “Globalisation and Chinese
Grand Strategy.” Survival 60, no. 1 (2018): 7-40; Ma,
Lian. «Thinking of China’s Grand Strategy: Chinese
Perspectives.» International Relations of the Asia-
Pacific 13, no. 1 (2013): 155-68.

B This line of thought is most popularly captured
in the ideas of Joseph Nye’s discussion of soft power. See,
Nye, Joseph S. Soft Power : The Means to Success in World
Politics. New York: Public Affairs, 2004.

"Li, Mingjiang. “China Debates Soft Power.” Chinese
Journal of International Politics 2, no. 2 (2008): 287-308.

5For further elaboration of the idea of Chinaasa
responsible stakeholder, see, Hoo, Tiang Boon. China’s
Global Identity: Considering the Responsibilities of Great
Power. Washington, DC: Georgetown University Press,
2018.

16Zhou, Laura. “Coronavirus: why China’s mask
diplomacy is raising concerns in the West.” South China
Morning Post, March 28, 2020, https://www.scmp.
com/news/china/diplomacy/article/3077333/coronavi-
rus-why-chinas-mask-diplomacy-raising-concern-west
(retrieved May 12, 2020).

"Hoo, Tiang Boon and Charles Andy. “China
and Lilliputians: Small States in a Big Power’s Evolving
Foreign Policy.” Asian Security, 13,2 (2017): 116-131, see
125.

18Sim, Dewey. “Coronavirus: Beijing offers Chinese
nationals in Singapore face masks and support amid
crisis.” South China Morning Post, April 9, 2020,
https://www.scmp.com/week-asia/health-environment/
article/3079055/coronavirus-beijing-offers-chinese-na-
tionals-singapore (retrieved May 18, 2020).

FEATURES | 99



TSE ERN HO

1 Everington, Keoni. Taiwan’s donation of 100,000
masks arrive in Singapore. Taiwan News, April 23, 2020,
https://www.taiwannews.com.tw/en/news/3921380
(retrieved May 18, 2020).

2 There was social media speculation over the
Prime Minister’s wife’s real feelings towards Taiwan as
evidenced by a cryptic social media post she had posted
regarding the Taiwanese mask donation and whether the
Taiwanese government had indeed restricted Singapore
from obtaining masks from its supplier in Taiwan earlier.

1 See, Yong, Clement. “Coronavirus: China donates
600,000 masks to Singapore.” Straits Times, May 5, 2020,
https://www.straitstimes.com/singapore/coronavirus-chi-
na-donates-600000-masks-to-singapore (retrieved May
18, 2020).

22To this end, Singapore former top diplomat
Bilahari Kausikan had highlighted against Beijing’s
attempts to impose its own state identity on Singapore
including the use of information campaigns/operations to
influence the Singapore identity. See Kausikan, Bilahari.
China is Messing with Your Mind. Singapore: Epigram
Books, 2019.

2 Certainly a cynic could still insist that everything
in international politics is rationally calculated and
designed to serve a political purpose. I suppose this argu-
ment can be maintained and I do not disagree. However
just because one might envisage a political objective in
certain actions does not mean that all diplomatic actions
are equally narrowly defined.

#Kausikan, Bilahari. “No, China will not get away
with rewriting history.” Nikkei Asian Review, March
30, 2020, http://asia.nikkei.com.remotexs.ntu.edu.sg/
Opinion/No-China-will-not-get-away-with-rewriting-
history (retrieved May 19, 2020).

»Friedberg, Aaron L. A Contest for Supremacy :
China, America, and the Struggle for Mastery in Asia Ist
ed. New York: W. W. Norton & Co., 2011.

%6 Zheng, Yongnian, Gang Chen, and Liang Fook
Lye. China’s Foreign Policy in 2012 : Responding to
the US Pivot to Asia and Territorial Disputes with
Neighbours Singapore: East Asian Institute, National
University of Singapore, 2012; Zhou, Fangyin. “Between
Assertiveness and Self-Restraint: Understanding China’s
South China Sea policy.” International Affairs 92, no. 4
(July 1, 2016): 869-890; Zhu, Zhiqun. The US “Pivot” to
Asia and Its Impact on US-China Relations Singapore: East
Asian Institute, National University of Singapore, 2012.

100 | FEATURES

¥ Chen, Fangming. “Reviewing the Indo-Pacific
strategy of the Trump administration”. International
Strategic Studies 132, no.1 (March 2019): 114-123; see also,
He, Kai and Mingjiang Li. “Understanding the dynam-
ics of the Indo-Pacific: US-China strategic competition,
regional actors, and beyond.” International Affairs
Volume 96, Issue 1 (2020): 1-7.

#The State Council Information Office of the
People’s Republic of China. China’s National Defense in a
New Era. Beijing: Foreign Languages Press, 2019, p.3.

TJakobson, Linda. “Reflections From China on Xi
Jinping’s “Asia for Asians”.” Asian Politics & Policy 8, no.
1 (2016): 219-23.

0 Kuik, Cheng-Chwee. “Hedging in post-pandemic
Asia: What, How, and Why?” The Asan Forum, June 6,
2020, http://www.theasanforum.org/hedging-in-post-
pandemic-asia-what-how-and-why/ (retrieved June 18,
2020). For recent discussions on China’s relations with
Southeast Asia neighbors, see also, Choong, William.
“Smaller countries in the Asia-Pacific: Mired in the
Middling Middle.” ISEAS Commentary 2020/90, July 3,
2020, https://www.iseas.edu.sg/media/commentaries/
smaller-countries-in-the-asia-pacific-mired-in-the-
middling-middle/ (retrieved July 7, 2020); Marston,
Hunter. “The COVID-19 pandemic pulls at the seams of
Southeast Asia.” East Asia Forum, May 9, 2020, https://
www.eastasiaforum.org/2020/05/09/the-COVID-
19-pandemic-pulls-at-the-seams-of-southeast-asia/
(retrieved July 7, 2020).

*'Deng, Yong. “Hegemon on the Offensive: Chinese
Perspectives on U.S. Global Strategy.” Political Science
Quarterly 116, no. 3 (September 22, 2001): 343-365; Yan,
Xuetong. “Chinese values vs. liberalism: what ideology
will shape the international normative order.” Chinese
Journal of International Politics Vol 11, no.1, Spring
(2018): 1-22.

2See, Ikenberry, G. John. Liberal Leviathan : The
Origins, Crisis, and Transformation of the American
World Order. Princeton, NJ: Princeton University
Press,2011, and Mearsheimer, John J. The Great Delusion :
Liberal Dreams and International Realities. New Haven,
CT: Yale University Press, 2018 for two contrasting visions.

PRISM 9, NO. 1



¥ Some examples include Amitav Acharya and Barry
Buzan, Chih-yu Shih and Qin Yaqing. See, Acharya,
Amitav. The End of American World Order Second
edition. Cambridge: Polity Press, 2018; Behera, Navnita
Chadha., Amitav Acharya, and Barry Buzan. “Looking
for ‘the International’ Beyond the West.” Third World
Quarterly, Vol. 31, no. 5, July, 2010, 817-828; Shih,
Chihi-yu. Sinicizing International Relations : Self,
Civilization, and Intellectual Politics in Subaltern East
Asia First edition. New York, NY: Palgrave Macmillan,
2013; Qin, Yaging. A Relational Theory of World
Politics Cambridge: Cambridge University Press, 2018.

*Friedberg, Aaron L. A Contest for Supremacy :
China, America, and the Struggle for Mastery in Asia 1st
ed. New York: W. W. Norton & Co., 2011; Liao, Nien-
Chung Chang. “The Sources of China’s Assertiveness:
The System, Domestic Politics or Leadership
Preferences?” International Affairs 92, no. 4 (2016):
817-33; He, Kai, and Huiyun Feng. «Debating Chinas
Assertiveness: Taking China>s Power and Interests
Seriously.» International Politics 49, no. 5 (2012): 633-44.

PRISM 9, NO. 1

CHINA’S STRATEGIC OBJECTIVES

»Wang, Yi. “China’s role in the global and regional
order: participant, facilitator and contributor”, speech
at Fourth World Peace Forum, Beijing, June 27, 2015,
https://www.fmprc.gov.cn/mfa_eng/wjb_663304/
wijbz_663308/2461_663310/t1276595.shtml (retrieved
January 15, 2020).

*Yan, Xuetong. “From keeping a low profile to striv-
ing for achievement.” Chinese Journal of International
Politics 7:2 (2014): 153-184.

37Wu, Xinbo. “China in Search of a Liberal
Partnership International Order.” International
Affairs 94, no. 5 (2018): 995-1018, see 1007.

*#For a more in-depth analysis into liberal inter-
nationalism, see Beate, Jahn. “Liberal internationalism:
historical trajectory and current prospects.” International
Affairs 94,1 (2018): 43-61.

¥ Chen, Qingging and Shumei Leng. “US owes world
an explanation on COVID-19.” Global Times, May 6,
2020 https://www.globaltimes.cn/content/1187598.shtml
(retrieved June 19, 2020).

See for instance, Shirk, Susan L. China Fragile
Superpower. New York: Oxford University Press, 2007.

FEATURES | 101



ZAMBATT V, the fifth iteration of troops from the country of Zambia to go in support of the United Nation’s
Multidimensional Stabilization Mission in the Central African Republic (MINUSCA), spent more than six weeks working
with U.S., U.K., and French partners training and preparing for their mission to CAR.” (MC2 (SW/AW) Evan Parker)



International Competition to
Provide Security Force Assistance

in Africa
Civil-Military Relations Matter

By Jahara Matisek

estern states increasingly tackle the problem of state fragility in Africa through the delivery of

security force assistance (SFA). What is SFA and why does it matter? Broadly speaking, SFA is

a term used to describe the provision of military aid, advisors, and resources to a fragile state,
so that the armed forces of that state can provide security in support of stability. SFA typically consists of the
deployment of small numbers of military advisors and resources to a fragile or weak state to build effective
armed forces.” However, such efforts are often overly technical and rarely address the political and institu-
tional problems that create insecurity and the fragmented security organizations of that state (e.g. police,
military, intelligence, etc.). Worse, in some cases, such SFA has only created the veneer of military effective-
ness, known as the Fabergé Egg army problem; an expensively built military, but easily broken by insurgents.’

The western approach to SFA is codified in NATO doctrine, specifically Allied Joint Publication (AJP) 3.16
Security Force Assistance. The United States has created an organizational structure for SFA through the estab-
lishment of Security Force Assistance Brigades (SFAB). Providing SFA to weak states is an expensive endeavor,
especially as done by the United States. Since 2001, the United States has provided over $9 billion to Sub-Saharan
African (SSA) countries and about $25 billion to the five North African states.* Similarly, the European Union
(EU) through its Common Security and Defence Policy (CSDP) has been spending over €100 million per year on
five EU missions in Africa. Specifically, the EU is conducting civilian/political missions in Libya (2013-Present)
and Niger (2012-Present), a blend of military and civilian/political training missions in Mali (2013-Present) and
Somalia (2010-Present), and a pure military mission in the Central Africa Republic (2016-Present). These EU
missions have cost, on average, $10-30 million a year. Though a drop in the bucket compared to U.S. SFA efforts,
the logic has been to stymie the growth of insurgency and terrorism throughout Africa.

Addressing state fragility through SFA has become popular with political leaders in many western capi-
tals who see state weakness as conducive to insurgency, terrorism, and state collapse.” They fear the spillover
from an influx of refugees coming to Europe as well as in more stable neighboring African states. Greece and
Italy for example have experienced domestic turmoil and traumatic shifts (and increases) in political extrem-
ism, while the welfare systems of Botswana and South Africa are being stretched to and beyond the limit.* The

Dr. Jahara 'FRANKY’ Matisek (Lt Col, U.S. Air Force) is an Assistant Professor, Military and Strategic Studies Department,
and the Director of Research, Center for Air Power Studies, at the U.S. Air Force Academy.

This material is based upon work supported by the Air Force Office of Scientific Research under award number
FA9550-20-1-0277.
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current problems of insecurity and mass migration
emanating from Latin America are leading to a sim-
ilar refugee crisis that has become a highly polarized
and politicized issue in the United States.”

Despite the desire to provide safety and security—
whatever their strategic intent might be—western SFA
efforts are struggling to produce lasting outcomes in
many African states (e.g. Mali, South Sudan, Somalia,
etc.). Most of the failures stem from an inability to
adapt assistance to the local context of civil-mili-
tary relations (CMR) in each country. Contextually
dependent CMR dictate how the army, police, and
intelligence agencies are structured and manned. Such
security architectures and the relationship to politi-
cal and societal elites determine the sorts of informal
relations that exist—and how much power and agency
each security institution has. However, many politi-
cal and military leaders in western capitals advance
a technically oriented SFA approach because it is a
low-risk foreign policy with the appearance of “doing
something,” while committing few “boots on the
ground.” Such western SFA attempts typically lack the
necessary nuance because they fail to recognize the
reality and actual practice of politics in a fragile state.®
This failure obscures many of the structural problems
leading to instability throughout Africa, especially in
the Sahel where climate change collides with trans-
national organizational crime, economic deprivation,
and political and social iniquities producing perpetual
civil war dynamics.’

Great power competition further complicates
matters in Africa, as China and Russia are increas-
ingly contesting the space by providing their own
economic and military aid. Such competition is
occurring within a globalized economy, with a high
premium on acquiring access to new consumer mar-
kets and extracting precious minerals and natural
resources. According to a retired U.S. Army General,
with prior foreign area officer experience in security
cooperation, China and Russia conduct military aid
and assistance missions for “real hard-nose politics in
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pursuit of their own selfish strategic interests.” On the
other hand, he contended, most U.S. military aid and
advise and assist missions to African countries are for
“altruistic purposes,” from improving humanitarian
capabilities of African militaries, to pandemic and
disaster response (e.g. Ebola, floods, etc.), to improv-
ing warfighting capability against local and regional
threats (e.g. insurgents, terrorists, etc.)."”

While some might rightly be skeptical of
America’s altruistic intentions in Africa, one cannot
ignore the reality that China, Russia, and America—
and the West more broadly—present different
visions for the world, to include how a state should
govern and treat its citizens."! Chinese activity in
Africa appears part of a grand strategy of creating
a global Belt and Road Initiative, which ties Africa
(and other regions) ever-closer to Beijing.'* This
may explain why China embraces a “comprehensive
approach” to Africa, “blending trade and investment
deals and cultural exchanges with arms sales, med-
ical assistance, troops training, anti-piracy drills,
and other programs.”” Russia sees opportunities
for re-establishing its presence and for selling arms.
While the Trump Administration lacks any clear
strategy for engaging Africa and advocates “America
First,” China and Russia are making inroads on the
continent and in international perception.™

The question remains though; what can the
West actually achieve in Africa by building host-na-
tion military capacity (i.e. SFA) in a way that does not
lead to praetorianism and other military pathologies
that corrupt governance and undermine legitimacy?
Moreover, can SFA facilitate democracy and human
rights, and shift African countries away from author-
itarianism? To answer these questions, let us consider
a recently assembled multinational fighting force in
the Sahel, to consider the limits of SFA and how it
can be improved. Based on a contextually informed
understanding of civil-military relations we can
escape traditional notions of military effectiveness
and better grasp the challenges of stabilization and
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peacebuilding in a weak state. This would inform
how the West and its partners provide military aid,
assistance, and training to weak, fragile, and con-
flict-prone states. Success with SFA in such difficult
environments requires a restructuring of the way
core issues are handled by various elites.

A G5 “Pipedream” in the Sahel?

Created by regional leaders in 2014, the G5 Sahel Joint
Force was established, “as a way of taking their secu-
rity into their own hands and encouraging regional
development by coordinating their efforts.” Joint
military operations—comprised of army personnel
from Burkina Faso, Chad, Mali, Mauritania, and
Niger—were initiated in 2017."° The force, expected to
consist of 10,000 personnel in the near-term, has been
primarily dedicated to counterterrorism (CT) oper-
ations in the Lake Chad Basin (LCB) area of Burkina
Faso, Mali, and Niger. However, the overly CT-focused
approach has depoliticized adversaries by labeling
them as terrorists, instead of treating them as rational
actors using violence to achieve certain political goals
(e.g. patronage, economic rents, autonomy, etc.).' Such
CT operations overlook local context and the ways in
which elites conduct politics in the LCB region.

A billboard in Niamey (Niger) announcing a summit of Heads of State of the G5-Sahel in February 2018.

(NigerTZai - Own work)
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In conducting its CT mission, the G5 Sahel
Joint Force often ignores the reasons some
engage in criminality, insurgency, and terror-
ism. Underdevelopment and lack of opportunity
motivate some, while weak state institutions make
it easier for international terrorist and transna-
tional criminal networks to operate and profit
in these “stateless” areas.” Moreover, commu-
nal violence between various ethnic groups and
identities has spiraled out of control, especially in
Mali and Niger, with back-and-forth massacres
perpetrated by different tribes; and the anarchy is
compounded by a substantial increase in highly
successful insurgent attacks and ambushes against
G5 military units.”® These struggles to contain
and reduce the violence in the LCB region and
the deteriorating situation should not come as a
surprise. A 2017 analysis warned that the prob-
lem with the western SFA approach and the G5
Force was that it was an overly technical, “capaci-
ty-building approach geared to short-term success
over security sector reform and lack[ed] a coor-
dinated strategy. The Malian government [and
others]...preserves the status quo and is not pre-
pared to accept its political responsibility.”*

CHEFS D'ETAT DU G5 SAHEL
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In interviews at U.S. Africa Command
(AFRICOM) in 2017 the current western SFA
approach of building up the G5 Sahel Alliance to
deal with the unique security threats of the region,
was described by one officer as essentially a “pipe-
dream.” These militaries “can barely function
in their own country,” he argued, “let alone be
expected to safely conduct multinational opera-
tions.”?® While such dismissive remarks may have
seemed overly harsh at the time, the situation in the
LCB region has continued to deteriorate. Even the
notoriously effective Chadian armed forces had one
of its bases overrun March 23, 2020, with at least 92
troops killed by Boko Haram.”

Competing for Influence in Africa:
Damned if you Do, Even More
Damned if you Don’t

Despite international efforts to deal with insecurity
in Africa through SFA, other western aid programs
and investment in Africa have decreased signifi-
cantly over the last decade.” These reductions in
western assistance, however, have been offset by a
significant increase in aid from China and Russia.
This pits great powers with conflicting visions of
world order and competing interests and beliefs

in how Africa should look against each other. The
shrinkage of western aid programs has implications:

All Africans want democracy. We all want
to be like the United States. We need help
with roads and infrastructure, but our gov-
ernments cannot work with USAID and
the World Bank. Who can the people get
help from? If not China, who?*

His thoughts reflect similar sentiments, in
terms of frustration of not getting the help their
country needs, by dozens of foreign military person-
nel interviewed by the author.**

The slow withdrawal of the United States and
European powers from Africa gives China and
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Russia a geopolitical opportunity in the compe-
tition for resources and influence. Substantial
evidence indicates that Beijing and Moscow are
strategically seeking to reshape the continent in a
way that reinforces authoritarianism and enables
those regimes that are the most malleable, and
those that are most unconscientious in extracting
resources.” Their expanding influence and their
strategic intent are already noticeable. China built
amilitary base in the port of Djibouti in 2017 and
Russia has signed military cooperation agree-
ments with over 20 African states.?® In addition,
Russia appears bent on setting up military bases
in the Central African Republic (CAR) and in the
autonomous republic of Somaliland.” The return
of military personnel from opposing blocs is rem-
iniscent of the Cold War, except the 21* century is
less about promoting ideologies and more about
seeking reliable partners in resource extraction and
consumer markets to sell to.

While China’s and Russia’s military bases in
Africa appear to have benign intent for the time
being—protecting the region from terrorists and
defending economic and commercial interests—
there is a dark side as well. China increasingly
appears intent on collecting debts and guarantee-
ing investments. Intentional or not, China’s actions
appear to constitute a Sino-colonial relationship
with African states—and others engaged in the Belt
and Road Initiative—leveraging debt-traps. China
increasingly believes it can take actions—peaceful
or not so peaceful—to recoup loans and investments
when a country falls behind on loan payments; like
Sri Lanka, which had to cede to China a 99-year
lease on the Port of Hambantota, several African
nations including Kenya, Uganda, and Zambia,
appear on course to default, and could fall prey to
similar Chinese infrastructure seizures.”

Moscow, on the other hand, sees pecuniary
value in selling ammunition and weapon systems to

African countries to prop up the Russian economy
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and industrial base.” Leaked documents reveal
Moscow’s desire to turn Africa into a “Strategic
Hub,” and pursue political and information warfare
tactics to back pro-Russian leaders and discredit
their opponents.* If this was not troubling enough,
the notorious Russian private military contractor,
Wagner Group, with deep ties to President Putin—
that works on behalf of Russian interests in eastern
Ukraine and Syria—has been spotted in the CAR,
Libya, Madagascar, Mozambique, and Sudan.”

While it is difficult to obtain aggregate data
on purported economic and security aid from
non-transparent governments like China and
Russia, it does appear that the United States pro-
vides considerably more security assistance to
African countries.”> However, quality does not
substitute for timeliness, often preventing the
United States from providing assistance when and
where most needed. Consider for example how the
U.S. Congress slows down the processes of acqui-
sition and implementation by the Departments of
State and Defense in providing security assistance
to foreign countries. The so-called Leahy rules
were first imposed in the late 1990s to ensure that
U.S. aid would not be implicated in gross human
rights abuses. Such legislative initiative and
constraint was in response to evidence directly
linking American aid to Latin American security
forces engaging in gross human rights violations
in the 1980s.%

The rationale and intent of the Leahy amend-
ments are quite noble in their concern for ensuring
that American SFA is not used to oppress recip-
ient country populations. However, the vetting
process is overly bureaucratic and time consum-
ing—and makes the United States appear weak
and indecisive. In a 2017 interview, an Ethiopian
General complained of the contrast between the
American image of strength and capability and
the realities of working with a slow and inept U.S.
government. He had attempted to acquire mortars
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for his soldiers fighting al-Shabaab in Somalia
believing this was a simple request that could be
quickly delivered. Unfortunately, it took approx-
imately two years for the United States to deliver
the weapons, during which time he had no choice
but to acquire the needed weapons from China
and Russia, taking delivery within weeks.** Nigeria
had a similar experience when trying to purchase
light-attack aircraft from the U.S. government

for the purposes of fighting Boko Haram, with it
taking over four years of political debate to finally
approve the sale in 2019.

Leahy rules requiring extensive vetting
for any sort of SFA, and similar laws in most
European countries seriously undercut attempts
to deal with contingencies in Africa. Clumsy laws
and slow administration are a significant bureau-
cratic impediment to achieving influence with
potential partners. In order to capitalize on the
potential of SFA, both in terms of influence for the
United States and its allies, and enhanced capabil-
ities for African countries, SFA requires national
and international legal regimes and procedures
conducive to timely delivery of aid and assistance.
As great power competitors, China and Russia
provide all forms of aid and military assistance
readily and without restraint.

The struggle for influence creates a deeper inher-
ent problem, namely the security assistance dilemma:
The U.S. wants a dependable military ally but also
wants the government and security forces to abide by
democratic standards and respect for human rights.
Already, America seems to be facing such a dilemma
with its commitment to Saudi Arabia, in terms of
arms sales and military training, as the UN has
identified numerous Saudi war crimes in Yemen.*
The Rapid Intervention Battalion (BIR - Bataillon
d’Intervention Rapide) in Cameroon puts the West in
a similar situation, as the BIR of approximately 4,500
elite troops has been trained by France, Israel, and the
U.S. The BIR has been a highly effective force against
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regional insurgents, but is responsible for attacking
Anglophone villages in western Cameroon in an
attempt to cleanse them.” These examples illustrate
how SFA recipients can misuse their armed forces,
adding only more stressors to state fragility.

At the same time, successful western com-
petition for influence in Africa (and elsewhere) is
dependent upon socialization efforts and building
relations with political and military elites in these
countries so that they can transition away from illib-
eral politics and praetorian pathologies. Thus, if we
accept that the West is somewhat trapped with not
being able to punish partners (e.g. cancelling SFA,
etc.) in the era of great power competition—since
China and Russia will fill that void—then the West
must adapt expectations and make assistance con-
tingent on reforms. Such actions would enable the
recipient state to make the necessary bargains with
various power brokers—fixing fragmented state and
security institutions—lending itself to long-term
stability and institutionalization.

Civil-Military Relations and
Partnerships

The greatest challenge for African countries dealing
with insurgents and other violent non-state actors

is formulating a national approach that consoli-
dates rather than fractures the state or the society.
For example, one of the less-discussed aspects of
the Tuareg 2012 rebellion in Mali was the Bamako
government treatment of northern ethnic Tuaregs.
While struggling to integrate these nomadic peoples
into the government and military, Malian President
Amadou Toumani Touré provoked them by dis-
rupting traditional power structures.* Touré began
promoting the Imghad clan (led by El Hadj Ag) as
the newly empowered security force of the north,
undermining the historically dominant Ifoghas
clan.* Touré’s disruption of patronage networks by
restructuring and reforming the state essentially
led to the collapse of his government. The collapse
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culminated with troop defections and mutiny, ulti-
mately leading to a coup d’état.

While the Malian example may represent a
unique case of state collapse, the challenge of balanc-
ing and reforming different parts of the state with
society and the armed forces creates a dangerous tri-
angle, which has defined the politics of most African
countries since independence. This triangle consists
of predatory political, societal, and military/bureau-
cratic elites competing with one another in a pursuit
of short-term gains that undermines the long-term
interests of the state as a whole.*® While UN staff
and western military advisors may believe they can
implement and install a western system of politics
and governance, such neo-colonial attempts ignore
the contextualized way in which politics are conduct-
ed."! Moreover, it changes the equilibrium of politics,
disrupting power centers in state and society, which
in a state lacking a monopoly over violence, adds to
volatility and the likelihood of civil war.

We would be well-advised to consider the
strategic partnership vision promulgated by retired
South African Colonel Rocklyn “Rocky” Williams.
A rebel in the African National Congress (ANC),
Williams fought against South African apartheid.
Post-apartheid he eventually rose to the rank of
Colonel in the South African National Defence
Forces (SANDF). During that time he proposed a
transformative vision for civil-military relations
(CMR) in South Africa and elsewhere in Africa.
Williams contended that with their contextually
specific histories, including differing pathways to
independence, each African country has unique
informal power structures that heavily influence the
exercise of authority and legitimacy. It was Williams’
contention that the problem with CMR in most
African countries is in the struggles to balance west-
ern models of objective and subjective control of the
military by political leadership.*> However, this ten-
sion is precisely why CMR reform is so difficult. Few
African leaders see advantage in a capable military;
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the armed forces become just another vestigial organ
of patronage. The current political landscape in
Africa demands a shift towards constructive modes
of CMR that promote military professionalism, and
are integrated into the decision-making processes of
the state.*?

Countries such as Ethiopia and Rwanda appear
good candidates for the CMR model proposed by
Williams. Both have built robust armed forces that
rely on informal power sharing between the govern-
ment, society, and even parts of the economic sector.
Moreover, their current forms are informed by
political ideologies formed while fighting as rebels
against the previous Derg Regime of Ethiopia and
genocidal Hutu Regime in Rwanda. While CMR in
Ethiopia or Rwanda may appear “alien” to western
military officers, their armed forces act as strategic
partners and are contextually professional and effec-
tive in their respective home country processes of
nation- and state-building.** The blending and blur-
ring of lines between the government and armed
forces may appear “corrupt” to many international
observers, but this contextualized form of CMR
has led to stability in both countries and effective
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military institutions.* Indeed Ethiopia and Rwanda
are capable stability providers elsewhere in Africa
through UN and AU peacekeeping missions with
some of the highest participation rates across the
continent, and have proven to be among the most
reliable and effective forces in these missions.*®

These examples show that when political and
military elites create partnerships, effective armed
forces can be built that are not a threat. Western SFA
efforts in fragile African states—and elsewhere—
should increasingly build in a political element that
brings CMR reforms—but that do not excessively
emphasize democratization or other western values
at the expense of stability.”” This requires partner-
ships between the various branches of government,
so that various actors each share the “buy-in” nec-
essary to meet the challenges of both domestic and
regional problems, conflict, and instability. Finally,
and most importantly, the development of profes-
sionalism is dependent upon the dynamics of the
political context. Defense institution building along-
side broader developmental efforts can sustain this
process by institutionalizing cooperation between
numerous political and societal elites.**

Members of the Rwanda Defense Force move into formation after arriving in Bangui, Central African Republic (CAR), Jan.
16, 2014. (CPT Tom Byrd)
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Conclusion: Less Lethality, More
Consolidation

Despite supposed strategic shifts in the 2017
National Security Strategy (NSS) to more traditional
national security concerns such as great power com-
petition with China and Russia, Africa should not be
left out of the equation.”” Western efforts to counter
recent geopolitical inroads into Africa by China and
Russia also require new forms of SFA engagement,
and alternative ways of achieving development.
The United States and its allies, and the UN can-
not continue the old approach of trying to impose
“rich-country institutions” throughout Africa,
neglecting the unique histories, contexts, and cul-
tures that inform the way authority, legitimacy, and
power are organized and exercised in each state.™
An interloping SFA advisor in this situation can
show little innovation locked into the traditional
rules of engagement, and often ends up operating
in an ad hoc fashion primarily to protect him or
herself, strategically undermining the whole point
of the mission.” A summary statement by an Italian
Colonel briefing his experience providing SFA in a
weak state captures this problem at its worst: “Force
Protection is ALWAYS the highest priority.”** Such
risk-adverse approaches undermine the develop-
ment of relationships with local counterparts, and
decrease the likelihood of local elites collaborating
with SFA advisors other than for the pursuit of their
own selfish interests, such as providing false intelli-
gence to target their rivals.”

As this article argues, the G5 Sahel Joint
Force remains a pipedream in terms of addressing
problems associated with under-development that
have made ethnic conflict, insurgency, and crim-
inality so enticing to so many living in the Lake
Chad Basin region. Neighboring states must be
encouraged by the West to take steps towards deep
structural reforms, which requires a deeper level
of western engagement. This requires an endur-
ing commitment to support governments once
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conflict is contained through the crucial five years
of rebuilding during which civil war relapse is most
likely.>* Such long-term engagement by the West

is crucial; decreasing western engagement only
opens a power and influence vacuum for China and
Russia, with many of their efforts supporting those
African leaders rolling back democracy, rule of law,
and human rights. Increased western emphasis on
making African militaries more lethal and combat
effective—in the absence of broader developmental
assistance—merely masks (and reinforces) the insti-
tutional problems that lead to poor governance and
weak security institutions.

Such realities in context of great power compe-
tition, and the existence of several professionalized
militaries in Africa, suggests the United States and
its allies can improve G5 countries and other failing
states via reliable SFA proxies. This might mean
the West can support and empower the militaries
of Ethiopia, Rwanda, and Senegal, to act as medi-
ating SFA providers. For instance, given Senegal’s
robust institutionalization of CMR and military
effectiveness since independence, the West could
directly support Senegal to act as an intermediary
SFA provider to G5 member states. Given Senegal’s
legitimacy as having professionalized armed forces
and their proximity and understanding of culture
and political context in G5 countries, they could
facilitate dialogue in these countries, helping reform
politics and restructuring elite level agreements.
Such an idea of western SFA by proxy is not without
merit. The former Minister of Security of Burkina
Faso, Dr. Emile Ouédraogo, suggested in 2019 that
Senegal should be leading the G5 for numerous rea-
sons.” Such a G5+1 (Senegal) idea best encompasses
the focus of shifting away from overly technical
western SFA and towards broader political SFA
peacebuilding efforts. Senegalese military advi-
sors, if properly supported by the West, could better
facilitate CMR reforms, while enabling cooperative
institutions in each G5 country. Similarly positive
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impacts could be made with fragile states in Central
and Eastern Africa, by the West empowering the
militaries of Ethiopia and Rwanda (and other pro-
fessionalized African militaries) to provide SFA as a
way of avoiding the typical traps of western SFA.
The West needs broader SFA approaches to
remain competitive and influential. Partnerships
and peacebuilding between influential elites and
other informal powerbrokers should be the hall-
mark of future SFA efforts.”® This builds on the
idea of creating contextually dependent versions of
African civil-military relations that enable strategic
partnerships between formal and informal actors
in government, security institutions, and society.
Such overlap is needed to create a shared vision and
cooperation. Most importantly, it gets away from the
overly technical understanding of military develop-
ment in a weak state that often causes imbalances in
power and a loss of trust. Helping Africans over-
come state fragility requires shared ownership by
elites and citizens alike across Africa and a willing-
ness to overcome socially constructed identities.”
If the U.S. and allies continue down the path of
providing SFA for the sake of CT, then the frustra-
tion of seeing such assistance creating the moral
hazard of dependency or being used for repression
and other abuses will likely continue. The security
assistance dilemma of only providing SFA to block
Chinese and Russian access is a precarious balance.
Such SFA must maintain entry ramps to integrate
with broader developmental programs, which
requires strategic intent and resolve to confront this
paradox. Tailoring such assistance means that west-
ern capitals must tailor contingent SFA in a timely
and effective manner, to include a country-specific
analysis of power dynamics. This enables alternative
pathways of achieving contextually effective CMR
reforms in a host-nation, helping socialize what an
effective and professional army looks like—and the
ways it can reshape the state into being more effective
and professional. This all sounds easy in theory, but
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the toughest part is convincing a host-nation that
western commitments are long-term—and not apt
to stopping due to the whims of domestic fervor over
providing assistance to faraway countries they can-
not locate on a map. PRISM
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By 2035, 5G will enable $13.2 trillion in global economic output, or the equivalent of adding 5 percent to global GDP.
(Bill Oxford)



Don’t Trust Anyone
The ABCs of Building Resilient
Telecommunications Networks

By Andy Purdy, Vladimir M. Yordanov, and Yair Kler

»]

he January issue of Prism carried an article titled “The Worst Possible Day™ that included a discus-

sion of the implications for the United States of banning Chinese company Huawei from networks

that the United States and its allies rely on for national security-related communications. A sup-
porter of the ban, the author, Thomas Donahue, emphasized the critical importance of using equipment from
trusted sources in U.S. telecom infrastructure and that of its allies. He argued that the consequences of not
doing so could be catastrophic when the United States needs to project power, or convincingly threaten the
use of force, such as during a military conflict. The article concluded that the United States needs to seriously
consider how to assure the use of trusted alternatives to Huawei equipment, whether by supporting the devel-
opment of a U.S.-based manufacturer or consortium, or spending tens of billions of dollars to acquire either or
both the manufacturers Nokia and Ericsson, or investing significantly in the two Nordic firms.

We cybersecurity professionals at Huawei Technologies concur that the U.S. military and U.S. allies must
have access to telecommunications networks that are available at all times, even in the worst conditions imag-
inable. But we disagree with Donahue’s message that Huawei must be blocked because it is headquartered in
China; that companies headquartered in countries allied with the United States can be considered “trusted;”
and that the “risk” from Huawei equipment cannot be mitigated. In our view, the best way to assure reliable
telecommunication networks is to have a comprehensive approach to risk and resilience, which includes veri-
fiable conformance and testing protocols. When it comes to managing risks in cyberspace, the best approach
is to distrust everyone.

For the past year, as telecommunication service providers in numerous countries have begun choosing
suppliers for their 5G networks, the United States government (USG) has emphatically told governments
around the world that Huawei cannot be trusted to be a supplier to their 5G networks and has put heavy
pressure on a number of governments to bar Huawei from 5G development. Donahue articulated his concerns
somewhat more dispassionately than most, with an emphasis on what is critical from a national security per-
spective. He also stressed the importance to the United States and the global community of promoting greater

Andy Purdy is Chief Security Officer, Huawei Technologies, USA; Vladimir M. Yordanov is former Global Cybersecurity
and Privacy officer, Huawei technologies; Yair Kler is Head of Solution Security — Europe, Middle East, Africa Region,
Huawei Technologies.
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competition among telecom equipment providers,
which we agree is good for everyone.

This article attempts to explain why we believe
that those who argue for the need to block Huawei
and assume that Huawei’s European competitors’
products are worthy of trust, are wrong. Making a
determination that a supplier is trustworthy based
on the country in which it is headquartered is a
misguided and dangerous approach. The article also
describes a framework for a holistic cybersecurity
strategy that ensures resilient and secure networks—
including those with Huawei technology—are
available to the United States and its allies, even on
the worst possible day.

Washington’s Problem and Donahue’s
Solution

5G will have a major impact on the world economy.
It will bring massive cloud-based computing power
to the end-user and create new jobs by digitizing
and 5G-enabling current and new industries. A 2019
study conducted by the market survey firm IHS
Markit, commissioned by the U.S.-based chip and
telecom equipment maker, Qualcomm, concluded
that by 2035, 5G will enable $13.2 trillion in global
economic output, or the equivalent of adding 5 per-
cent to global GDP.

Only a handful of vendors can supply end-
to-end 5G equipment, and none of them is
headquartered in America. The choices for 5G
Radio Access Networks are limited mainly to Nokia,
Ericsson, ZTE, and Samsung, but Huawei is gener-
ally acknowledged to be the leader in technological
development and product range. Ericsson and Nokia
are the closest runners-up.

The USG is opposed to using Huawei equipment
in its networks and has put forth various reasons
for its opposition, usually premised on the claim
that China could imperil U.S. national security by
using Huawei equipment to shut down networks,
steal data, or conduct unauthorized surveillance.
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Donahue focuses on what he sees as the most signif-
icant national security risk to the United States of
having Huawei equipment in a key network; that on
the “worst possible day”—during a military conflict
or a situation when the United States must be able
to use military force or deter an adversary from a
hostile action—U.S. telecommunications networks,
and those foreign networks that enable communi-
cations by United States and allies’ assets, may not
be available if they include equipment supplied by a
company headquartered in China. Donahue argues
that even for fiber links that withstand hostilities,
data traveling over such links could be “subject to
disruption if the communications must pass through
equipment provided by vendors from hostile coun-
tries.” Moreover, the United States might not be able
to rely on communications satellites as an alternative
avenue for key communications.

According to Donahue, this risk cannot
be mitigated because “with 5G, the distinction
between the edge and the core largely disappears.”
He contends that this would prevent operators
from maintaining proper isolation and, as a result,
vulnerabilities at the edge could directly impact and
expose the core network to unmanageable risks.
Therefore, in his view, it is not enough simply to
ban Huawei from the core of 5G; Huawei must be
banned from supplying any equipment to any part
of networks that may be depended on by the United
States and its allies.

Having left the telecommunications indus-
try in the United States to the unpredictability of
market forces, the U.S. no longer has a domestic
equipment vendor able to provide a full range of
products. Moreover, the two European vendors,
Nokia and Ericsson, that Donahue presumes are
“trusted,” are not on strong financial footing.
They lack for example, adequate ability to invest
in R&D. Donahue argues that, given the strategic
importance of secure communications, the U.S.

government should step in and either help to fund
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the development of a strong U.S. supplier or consor-
tium-supplier, invest in telecom firms in friendly
countries, or consider buying Nokia, Ericsson, or
both. He concedes that this would likely cost tens of
billions of dollars.

The Problem with a “Trusted Vendor”
Strategy

In Donahue’s view, Nokia and Ericsson can be
trusted because they are headquartered in countries
that are close U.S. allies: Huawei, conversely, cannot
be trusted because its headquarters are in China—a
strategic U.S. adversary. We do not argue that the
two Nordic companies are not worthy of trust in a
traditional sense, but strongly urge that the determi-
nation that a company is worthy of trust—and thus
that its products should automatically be deemed
trustworthy—should not depend solely on where
the company is headquartered. A few recent cases
demonstrate this reality.

In 2013, the retailer Target was attacked through
a supplier of air conditioning services.? Because it was
a trusted supplier, the A/C vendor had remote access
credentials to parts of Target’s servers for the purpose
of monitoring temperature and energy use through-
out Target stores. But by tricking one of the supplier’s
staff through a phishing email, hackers managed to
piggy-back on the vendor’s access privileges to steal
customers’ credit card data. The data breach ended
up costing Target $292 million’ in compensation,
legal, and other expenses. This excludes lost sales and
the impact on share prices.

In 2017, hackers used TeamViewer, a software
program used by IT support technicians to repair
computers remotely, to breach the servers of Piriform,
a company that was in the process of being acquired
by cybersecurity software provider Avast. While
inside the network, the attackers introduced malware
into CCleaner, a widely trusted registry-cleaning tool
that has been downloaded more than 2 billion times
worldwide. Throughout the acquisition of Piriform,
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users continued to install CCleaner on their comput-
ers. As a result, the corrupted version of the program
allowed attackers to penetrate the servers of at least 11
companies, mostly in the IT sector.!

Also, in 2017, researchers identified a new
type of vulnerability in Intel x86 architecture®
called Meltdown, which could be exploited by
adversaries to bypass computer security proto-
cols and steal secrets processed on it. Additional
research® identified new vulnerabilities, including
Spectre, Spectre-NG, Foreshadow, TLBleed, and
ZombieLoad, in Intel’s CPU chips. The U.S. military
and many other U.S. government agencies are major
users of x86-based computers, largely because Intel
is widely considered a trusted vendor.

Earlier this year, the Washington Post published
the news that Crypto AG, a Swiss manufacturer of
encryption devices, was owned by the CIA and the
German spy agency BND. According to the report,
for decades Crypto supplied compromised equip-
ment to more than 120 governments. Backdoors
installed by BND into Crypto’s machines enabled
the United States and Germany to intercept and
decrypt highly classified communications from
allied nations and foes alike. Buyers trusted Crypto’s
gear largely owing to Switzerland’s carefully culti-
vated reputation for neutrality.

The common denominator in all of these inci-
dents is that, in each case, attackers compromised
the target systems through a trusted vendor. Trust
that is not based on evidence is a network security
design flaw.

Huawei is headquartered in Shenzhen (south-
east China, next to Hong Kong), but both Nokia and
Ericsson develop many of their products in China and
manufacture hardware there. Ericsson operates five
innovation centers in China, including one focused
on 5G. Nanjing is the company’s largest manufac-
turing and logistics base worldwide and the location
where Ericsson makes its 5G gear. Ericsson has 11,000
staff in China, roughly 5,000 of whom work in R&D.”
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NOKIA is a multinational communications and information technology company founded in 1865 with

substantial operations in China. (Photo by Testing / Shutterstock.com)

Similarly, Nokia co-owns its Chinese subsidi-
ary, Nokia Shanghai Bell, together with a Chinese
state-owned enterprise, China Huaxin, which holds
just over 49 percent of the venture® and has the right
to nominate its CEO. From 2002 to 2017, the unit’s
chairman also acted as the Secretary of the Chinese
Communist Party committee within the company
(every company of a certain size that does business
in China is required to have a Party committee).’

Were the United States to buy Nokia or Ericsson
(or both), it would be acquiring firms with sub-
stantial operations in China, and large numbers of
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Chinese personnel. Instead of making assumptions
about trustworthiness based on where a company is
headquartered, it is preferable to focus on the assur-
ance and transparency requirements and features of
all the key players, including the telecom and mobile
operators, on the one hand, and the equipment (and
other third-party) suppliers, on the other.

5G in the U.S. Military

It is commonsense that U.S. national security
communications must be available—world-
wide—when needed. Donahue contends that if
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key communications networks are disrupted, the
United States may not be able to count on the sur-
vival of communications satellites as an adequate
alternative: He notes that even communications on
still-operational fiber lines could be intercepted by
adversaries, particularly if the equipment used was
supplied by “vendors from hostile countries.”

But the Department of Defense (DOD) is
enthusiastic about the use of 5G by the military, as
evidenced by a paper it published last year."” The
paper mentioned several security concerns but,
according to the DOD, these are manageable. In the
meantime, the evolving industry standards for 5G
security are providing demonstrable enhancements.

We must point out the obvious limitations of 5G
for use by the U.S. military. First, the U.S. military
operates globally but it will be a long time before
civilian 5G networks are deployed everywhere the
U.S. military or its allies operate. A quick look into
the GSM A" mobile economy 2019" report reveals
that by 2025, only 15 percent of the world’s mobile
network traffic will operate on 5G, while 25 percent
of it will, of necessity, use 15- to 20-year-old 2G or
3G technologies. (2G and 3G do not satisfy even the
most basic bandwidth requirements for 5G-enabled
U.S. military applications.) Based on previous
adoption rates of mobile technologies, it would be
reasonable to estimate that it will take 5G between 20
and 30 years to reach 80 percent global coverage.

In addition, 5G networks are localized and
operate within the coverage area (dictated by local
circumstances of the particular state, operator,
or geography). Therefore, when traffic is carried
outside of state borders or between operators—for
example, from a Middle Eastern country to the
United States—it must traverse the global back-
bone and pass through various states and undersea
cables, paths which are vulnerable to tampering and
disruption, regardless of the vendor or equipment
deployed. Thus, while some U.S. adversaries may
be developing capabilities to remotely shut down
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wireless networks, another option is to “cut the
wire” as The National Interest described in a 2018
article on Russian undersea capabilities. If you have
access to a submarine, this direct route would likely
be easier than trying to remotely shut down a distant
network by routing attacks through multiple opera-
tors and their various security controls.

Second, on the “worst day,” 5G could be
unavailable in one or more of the key fields of oper-
ations. Mobile networks are vulnerable to signal
jamming and GPS spoofing attacks. In late January
2020, the U.S. Navy conducted a large-scale GPS
jamming exercise that covered 125,000 square miles
in six U.S. states.”® News reports also indicate that
GPS jamming is widely used by Russia against U.S.
tighter jets near Iran." Given the range and reach
of such jamming technologies and their potential
impact on 5G networks national security critical
communications need to have access to alternative
network technologies in addition to 5G.

During a conflict, a communications network
can come under attack from multiple vectors. To
disable 5G networks, attackers will first select the
easiest, most direct route offering the highest prob-
ability of success. Trying to hack into a 5G network
that is designed to field such breaches is a com-
paratively harder way for an enemy to achieve the
intended result.

Security Challenges Posed by 5G

In coming years, governments, businesses, and
households will increasingly depend on information
and communications technologies (ICT) for essential
services. Digitized industries and businesses will cre-
ate new products and services that use 5G’s capability
to seamlessly deliver cloud-based computing power
to the user: 5G provides high speed, low latency, and
the ability to support up to one million connections
per square kilometer. The new network technology
will be relied on to provide essential government ser-
vices and manage critical infrastructure such as the
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5G Repeater Tower, Mobile Phone Base Station. (Bill Oxford)

power grid, banking, aviation, telecommunications,
and public transport, to cite a few examples. And
apparently, as we just saw, DOD also plans to use it
extensively for military-related purposes.

While the benefits will be numerous, the result of
this enhanced connectivity and 5G-enabled services
will be an expanded attack surface and a height-
ened risk of cyber breach or disruption in multiple
domains. Attackers will have more potential entry
points as they attempt to extract and modify data, dis-
rupt services, and perpetrate other malicious exploits.

Such risks exist with 3G and 4G, but 5G
increases their potential impact because more
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critical services will depend on telecommunications
technology. Harm caused by unauthorized tamper-
ing with a 5G-connected device could propagate to
the rest of the network, using 5G’s higher speeds and
lower latency to do more damage. In a worst-case
scenario, a successful attack could deal a crippling
blow to a government, knock out critical infrastruc-
ture, paralyze technologies needed for healthcare,
and disrupt key supply chains.

In October 2019, the European Commission
published a report on the implications of 5G deploy-
ment. The report identified five types of risk, linked
to the following causes:"
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= Insufficient security measures
= 5G supply chain

= Third parties such as foreign governments or
organized crime

= Interdependencies between 5G networks and
critical systems (such as basic infrastructure or
healthcare)

= Multiplication of unsecured devices linking to
the 5G networks.

These risks, while formidable, have been
anticipated by the industry in the collaborative
standards process—not just equipment suppliers,
but also network operators, device manufacturers,
and software developers.

Periphery and Core in 5G: a Distinct
Separation

Donahue states that in 5G, “...the distinction
between the edge and the core largely disappears,”
and as a result, Huawei would have access to an
entire network even if it only supplies the radio
equipment. In fact, although under 5G the core and
the edge move closer together in a physical sense, the
virtual distinction is maintained and the standards
enhance security of both, particularly the “edge.”
The distinction between the core and edge in
the logical architecture of 5G is defined by 3GPP'¢
and the European Telecommunications Standards
Institute (ETSI),” and recognized by the U.S.
Federal Communications Commission (FCC). In
addition to the existing core, access, and transport
sections of the network, this architecture introduces
a new section of the network referred to as edge
computing, also known as multi-access edge com-
puting (MEC) in ETSI terminology. According to
3GPP 5G standardization documents, MEC is a dis-
aggregated part of the core network, located closer
to the access network in order to reduce network
latency. It remains part of the core network and
maintains clear logical separation from the access

PRISM 9, NO. 1

DON’'T TRUST ANYONE

network; and it includes dedicated interfaces as well
as possible physical separation. The 5G standards
process makes clear that the core and edge separa-
tion will be maintained in 5G.

The continued virtual separation of the core
from the RAN and the attendant security bene-
tits have been confirmed authoritatively. In June
2019, Professor Alf Zugenmaier (Vice Chair of
the 3GPP SA3') and Professor Rahim Tafazolli*
(University of Surrey), testified on the subject at a
U.K. House of Commons hearing:* “The core net-
work, as defined by the functions, may be moving
out closer to the cell sites....but it is very clear what
functions are core network and which are access
network,” Zugenmaier said. Tafazolli added that,
“there is a clear distinction between core and radio
access networks wired through a unified interface,
which is standardized in the 3GPP standardiza-
tion.” Tafazolli further noted that, “operators have
the option of buying the core from one vendor and
radio access from other vendors.”

A Holistic Risk-Mitigation Strategy for
5G Networks

Effectively managing the risk involved in 5G net-
works is feasible without barring suppliers and even
while using equipment that is not deemed secure.
The comprehensive strategy we describe below
involves techniques recently endorsed and imple-
mented by the most credible U.S. cybersecurity
authorities. This holistic cybersecurity approach
includes two design principles and three pillars.
The two principles are trust minimization and the
assumption of breach:

Trust Minimization; as discussed above, trust
should be considered a fatal design flaw. Therefore,
any security solution designed for critical infra-
structure should minimize, as much as possible, the
degree of trust in the underlying components, ser-
vices, and personnel. Trust should be proven based
on facts and should not be assumed.
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Assume Breach;* a concept that was coined in the
early 2000’s 2 by Kirk Bailey, who suggested that
organizations should build their networks based on
the assumption that a well-funded adversary (e.g., a
state-sponsored hacker) would be able to infiltrate
any system. Bailey’s proposed design principle res-
onated with the U.S. government. In 2016, General
Michael Hayden (ret.), the former Director of the
CIA and NSA, said, “Fundamentally, if somebody
wants to get in, they’re getting in... Accept that.”>

These principles complement each other and
should be the foundation for a robust risk-mitigation
framework. Trust-minimization and assume-breach
have successfully proven themselves under extreme,
hostile conditions for the past decade. We mentioned
earlier the Intel x86 vulnerabilities called Meltdown,
Spectre, Spectre-NG, Foreshadow, TLBleed, and
ZombieLoad. Although the vulnerabilities impacted
the deepest layer of the system, that is, the hard-
ware layer, the damage was minimal. Leading cloud
service providers in the United States had generally
adopted a breach-assumption approach that pre-
vented and mitigated serious consequences.

We will now discuss three pillars of a holistic
cybersecurity strategy. The first two pertain to trust
minimization, while the third relates to anticipating
and countering breaches.

Pillar I: Standardization

Standardization is an important pillar in the cyberse-
curity domain. It provides a common set of guidelines,
requirements, and recommendations in a transparent,
verifiable, and reproducible manner. Standardization
provides experts and laymen, businesses, regulators,
and customers with a clear and common under-
standing of good versus bad. Once set, these common
guidelines, requirements, and recommendations are
continuously validated and verified by operators and
regulators in the domain or industry covered.

The 3rd Generation Partnership Project
(3GPP) is the standardization body responsible for
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the development of 5G standards. Headquartered
in France, it coordinates global standard-setting
activities for seven national or regional telecom
standards groups. Within 3GPP, the SA3 working
group is dedicated to the development of security
specifications. The SA3 working group includes
vendors and operators from around the world. They
work together to define cybersecurity enhance-
ments and mitigations that address the risks and
challenges identified through a comprehensive risk
assessment.?* In addition, other standardization
bodies, such as the European Telecommunications
Standards Institute (ETSI), develop and define the
security specifications for some of the underlying
technologies, such as network function virtualiza-
tion (NFV),” which drive 5G.

Both 3GPP and ETSI have worked extensively
on 5G security standards. 3GPP, for instance, devel-
oped security enhancements including an overall
5@ security architecture, a new 5G key management
scheme, enhanced radio access network (RAN)
security with user plan integrity protection, network
slicing security, network domain security, and man-
agement security and cryptographic algorithms.

Representatives of the U.S. government have
expressed concerns about the security and reliabil-
ity of 5G networks. However, scholars at prominent
U.S. think tanks noted? that the United States has
not actively participated at meetings where secu-
rity standards are being set. Presently, European
and Asian vendors account for over 95 percent of
all 3GPP SA3 security-related proposals. During
the last four years (2016-2019), Chinese vendors
submitted over 1,600 5G security proposals alone.
Conversely, during the same period, the United
States only put forward a handful.

This is seemingly about to change. In May 2020,
the Department of Defense (DOD) published its
5G Strategy document” acknowledging that “DOD
has not engaged with the governance bodies that set
mobile wireless industry standards.” DOD observed
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that, “to promote high-quality, protected, and reli-
able 5G devices and applications, the U.S. must play
a lead role in shaping information and communica-
tions technology standards.”

5G standards will continuously evolve in sub-
sequent 3GPP standards releases.” In mid-June,
the Department of Commerce issued a new rule®
allowing U.S. companies to work with Huawei on
5G standardization. Active involvement of the U.S.
government and U.S. companies in security stan-
dardization will help to ensure that national-level
security requirements are captured and reflected in
the evolving standards.

Pillar II: Verification and Testing: Security
Assurance Specifications [SCAS]

Given the sophistication and resources of a small
number of nation states and their capability to
virtually implant hidden functionality in hardware
and software, it is important that everyone’s prod-
ucts be subject to scrutiny to manage the real risk
in cyberspace.

Verification and testing align with the prin-
ciple of trust minimization and are therefore an
essential part of a holistic, risk-mitigation strategy.
Verification ensures that products and services
provided by any vendor satisfy a set of well-de-
fined requirements, thereby reducing the risk that
a product behavior is inconsistent with the agreed
specification, including in failure scenarios.

Security testing goes a step further by ensuring
that the system security properties are not violated
even under hostile and/or unpredictable condi-
tions. Various security certification schemes have
developed over the past 30 years for the evaluation
of vendors’ and operators’ security posture. These
include product-specific standards efforts such as
ISO 15408 (Common Criteria) and GSMA/3GPP
NESAS/SCAS, as well as company-level risk man-
agement schema such as ISO/IEC 270xx, ISO/IEC
28000, and ISO 22301, to name a few.
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3GPP and GSMA introduced two new enhance-
ments aimed at increasing operators’ security
assurance in 5G products with transparency;
SCAS—SeCurity Assurance Specifications, and
NESAS—Network Equipment Security Assurance
Scheme.* Together these represent a major contribu-
tion toward clear requirements and an independent
testing regime for telecommunications equipment.

The work done to date by ISO, 3GPP, or GSMA
should be applauded and supported, but it is essential
that the collaborative effort continues forward with
even broader, more robust input. Currently, operators
and vendors do not have clear, comprehensive, stan-
dards-based guidance about what equipment they
will be allowed to deploy in various countries around
the world. 5G verification and testing is a work in
progress, which needs additional collaborators.

As is the case for standards-setting, the United
States has contributed little to discussions on
verification and testing. Such security assurance
frameworks would increase business certainty and
efficiency, improve the security posture of operators
and vendors, and promote transparency. On June
3,2020 DOD announced, as part of its 5G Strategy,

3132 5G Core secu-

seven new locations for 5G testing.
rity experimentation will take place at Joint Base San
Antonio. This development, we feel, puts the United
States in a position to help drive the development,
strengthening, and adoption of global security stan-

dards and testing regimes.

Pillar III: Multi-Level Cyber Resiliency

In 5G networks, developing cyber-resilient systems
requires the participation of all key stakeholders.

The five main stakeholders in the 5G network are
mobile network operators (MNOs), suppliers of
services, equipment vendors, vertical industries, and
governments. A multi-level cyber-resiliency strategy
articulates goals for each of these stakeholders. It also
identifies inter-dependencies between stakeholders at
the federal and state levels (for example, when a single
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network hub is shared by multiple operators, which
when compromised may pose a national-level risk).

The National Institute of Standards and
Technology (NIST) defines cyber resiliency as, “the
ability to anticipate, withstand, recover from, and
adapt to adverse conditions, stresses, attacks, or
compromises on systems that use or are enabled by
cyber resources.”* Cyber resiliency derives from the
breach-assumption design principle. It acknowl-
edges that despite standardization and testing,
system defenses will be breached. According to NIST;
“modern systems are large and complex entities and
as such, adversaries will always be able to find and
exploit weaknesses and flaws in the systems.”

Cyber-resiliency is a realistic, rational
approach that has been endorsed and advocated
by some of the main agencies in the U.S. govern-
ment. The U.S. Defense Science Board Task Force
has stated that, “susceptibility to the advanced
cyber threat by the Department of Defense is also
a concern for public and private networks. Cyber
resiliency is a critical factor.”*

Resiliency does not ensure full system integrity.
But implemented correctly, it ensures that systems
will be able to perform their most critical tasks.
“From the perspective of cyber resiliency, system ele-
ments or constituent systems that are less critical to
mission or business effectiveness can be sacrificed to
contain a cyber-attack and maximize mission assur-
ance,” NIST advises.

The concept of cyber resiliency is a flexible one
that can be adapted to various scenarios. Every orga-
nization has different goals and priorities, so each
organization has to determine what its mission-crit-
ical tasks are. This definition of priorities informs
network designers of the resiliency objectives. A
top objective might be, “Preclude the successful
execution of an attack or the realization of adverse
conditions.” But at another organization, the top pri-
ority could be, “Restore as much mission or business
functionality as possible after adversity.”
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To achieve their cyber-resiliency goals, network
designers can choose from a wide array of proven
techniques. Below are some of the techniques rele-
vant to 5G security:

= Contextual Awareness; construct and main-
tain current and correct representations of the
system’s security posture, revealing patterns or
trends in adversary behavior.

= Analytic Monitoring; maximizes the ability to
detect potentially adverse conditions and identify
potential or actual damage.

= Coordinated Protection; requires an adversary
to overcome multiple safeguards (i.e., implement
a strategy of defense-in-depth), increasing the
cost to the adversary and raising the likelihood of
detection.

= Deception; hide critical assets from adversary or
expose covertly tainted assets.

= Substantiated Integrity; detect attempts by an
adversary to deliver compromised data, software,
or hardware, as well as successful modification or
fabrication.

Resources availability is one of the compo-
nents of cyber-resiliency. This essentially refers
to the ability to obtain critical system compo-
nents even in times of crisis. The early days of
the COVID-19 pandemic, when countries—even
close allies—were hoarding medical supplies,
served as a reminder of the importance of ensur-
ing critical resources availability even under the
most abnormal circumstances. To do this national
governments need to systematically identify key
components that need to be stored and for how
long. For a superpower like the United States, it
may in addition be appropriate to have at least
some capability for strategic local manufactur-
ing. This is the approach that is apparently being
followed with Taiwan Semiconductor,® a criti-
cal supplier of electronic components, which has
agreed—in principle—to build a plant in Arizona.
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With a well-designed cyber-resiliency strategy,
countries can be predominantly vendor-agnostic in
cybersecurity terms. The United States could poten-
tially allow any vendors, regardless of their state of
origin, to be in any section of the network, including
the network core. While this may sound risky to some,
especially given the current political environment, this
conclusion is built on analysis by world experts, as well
as on a rich foundation of sound academic work.

In the next section, we look at supplier diver-
sity. This is one of the most frequently cited
elements of a cyber resiliency strategy. As we will
see below, it is not primordial in importance, and it

is certainly not a cure-all.

The Pitfalls of Relying on Vendor
Diversity

Politicians and the media sometimes cite supplier
diversity as a silver bullet to address cybersecurity
risks. It was mentioned prominently in the EU 5G
toolbox released earlier this year.*® In fact, supplier
diversity plays a relatively minor role in cybersecu-
rity. And if misunderstood or poorly implemented,
supplier diversity can actually become a threat to
network integrity.

Diversity is only one of fourteen resiliency tech-
niques listed both by NIST and MITRE.*” According
to NIST, diversity encompasses six different sub-cat-
egories, including architectural diversity, design
diversity, synthetic diversity, information diversity,
path diversity, and of course supply chain diversity.

Diversity can enhance cyber resiliency, but it
can also undermine it. In its cyber-resiliency design
principles document,*® MITRE noted that,

Diversity can be problematic in several
ways: first, it can increase the attack sur-
face. Rather than trying to compromise a
single component and propagate across all
such components, an adversary can attack
any component in the set of alternatives,
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looking for a path of least resistance to
establish a foothold.

Second, it can increase demands on devel-
opers, system administrators, maintenance
staff, and users, by forcing them to deal with
multiple interfaces to equivalent compo-
nents. This translates into increased lifestyle
costs. (These costs have historically been
acceptable in some safety-critical systems.)
This can also increase the risk that inconsis-
tencies will be introduced, particularly if the
configuration alternative for the equivalent
components are organized differently.

Third, diversity can be more apparent than
real (e.g., multiple different implementa-
tions of the same mission functionality

all running on the same underlying OS,
applications which reuse software compo-
nents). Thus, analysis of the architectural
approach to using diversity is critical.

While we understand why supplier diversity
is prominent in public discourse on 5G security, its
importance must be kept in perspective.

Network Resiliency Under Extreme
Conditions

Modern military conflicts put communication
networks under extreme duress. The U.S. military
can resort to alternative and highly robust sys-
tems when necessary. We very briefly present some
examples below.

The Defense Advanced Research Projects
Agency (DARPA) has been working on mobile ad
hoc networks (MANET)* since the early 1970s.
These networks can be deployed in hostile environ-
ments ensuring the bandwidth requirements of U.S.
forces would not be impacted by enemy threats. And
low-orbit, high-speed satellite technology, such as
those currently being developed by U.S. vendors,*
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can be further enhanced and secured to satisfy
current and future availability, confidentiality, and
integrity requirements.

Resilient-system design is another tool that
could be used on actual or likely battlefields.
Military and intelligence agencies are proficient at
building applications and services that can share
information using multiple concurrent commu-
nication paths based on the networks’ availability.
This ensures that if network disruptions occur in
one operator or in multiple operators, commu-
nication channels will still operate, even under
hostile circumstances.

To enhance the resiliency and survivability of
U.S. military networks and foreign networks that
support the U.S. military in other countries requires
investment in technology and personnel. Rather
than spending tens of billions of dollars to acquire
or subsidize Nokia or Ericsson, we propose that U.S.
network resiliency would be better served by spend-
ing on refining and deploying technologies that can
survive hostile environments, developing people
who can build and operate such networks, and con-
ducting R&D to develop better tools and protocols
to achieve greater assurance.

Conclusion

Excluding certain vendors while trusting others
without assessing and addressing real cybersecurity
risk, makes no sense from an economic or cyber-
security perspective. The United States is so intent
on blocking Huawei from U.S. and allies” networks
that it is considering alternatives that could cost tens
of billions of dollars; buying or investing in Nokia
or Ericsson, or both, or investing in an alternative
U.S. company or consortium, or some alternative
technology. Opposition to Huawei bridges the acri-
monious political divide in the United States like few
other contemporary issues.

Trustworthiness does not play a role in cyber-
security. What matters far more is the transparency
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of telecom suppliers’ operations, including whether
and how they provide ongoing support to the opera-
tor after equipment is installed. Selecting a supplier
should be based on the quality and reliability of its
products, their demonstrable conformance to stan-
dards and best practices, as well as compliance with
regulatory and contractual requirements.

Some have said candidly about Huawei that “it
is not about the company, it is about the country.”
Given the availability of trustworthy, transpar-
ent and—as seen earlier in this article—proven
risk-mitigation mechanisms, the U.S. government’s
decision to ban Chinese equipment vendors appears
clouded by geopolitical concerns; namely China’s
rise economically, militarily, and technologically.

Banning vendors reduces competition and
ironically increases the cybersecurity risk; the UK’s
Intelligence and Security Committee (ISC) stated
in July 2019 that, “limiting the field to just two ven-
dors,.., would increase over-dependence and reduce
competition, resulting in less resilience and lower
security standards.”™' *> We believe that global
vendors play an essential role in the competitive
landscape, bringing unique expertise, experi-
ence, and knowledge. Greater competition brings
multiple benefits; greater innovation, lower prices,
and—when well-implemented—greater resilience.

Huawei’s top executives have stated that they
are interested in talking with the U.S. government
about how the company can address cybersecurity
concerns and demonstrate that neither Huawei
products nor its employees are subject to the undue
influence of the Chinese (or any other) government.
Huawei would discuss manufacturing in the United
States,** opening Huawei to independent testing
pursuant to recognized standards and best practices
for telecom equipment,* or licensing Huawei’s 5G
technology to a U.S. company or consortium.*

If domestically fostering a vibrant technology
and telecom sector is the policy of the United States,
then the way forward is a tried and true one: Form
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a private sector-led, public-private partnership to
develop and implement a U.S. industrial technology
innovation strategy. This will involve investing in
R&D, providing sectoral incentives, funding univer-
sity research, attracting the smartest minds in the
world, and encouraging foreign investment.

It is not clear what the U.S. government will
do next. But with trade tensions poised to weaken
global growth, and roughly half the world’s popula-
tion still lacking internet access, one can hope that
Washington will begin focusing on how to promote
the spread of safe digital technology. PRISM

Endnotes

'Thomas Donahue, “The Worst Possible Day: U.S.
Telecommunications and Huawei,” PRISM 8.3, (2019):15,
https://ndupress.ndu.edu/Portals/68/Documents/prism/
prism_8-3/prism_8-3.pdf, p. 15.

?Liam Tung, “Target hackers hit air-conditioning
firm first as a way in,” ZDNet, February 6, 2014,
https://www.zdnet.com/article/target-hackers-hit-air-
conditioning-firm-first-as-a-way-in/.

*Target Annual Report, (2016): 44, https://corporate.
target.com/_media/targetcorp/annualreports/2016/pdfs/
target-2016-annual-report.pdf.

*Lily Hay Newman, “Inside the Unnerving Supply
Chain Attack That Corrupted CCleaner,” Wired, April 17,
2018, https://www.wired.com/story/inside-the-unnerv-
ing-supply-chain-attack-that-corrupted-ccleaner/.

>x86 refers to Intel’s CPU architecture developed by
Intel. X86 is used in hundreds of millions of computers in
the U.S. and worldwide.

Lindsey O’Donnell, “ZombieLoad: How Intel’s
Latest Side Channel Bug Was Discovered and Disclosed,”
Threatpost, May 20, 2019, https://threatpost.com/
zombieload-how-intels-latest-side-channel-bug-was-dis-
covered-and-disclosed/144849/.

7Zhao Juntao, “President of Ericsson China: epi-
demic spread, global 5G demand has not been weakened,”
interview by Liu Yuying, March 30, 2020, https://www.
tellerreport.com/business/2020-03-30---president-of-er-
icsson-china--epidemic-spread--global-5g-demand-has-
not-been-weakened-.SyeikY byvU.html.

PRISM 9, NO. 1

DON’'T TRUST ANYONE

8Nokia Corporation, Nokia and China Huaxin
sign definitive agreements for creation of new Nokia
Shanghai Bell joint venture, May 18, 2017, https://
www.nokia.com/about-us/news/releases/2017/05/18/
nokia-and-china-huaxin-sign-definitive-agreements-for-
creation-of-new-nokia-shanghai-bell-joint-venture/.

°Telecoms, “Nokia and Ericsson have links to
China’s Communist Party,” Telecomstechnews, August 13,
2018, https://telecomstechnews.com/news/2018/aug/13/
nokia-ericsson-china-communist-party/.

"Defense Science Board, “Defense Applications of
Fifth Generation Network Technology,” June 24, 2019,
https://www.hsdl.org/?abstract&did=828623.

'The GSM Association (GSMA) represents the
interests of mobile network operators worldwide. Its
members include over 750 mobile operators. Other com-
panies active in the telecommunications industry also
participate in GSMA activities.

2GSMA, “The Mobile Economy 2020 (2020),
https://www.gsma.com/r/mobileeconomy/.

Tom Demerly, “U.S. Navy Now Jamming
GPS Over Six States and 125,000 Square Miles,” The
Aviationist,” January 23, 2020, https://theaviationist.
com/2020/01/23/u-s-navy-now-jamming-gps-over-six-
states-and-125000-square-miles/.

“David Axe, “Why and How Russia Is Jamming
American Fighter Jets Near Iran,” The National Interest,
January 17, 2020, https://nationalinterest.org/blog/buzz/
why-and-how-russia-jamming-american-fighter-jets-
near-iran-115021.

European Commission and the Finnish Presidency
of the Council of the EU, “Member States publish a report
on EU coordinated risk assessment of 5G networks secu-
rity,” October 9, 2019, https://ec.europa.eu/commission/
presscorner/detail/en/IP_19_6049.

The 3rd Generation Partnership Project, bet-
ter known as 3GPP, is a confederation of standards
organizations which develop protocols for mobile tele-
communications. 3GPP will be described in more details
further down in the section on standardization.

”The European Telecommunications Standards
Institute is one of the leading standard-setting organiza-
tions worldwide. Will be discussed later in this paper.

8The SA3 working group within 3GPP is dedicated
to the development of security specifications.

Y Tafazolli is Professor of Mobile and Satellite
Communications at the University of Surrey, Director of
the Institute of Communication Systems, and Director of
the 5G Innovation Centre.

FEATURES | 127



PURDY, YORDANOYV, AND KLER

*The hearing focused on the U.K.s telecommuni-
cations infrastructure. It was organized by the Science
and Technology Committee of the House of Commons.
Minutes available here: http://data.parliament.uk/writ-
tenevidence/committeeevidence.svc/evidencedocument/
science-and-technology-committee/uk-telecommunica-
tions-infrastructure/oral/102931.html.

Aeffrey J. Guy, “Who coined “assumption of
breach?,” Armatum Networks, May 11, 2012, http://arma-
tum.com/blog/2012/who-coined-assumption-of-breach/.

22 Ernie Hayden, “Data breach protection
requires new barriers,” TechTarget, May 2013,
https://searchsecurity.techtarget.com/feature/
Data-breach-protection-requires-new-barriers.

»John Miller, “FBI fighting two-front war on grow-
ing enemy - cyber-espionage,” CBS News, May 23, 2012,
https://www.cbsnews.com/news/fbi-fighting-two-front-
war-on-growing-enemy-cyber-espionage/.

243GPP, “3GPP Specifications per TSG/WG,” https://
www.3gpp.org/DynaReport/TSG-WG--53.htm.

BETSI, “Network Functions Virtualisation (NFV),”
https://www.etsi.org/technologies/nfv.

*Theresa Hitchens, “US Risks Losing 5G Standard
Setting Battle To China, Experts Say,” Breaking Defense,
May 11, 2020, https://breakingdefense.com/2020/05/
us-risks-losing-5g-standard-setting-battle-to-china-ex-
perts-say/.

¥ Department of Defense,” Department of Defense
(DoD) 5G Strategy (U),” May 2, 2020, https://www.cto.
mil/wp-content/uploads/2020/05/DoD_5G_Strategy_
May._2020.pdf.

% During the development of the 3GPP 5G secu-
rity standards, Dr. Anand R. Prasad, then chairman of
the 3GPP SA3, noted that “the reassessment of other
security threats such as attacks on radio interfaces, sig-
naling plane, user plane, masquerading, privacy, replay,
bidding down, man-in-the-middle and inter-operator
security issues have also been taken in to account for 5G
and will lead to further security enhancements.” https://
www.3gpp.org/news-events/1975-sec_5g.

»https://www.cnet.com/news/us-firms-now-al-
lowed-to-work-with-huawei-on-5g-standards/.

128 | FEATURES

9 SCAS is a set of security specifications for 5G
equipment and NESAS defines security requirements and
an assessment framework to audit the vendor’s product
development and lifecycle management process. Vendors
would verify their products in special ISO 17025-certified,
GSMA-recognized testing labs. These new security-assur-
ance schemes provide additional validation that products
adhere to the security specifications, further minimizing
the need to rely on the trusted vendor approach. Various
leading European regulators have been evaluating NESAS
as well as other cyber-security certification schemes as
potential candidates for 5G certification.

' Corinne Reichert, “US Defense Department ramps
up 5G testing,” CNET, June 4, 2020, https://www.cnet.
com/news/us-defense-ramps-up-5g-testing/.

2Department of Defense, “DOD Names
Seven Installations as Sites for Second Round of 5G
Technology Testing, Experimentation,” June 3, 2020,
https://www.defense.gov/Newsroom/Releases/Release/
Article/2206761/dod-names-seven-installations-as-sites-
for-second-round-of-5g-technology-testin/.

3Ron Ross, “Building Cyber Resilient Systems,”
National Institute of Standards and Technology,
https://csrc.nist.gov/CSRC/media/Presentations/
building-cyber-resilient-systems/images-media/Building-
Cyber-Resiliency-MITRE-20180508.pdf.

3 Ron Ross, Victoria Pillitteri, Richard Graubart
Deborah Bodeau and Rosalie McQuaid, “Developing
Cyber Resilient Systems: A Systems Security Engineering
Approach,” National Institute of Standards and
Technology, November 2019, https://csrc.nist.gov/
publications/detail/sp/800-160/vol-2/final.

*Debby Wu and Ian King, “Taiwanese Chipmaker
Plans to Build $12 Billion Factory in Arizona,”

Time, May 15,2020, https://time.com/5837274/
tsm-chip-plant-arizona/.

*European Commission, “Secure 5G networks:
Questions and Answers on the EU toolbox,” January 29,
2020, https://ec.europa.eu/commission/presscorner/
detail/en/qanda_20_127.

MITRE is a federally funded research and devel-
opment corporation. MITRE describes its main areas of
research as artificial intelligence, intuitive data science,
quantum information science, health informatics, space
security, policy and economic expertise, trustworthy
autonomy, cyber threat sharing, and cyber resilience.

3 Deborah Bodeau and Richard Graubart, “Cyber
Resiliency Design Principles,” MITRE, January 2017,
https://www.mitre.org/sites/default/files/publications/
PR%2017-0103%20Cyber%20Resiliency%20Design%20
Principles%20MTR17001.pdf.

PRISM 9, NO. 1



¥DARPA, “DARPA Seeks Clean-Slate Ideas For
Mobile Ad Hoc Networks (MANETS),” April 4, 2013,
https://www.darpa.mil/news-events/2013-04-30.

“Kristin Cooke, “SpaceX Satellite Internet: What
You Need to Know about Starlink,” Satelliteinternet, May
8,2020, https://www.satelliteinternet.com/providers/
starlink/.

41 Kat Hall, “Excluding Huawei from UK’s 5G will
harm security, MPs warn,” The Register, July 19, 2019,
https://www.theregister.co.uk/2019/07/19/excluding_hua-
wei_from_5g_will_harm_security_mps_warn/.

“Full report: https://www.parliament.uk/doc-
uments/other-committees/intelligence-security/
Critical-National-Infrastructure-Report.pdf.

PRISM 9, NO. 1

DON’'T TRUST ANYONE

“Reuters, “Huawei to Build First European 5G
Factory in France to Soothe Western Nerves,” Voice of
America, February 27,2020, https://www.voanews.com/
silicon-valley-technology/huawei-build-first-european-
5g-factory-france-soothe-western-nerves.

** Aurel Dragan, “Huawei opens a Center for
Cyber Security Transparency in Bruxelles,” Business
Review, June 3, 2019, https://business-review.eu/tech/
huawei-opens-a-center-for-cyber-security-transparen-
cy-in-bruxelles-197636.

> Arjun Kharpal, “Huawei’s offer to license 5G tech
to US firm to create an American rival is still ‘on the
table’,” CNBC, February 26, 2020, https://www.cnbc.
com/2020/02/26/huawei-reiterates-offer-to-license-5g-
tech-to-us-firm-to-create-rival. html.

FEATURES | 129



‘ e 4

“As China becomes more and more powerful, it will flex its muscles and use them more.”
(Romolo Tavani via IStock)



Is China Expansionist?

By Kishore Mahbubani’

he Chinese soldier who pushed the Indian Colonel Santosh Babu (who tragically died) and thereby

triggered the violent clash between Chinese and Indian soldiers in mid-June 2020 should be

court-martialed. Both sides suffered casualties, the worst since 1975. This one push by one Chinese
soldier has set back China-India relations severely, undermining all the good work that had been done over
several years by Prime Minister Manmohan Singh and Premier Wen Jiabao, as well as by Prime Minister
Narendra Modi and President Xi Jinping. Equally importantly, it has reinforced a growing belief, especially
in the western world, that as China’s economy becomes stronger and stronger, China will abandon its “peace-
ful rise” and behave as a militarily expansionist power. This could well happen. It would be naive to believe
otherwise. However, a deep study of Chinese history and culture would also show that the continuation of a
peaceful rise is equally plausible.

One key point needs to be emphasised at the outset. As China becomes more and more powerful, it will
flex its muscles and use them more. This is normal great power behaviour. Indeed, the term “benevolent great
power” is an oxymoron. No great power is altruistic. All great powers will pursue their national interests.

So will China. However, while the goals of all great powers are similar, the methods might differ. China has
become and will become more assertive. Yet it need not become more aggressive. These two words “assertive”
and “aggressive” are often confused with each other. A study of the great power behaviour of America and
China will illustrate the differences.

Graham Allison has wisely warned his fellow Americans to be careful in what they wish for China. He
writes, “Americans enjoy lecturing Chinese to be ‘more like us.’ Perhaps they should be more careful what they
wish for. Historically how have emerging hegemons behaved? To be more specific, how did Washington act just
over a century ago when Theodore Roosevelt led the U.S. into what he was supremely confident would be an
American century? [.. ] In the decade that followed his arrival in Washington, the U.S. declared war on Spain,
expelling it from the Western Hemisphere and acquiring Puerto Rico, Guam, and the Philippines; threatened
Germany and Britain with war unless they agreed to settle the disputes on American terms; supported an
insurrection in Colombia to create a new country, Panama, in order to build a canal; and declared itself the

Kishore Mahbubani is a Distinguished Fellow at the Asia Research Institute (ARI), National University of Singapore (NUS)
and is a former Singaporean diplomat.
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policeman of the Western Hemisphere, asserting the
right to intervene whenever and wherever it judged
necessary—a right it exercised nine times in the
seven years of Roosevelt’s presidency alone.”

If America’s behavior during its period of
emergence as a great power conforms to the histori-
cal norm, China’s behaviour so far, defies the norm.
Of the five permanent members of the UN Security
Council (who represent the great powers), only one
has not fought a war in forty years; China. Indeed,
China has not even fired a bullet across its borders
since a naval skirmish with Vietnam in 1989. The
recent fighting between Chinese and Indian soldiers
was brutal and savage. However, both sides adhered to
their agreement not to use their firearms. Article VI
of this agreement, signed in 1996, states, “Neither side
shall open fire, cause bio-degradation, use hazardous
chemicals, conduct blast operations or hunt with guns
or explosives within two kilometers from the line of
actual control.” The strategic discipline shown by
Chinese and Indian soldiers is commendable.

In contrast to China, in the last three decades,
America has fought a war or been involved in
military actions every year. The Congressional
Research Service, an independent body, produced
a study entitled, “Instances of Use of United States
Armed Forces Abroad, 1798-2018.” In theory, there
should have been a reduction in American interven-
tions after the Cold War ended in 1989. This study
demonstrates that in the 190 years preceding the end
of the Cold War, American troops were deployed a
total of 216 times, or 1.1 times per year on average.
However, in the twenty-five years after the end of the
Cold war, America increased its military interven-
tions sharply and used its armed forces 152 times, or
6.1 times per year.!

John Mearsheimer has described what hap-
pened in his book, The Great Delusion. He writes,
“With the end of the Cold War in 1989 and the
collapse of the Soviet Union in 1991, the United
States emerged as by far the most powerful country
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on the planet. Unsurprisingly, the Clinton adminis-
tration embraced liberal hegemony from the start,
and the policy remained firmly intact through the
Bush and Obama administrations. Not surprisingly,
the United States has been involved in numerous
wars during this period and has failed to achieve
meaningful success in almost all of those con-
flicts.” Stephen Walt adds, “U.S. military action has
led directly or indirectly to the deaths of 250,000
Muslims over the past three decades (and thatis a
low-end estimate, not counting the deaths resulting
from the sanctions against Iraq in the 1990s).”

The big question here therefore is thus; why has
China refrained from using its military in recent
decades? What are the deeper roots of this pattern
of behavior. Henry Kissinger has explained well
why the Chinese avoid military options. He says,
“[The] foundations [of China’s distinctive mili-
tary theory] were laid during a period of upheaval,
when ruthless struggles between rival kingdoms
decimated China’s population. Reacting to this
slaughter (and seeking to emerge victorious from it),
Chinese thinkers developed strategic thought that
placed a premium on victory through psychologi-
cal advantage and preached the avoidance of direct
conflict.”” Kissinger has accurately distilled the
essence of the advice given by China’s master strat-
egist Sun Tzu, who once said; “All warfare is based
on deception. . .. Pretend inferiority and encourage
his arrogance. . . . For to win one hundred victories
is not the acme of skill. To subdue the enemy with-
out fighting is the acme of skill.”

If China were to try to make a case that it
is inherently not a militaristic power, it would
have many strong arguments to deploy. The first
argument is historical. If Chinese civilization is
inherently militaristic, this militaristic streak,
especially the desire to conquer and subjugate other
territories, would have surfaced long ago. Over
the past two thousand years, China has often been
the single strongest civilization in the Eurasian
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landmass. If China was inherently militaristic, it
would have and should have conquered territo-
ries overseas, as the European powers did. Future
historians will, for example, marvel at the fact that
even though Australia is geographically close to
China, it was physically occupied and conquered by
far more distant British forces. Indeed, had James
Cook sailed directly, it would have taken him at least
ninety days to reach Australia’s Botany Bay, having
departed from Plymouth Dockyard in August of
1768; counterfactually, were he instead to have sailed
from China, he would have found himself ashore in
Australia in just under thirty days.

This Chinese reluctance to conquer Australia
and other overseas territories is not because China

always lacked a navy. Before the Portuguese and
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Spanish began the ruthless European policies of
colonizing the world in the sixteenth century, the
Chinese had by far the strongest navy in the world.
At the start of the fifteenth century, nearly a hun-
dred years before Christopher Columbus tried to
find a route to the so-called Spice Islands, China
sent out seven naval expeditions, under the remark-
able leadership of Admiral Zheng He, a legendary
Chinese figure. He traveled as far as Africa on ships
that were far larger in size than the Portuguese or
Spanish vessels: “The stars of the Chinese fleet were
the treasure ships—sweeping junks, several stories
high, up to 122 meters long and 50 meters wide.

In fact they were about four times bigger than the
‘Santa Maria,” the ship Columbus sailed to America
on behalf of the Spanish crown.”
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Along the way, he did get into military battles.
For example, in his voyages between 1409 and 1411,
he “captured King Alagak-Konara (E2ZU5 2 52)
of Ceylon and chose Yapanaina (BRE2J5HE) to be
the king instead,” and in his voyages between 1413
and 1415, he “captured Sekandar, (BRERH)) king of
Sumatra (Atcheh) and then installed a new king.”

Yet, quite remarkably, China did not con-
quer or occupy any overseas or distant territories.
Singapore’s former foreign minister George Yeo
remarked that, “throughout Chinese history, the
Chinese have been averse to sending military
forces far away. . . . In the 8th century, at the peak
of China’s development during the Tang Dynasty,
they had an army near the Fergana Valley in
Central Asia, when the Abbasids were moving
eastwards. They clashed. In the famous battle of
Talas, the Abbasids defeated the Tang army, and
the Chinese never crossed the Tianshan Mountains
again in their history.™"

The relatively peaceful streak of the Han
Chinese people is brought out when their behavior
is compared with some of their neighbors. One of
the most powerful and terrifying imperialist expan-
sions in human history was carried out by China’s
immediate neighbors in the North, the Mongols.
Led by the brutal and dynamic Genghis Khan, these
relatively small Mongolian tribes (far smaller in
population than the Chinese people) conquered not
just China but almost all of Asia, becoming, in the
13 century, the only East Asian force to threaten
an invasion of Europe. Yet the more powerful
Chinese empire never emulated this conquering
example of its neighbors.

The Mongols conquered and ruled China
itself for over a century. In an article for the Asia
Society, Jean Johnson writes that, “Genghis Khan
moved his troops into the quasi-Chinese Chin-ruled
north China in 1211, and in 1215 they destroyed
the capital city. His son Ogodei conquered all of
North China by 1234 and ruled it from 1229 to 1241.
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Genghis Khan’s grandson, Kublai Khan, defeated
the Chinese Southern Song in 1279, and for the first
time all of China was under foreign rule. In 1271
Kublai Khan named his dynasty Yuan which means
‘origin of the universe.’ The Yuan dynasty in China
lasted from 1279 to 1368.”"! As a result, there was
massive cross-fertilization between Mongolian and
Chinese culture. In this process, the Mongols could
have transferred their militaristic culture into the
software of Chinese civilization. Instead, the oppo-
site happened. The Chinese progressively civilized
their Mongol rulers, and while Kublai Khan fought
wars with China’s neighbors, he made no effort to
conquer the world like his grandfather Genghis
Khan tried to do.

What was the powerful anti-military DNA
of Chinese civilization that eventually infected
Mongol rulers? It probably goes back to Confucius.
The Chinese have long had a saying that “just as
good iron is not transformed into a nail; a good
man is not made into a soldier.” At several points
in the Analects, Confucius cautions against peo-
ple who only have the strength of soldiers. In one
dialogue, Zilu said, “Does the junzi [ZF] prize
valor?” The Master said, “The junzi gives righ-
teousness the topmost place. If a junzi had valor
but not righteousness, he would create chaos. If a
small person has valor and not righteousness, he
becomes a bandit.” In another dialogue, Zilu said,
“Master, if you were put in charge of the three army
divisions, then whom would you wish to have with
you?” The Master said, “Those who fight tigers
with their bare hands, wade across rivers, and are
willing to die without regret—I would not want
their company. I would certainly want those who
approach affairs with fearful caution and who like
to lay careful plans for success.”?

In contrast to American culture, where there
is a strong built-in reverence for the man in uni-
form, Chinese culture has revered scholars more
than soldiers, even though there are military figures
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who are celebrated in folklore and literature for
their patriotism and loyalty. Overall, there is an
even greater reverence for the man who is skilled in

both, encapsulated in the idea of EINE (wén wu’

shuang quan), that is, someone who is both a fine
scholar and soldier.

Still all these arguments from history will not
convince many who believe that China’s recent
behavior has demonstrated that it has a militaris-
tic streak, and also lies about its military intentions
and actions. For example, it is widely believed that
Xi Jinping reneged on his promise not to militarize
the South China Sea islands. In December 2016,
the Wall Street Journal reported, “For a man who
stood at the White House in September 2015 and
promised not to militarize the South China Sea,

Xi Jinping is sure doing a lot of militarizing.”* In
two articles for the Washington Post, John Pomfret
wrote that, “China routinely makes commitments
that it does not keep. Just remember Xi’s 2015
promise to then-President Barack Obama not to
militarize the islands it created in the South China

Sea,”
el

and again that Xi “broke his promises to
President Barack Obama not to militarize the seven
Chinese-made islands in the South China Sea.”"
The Economist was perhaps the most forthright in
its accusation of Xi’s broken promise, declaring in
April 2018, “Less than three years ago, Xi Jinping
stood with Barack Obama in the Rose Garden at the
White House and lied through his teeth. [...] China
absolutely did not, Mr. Xi purred, ‘intend to pursue
militarisation’ on its islands.™®

If Xi had indeed made such a promise and
reneged, it would only go to confirm a widespread
belief in the West that China has become aggres-
sive and expansionist. It would also confirm a belief
that the Chinese are being perfidious and deceptive
when they claim that China will rise peacefully. So
what is true?

Few Americans can claim to know China as

well as Ambassador Stapleton Roy. Born in China,
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a fluent Mandarin speaker, Roy also served as the
American ambassador to China from 1991 to 1995
and has stayed exceptionally well informed on
U.S.-China relations. He explained what happened:
In a joint press conference with President Obama
on September 25, 2015, Xi Jinping had proposed a
more reasonable approach on the South China Sea.
Xi had supported full and effective implementation
of the 2002 Declaration on the Conduct of Parties
in the South China Sea, signed by China and all ten
ASEAN members; had called for early conclusion
of the China-ASEAN consultations on a Code of
Conduct for the South China Sea; and had added
that China had no intention of militarizing the
Spratlys, where it had engaged in massive reclama-
tion work on the reefs and shoals it occupied. Roy
said that Obama missed an opportunity to capital-
ize on this reasonable proposal. Instead, the U.S.
Navy stepped up its naval patrols. China responded
by proceeding with militarization. In short, Xi did
not renege on a promise. His offer was effectively
spurned by the U.S. Navy.

While there is no question that China has
restrained itself from militarily “aggressive”
behaviour, it is also clear that China has become
more “assertive” as it emerges as a new great power,
using non-military means to project its power. When
Norway conferred the Nobel Peace Prize to Chinese
dissident Liu Xiaobo in 2010, Norway was put in
diplomatic cold storage. Ties were cut. When the
Australian Prime Minister called for an independent
inquiry into the causes of COVID-19 in April 2020,
China froze the imports of Australian barley. The
use of economic means to pressure smaller countries
is normal great power behaviour. The United States
cut off World Bank loans to poor Ethiopia when it
made the mistake of repaying high-interest loans to
American banks. France punishes its former colonies
in Africa when they fail to heed the wisdom of Paris.

It’s also true that Chinese diplomacy has
become assertive with the younger “wolf warrior”
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diplomats issuing sharper statements and rebuttals.
This has triggered a backlash. Yet, they are only
shooting off sharp words, not bullets. As the old
English proverb says, “sticks and stones may break
my bones but words will never break me.” A world
where pointed words replace bullets is a safer world.
Like other great powers, China is selective
when it comes to conforming to international law. It
respects the UN Convention on the Law of the Sea but
walked away from the decision of the Law of the Sea
Tribunal on the South China Sea. The United States
also walked away from the World Court in 1986 when
it decreed that the U.S. support for the Sandinistas in
Nicaragua violated international law, including “not

» «

to use force against another State,” “not to intervene

» «

in its affairs,” “not to violate its sovereignty,” and “not
to interrupt peaceful maritime commerce.”” The
U.S. Ambassador to the UN then called the court a
“semi-legal, semi-juridical, semi-political body, which
nations sometimes accept and sometimes don’t.”*®
There is one area where China takes a fierce
stand: It will not brook any interference in its
internal affairs. Hence, it will reject all foreign
criticisms of its treatment of Uighurs or Hong
Kong. So far, China has restrained its military
responses to Hong Kong, unlike Prime Minister
Jawaharlal Nehru of India, who reacted to personal
appeals from President John F. Kennedy and Prime
Minister Harold MacMillan by invading Goa. On
the Uighurs, China’s position is technically correct
under international law. The British government
used a similar argument when the UN tried to
investigate British crimes in Northern Ireland. The
then British Foreign Secretary, Michael Stewart,
told the UN that this would amount to interference
in the internal affairs of the UK. This also explains
why not a single Islamic state supported the western
countries when they wrote a letter to the UN criti-
cizing China’s treatment of the Uighurs. The record
shows that only the West, which represents 12
percent of the world’s population, has been critical
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of China’s internal behaviour. The remaining 88 per-
cent have not joined this western crusade.

To explain the continued western suspicions of
China, let me add a slightly provocative but his-
torically accurate note. There is one deep-seated
reason for the strong suspicions that western minds
have about China. There has been buried deep in
the unconscious of the western psyche an inchoate
but real fear of the “yellow peril.” Since it is buried
deep in the unconscious, it seldom surfaces. When
senior American policymakers make their decisions
on China, they can say with all sincerity that they
are driven by rational, not emotional, consider-
ations. Yet, to an external observer, it is manifestly
clear that America’s reactions to China’s rise are
influenced by deep emotional reactions, too. Just as
individual human beings have difficulty un-earth-
ing the unconscious motives that drive our behavior,
countries and civilizations also have difficulty
unearthing their unconscious impulses.

It is a fact that the yellow peril has lain bur-
ied in western civilization for centuries. Napoleon
famously alluded to it when he said, “Let China
sleep; when she awakes she will shake the world.”
Why did Napoleon refer to China and not to India,
an equally large and populous civilization? Because
no hordes of Indians had threatened or ravaged
European capitals. By contrast, hordes of Mongols,
a “yellow race,” had appeared at Europe’s door-
step in the thirteenth century. As Noreen Giffney
recounts, “in 1235, Mongol armies invaded Eastern
Europe and the Rus’ principalities between 1236
and 1242. [.. ] The Mongol onslaught was followed
by a swift and mysterious withdrawal to the sur-
prise and relief of westerners.”

The latent fear of the yellow peril surfaces
from time to time in literature and art. As a child
living in a British colony, I read the popular Fu
Manchu novels. They left a deep impression on me.
Subconsciously, I began to believe that the personifi-
cation of evil in human society came in the form of a
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slant-eyed yellow man devoid of moral scruples. If I,
as a non-westerner, could internalize this ethnic car-
icature, I suspect that these subconscious fears have
also affected the reactions of American policymak-
ers to the rise of China.

The strong anti-China mood that has swept
through Washington, DC, may in part be the result of
rational dissatisfaction with some of China’s policies,
probably as a result of the fear of China’s unfamil-
iar culture, but also in part from deeper emotional
undercurrents. As the former U.S. ambassador Chas
Freeman has observed, “in their views of China,
many Americans now appear subconsciously to have
combined images of the insidious Dr. Fu Manchu,
Japan’s unnerving 1980s challenge to U.S. indus-

trial and financial primacy, and a sense of existential
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threat analogous to the Sino-phobia that inspired the
Anti-Coolie and Chinese Exclusion Acts.”*

Given the psychological reality of this yellow
peril undercurrent, American people need to ques-
tion how much their reactions to China’s rise result
from hard-headed rational analysis and how much
is a result of deep discomfort with the success of a
non-Caucasian civilization. We may never know the
real answer, as these struggles between reason and
emotion are playing out in subconscious terrains.
Still, we should thank Kiron Skinner, a former
Director of Policy Planning in the State Department
of the Trump Administration, for alluding to the
fact that such subconscious dimensions are at play
here. As she said in her testimony before Congress,
“It’s the first time that we will have a great power

n R

A large temporary monument in Tiananmen Square marking the 90th anniversary of the Chinese Communist Party.

(Haha169 via Wikimedia Commons)
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competitor that is not Caucasian.” The time has
come for an honest discussion of the “yellow peril”
dimension in U.S.-China relations. The best way to
deal with our subconscious fears is to surface them
and deal with them.

China’s re-emergence as a great power should
not have come as a surprise. From the years 1 to
1820, the two largest economies were always those of
China and India. Their return to great power status
was perfectly natural. However, the speed of China’s
return has been unnatural. Its speed of return is
off the charts. In 1980, its economy, in purchasing
power parity (PPP) terms was one-tenth the size of
America. By 2014, it had become larger.

As its economy grew, so too did its defense bud-
get. China today is a much stronger military power.
The balance of power vis-a-vis America has shifted
drastically. It has also spent its defense budget rela-
tively wisely. China is focused on using the strategies
adopted by a weaker military power engaged in
asymmetric warfare. China spends its budget on
sophisticated land-based missiles that could make
U.S. aircraft carrier battle groups utterly ineffective.
An aircraft carrier may cost $13 billion to build.
China’s DF-26 ballistic missile, which the Chinese
media claims is capable of sinking an aircraft car-
rier, costs a few hundred thousand dollars. New
technology is also helping China to defend itself
against aircraft carriers. Professor Timothy Colton
of Harvard University told me that aircraft carriers
become “sitting ducks” when they face the threat of
hypersonic missiles, which are maneuverable and fly
at tremendous speed, at varying altitudes.

The discomfort about China’s reemergence as
a major military power is perfectly understandable.
China has clearly emerged as a more formidable mil-
itary competitor. However, the long history of China
suggests that China will be very careful about using
its military capabilities. The recent tragic episode on
the China-India border would have only reinforced
the Chinese belief that the use of military force
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as a first option is unwise. The real competition
between America and China will be in the economic
and social fields. The main reason why America
successfully defeated the mighty Soviet Union
without fighting a war with it is that the American
economy outperformed the Soviet economy. The
threat by President Ronald Reagan to outspend

the Soviet Union in military expenditures eventu-
ally convinced Soviet Premier Mikhail Gorbachev
to sue for peace. Could the same happen between
America and China? Or could the opposite happen?
Most projections show that within a decade or two,
China will have a larger economy in nominal market
terms. Should America change its strategy when it
becomes the number two economy in the world? Or
should it do so beforehand? Equally, should it heed
this famous advice of President Dwight Eisenhower?
As he told the American Society of Newspaper
Editors, “every gun that is made, every warship
launched, every rocket fired signifies, in the final
sense, a theft from those who hunger and are not
ted, those who are cold and are not clothed.””

There is absolutely no doubt that China will
emerge as a formidable geopolitical competitor of
the United States It would be wise to plan for this
outcome. Yet, as George Kennan wisely advised at
the beginning of the titanic contest against the Soviet
Union, the outcome of the contest would not be
determined by the competition in the military realm.
Instead, he said that the outcome would be deter-
mined by the ability of America to “create among the
peoples of the world generally the impression of a
country which knows what it wants, which is coping
successfully with the problems of its internal life and
with the responsibilities of a world power, and what
has a spiritual vitality capable of holding its own
among the major ideological currents of the time.”*

Kennan’s emphasis on “spiritual vitality” is even
more relevant in the ongoing geopolitical contest
with China. It is this dimension that will determine
the outcome of the contest against China, not the
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military dimension. Since China has the world’s
oldest civilisation, the only civilisation to have
recovered from four major shocks in its history, it
would be a serious mistake for an American policy-
maker to underestimate the strength and resilience
of Chinese civilisation in the peaceful contest that
will take place between the two powers. PRISM
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General Joseph Votel, USA (Ret)

President and CEO of Business Executives for
National Security (BENS), and former Commander

of U.S. Central Command (USCENTCOM) and
U.S. Special Operations Command (USSOCOM)

We have now been fighting in Central Asia for almost 20 years with significant cost in blood and treasure.
What have we accomplished there?

First and foremost, we have largely blunted the platform that was used to attack our country on 9/11, and our
military operations there have ensured that the area cannot be used as a location from which to attack our
citizens or our homeland. We certainly have accomplished that. I think we have also provided the opportunity
for the Afghan people to move forward in their own way; to exercise self-rule, for example. It has certainly
been a very difficult path and it will continue to be as we move forward. It is not an easy situation, but I think
we have provided the opportunity for them to become a more stable part of the Central Asian scene, and
hopefully not be a platform from which terrorist organizations or other elements of instability can continue to
impact the people of Afghanistan or others in the region.

Can you envision a Saigon-like collapse of the Afghan government after we depart?

I don’t think that I would predict something like that. I think what we are seeing is about what we expected.

It is very complex; what might be called Afghan-hard, and it is always going to be. It will be very important
for us to continue to provide support—moral and otherwise—throughout this entire process. There were
some good reasons behind President Trump’s decision to withdraw troops and begin to decrease our pres-
ence on the ground, and get the burden back on the Afghans where it needs to be. But there are things that we
continue to do at the allowable troop levels to continue to assist the Afghans as they move forward. Military
support is going to be an important aspect of that. But as important as the military aspect is, at least of equal
importance is the political support. I understand Ambassador Khalilzad is back in Afghanistan again this
week. The diplomatic effort is going to have to continue if we are going to see this through to a conclusion that
supports our national interests.

This interview was conducted by PRISM Editor-in-Chief Michael Miklaucic on 22 May, 2020
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By reducing troop levels—down to the allowable
levels—are we are ceding influence in the region to
Russia and China?

Our troops are principally in Afghanistan; they are
not broadly dispersed throughout the region. Russia
and China will continue to pursue their own inter-
ests. China will focus principally on the economic
aspect and we see that playing out in Pakistan with
the China-Pakistan economic corridor. Russia

has concerns in the northern parts of central Asia
including terrorist threats, so that may be a factor,
but I don’t know that we are going to be replaced in
the region. It is important to recognize that Central
and South Asia are important areas to us: We have
to maintain a level of presence, a level of relation-
ships, a level of reliability as partners there that does
continue to provide influence for the United States.
That will be important in the long term.

Having commanded both the Special Operations
Command (SOCOM) and Central Command
(CENTCOM) what can you say about the current
state of the global war on terrorism?

It continues. SOCOM Commander General Richard
Clarke recently discussing his priorities empha-
sized up front that the continuing effort combatting
extremism is his priority. It will continue to be. We
have to continue to focus on this. We are in a dif-
ferent strategic situation now than we were in 2001.
Now we are confronted with great power competi-
tion, and we certainly have to pay attention to that,
as that competition is going to be existential to us.
But terrorism has impacted us over the decades

as well. The best way of addressing terrorism is to
continue putting pressure on terrorist leadership
and their networks and helping our partners develop
their own capabilities to address terrorism. Whether
it is our own direct pressure or whether it is through
working with partners or enabling partners to keep
pressure on these networks and drive them—and
drive them down—we will have to continue to do
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that. So, while we necessarily have to focus on great
power competition, we are also going to have to con-
tinue to deal with the terrorism.

In the 20 years that we were focused on the global
counter-terrorism mission, did we take our eye
off the ball with respect to traditional great power
competition?

I think an argument can be made for that. The

large numbers of troops rotating into Iraq and
Afghanistan for long periods of time significantly
consumed resources and readiness. We put all of

our investments and efforts into trying to make
sure—appropriately—that the people on the ground
had what they needed. And during that time, we

saw Russia and China continue to move forward in
their own national pursuits, watching what we were
doing and learning from it, and using the time while
we were engaged in these counter-terrorism wars to
improve their own capabilities and influence. There
is no doubt that they took advantage of that. Did we
lose sight of the ball on that? I do not think that is the
case, yet. We have to be serious about it, we have to get
focused back on it, and I think that is the object of the
National Defense Strategy; trying to maintain a com-
petitive advantage against great power competitors.

The National Security Strategy and the National
Defense Strategy indeed both identify great power
rivals as the most significant threat to U.S. secu-
rity. Do you agree that the current pivot from the
Near East and counterterrorism to great power
competition is timely?

I do, and as the CENTCOM commander, I testified
before Congress to that fact on several occasions.
We have to look at our interests and decide what are
existential threats to us. I do think a rising China
and a nuclear capable Russia that is revanchist in

its actions right now pose very serious threats to
America. We have to pay attention to that. And the
military element of power has to make certain that
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we can contribute to meet the challenge, alongside
our diplomatic, informational, and economic ele-
ments of national power. But at the same time, we
also need to make sure we deal with a full range of
threats, such as the rogue regime in Iran that con-
tinues to perpetrate friction in the Middle East, and
North Korea. But bearing everything in mind, the
pivot to great power competition is the right one.

Can you describe a plausible scenario in which
U.S. forces and either Chinese or Russian forces
actually engage in direct combat?

I do not really see that on the horizon right now.
That would not be in our interest nor in their interest
either. What I do see is conflicts playing out in what
we refer to as the “gray zone.” In the physical spaces
and places where we compete for influence and for
partnerships, different actors try to pursue their own
interests and objectives. This is where the competi-
tion could play out much more indirectly—militarily,
economically, and ideologically. I think that is much
more likely than a direct confrontation at this point.
Certainly, direct confrontation is always a possi-
bility. But the risks are very great and we should do
everything we can to avoid that. I think that we will
definitely see this playing out more in the gray zone
than we will in direct engagement.

How can the United States best counter Russian
and Chinese gray zone aggression—what some
refer to as hybrid warfare or conflict short of war.
What is the best response?

Our best response is making sure that we bring

all the elements of our power together to create

the most positive and long-lasting influence and
partnerships that we can. I firmly believe that it is
important that when we look at the list of countries
that line up with the United States and our Western
Allies, and we look at the countries that line up
with China or Russia, we always want to make sure
that our list is longer. And we do that by being good
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military partners. We do that by having strong and
robust security cooperation programs. We do that
by having strong diplomatic and economic ties. We
do that by sharing our values.

At CENTCOM, one of the most important pro-
grams was a program that brought foreign military
officers to our schools in the United States. It doesn’t
cost very much; we were only spending about $19 mil-
lion per year on it in my last year in command. What
that program does is bring people into our schools,
gives them an opportunity to get to know our coun-
try: Their families live in our communities and they
almost always leave with an overwhelmingly positive
view of the United States. That’s the type of thing that
we need to do to ensure that we have strong, long,
enduring relationships. Traveling around the Middle
East as the CENTCOM commander and even as the
SOCOM commander, it was always very evident to
me that people wanted to be aligned with the United
States, and that they want to be on our side. We have
to reinforce that by our actions.

One of our comparative advantages vis-a-vis either
Russia or China is our robust global alliance and
partner network. What should we be doing now to
strengthen and reinforce that network?

It is vitally important that we continue to be as
reliable as we can be. Former Secretary Mattis used
to remind us of this: It is good to be operationally
unpredictable—create an element of surprise opera-
tionally—but strategically, we have to be predictable.
Our partners have to be able to rely on us in the
long term. We don’t want them questioning our
commitment. What we have to do is look at the rela-
tionships that we have and find ways to strengthen
them. They are not all perfect. A very strong case
has been made by President Trump and others that
the NATO allies definitely need to pay their way

for their own defense. We cannot care more about
their defense than they do, frankly. We must put the
right kind of pressure on them to step up. But what
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is most important is to recognize that where we have
had our greatest successes is when we have brought
our allies and partners along. My most recent expe-
rience with the coalition to defeat ISIS put together
by my predecessors—that I had the opportunity

to work with in a 79-nation coalition—is a great
example. Those are the times when we will be most
successful. We must do this. We must make sure

we share technology with them, and should look at
how we might better share information with them.
There are practical things we can do to improve our
relationships with allies and partners as well. What

I think is first and foremost is to recognize that our
way of competing, our way of protecting ourselves,
is really through strong partnerships. We have to put
actions behind our words militarily, economically,
diplomatically, and informationally: We must make
sure that we are prioritizing our relationships.

In your experience commanding CENTCOM,

do you think we were successful in bringing all

of those elements of national power together?

If you remember, back in the early 2000s, there
was a lot of enthusiasm and talk about integrated
whole-of-government responses and inter-

agency collaboration. Has the United States been
very good at interagency collaboration and the
whole-of-government responses that you describe?

We have had moments when we have done a good
job, but in general, we struggle with this. We started
off our discussion today talking about Afghanistan
and I think Afghanistan is a good example of where
we have leaned very heavily on the military to carry
a large part of the mission. I am not trying to deni-
grate our diplomats; they do fantastic work, but the
civilian component needs to be robust and sus-
tained. And being able to sustain the civilian effort
is always a challenge. As I was leaving CENTCOM
fourteen months ago, out of twenty countries in the
region—eighteen with which we had diplomatic
relationships at the time—in only seven did we have
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a confirmed ambassador. The chargés are excellent,
they are great professionals, but there is a difference.
We should be sending a strong message of commit-
ment by sending people that have the confidence of
the President and the full backing of our Congress to
be our principal representatives in these countries.
This I think is really important.

Another thing that Secretary Mattis said was “If
you don’t fund the State Department fully, then
I need to buy more ammunition.” What should
we be doing in addition to appointing ambassa-
dors? What else might we do to fortify the State
Department and USAID?

My experience working with people in that depart-
ment and that agency has generally been very
positive. They are great Americans who care about
what they are doing, who are very focused on their
missions. But we must allow our diplomats to get
out of the embassies and be out more often. We
have placed a lot of limitations on them. Certainly,
situations like Benghazi have had a chilling effect
on our diplomats getting out and being with people
that they need to be with in order to make the very
biggest impact that they can. And these things

must be taken into consideration. There is an effort,
sponsored by the American Academy of Diplomacy,
to encourage review of the Congressional require-
ments in situations or incidents with our embassies
or diplomats or our overseas USAID staff that really
inhibit their ability to get out and do the things that
we need done. They are overly onerous and work
against our interests. We have to take a look at this;
it’s not enough just for the military to be outside

the wire. In many cases, the military is not the best
choice to be the only face our host nation partners
see. The best choice might, in fact, be USAID, or our
diplomats. I think back to some of the provincial
reconstruction teams in Afghanistan in the 2007-
2008 timeframe; these were extraordinary efforts
where we had diplomats living out in the local
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communities, directly interfacing every day with
local Afghan leadership, and it was a good approach.
We have to inculcate that culture again of letting our
people out into the communities.

That would align with Ambassador Ryan Crocker’s
idea of an expeditionary diplomatic corps.

I have heard him speak about that and I think it

is definitely a worthwhile idea. If you look back
into American history, you will see examples

when diplomats stepped forward and created great
opportunities for us to advance our interests. It is
important especially in what has become a highly
complex world, and one that is dominated by com-
petition; competition for influence, competition for
ideas, and competition for control. And so, for us to
try to preserve the way of life that we have had we
have to look at this very seriously.

I agree completely. You cannot sit in the capital
and hope to have a major influence on a country.

Ambassador Ronald Newman (President of the
American Academy of Diplomacy) and I have been
discussing this. The process that is initiated by
Congress when an incident happens overseas is a very
thorough review process but is very much top-driven.
Ambassador Newman'’s idea was if the Department
of State or USAID had a process similar to what the
Department of Defense has for significant incidents it
would have a less suppressive effect in terms of trying
to get back out into the field. I really support that.

We spent years and hundreds of millions of dollars
supporting the Afghan and Iraqi militaries, which
have not performed particularly well when they’ve
been in direct combat. What does that say for our
current efforts to work by, with, and through, and
to develop partner capacity with our security force
assistance brigades and security cooperation?

That is an excellent discussion point. I would say
though that even in those cases not all our efforts
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to institutionalize professionalism were failures. If
you look at an organization like the counter-terror-
ism service in Irag; as the Iraqi army evaporated
around it in the midst of the Islamic State onslaught,
the counter-terrorism service held together, and it
became the nucleus of the rebuilt Iraqi army that
ultimately defeated ISIS. Along with the broad inter-
national coalition that was supporting them they
really took the fight to ISIL. So, there have been some
examples of success, but I take your point on that.

The observation that comes out of this is that
when we step into these situations, we have to step
into them with our eyes wide open. One of the very
smart things we did when we went back into Iraq in
2014 and Syria shortly thereafter in trying to defeat
ISIS was that as we identified our partners on the
ground, we did not try to reorganize them, try to
over-professionalize them or institutionalize them
any more than was absolutely essential for the task at
hand. We helped the Iraqi army retrain itself, recoup
its capabilities, and then helped them as they orches-
trated a fairly complex campaign plan; but we did
not try to overtly change their structure.

Across the border in Syria, we took the YPG
(Kurdish People’s Protection Units) with the Syrian
Democratic Forces and the other Arab militias as
they were. We did not try to reorganize them. We
used them for the capabilities they had and tried to
enable and reinforce their natural strengths. The
Kurds were extraordinarily good leaders and they
had a great understanding of the situation. Of course,
the Arab militias had great local understanding as
well. We focused on that instead of trying to reorga-
nize them into something that looked similar to us.
This is a good lesson for us long-term.

As the SOCOM commander, I looked at a
number of the programs we have had with special
operations partners around the world and I think
you will see that that approach has paid off. While
militaries will be in various states of readiness,

often the special operations forces are of pretty high
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quality, adhere to the rule of law, and are very reli-
able forces for their country. We have taken a very
deliberate approach to this, not trying to over-or-
ganize them and trying to build on the inherent
strengths of our partners.

Over the course of your career, how would you
characterize the evolution or any changes in the
concepts or the character of war and the concepts
of victory and defeat?

The concept of war and the nature of battle have
been significantly impacted by speed and informa-
tion, and certainly by technology that has changed
our ideas about what we do, the way that we have
pursued things, and our understanding of our chal-
lenges and opportunities.

We sit on the cusp of artificial intelligence-en-
abled activities and operations. This is a watershed
point for us that we have been building to over a
number of years and is going to have a dramatic
impact on how we move forward. In many cases,
those who dominate these technologies will be the
ones writing the rules that will prevail over the long
term. This is very critical. I mean to include in this
the whole suite of emerging cyber technologies.
These represent something uniquely different than
anything we have experienced in the past. While
we have exquisite intelligence collection capabil-
ities, often the information out there in the open
sphere is as important to us as classified informa-
tion; but the volume of it is so great and our ability
to mine through it and understand it is still greatly
challenged. That said, as we saw in Raqqah and in
West Mosul, war can still be very brutal. These were
brutal, brutal fights against a very savvy and tech-
nically-enabled terrorist army (information-wise).
When it came down to the end of fighting in
many urban areas, it was very gruesome build-
ing-to-building combat. So, the basic nature of war
remains brutal but it is now dramatically influenced
by these emerging technologies.
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As to the concept of victory, that has become
more complex to understand. One of the things
that we often spoke about at SOCOM, as well as at
CENTCOM, was the need to rethink what winning
means in this environment. Winning will not neces-
sarily look the same as it did in the past; a parade, a
very clear and distinct signing of surrender or some
clear indication that hostilities are over, and that one
side has prevailed over the other. In many ways, it
will be more about preserving our interests, preserv-
ing decision space moving forward, maintaining
relationships going forward, and being able to sus-
tain a level of pressure on adversaries that prevents
them from rising or from prevailing in a competition
with us. The definition of what winning in this very
complex environment means has changed; winning
matters, but winning looks quite different than what
we might have thought about it in the past.

What specific emerging technology does he see as
the most critical for the U.S. to prioritize, and why?

I think artificial intelligence coupled with 5G com-
munications capability should be our priority. This
has the potential to make extraordinary advances
for our nation and for our partners. It is essential
for the United States and her partners to master this
technology first so that we can ensure the rules that
guide the global use of these technologies are fash-
ioned in a lawful and ethical manner. In the wrong
hands, like the Chinese, this could have an extraor-
dinarily bad effect on us.

Can you briefly describe the main elements of a
strategy that will best manage our evolving rela-
tionship with China and avoid war?

First and foremost are deep and trusting relation-
ships with our partners in the region and around

the globe—militarily, diplomatically and economi-
cally. Second would be an approach that holds China
accountable for its actions—whether that is their
failure to properly warn the world of the COVID-19
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virus or the predatory lending arrangements they are
pursuing globally. Third would be making sure our
strategy is not just about military strength. We have
to compete across the spectrum. We need to lever-
age our strength in innovation, entrepreneurship,
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and American business. Finally, we have to lead. We
cannot do this by ourselves, and we have always been
at our best when we have been leading others because
that is not only in our interest but in fact the interests
of peace-loving people around the world.
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first met Secretary Gates in the summer of

2006, when he was President of Texas A&M

and had been invited to the Pentagon to meet
with my boss, Secretary of Defense Don Rumsfeld.
I was a newly selected 3-star Vice Admiral, and
knew all about him, of course, as a career CIA ofti-
cer who went on to lead the Agency before retiring
and heading into academe, first as Dean of the
Bush School and then as President at Texas A&M.
When he came into my small office outside the vast
Secretary of Defense office, I started to usher him
in immediately, but he spent several minutes asking
me about myself, how long I had been with Secretary
Rumsfeld, where I had been before my current job.
It was friendly and engaging conversation, but you
could feel that spymaster’s gaze sizing you up and
filing the conversation away. I thought to myself, I
would like to work for him someday—never consid-
ering it would happen. I sure wasn’t going to get out
of the Navy and move to Texas.

Little did I know that in a matter of months
Secretary Rumsfeld would depart and I would find
myself working directly for Secretary of Defense

EXERCISE

OF
POWER

m

ROBERT M.

GATES

Bob Gates for the next seven years. Indeed, just

before Gates took over, I headed down to Miami
to be Commander of the United States Southern
Command. Three years later, after considering
sending me to the Pacific, Gates chose me to be the
first (and, so far, only) Navy Admiral to serve as
Supreme Allied Commander of NATO. My four
years there were consumed with Afghanistan, Libya,
the Balkans, piracy off the coast of Africa, the grad-
ual destruction of Syria, and NATO reform. Gates
was the best of bosses, demanding but sensible, good
humored even in tense situations, and always quick
with a quip or a word of encouragement over a Grey
Goose vodka as the day wound down. There is no
one in whose judgment I repose more trust, nor any-
one whose character I more admire.

None of that would surprise any reader who
has paid attention to the career of Bob Gates, espe-
cially if they have read his excellent memoir of those
days, “Duty,” or his subsequent book on leadership,
“A Passion for Leadership.” But in his new book,
“Exercise of Power,” we see a new and sweeping
vision that is only hinted at in his earlier writings,

Admiral James Stavridis, USN (Ret) is a retired United States Navy admiral, currently an Operating Executive with The
Carlyle Group and Chair of the Board of Counselors at McLarty Associates. In August 2018, he stepped down as Dean of

the Fletcher School of Law and Diplomacy at Tufts University.
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as good as they were. In his new book, he presents

a complex yet unified theory of how America can
best conduct itself in the world, drawing smoothly
on the many crises in which Gates found himself
engaged—in multiple tours not only at the CIA

but on the National Security Council staff as well.
No one but Bob Gates could write this book, and it
comes at a particularly timely moment as Americans
broadly question our role in the world.

He begins with a short but compelling overview
of the tools of power, typically providing anecdotes
from his experiences as to how they can best be
used; military, economic, diplomatic, cyber (good
to see this as a “stand-alone” tool, which it is most
assuredly), development, communications, intelli-
gence, cultural, ideological, private sector, religion,
etc. I think of these as almost Clausewitzian-style
“principles of power” for the 21st century. Of par-
ticular power is his idea that the sum is truly greater
than the parts—as is the music of a symphony far
greater than any single instrument. And Gates is
quick to acknowledge that as a nation we are vastly
overweight in our reliance on the military instru-
ment, and underweight on all the others, and in
their integration. If the U.S. government were in fact
a symphony, you could think of a stage with a mas-
sive, amplified, and pounding set of drums taking
up nearly three quarters of the stage—that would
be the military. In the corner, a tiny group of other
instruments squeak along, barely discernible—that
would be the rest of the interagency.

To back up his thesis, the bulk of the book is
essentially a collection of set pieces that lay out the
good, the bad, and the really ugly international
scenarios in which America has engaged in the post-
Cold War world. The very few “good” outcomes are
the first Gulf War pushing back Saddam Hussein’s
invasion of Kuwait, then leaving; Colombia and the
suppression of the Marxist-narco terrorist group,
the FARC; and (somewhat) the Balkans, where two
interventions have created at least a modest level of
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peace (compared to the raging wars that followed
the dissolution of the old Yugoslavia). The long list
of “bad” and “really ugly” outcomes are well known
at this point; Somalia, where Black Hawk Down
pushed us out; Haiti, where the bad luck always
seems to overcome our best of intentions; Iraq,
especially the poorly executed attempt to completely
democratize it and dispense with the armed forces;
Afghanistan and the over extension and failed
adventure with nation building; Syria and the failure
to enforce a red-line; and Libya, where a NATO
“success” turned to ashes as all the intervening states
sprinted for the exits after Qaddafi’s death and the
resulting chaos that continues to reign. I lived Libya
(and several others) with Secretary Gates and every-
thing he consistently advocated—moderation of
ambition, realistic expectations, recognition of the
limitation of our military power, a desire for sensible
long-term engagement—is on display in this volume
as a cautionary tale.

One of the “money” chapters in the book is
toward the end, and it deals with how the United
States should approach the challenges of our rela-
tionship with China. We need to be neither foolish
about where China is headed (and in a devastat-
ing list of quotes, Secretary Gates lays out just how
wrong every previous administration has been in
its optimism), nor unnecessarily confrontational. I
would say the approach Bob Gates lays out is about
right; confront where we must, but cooperate where
we can. Finding the balance will be challenging,
but this book helps lay out guide posts to doing so.
Taken with the rest of the volume, it affords poli-
cymakers a powerful guide to how to approach the
conundrum that is China.

No book is perfect, and there is to my eye a
very surprising omission; any commentary on the
now three-year old Trump administration and its
growing tendency to simply withdraw from the
world. While I would not expect Secretary Gates
to drag his arguments down into the morass of
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day-to-day politics, we could have hoped for a clear
rejection of the Trumpian worldview, which can
ultimately be boiled down to two words; “get out.”
Rejecting international engagement is different
than buying into a money pit of commitment to
fixing broken states. The Trump Doctrine, such as
it is, seems to consist of; rejecting alliances, cutting
international aid, building economic and physical
borders around our nation, reducing the budgets of
our international tools other than the military, and
pulling out of international treaties (Trans-Pacific
Partnership, Paris Climate Accords, INF, Open
Skies, WHO, on and on).

The tragedy is that we've tried that already—
in the 1920s and 1930s. We rejected the League of
Nations, built trade barriers (the Hawley-Smoot
Tariffs), and spurned any sort of engagement in the
world. How did that turn out? We broke the global
economy (the Great Depression) and you can drop
a plumb line to the rise of fascism and the Second
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World War. Secretary Gates effectively lays out the
right course for the nation to steer; an effective inter-
agency process (a symphony of action far greater
than the sum of the parts), international engage-
ment, but with a clear-eyed view of the advantages
and limitations of our partners, and an increasing
reliance on communication, culture, and the private
sector—our super powers in the USA—but only
when we choose to use them, and can effectively
“live them” in front of the unblinking glare of inter-
national media.

This is a powerful, clearly written and ulti-
mately woken book on how America must approach
the world. We are far from becoming a defeated or a
declining power—but without the prescription that
Secretary Gates lays out in “Exercise of Power,” we
might become one. The good news is that we can
continue to be a force for good in the world, and
ensure our nation prospers as well—if we heed good
advice like this.
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ergei Medvedev, Professor in the Faculty of

Social Sciences at Moscow’s Higher School of

Economics, is a fox; a thoroughly modern, or
perhaps I should say, post-modern fox. Isaiah Berlin
would understand. The British historian of ideas
wrote a paradigmatic essay on Russian literature,
“The Hedgehog and the Fox,” in which he contrasted
Tolstoy the fox, with Dostoevsky the hedgehog. As
Berlin explained, the hedgehog knows one big thing,
but the fox knows many things.

At first glance, Medvedev’s recent book, “The
Return of the Russian Leviathan” might seem to be
the work of a hedgehog, because it addresses one
very large topic, Russia and the reemergence after a
brief interlude of its traditional authoritarian style of
rule. But while he holds tightly and correctly to that
large theme, his sensibility is foxy. And the book is
no systematic study of authoritarianism in Russia,
its similarities with Soviet totalitarianism and
Czarist despotism, and its unique Putin flourishes.

Instead, it is an illuminating and at times brilliant
series of short essays on different aspects on Russian
life. The book is grouped loosely into four parts; the
war for space, the war for symbols, the war for the
body, and the war for memory. These categories are
somewhat abstract and Medvedev’s writings diffuse,
so that some key themes appear throughout the book.

wHE/RETURE

OF THE

RUSSIAN
CEVEATHAN

And what are those key themes? Medvedev
believes that for Russia to thrive, it must accom-
modate itself to the modern, global order and
economy. He sees that Russia under Putin has
moved in the opposite direction. In the early 2000s,
while pursuing increasingly repressive policies at
home, Putin did not misbehave internationally; but
that all changed with his 2014 seizure and annex-
ation of Crimea, which ended “a 25-year project of
normalization and adaptation to the global world.”
Medvedev’s analysis is on target, although I would
pre-date Putin’s challenge to the global order back
to his Munich Security speech in February 2007,
the cyber-attack on Estonia that summer, and his
August 2008 war on Georgia.

Medvedev sees Kremlin economic policies
determined by the preferences of its leadership and
their cronies, not national interests nor the interests
of the Russian people. This is particularly evident in
the oil and gas sector, responsible for 60 percent of
Russian export earnings, which has enriched Putin
and his inner circle and which provides resources for
the Kremlin’s patronage system. In Medvedev’s eyes,
the Kremlin’s domestic and foreign policies have led

John E. Herbst is Director of the Atlantic Council’s Eurasia Center and was the United States Ambassador to Ukraine

(2003-2006) and Uzbekistan (2000-2003).
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to stagnation and repression at home, and isola-

tion abroad. Medvedev’s big picture thoughts are
sound, and well understood by the real opposition in
Russia, and sober analysts in the West.

But the great added value of this book is his
look at the cultural factors that helped produce these
policies and the way that these factors influence
many different aspects of Russian life. He provides
clear guidance up front in his fourth essay, “Crimea
as a Territory of the Subconscious.” He writes that
to understand why Putin decided to turn away from
world order and seize Crimea, one need not consult
American statesmen/scholars Kissinger or Brzezinski,
but rather Fyodor Dostoevsky, or 19" century pan-
Slavist Nikolay Danilevsky, both of whom saw Russia
as essentially different from the West.

Medvedev, however, is no historical deter-
minist. This choice was not inevitable, even if it
restored an established pattern in Russian culture
and tradition. Instead it was simply the decision of
an “Orthodox (i.e. Russian Orthodox) Chekhist”
Putin, who was also influenced by the monar-
chist emigre thinker Ivan Ilyin, who advocated a
Christian fascist Russia.

Looking at the first years of Putin’s presidency;,
Medvedev observes that Russia seemed to be on
a very different trajectory. During that period the
Russian economy grew quickly thanks to rising
hydrocarbon prices, sound macroeconomic poli-
cies and cooperation with the West. But even then
there was grumbling about the “geopolitical defeat”
Russia suffered with the end of the Cold War, and
the “plundering” of Russia by global liberalism and
its Russian accomplices. These themes became ever
more prominent that decade and came to dominate
Russian media as tensions with the West flared after
the Kremlin began its war against Ukraine.

Another major theme for Medvedev is the
Kremlin’s reliance on “trolling” or disinformation as
a governing tool. This topic, of course, has received
substantial attention in the West, which has focused
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on Putin’s use of it as a weapon, for instance, to hide
Moscow’s role in Donbas, or to promote BREXIT,

or to interfere in western elections. But Medvedev
offers a different optic. He sees it as essential to Putin’s
success in governing Russia in the wake of his failed
policies: “With the absence of political will and stra-
tegic thinking, and with a shrinking resource base,
trolling represents the thoughts and main method of
state policy.” Indeed, he writes, for some years now,
the whole of Russia, including President Putin, has
tended to live in a TV serial, “a parallel reality.”

An important part of this is Putin’s revival of
the Soviet practice of orchestrating public outrage.
While Putin took control of the major television
stations early in his tenure as President, the small
station Dozhd (Rain) remains independent. To con-
tain the possible impact of its reporting, the Kremlin
organizes “Veterans of Novgorod Offended by the
Programmes of the Dozhd television channel.”

As one of the books section headings make
clear—"The War for Symbols”—the Kremlin places
great emphasis on symbols. They are part of the
effort to control the narrative about what is happen-
ing in Russia and elsewhere. The ongoing, largely
fact-free effort to tar the Ukrainian government
and society as fascist is one key battleground. But
perhaps even more fundamental is the refusal to
come to grips with the horrors of Soviet rule. Putin
famously decried the dissolution of the Soviet Union
as the greatest tragedy of the 20™ century; and he
remains proud of his service in the KGB, one of the
most repressive organizations in human history.

Medvedev notes that a modern, liberal
Germany could never have emerged without a
reckoning with its Nazi past and rues the failure of
Putin’s Russia to do the same. There is no offi-
cially recognized historical memory of enormous
evils the Soviet regime inflicted on its population.
Medvedev mentions the unrealized hope of liter-
ary critic Marietta Chudakova that the writings of
Aleksandr Solzhenitsyn, Vassiliy Grossman, and
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Varela Shalamov would serve as a substitute for the
Nuremberg Trials in teaching the Russian people
about the horrors of the Soviet past; but concludes
that to stick such a lesson needs “concrete” memori-
als—museums and exhibitions as in Germany. And
such memorials are not on the agenda of a regime
devoted to the memory of the achievements of its
Soviet and Czarist predecessors.

Medvedev reminds us that 19 century philos-
opher Piotr Chadaev was right when he said Russia
has no history, but “lives only in the present.” In
other words, the past is endlessly malleable to serve
the interests of current rulers. But Medvedev also
explains that it is perhaps natural for the Russian
people to avoid looking at the horrors of the forced
collectivization and purges. He sees a “pain taboo”
in Russia. “Suffering is something internalized
which people try to deal with inside themselves....It
is not normal to talk about pain in Russia.” Kremlin
preferences and the avoidance of a public discussion
of pain explains the strong criticism in Russia of
Svetlana Alexievich, the Belarusian writer who won
a Nobel Prize in 2015 for her grainy and unsparing
portrayals of the horrors of the Soviet period.

Medvedev the fox throws out many more
insights in this volume. To mention just two more,
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he explains the prosaic ways that the Kremlin’s
militaristic foreign policy and its patronage system
reinforce each other. Putin returned intercontinental
ballistic missiles to the Kremlin’s victory parades in
2008; and the appearance of these missiles causes
$25-50 million in damage to Moscow’s roads each
year, which means more profits for Putin’s cronies,
who repair the streets.

Medvedev also notes that while politi-
cal thought in Russia is closely monitored and
restricted, there is one exception; the study of geo-
politics. Classic Western geopolitical thinkers like
Halford Mackinder and Alfred Mahan are not just
readily available in Russia, but receive substantial
attention, especially from Russia’s foremost geopoli-
tician, the extremist thinker Aleksandr Dugin. And
this suits the President of Russia, who has included
Dugin in at least one of his trips abroad, because
the geopoliticians talk of the natural competition
between the landpowers of Eurasia (Russia) and sea-
powers (the UK before and now the United States).

There is a lot more in this book—such as
Medvedev’s commentary on Russian films—that
offers valuable clues into Russian life for even sea-
soned Russia-hands. Highly recommended, but watch
out for the author’s detours into magical realism.
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very few years David Kilcullen publishes

an insightful book that inspires new think-

ing in the U.S. armed forces and becomes
a standard reference for all manner of strategies,
operational plans, and concepts. The Australian
anthropologist, former army officer, and conflict
zone observer has a unique talent for capturing
global dynamics in warfare and explaining them
to a wide audience. In 2009, it was The Accidental
Guerrilla: Fighting Small Wars in the Midst of a
Big One. In 2013, it was Out of the Mountains: The
Coming Age of the Urban Guerrilla. His newest, The
Dragons and the Snakes: How the Rest Learned to
Fight the West, repeats the feat in a timely book for
the re-emerging multipolar world.

The Dragons and the Snakes is about how Russia
and China (“dragons”) have developed new meth-
ods and technologies for fighting the United States
and its allies while terrorist adversaries and rogue
states (“snakes”) have evolved since 2001. Kilcullen
is highly conversant in new technologies and able to
show convincingly how GPS, smartphones, autono-
mous systems, and the internet have been exploited
by adversaries to great lethality. His main takeaway
is that, “the high-tech, high-precision, high-cost
suite of networked systems that won the Gulf War so

and the
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quickly and brought Western powers such unprece-
dented battlefield dominance in the quarter century
since then—is no longer working,” and that we must
adapt or face decline.

Kilcullen devotes significant space to exploring
what has become known as the “gray zone”—the vari-
ety of subversive, hybrid, and clandestine techniques,
both military and non-military, that have been used
to defeat or undermine Western partners and allies
without going to war. He contends that the United
States and the West have an extraordinarily narrow
notion of war as a conventional, force-on-force con-
test of arms among combat units on the battlefield.
Conflict in the gray zone between peace and open
war is often also described as “competition short of
armed conflict” and is often paired with Russia’s “lit-
tle green men” (Russian contractors or special forces
posing as a third party) or China’s maritime militia
(which pose as fishermen to exert Chinese claims in
the South China Sea). The gray zone also has concep-
tual links to hybrid warfare—the use of conventional
and unconventional tactics by an adversary, exempli-
fied by the tactics of Hezbollah.

Carter Malkasian is a Research Analyst at the Center for Naval Analyses. From 2015 to 2019 he was a senior advisor to

General Joseph Dunford, Chairman of the Joint Chiefs of Staff.
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The great contribution of The Dragons and the
Snakes lies in Kilcullen’s rich yet succinct chap-
ters on Russia and China. On Russia, Kilcullen
describes how paramilitary forces, contractors,
cyber operations, political subversion, and informa-
tion campaigns surf “the threshold of detectability,
sometimes subliminal...at other times breaking
fully into the open to seize an advantage or con-
solidate gains before an adversary can react.”
Borrowing a term from anthropology for people
on undefined thresholds in society or culture,
Kilcullen dubs this “liminal warfare.” Kilcullen
walks the reader through Russian military oper-
ations since 1991 (highlighted by an informative
description of the 2008 war in Georgia), the ideas
of geopolitical theorist Aleksander Dugin, and
General Valeriy Gerasimov’s influential writings
(the famous “Gerasimov Doctrine”) on “indirect
and asymmetric methods” and undeclared war for
“achieving political-military goals.” The danger
from the Russians is “a sudden strike so ambiguous
that we may still not be sure it is really happening,
even in the moment.”

On China, Kilcullen describes how the Chinese
employ a broad range of armed and non-armed
tools to coerce an adversary during what the West
views as peacetime. The Chinese, Kilcullen argues,
do not distinguish between states of war and peace.
They seek to dismantle Western influence as if they
are at war. Foreign assistance, financial disruption,
currency manipulation, cyber operations, infor-
mation operations, criminal activities, and stealing
technology substitute for armed conflict. There
are no geographical limits. Kilcullen describes this
Chinese form of gray zone activity as “conceptual
envelopment.” Again, Kilcullen is at his best walking
the reader through the details of post-1991 events,
reforms, and thinking, such as the Chinese percep-
tion of U.S. technological superiority demonstrated
in the Gulf War, the Taiwan Strait Crisis, and Qiao
Liang and Wang Xiangsui’s book on unrestricted
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warfare. Whereas the key danger from Russia is

the sudden ambiguous strike, the key danger from
China is the gradual expansion of non-kinetic
operations against warlike goals such that we do not
realize what is happening until it is too late.

To cope with these strategies and declining
economic power, Kilcullen advises that the United
States and the West should adopt a Byzantine
approach—the Byzantine Empire having been
the rearguard of Western civilization as the West
may now be the rearguard of democracy. He
recommends that we develop new military mod-
els while copying those of adversaries; expand use
of non-conventional and non-kinetic techniques;
maintain an edge in critical technologies; turn
adversaries against each other; use soft power to cre-
ate internal challenges for them at home; and above
all strengthen our own economies and polities.
Kilcullen sees a Byzantine approach as drawn out
over decades. In short, we would develop gray zone
methods of our own—both offensive and defensive.

Kilcullen’s most profound observation by
far is that these new methods of warfare raise the
chances for misunderstanding, security dilemmas,
and open war. The U.S. and Chinese perceptions
of each other, Kilcullen notes, are fundamentally
flawed. Both sides misread the intent and exag-
gerate the threats coming from the other. Neither
are unitary actors; incidental and uncoordinated
actions by parts of the whole can be misconstrued
as an aggressive grand strategy. Each can per-
ceive threat when there is none: “An illusion—an
apparent pattern, existing only in the eyes of
Western observers, that Chinese strategists would
not recognize in themselves, just as we would not
recognize their perception of us.” Conceptual
envelopment magnifies the problem. Each side
knows the other is conducting operations toward
warlike aims. In turn, both are inclined to view
all actions, even innocent ones, as part of a larger

plot, breeding “the danger of miscalculation, of
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talking ourselves into war with adversaries—or of
strategists misinterpreting each other’s actions and
thereby provoking an escalatory security dilemma
that ends in the war of the century.” Kilcullen
excludes Russia from this penetrating observation
but I have to think it applies to Russia and liminal

warfare as well.
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I have spent a good bit of time working on gray
zone matters over the past five years. To my mind,
The Dragons and the Snakes is the best single piece out
there—concise, well-written, and nuanced. It is both a
timely introduction to the topic for the unfamiliar and
a source of new discoveries and insights for the expert;

an important book during changing times.

BOOK REVIEWS 155



Save the Date for the 7 Annual

CYBER BEACON CONFERENCE

on Thursday, the 3" of December 2020

Disruption in an Era of Great Power Competition:
Pandemic, Infodemic, Space, Cyberspace, and Beyond

Hosted Virtually by the
College of Information and Cyberspace
“Our Nation’s Information and Cyberspace War College”
- Limited Space Available -

cic.ndu.edu
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