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Cyber Physical Systems
The Coming Singularity

By Marty Trevino

t this moment, a subtle but fundamental technological shift is occurring that is uniting our digital
and physical worlds at the deepest architectural and operational levels. This technological shift
will alter the global business, government, military and intelligence ecosystems. It is nothing
less than a technological singularity and this technology will forever change our world—it is called Cyber
Physical Systems (CPS).

This ill understood technological singularity is easily dismissed through cognitive error by strategic
decisionmakers who are inundated by cries of technological revolution on a weekly basis. Yet, Silicon Valley
visionaries, former National Security Agency (NSA) Senior and Technical Officers, and Tier 1 researchers
are comparing this technological shift to a “black swan” event and when assessing its effects, are placing it
in the “Unknown / Unknown” category of former Secretary of Defense Donald Rumsfeld’s quadradic event
characterization schema.!

Cyber Physical Systems are at the center of the unification of what have always been distinct physical
and virtual worlds. And while the convergence of our physical and virtual worlds is not conceptually new,
it is the capability which CPS possess that creates one of the greatest intellectual and technical challenges
of our time. Cyber Physical Systems are creating “open systems” able to dynamically reconfigure, reorga-
nize and operate in closed loops with often full computational and communication capability. Machine
Learning can be fully integrated within a CPS network and this will soon be followed by partial, and even-
tually full, Artificial Intelligence—often without the ability of humans to observe the ongoing processes
of the system. Cyber Physical Systems are at times even composed of unconventional computational and
physical substrates such as Bio, Nano, and Chemical. It is the convergence and morphing of the physical
and cyber worlds into multi-agent, intelligent CPS that constitutes nothing less than the technological sin-

gularity of our time.

Dr. Marty Trevino works for Fortinet in the office of the CISO as the Senior Director of Security Strategy. He previously
served as the Technical Director of Mission Analytics for the National Security Agency of the United States.
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Tech Hype and Buzzwords or the
Unknown/Unknown

No industry enjoys creating hype more than the tech-
nology industry. Every new mobile App, computer
program, algorithm, machine learning construct, etc.
is dubbed as revolutionary and destined to change
the world. The reality is that very little of this hype

is accurate; but this does not violate the premise that
“black swans” do exist and when they are discov-
ered, they are highly impactful. CPS is today not

only highly impactful and seemingly improbable;

but in the framing of Rumsfeld, CPS also falls into
the Unknown / Unknown category. Simply put, we
ignore this technological shift at our peril and open
the door to our adversaries who do not ignore this
shift.

The fact that we are entering a CPS and Internet
of Things (IoT') dominated world is beyond debate.
That we do not have the level of understanding
required regarding the effects of CPS on the world is
also beyond debate. Nor do we have a clearly defined
way of attaining the necessary level of under-
standing required to embark upon military and
intelligence operations in foreign cyber space domi-
nated by these systems. These realities present both
strategic challenges and opportunities. Attaining
the level of understanding of CPS to enable complex
operations with designed effects is this generation’s
equivalent of breaking Enigma; and the strategic
implications of doing so are equally great.

Defining and Characterizing Cyber
Physical Systems (CPS)

In 2013, a consortium of European experts from
France, Germany, Italy, Sweden, the UK, and other
nations came together with the main objective of
expanding European competence in embedded
mobile and the network controls of the evolving
class of unionized systems.? They called themselves
CyPhERS and they set out to define, conceptual-
ize and even model one of the greatest intellectual
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challenges of our time—the concatenation of the
virtual and physical worlds into what has become
known as Cyber Physical Systems (CPS).

Cyber Physical Systems represent the coupling
of two distinct worlds and their subsets to include:
industrial and operational technology, building
automation, the Internet of Things (IoT), high speed
connectivity (4G and soon to be 5G), cloud and
machine learning (ML), all made supremely effec-
tive with feedback loops and within cutting edge
new architectures. The term “cyber-physical sys-
tems” is generally credited to Helen Gill, Program
Director for Computer and Network Systems at the
National Science Foundation. Gill coined the term
somewhere around the year 2006 to characterize
the intersection of the physical and cyber worlds.
Cengarle et al., notes that CPS is subject to numer-
ous interpretations depending upon the individual
lens through which the technology is viewed. The
deep penetration of electronics, sensors, and soft-
ware into every aspect of modern life is referred to
in unique nomenclature by the varying commu-
nities which are served by those advances. Some
of these include: IoT, the 4" Industrial Revolution,
Smart Cities, Home Automation, Digital Medicine,
etc. The CyPhERS group realized that an expanded
view, and thus definitions, of those systems were
necessary based on the perceived disruptive
potential of multi-agent, intelligent Cyber Physical
Systems.”

The National Science Foundation provides
a base definition for CPS that is widely accepted
today:

A Cyber Physical System is a mechanism
that is controlled or monitored by comput-
er-based algorithms, and tightly integrated
with the Internet and its users. CPS systems
tightly intertwine the physical and software
components, each operating on different
spatial and temporal scales, while exhibiting
multiple and distinct behavioral modalities.
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This dynamic and complex interaction is
agile, and changes based on the context.™

Cyber Physical Systems will encompass the
entire spectrum of technical systems from tiny to
massive in scope and size. Torngren et. al., more
over characterize CPS as “inherently multidisci-
plinary and multitechnological, and relevant across
vastly different domains, with multiple socio-tech-
nical implications.” The strategic implications of
this technological shift must be made clear for U.S.
military and intelligence operations, in particular at
the nation state level where understood mastery of
this tradecraft is in itself a deterrent to adversaries.

A Dependent Relationship

The conceptual integration of the physical and
cyber domains is not new. It is the scale, multi-agent
nature, system intelligence level of integration, and
the cross cutting of domains which characterizes
Cyber Physical Devices that is both novel and rele-
vant. In conceptualizing what constitutes CPS, and
thus what will eventually engender itself in every
physical and virtual ecosystem, it is important to
note that CPS is the result of a dependent relation-
ship between the Core, Endpoint, Connectivity, and
Cloud. CPS are not any single piece of technology;
rather the complex integration of devices and archi-
tectures made possible by the explosion in Endpoint
devices, increases in Connectivity speeds, and the
expansion of Cloud capabilities to, at times, include
High Performance Computing and embedded /
native Machine Learning. CPS is thus networking at
multiple and extreme scales, and multiple temporal
and spatial scales—at times simultaneously.
Initially triggered by the marriage of Industrial
and Operational Technology, CPS now consumes
Building Automation (BA) and is enmeshed with the
Internet of Things (IoT). Critical to understanding
the opportunities and threats of CPS is that when
these technologies are combined, they constitute
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something infinitely more capable than the individ-
ual parts.

Cyber Physical Systems (CPS) and the
Internet of Things (IoT)

When discussing Cyber Physical Systems, often the
first question to arise is how CPS differs from the
much talked about Internet of Things or IoT? Is CPS
simply hype or an alternative nomenclature for the
IoT? The answer is “no.” The differences between
CPS and the IoT are significant and important to
understand.

The Internet of Things (IoT') refers to the mas-
sively expanding number of physical devices that
feature an IP address enabling internet connectiv-
ity and thus, communication between devices and
larger systems. These devices range from home
speakers to appliances to thermostats. Sedlar et
al. state that the “Devices classified as IoT devices
are typically connectivity-centric, advocating the
best-effort nature of the internet itself, while compu-
tation is secondary and, in many cases, minimal.”
Cyber Physical Systems differ greatly in that they
“use shared knowledge and information obtained
from sensors to independently control physical
devices and processes in a closed loop.”

Cyber Physical Systems are defined by highly
integrated computation networks, closed loops, and
physical processes. CPS can have multiple temporal
and spatial scales, as well as be networked at extreme
scales. Cyber Physical Systems are multi-agent and
often intelligent, with the ability to dynamically
reconfigure and reorganize. The result of these com-
bined characteristics is high degrees of automation,
and capabilities far exceeding simple communica-
tion and the simple nature of IoT devices. CPS is
also now perceived as being a primary vector for the
IoT to connect with higher order functions. It is this
dynamic integration and connection of disparate
devices and systems that present tremendous oppor-
tunity for both U.S. advocates and adversaries.
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Next Generation Analytics—
Understanding and Common
Operating Pictures

It is written in the Old Testament that King Solomon
went to God and asked to be the wisest of all kings.
God granted his wish by giving him “understand-
ing.” The advancement of CPS and the capabilities
they bring presents massive technical and non-tech-
nical challenges from the lens of understanding.
Among the most easily constructed approaches to
developing an understanding or “internal model”
from a neuroscience perspective is a deconstructiv-
ism-based approach. A deconstructivism approach
can be taken in framing this challenge to begin with
defensive challenges and offensive opportunities.
This framing can then be extended into military
networks, kinetic and non-kinetic operations, denial
of intent, and the deriving of other effects in the
eco-system. Yet, this sort of endeavor, while useful,
fails to incorporate a decisionmaker’s best asset—
Advanced Visual Analytics.

The importance of Visual Analytics to inform
common operating pictures and internal models
of strategic decisionmakers is widely recognized
in the U.S. military and Intelligence Community.
Few decisionmakers are not interested in “seeing
the data.” But seeing the data at meaningful levels
of analysis around the IoT and CPS is no simple
endeavor. The sheer size of the IoT and complexity
of CPS fuels the problems associated with analytics
at scale. The problem of analytics at massive scale
encompasses both technological challenges and
higher order human functions.

Visualizing millions of CPS and IoT devices in
a way that informs and facilitates strategic decision-
making is a massive challenge for technical experts.
At the highest level of analysis this challenge is not
new; Uber, Facebook, Twitter, and Google track the
movement, activity, and use of millions of devices in
near real-time. The challenge becomes fully exposed
when altering the use cases to those of a military and
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intelligence nature. In each of these cases / domains,
how to visualize massive amounts of data in a way
that underpins human decision cycles with time as a
principle variable in the equations remains unsolved.
The element of time as a variable cannot be under-
stated, as with each passing minute the number of
devices and actions performed increases in a power
curve distribution fashion. The reality of scale and
time in relation to temporal opportunities and strate-
gic understanding of a dynamic ecosystem opens the
door to mandatory discussions of Machine Learning
and fully automated decision-making. And yet, the
notion of eliminating humans from the decision loops
is strongly rejected by those with decision authority
today in virtually every domain. Decision cycles or
OODA loops (observe-orient-decide-act), as they are
commonly referred to, remain a human-centric pro-
cess informed by data, analytics, and visualizations.
Unfortunately, to believe that human beings will be
able to make sense of trillions of actions over periods
of time and make accurate, timely decisions can be
likened to attempting to build a new Maginot Line in
an age of precision weapons; advanced analytics and
Machine Learning are the keys to building capability
to “sense make” in a world dominated by the IoT and
Cyber Physical Systems.

To understand the necessity of developing the
next generation object visualization and incor-
porating Machine Learning (ML and eventually
Artificial Intelligence) into the decision process,
it is useful to examine a set of current state-of-
the-art network visualizations. Consider the
visualizations in figures 1-3 to represent both
CPS networks and clusters of IoT devices related
to those CPS networks across a nation state. Each
dot on the map represents a network of no less
than 100 CPS for a single industry. In this case,
we will consider Oil and Gas facilities at a single
point in time to be the target set. The relatively
few “dots” reinforces the belief that as an indi-
vidual or team of people, the target set can be
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understood. At this level
of analysis, the ability

to dynamically “drill
down” into the clusters
is possible by human
analysts and a dedicated
team of “experts” could
likely glean goodness out
of the data.

In this second view
(Fig. 2), another single
target set of critical infra-
structure is visualized.
And while the number of
networks has increased,
as has the dispersion
across the nation state
(both present challenges
from a targeting per-
spective), size and scale
are not insurmountable.
Meaningful analysis
can still be done in both
automated and manual
methods and strategic
decision informed. The
issue is that neither of
these views (CPS net-
works) exists in isolation
and the associated IoT
devices are not yet shown.
To target these networks,
one must show contextual
networks of CPS systems
and affiliated IoT devices.

The final illustration
(Fig. 3) is an accurate and
complete visualization
of both CPS networks
and IoT clusters of
10,000 devices or more.
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Figure 1. CPS Networks and loT Clusters—View 1.

Source: lllustration generated by author

Figure 2. CPS Networks and loT Clusters—View 2.

Source: lllustration generated by author
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Figure 3. CPS Networks and loT Clusters—View 3.

Source: lllustration generated by author

When assessing this level of information density,
the human brain is likely to default to a “prone to
error” System 1, and these errors have cost U.S.
intelligence officers and military commanders
dearly across the many wars fought by American
warriors. Yet, it is precisely this density of objects
that must be dealt with in all future scenarios. In
this visualization rendering, only simple presence
was considered, device behavior (features) was
omitted and time was held to one minute. If we are
to capture 100 features from these networks multi-
plied by the number of devices and networks over a
24-hour period, the complexity challenge becomes
clear. Simple decomposition approaches and man-
ual analysis undertaken by even legions of smart
people will no longer suffice.
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We stand at the event horizon of a technolog-
ical singularity that, if we are to be “left of boom,”
an entirely new generation of visual analytics and
applications of Machine Learning will be required
to inform and perform strategic decisionmaking at
speed and scale.

Next Generation Analytics and High
Dimensional Space

Military commanders and senior intelligence
officers have been quick to realize that advanced
analytics are among the keys to situational aware-
ness and successful operations. This truism will
only become increasingly obvious as CPS and the
IoT mature. Next generation analytics will pro-
vide strategic advantages at all levels, but will

PRISM 8, NO. 3



fundamentally underpin creative decision processes
and higher order human decision functions, such as
the weighing of risk and sequencing of kinetic oper-
ations. Among the promising and novel approaches
to next generation visual analytics is the use of
Object Based Analysis (OBA), High Dimensional
Space (HDS), and High-Performance Computing
(HPC). In considering devices and even networks as
objects, features association becomes a powerful tool
enabling rich contextual information to be asso-
ciated with a core object. Adopting this approach
enables the creation of unique visualizations
designed to capture the inherently dynamic nature
of the network and allow the user to interact with
the data in ways fundamentally different than what
is possible with two dimensional graphs / charts.

Machine Learning, in its various forms, can
be unleashed on these data sets with correlations,
relationships, and actionable opportunities dis-
covered at speed and scale. These insights can also
inform decisionmaking at all levels, but with an
empbhasis on strategic decisionmaking, as this is fun-
damentally a creative process in the human brain.
It is believed that the outcome can be a new level of
understanding for senior commanders, as well as
fully automated decision authority for the coming
generation of Artificial Intelligence.

In the most advanced analytic environments,
it is possible to stand in the cluster and interact
with the visualization in three dimensions by touch
and natural language voice processing. The precise
benefits of this are currently unknown; but from
the lens of the neuroscience of decisionmaking, the
possibility to impact the Cortex, Visual Cortex, the
Thalamus and hence the formulation of the Internal
Model itself is promising. It is possible that even the
Amygdala, which plays a decisive role in memory
creation, and its ability to override other areas of
brain function in moments of extreme danger may
be influenced by interacting with data over time in
HDS. A theorized outcome would be the creation
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of “richer” memories also serving to influence the
Internal Model for dealing with future high-risk
events. Thus, both the technical aspects of analytics
at scale and the human brain’s ability to process data
and make decisions are components in the next gen-
eration of visual analytics. To the winner of this race
goes the high ground of understanding in rapidly
evolving nation state level actions in cyber and any
kinetic conflict.

Conceptualizing a CPS / IoT Ecosystem

Attempting to conceptualize a tightly integrated
physical and cyber world while it is rapidly evolv-
ing can be likened to building an airplane in flight.
And while this is not a new conundrum, it has been
made markedly more difficult due to scale, speed
of development and deployment, as well as the
attributes of CPS. Accurately conceptualizing or
“framing” the evolving Cyber Physical, or CyPhy,
world we must operate within is perhaps the most
difficult technical and intellectual endeavor of our
time.® This intellectually “deep” undertaking is
easily dismissed by those in leadership positions as
a task to be left to others as “more pressing things”
must be attended to. And while there is some truth
to this perception, it also can engender the unin-
tended outcome of allowing old Internal Models
of the ecosystem to remain intact in the face of a
rapidly developing environment; thus, promoting
decisions not based on the latest understanding.
This tendency to avoid the intellectually deep and
difficult foundational work is compounded by the
uniqueness of the military and intelligence com-
munities’ Use Cases.

The default of many leaders has been to sim-
ply adopt frameworks composed by commercial
industry or academics. And while this approach
can certainly begin the process of framing, from
a military and intelligence perspective, it can only
be the initial step of developing the required level
of understanding.
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Figure 4. Cyber-Physical Systems, a Concept Map.

Cyber-Physical Systems - a Concept Map

hitp: /[ CyberPhysicalSystems.org

See authors and contributors.

[ifrastructure )

Source: The Ptolemy Project, UC-Berkley, available at <https://ptolemy.berkeley.edu/projects/cps/>.

More robust frameworks have risen out of
academic institutions and think tanks. Some of
these frameworks have attempted to specifically
isolate the component and function relationships of
CyPhy. These maps are considerably more useful in
illustrating simplistic relationships and the potential
interaction of devices and closed loop systems. Yet,
even the most robust of these is woefully simplistic
in the face of the complex Use Cases of the U.S. mili-
tary and intelligence services.
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At ts core, virtually all military and intelli-
gence planning is action oriented. Thus, seeking out
existing frameworks which can underpin action can
expedite the framing process. In 2010, the McKinsey
Institute created a simple, but effective framing of IoT
devices which also has application to CPS. This unique
stratification is another high level, but useful step in
creating a complex framework to underpin operations.

Considerably more work is needed to create the
required level of understanding of the singularity we
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Figure 5. loT Device Application Framework .

CYBER PHYSICAL SYSTEMS

Information and analysis Automation and control

1 2 3

Tracking Enhanced Sensor-driven

behavior situational decision
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behavior of time awareness decision making

persons, things,
or data through
space and time
Examples:
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advertising and
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Inventory and
supply chain
monitoring and
management

of physical
environment

Example: Sniper
detection using
direction of
sound to locate
shooters

through deep
analysis and data
visualization

Examples:
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planning with 3D
visualization and
simulation

Continuous
monitoring of
chronic diseases
to help doctors
determine best
treatments

1 2 3

Process Optimized Complex

optimization resource autonomous
consumption systems

Automated Control of con- Automated

control of closed
(self-contained)
systems

Examples:
Maximization
of lime kiln
throughtout via
wireless sensors

Continuous,
precise
adjustments in
manufacturing
lines

sumption to
optimize resource
use across
network

Examples: Smart
meters and
energy grids
that match loads
and generation
capacity in order
to lower costs

Data-center
management to
optimize energy,
storage, and pro-
cessor utilization

control in open
environments
with great
uncertainty

Examples:
Colision
avoidance sys-
tems to sense
objects and
automatically
apply brake

Clean up of
hazardous
materials through
the use of swarms
of robots

Source: McKinsey & Company, “The Interntet of Things,” McKinsey Quarterly (March 2010), available at <https://www.

mckinsey.com/industries/high-tech/our-insights/the-internet-of-things>.

now face. It is no doubt that more robust frame-
works exist at the classified levels and should be
sought out through the appropriate channels. It is
useful to revisit the wisdom of Albert Einstein who
is quoted to have said—“If I had an hour to solve a
problem, I’d spend 55 minutes thinking about the
problem and five minutes thinking about solutions.”

Technological Advances and
Implications for U.S. Forces

The operationalization of Cyber Physical Systems
on a global scale presents a duality which has few
intellectual and conceptualization parallels in
today’s technical world. CPS also represents one

of the greatest opportunities for the U.S. military
and intelligence services to create ecosystem effects

PRISM 8, NO. 3

through non-kinetic operations. These effects can
range from influencing foreign decisionmaking to
denying an adversary the ability to operate and/or
sustain operations against U.S. forces world-wide.

In conceptualizing the possibilities for affecting
adversary ecosystems, a principle consideration is
that the United States and Europe are leading in the
deployment of CPS. Thus, it is possible to evaluate
these deployments from a “strengths, weaknesses,
opportunities and threats (SWOT)” perspective, and
mirror anticipated deployments by our adversaries
(understanding of course the differences in Russian
or Chinese power grids as an example).

This type of analysis is not new and can simply
be applied to CPS development into the kinetic
realm. An example of anticipated CPS development
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in the kinetic realm can be found in the coupling of
high-speed encrypted connections linking multiple
platforms. The F-35 Joint Strike Fighter is designed
to receive direct data feeds from on station Global
Hawks, interpret this data and transmit targeting
and prioritization of targets to missile-carrying
F-15, F-16 and F-18s. The result of this tight inte-
gration through CPS is to enable precise adversarial
prioritization and targeting at speed and scale in
high-end conflicts. Foreign nations, such as India,
have fully integrated high-speed data links in their
fighter force. Indian Sukhoi (SU)-30 MK 2s are
frequently observed communicating through these
modes. This falls short of a full CPS system, but
clearly highlights the development path (which
mirrors the U.S. path) which will be taken. This
understanding should not be squandered, and anal-
ysis performed through both SWOT capability and
progression lenses.

In the future, CPS will enable the full automation
of robotic systems with wide ranging kinetic capa-
bility. One often discussed example is swarm bots
with full ranging mission parameters. These include
bots designed to confuse adversary targeting systems,
while dedicated attack units eliminate enemy units.
All of this will be done at cyber speed and on a global
scale, with humans in and out of the loop. Both the
military and the intelligence community will benefit
from the applications and/or compositions of new
physical substrates such as Smartdust. Smartdust
represents novel applications of micro-electrome-
chanical and even biological systems such as sensors,
as well as intelligent bots to detect a wide array of
inputs and outputs. Smartdust can be distributed
over an area to detect prescribed environmental
elements—temperature, light, vibration, etc. usually
through radio-frequency identification. Initial tests
have been highly successful, thus opening the way to
further innovation in this field potentially providing
novel vectors to pinpoint situational awareness to U.S.
forces or intelligence operations.
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CPS are rapidly penetrating and will eventu-
ally permeate all military and critical infrastructure
verticals of every country. Understanding the deep
penetration of CPS into these domains is critical to
the success of U.S. forces. It is always preferable to
deny the adversary the ability to operate or effec-
tively engage in kinetic operations versus engaging
in combat operations with a well-prepared and
capable enemy.

Simply put, U.S. forces face an endless set of
scenarios in which an infinite number of small and
separate systems can work in cooperation to achieve
much larger military and intelligence objectives.’

CPS Analytics and the Art of the
Possible

Advanced analytics provide strategic advantages that
are difficult to counter in both the military and intel-
ligence domains. It is an understatement to say that
there is significant interest in what next generation
analytics will look like and do for decisionmakers.
Yet, there is a massive misconception as to the future
of cyber (CPS and IoT) analytics which stems from
purist thinking in the technical realms and miscon-
ceptions in the minds of senior decisionmakers. The
question, “what will drive next generation analy-
tics?” is likely to generate several permutations of the
same set of bullet points. The list of concerns ranges
trust in the data,”

» «

» «

from the “quality of the data,

» <«

“data precision,” “speed of analysis,” “eliminating

» <«

bias in the algorithms,” “story-telling of the data,”
“good dashboard design,” “data” density ratios,” etc.
And while all of these are important, they all pale in
importance to the neuroscience of decisionmaking.
There are two scientific dimensions of decision-
making which are not considered today but will be
addressed two generations from today; these are the
Umwelt and the Internal Model.

The Umwelt is the spectrum of information
which a living being can sense and process."” The
Umwelt represents the biological foundations at the
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epicenter of both communication and understanding
in all animals."* For a Tick, the Umwelt consists of
the ability to detect heat and body odor, for the Eco
Locating Bat, its world is largely constructed out of its
ability to sense air compression waves. Humans have
a variety of senses; but we are still severely limited

in what we can sense — despite the belief that we see
everything. Yet, our highly capable human brain can
learn to utilize new senses and will in fact form new
neural paths if necessary, to interpret these signals.
These new information streams are then incorpo-
rated into our decision cycles and the formulation of
our Internal Model of what constitutes the ecosystem
we exist / operate within. It is here that the neuro-
science of decisionmaking holds the key to next
generation analytics and improved strategic decision-
making versus improving data precision or designing
better dashboards. Next generation analytics will not
be better data or colors on a dashboard; but rather it
will be augmented sensory sensation and individually
centric Artificial Intelligence. Today, work is under-
way to develop wearable devices which can translate
data into modulated pulses to be felt by the individual
wearing the device. Next generation analytics will be
“felt” as well as seen and the human brain will uncon-
sciously know when “something is wrong” or “right.”
Augmented sensory sensation, coupled with Artificial
Intelligence (AI), is the next generation high ground
of analytics for U.S. military commanders and intelli-
gence officers as they engage in a never-ending battle
of wits with our adversaries.PRISM
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“Every critical infrastructure system in the United States, including that of the USG, depends on commercial
telecommunications infrastructure” (from this article)
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The Worst Possible Day
U.S. Telecommunications and Huawei

By Thomas Donahue

s a global power, the United States must be able to sustain military forces and project power anywhere
in the world, even in the face of resistance from a sophisticated adversary with the ability to infiltrate or
disrupt telecommunications and other critical infrastructure within the United States, in space, under
the ocean, and in other regions of the world. Policy must consider the worst possible day, not the routine day.!
The emergence of the Chinese company Huawei as a leading provider of integrated telecommunications
systems is seen as such a security threat that the U.S. Government (USG) has sought to raise barriers to the use
of the company’s technology in U.S. infrastructure, and even threatened long-standing intelligence sharing
arrangements with the nation’s closest allies who choose to use less expensive Chinese technology.
While arguably helpful in the short term, the USG must confront the basic problem of whether an accept-
able alternative must be based in the United States, and whether the U.S. Government should support even a
foreign champion with foreign, trade, and industrial policies to promote a viable global competitor to Huawei.
As was done in the wake of initial successes by the Soviet space program, the United States should consider
whether its strategic role as a global power requires increased government investment in research, industrial
capacity, and programs with specific objectives comparable in scale to the U.S. space program of the 1960s.’
This article considers how the United States fell into this dilemma, how the government has assisted
infrastructure development in the past, and options for how the USG—in partnership with allies and the pri-
vate sector—might be able to promote competition in the global market place with a view toward enhancing
the resilience of national security communications and critical infrastructure.

Opening Gambit

Telecommunications is both a homeland security and a national security issue because the entire economy
depends on a shared, interoperable infrastructure, and because many national security communications ride
on top of commercial infrastructure both in the United States and abroad.* Nonetheless, the United States
generally considers free market solutions as more effective and agile, particularly when it comes to consumer
products, even when that means foreign companies dominate a technology market. Even when the govern-
ment is involved in the creation of a technology, privatization is the preferred outcome, as occurred with the

The author is a former Senior Director for Cyber Operations on the U.S. National Security Council Staff.
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internet.’ The business of integrated telecommunica-
tions equipment, however, is not a “consumer” issue;
it is about systems used by critical infrastructure.

In addition, the business of integrated telecommu-
nications equipment is not a “free marketplace” in
the usual consumer sense because the multi-decade
timelines for investing in national infrastructures
inevitably create cyclic demands as carriers seek to
recover their capital expenditure investments and
manage financing of these procurements.

The United States, in the wake of a major eco-
nomic downturn in 2001-02, made “free market”
decisions by allowing U.S. industry to succumb to
global market forces even as China’s companies,
Huawei and ZTE, began to emerge in global mar-
kets. Now the United States finds itself struggling to
control a national security issue without the usual
means to compete, namely its own industry.

Despite U.S. efforts to create a more diverse
market of telecommunications service providers,
the trend for equipment manufacturing has been
toward reconsolidation to achieve economies of
scale.” Market consolidation during the past 15
years has reduced the global telecommunications
equipment integrator market to primarily Finland’s
Nokia, Sweden’s Ericsson, China’s Huawei and
ZTE, and South Korea’s Samsung (all but Huawei
are publicly traded).® The United States now mostly
depends on Nokia and Ericsson, with a smattering
of Huawei deployments in low-density rural areas
(the Rural Wireless Association in December 2018
told the FCC that 25 percent of its members use
Huawei equipment).” Nokia and Ericsson in recent
years have been financially shaky, with debt bonds
emerging from junk bond status in 2017 only to low-
est-grade investment status in 2018 and 2019, and
both companies have suffered negative net income
most quarters since the beginning of 2017.° Nokia
suffered a significant downturn in the stock market
after announcing that it would not meet its origi-
nal growth targets in 2020 and would not be paying
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dividends in order to help fund development costs."

According to industry market research,
Huawei’s global market share (including China)
for service provider equipment is now greater than
that of Ericsson and Nokia combined.’? As of 2016,
Huawei reportedly supplied more than half of the
537 “fourth generation” (4G) mobile networks glob-
ally and 59 of the 90 4.5G networks, an intermediate
step before 5G.** European providers use Nokia and
Ericsson equipment but increasingly have turned to
Huawei for better prices and “advanced” capabilities
that are ready to deploy."* The Dutch telecommuni-
cations carrier in April 2019 cited a 60 percent price
advantage when choosing Huawei.”* More than half
of Huawei’s 5G contracts as of July 2019 were in
Europe.'t

This proliferation of Chinese technology is
further enabled by Chinese telecommunications
service providers working together with other
Chinese industries and cities to develop 5G appli-
cations within China and offering to build 5G
infrastructure for other countries as part of the
broader investment Beijing offers under its Belt
and Road Initiative.” As part of this overall effort,
Huawei seeks to dominate the application of 5G for
the “Internet of Things”—used in infrastructure and
manufacturing—through technology development
and the setting of international standards.'

Can’t We Just Keep Huawei Out of the
United States?

U.S. concerns with Chinese telecommunica-

tions companies—especially the more successful
Huawei—are not new. The USG for years has sought
to limit the proliferation of telecommunications
equipment manufactured by China’s Huawei largely
on the grounds that Huawei enables espionage

for China’s security services.”” The U.S. Congress
released a report on the threat posed by Chinese tele-
communications manufactured equipment in 2012.%°
Reports in 2019 from British and U.S. cybersecurity
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experts have cited a high degree of risk from a large
number of security vulnerabilities well in excess of
current industry norms.* The African Union in
May 2019 renewed its partnerships with Huawei on
a range of technologies, from broadband and cloud
computing to 5G and artificial intelligence, despite
accusations in the media that China used Huawei
equipment during a period of five years to steal data
from the Union’s headquarters in Addis Ababa (con-
struction of which was funded by Beijing).”

President Trump in May 2019 issued an
Executive Order on supply chains and ordered the
placement of non-U.S. affiliates of Huawei on the
Commerce Department’s Entity List.” In addition,
Section 889 of the Fiscal Year 2019 National Defense
Authorization Act began to take effect in August
2019. This bill prohibits federal agencies from using
“covered” entities or their subsidiaries and affili-
ates, including Huawei and ZTE.** The bill prohibits
federal contracts with companies that use covered
entities as of August 2020. The actual impact of
these recent policies will not be fully determined
until rules and regulations are put in place; however,
such impacts may be blunted significantly as part of
a broader trade agreement.?® Other proposed bills
call for promoting the development of 5G indus-
try and for ensuring the security of 5G and future
mobile telecommunications systems and infrastruc-
ture within the United States.?®

The exclusion policy has the potential to pre-
vent further Chinese deployments within the United
States but does not solve the longer-term problem
of ensuring trusted communications infrastructure
on a global basis for the United States or the proper
functioning of other foreign critical infrastructure
depended on by the U.S. military and other U.S.
interests overseas.” Even for domestic infrastruc-
ture, the exclusion policy would not protect U.S.
interests in the event that the Nordic companies
continue to run into financial difficulties despite
positive outlooks for growth in 5G sales.?®
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Most discussion of the Huawei issue centers
around “espionage;” however, the greater concern
is actually availability, given that encryption and
authentication technology can be used to protect
confidentiality and integrity of communications.
Every critical infrastructure system in the United
States, including that of the USG, depends on
commercial telecommunications infrastructure.”
On the worst possible day in a conflict with a peer
adversary, the United States may not be able to count
on the survivability of communication satellites, and
satellites do not provide sufficient data rates for the
tull scope of information-based warfare strategies
regardless.’® Even surviving fiber links would be
subject to disruption if the communications must
pass through equipment provided by vendors from
hostile countries, notably Huawei and ZTE. For
example, Huawei completely dominates the telecom-
munications infrastructure in Iraq that the USG and
its military presence depend on.*

Current policy depends on convincing other
countries to use more expensive European equip-
ment with capabilities reportedly lagging Huawei
features by a year or more.*? U.S. policy also poten-
tially has the effect of asking other countries to rip
out existing investments in Huawei equipment prior
to installing new 5G equipment, which in the case of
Europe would cost more than $60 billion, accord-
ing to some estimates,* although others suggest it
would cost much less.** Within the United States,
small rural carriers would face existential financial
hardships transitioning away from Huawei.* This
policy impact could be mitigated in part with equip-
ment that will be available by the end of 2019 to
bridge the gap between old Huawei and new western
equipment.*® To counter future transition prob-
lems, telecommunications service providers, in part
through the Open Radio Access (O RAN) Alliance,
are promoting the global use of interoperable stan-
dards that would allow the service providers to avoid
vendor lock-in for future generations.”
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Some countries are seeking mitigation of the
threat by limiting Huawei to the “edge” of their
networks and excluding Huawei from the “core;”
however, telecommunications companies and U.S.
Government officials have noted that, with 5G, the
distinction between the edge and the core largely
disappears, suggesting this approach would not sat-
isfy U.S. security concerns.*® The British experience
with inspections of Huawei equipment highlights
the challenge of guaranteeing security through
inspection as another means of mitigation.* A
nation might seek to adopt a “zero trust” model for
5G; however, industry experience in developing
“trusted computing” suggests that hardware as the
“root of trust” has a degree of privilege that can-
not be controlled against an untrusted supplier.*
Meanwhile, Huawei is seeking to improve its code
review process to mitigate concerns raised by the
British reports.*!

Some argue that U.S. policy should solve the
global problem by “killing” Huawei through the cut-
off from western supply chains; however, this view
ignores the likelihood that Beijing would step in to
assist its national champion even more so than it has
already.*? China to date has always fallen short of
the information technology state of the art and thus
succumbed to the market imperative to use better
western components; however, bifurcation of the
global market would alter this dynamic decisively.*
The founder and chief executive of Huawei, Ren
Zhengfei, prior to the G20 summit in June 2019 said;

The U.S. is helping us in a great way by giv-
ing us these difficulties. If we aren’t allowed
to use U.S. components, we are very confi-
dent in our ability to use components made
in China and other countries.**

In response to U.S. policy and concern for their
Chinese markets, Ericsson and Nokia reportedly are
planning how they might need to bifurcate organi-
zations and supply chains to remain in both western
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and Chinese markets, with potentially significant

costs on top of already weak financial positions.*®
According to Triolo and Allison of the Eurasia

Group, in their paper on “The Geopolitics of 5G™

The United States and China also are
competing to develop innovative technology
applications that will run on top of deployed
5G networks. The United States has an
advantage in terms of innovation capacity,
but China will benefit from its head start
building out its domestic 5G ecosystem and
as Chinese companies then compete for
market share abroad.*¢

Triolo and Allison note that, “The push for
a China-free 5G alternative is likely to delay 5G
deployment where backup suppliers are forced to
invest in new manufacturing capacity and human
capital, further cementing China’s first-mover
advantage.” They also note that;

A bifurcated 5G ecosystem would increase
the risk that the global technology ecosystem
would give way to two separate, politically
divided technology spheres of influence.
Such a split could result in some interopera-
bility issues or lower economies of scale and
higher transaction costs.*”

Potential Damage to the U.S.
Semiconductor Industry

Meanwhile, the semiconductor industry and other
high-technology industries in the United States
have expressed concern about the collateral effects
of the Huawei policy resulting from market “uncer-
tainty” and the potential loss of Chinese markets,
which in some cases account for a significant
fraction of their revenue (for example, Qualcomm,
Micron Technology, Qorvo, Broadcom, and Texas
Instruments each earn more than 40 percent of
their revenues from China; Intel and Nvidia get
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more than 20 percent from China). Huawei depends
particularly on U.S. optical and analog components
from companies such as NeoPhotonics (49 percent
of revenue from Huawei alone), Lumentum (18 per-
cent), Inphi (14 percent), Qorvo (13 percent), II-VI (9
percent), and Finisar (8 percent).

Because U.S. economic policies have so
strongly favored globalization, key capabilities in
the high-technology sector during the past 30 years
have moved overseas to a significant degree. At
first this primarily involved assembly of electronic
components; however, the most complex manu-
facturing—including for advanced printed circuit
boards and semiconductors and their associated
supply chains—increasingly are centered outside the
United States. U.S. industry has focused on main-
taining ownership of intellectual property through
the design process but often depends on companies
such as the Taiwan Semiconductor Manufacturing
Company (TSMC) to make products.

How Did We Get to This Point?
The lack of a U.S. industrial base for integrated

telecommunications equipment manufacturing that
could compete with Huawei and the European firms
for the global deployment of 5G systems is the direct
result of a “perfect storm” of regulatory, technol-
ogy, and economic shifts at the end of the 1990s. As
detailed in the extensive study published in 2011 by
Lazonick and March, the primary U.S. company,
Lucent Technologies, ultimately failed because

it made short-term financial decisions without a
long-term vision for technology and global market
development.*® In particular:

m The USG breakup of the Bell System in 1984
led by 1996 to the spinoff of Western Electric
manufacturing and the world renown Bell
Laboratories. The new company, Lucent, was
intended to serve as a neutral provider to all of
the emerging U.S. service providers. Canada’s
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Nortel had spun off from the Bell System in
1949 as a result of an earlier anti-trust suit.*’

Telecommunications markets benefited from
the boom times of the late 1990s and early
2000s but were then crushed in the wake of
a general downturn in western economies in
2001-02.

Lucent had an incumbent advantage with legacy
technologies but failed to make the pivot to inter-
net services and applications, in part because it
sought to develop its own protocols rather than
use the broadly accepted Internet Protocol.

Lucent with the help of Bell Labs, along with
Canada’s Nortel, made great progress in optical
network technology; however, the technology
was deployed far faster than anyone was pre-
pared to use it, leading to a collapse in demand
after 2000 for Lucent, Nortel, and the subma-
rine cable business. Lucent spun off its optical
cable division to Furukawa Electric in 2001.
Global demand for optical networks did not
recover for more than a decade.”

Lucent contributed to the early expansion of
mobile networks with arguably superior tech-
nology for 3G networks, such as CDMA, but
failed to capture markets in Europe and Asia
that used other technology such as GSM.

Lucent in 2000 spun off its profitable micro-
electronics division after forcing the division
to compete for Lucent business with third-
party providers.

Lucent in 2000 also spun off its “slower grow-
ing” enterprise network division, leaving the
company without an ability to compete when
this market segment grew faster than the
general telecommunications market after the
2001-02 economic downturn.

This toxic mix led to consolidation of the inte-

grated equipment manufacturing firms in the West
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The Chinese company Huawei is establishing a dominant position in the global 5G marketplace despite concerns over

security and its ties to the Chinese government. (Furicpic.pw)

even as Huawei and ZTE emerged in global markets
after the worst of the downturn, building on top of
rapidly modernizing and expanding infrastructure
in China.” The UK’s Marconi went through a com-
plicated series of mergers and divestments, with the
telecommunications group eventually ending up in
2005 as part of Sweden’s Ericsson.* Ericsson in 2010
absorbed what was left of Nortel after that company
collapsed into bankruptcy in 2009.* Finland’s Nokia
absorbed Motorola Solutions in 2011, and then the
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communications group of Germany’s Siemens in
2013. Meanwhile, in 2006 France’s Alcatel absorbed
Lucent; however, even this new firm could not thrive
and was absorbed by Nokia in 2016.7* The only other
major player to arise during this period has been
South Korea’s Samsung, which so far has little over-
all market share in telecommunications equipment
but seeks to build on its mobile phone and semicon-
ductor reputations and South Korea’s investment in
broadband networks.*
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Government’s Longstanding Role in
Promoting Critical Infrastructure

History provides a guide for how the government
could help reset the playing field with the goal of cre-
ating stronger competition against China’s heavily
supported national telecommunications champion.
Consensus on the government’s role in infrastruc-
ture development did not emerge immediately and
will remain a matter of discussion in terms of when
such interventions are appropriate. Discussions

in the early days of the nation primarily centered

on toll roads and canals that were deemed vital to
commerce and military mobility for the growing
nation. Competition for commercial traffic led to
fights among the States until the 1824 Supreme
Court decision in Gibbons v. Ogden ruled that the
commerce clause of the U.S. Constitution granted
power to regulate interstate commerce to the U.S.
Congress, overriding any decisions by the States.*
From that point forward, the U.S. Government acted
more decisively.

» The U.S. Army Corps of Engineers took on
a direct role in the planning, building, and
management of national waterways once the
U.S. Congress passed the General Survey Act
of 1824.5

m The USG provided companies with financ-
ing and land rights for the building of the
Transcontinental Railroad during the 1860s
(the companies eventually paid off the loans).*®

= During the Depression of the 1930s, the
Roosevelt Administration led the effort to build
dams and the national power grid to accelerate
the spread of electric power.”

The government has been involved in projects
that created new infrastructure and involved long

periods of investment, including for communications.

s In 1956, the Eisenhower Administration
worked with the U.S. Congress to begin
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building the nation’s Interstate Highway system
of almost 50,000 miles, largely funded by the
U.S. Government.”

= Starting in the late 1960s, the USG-funded
research and development for packet-switched
networks that by 1995 evolved into the com-
mercial internet.® USG interest initially was to
create communications that would be resil-
ient in the event of wartime destruction of key
telecommunication nodes; however, the interest
pivoted to the creation of new commercial
services that had been piloted inside govern-
ment-funded networks.

In other cases, the government sought to cre-
ate private sector capabilities that required a large
investment boost to get started.

= During the 1960s, the USG under President
Kennedy funded a large-scale expansion of
the nation’s space industry through the Apollo
program.® In 2019 dollars, NASA spent more
than $250 billion between 1960 and 1973 to
put a man on the moon—creating a major
impetus for communications, electronics,
and computer development.®* At its peak, the
NASA budget represented more than 4 percent
of the federal budget.®

» The international satellite communications
company IntelSat, with a constellation of about
50 geostationary satellites, in the early 1960s
was created by a multinational government
consortium and then fully privatized by 2001.%
InMarSat, with about a dozen geostationary
satellites, has had a similar history, begin-
ning in the late 1970s as an intergovernmental
organization and transitioning to privatized
operations in 1998.

The government has used a combination of
loans, investment, subsidies, taxes, fees, and pro-
curement to save U.S. industry from imminent
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collapse, to stimulate innovation, or to stimulate the
economy as a whole.

m Since 1958 the Defense Advanced Research
Projects Agency (DARPA) has funded the
development of emerging technologies for
military applications, most famously the
networking technology that underlies the
internet.®® In the late 1980s DARPA provided
matching funds for SEMATECH, an industry
consortium that managed grants for semicon-
ductor manufacturing research.*

» The U.S. Congress in early 1980 granted
Chrysler $1.5 billion in loan guarantees to help
the number three automaker recover from bank-
ruptcy.” Chrysler paid off the loans in 1982.™

» The Department of Defense (DOD) in 2000
used procurement funds to help the Iridium
satellite phone business stay afloat and
remained a major customer as the infra-
structure went through bankruptcy, sale, and
then regeneration, because the constellation
provided a unique global communications
capability.”?

= DOD in 2005 used $50 million of Title III
Defense Production Act funds to restore manu-
facturing capabilities of high-purity Beryllium
metal that had been mothballed five years ear-
lier because of declining demand and liability
for health hazards to workers.”

m The USG exercised a major role in preserving
industry and infrastructure during times of
economic difficulties, most dramatically in the
wake of the 2008 financial crisis, when the U.S.
Treasury and the Federal Reserve intervened
on an unprecedented scale to save financial
institutions and automakers on the brink of
collapse resulting from bad loans. The U.S.
Congress authorized the spending of up to $750
billion under the Troubled Assets Recovery
Program (TARP), primarily through loans and
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stock purchases. Assistance to the insurance
company AIG alone amounted to $182 billion.
The government at one point owned 92 percent
of AIG stock but over time sold all of the stock,
resulting in a net gain of about $22 billion for
taxpayers.”

n The 2009 American Recovery and
Reinvestment Act made extensive use of tax
incentives for individuals and companies, but
also set aside procurement funds, all intended
as a short-term economic stimulus.” Of
almost $800 billion, only about $100 billion
was specified for infrastructure, and less than
a third of that went to building infrastructure
(including about $7 billion for broadband
internet)—illustrating the challenges for the
USG to influence infrastructure either quickly
or without a specified objective.”

The rise of the defense industrial base after
World War II, which helped create “Silicon Valley,”
is the best example of a long-term government
investment for national security purposes.”” This
capacity was nurtured throughout the Cold War
with massive, long-term investments through
Defense Department procurements in combina-
tion with USG capabilities and facilities. By the year
2000, however, Defense Department policies sought
to control costs through commercial-off-the-shelf
products and an international supply chain.” Policy

guidance continues to be “buy, not make.””

Options for the Nation

Given the shortfalls of a “just say no” policy, the
United States will need to compete in the telecom-
munications equipment integration sector, both

in terms of products and trade strategy. The U.S.
Government typically seeks to use procurement
for federal networks and research and development
investment as the primary levers for influencing
high technology. U.S. industry already leads in
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component and subsystem technologies (notably in
optics); however, that advantage has not overcome
the boom and bust cycles of the equipment integra-
tion market. Thus, a new element will be required
that will involve some combination of direct invest-
ment, subsidies, loans, and tax incentives as has been
done for other industries, either for national security
purposes or to preserve national economic or indus-
rial capabilities. In addition, the USG could include
preferred telecommunications equipment manufac-
turers (no matter where they are from) in U.S. trade,
defense, and foreign policy packages that the United
States seeks to implement with other nations that are
upgrading their telecommunications infrastructure.

Similar ideas have been raised before, includ-
ing by this author and by James Lewis of the Center
for Strategic and International Studies.*® Lewis
cited three options: build networks from insecure
components, build a national champion, or sub-
sidize European producers. According to Lewis,
the Obama Administration considered funding a
national champion using the Defense Production
Act, “but it could at most allocate 1 percent of what
China spent. The discussion of how to respond to
the telecom problem made it as far as a Deputies
Committee meeting, but none of the major infor-
mation technology companies wanted to reenter
this field. Though a few medium-size companies
could have been candidates for investment, the
administration ultimately decided to rely on Google
and Silicon Valley to innovate our way out of the
problem without the need for the government to
spend anything.”

The U.S. Defense Science Board’s June 2019
report on “Defense Applications of 5G Network
Technology” notes that “the lack of a U.S. integrator
and Radio Access Network vendor industrial base”
creates challenges. The report recommends that the
Department of Defense “should provide seed fund-
ing for western industrial base alternatives of key

system components, e.g., Radio Access Networks.®!
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The scale of investment required—as can be
seen from the size of the European companies—
would require the U.S. Congress to appropriate
additional funds, even if implemented under
existing authorities, such as Title III of the Defense
Production Act (annual appropriations typically
range only in the 10s to 100s of millions of dollars).*
Ericsson and Nokia each employ about 100,000 or
more workers (although not just for telecommu-
nications integrated equipment manufacturing),
and each as of 2018 had net equities in the range
of $10-20 billion and net assets in the range of
$25-45 billion.** Nokia spent $16.6 billion acquiring
Alcatel-Lucent in 2016.%

Maintaining leadership requires huge research
investments. Huawei is participating comprehen-
sively in the international standards process and
makes large investments in research and develop-
ment, now increasing to $15-20 billion per year
from levels of $13-15 billion in 2017-18.% European
firms lag significantly. Nokia has increased invest-
ment in research and development to about 20
percent of its revenue or roughly $5 billion per year
after a significant decline during 2013-15.%¢ In addi-
tion, the European Investment Bank in August 2018
provided a $583 million five-year loan to Nokia in
2018, and Canada in January 2019 provided Nokia
with a $40 million research grant.®” Ericsson in
2017 increased investments to at least 15 percent of
its revenue—a bit more than $4 billion per year—
despite concurrent net income losses.®

The major U.S. telecommunications service
providers with operations in the United States and
abroad would need to be included at least in the
planning process for such an investment policy
given that they would be the ultimate custom-
ers for most of the equipment, have expertise on
the markets and systems and, most likely, would
serve as the final systems integrators and operators
during implementation and deployment. Indeed,
the service providers could be provided incentives
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to participate directly in the investment strategy;
however, they are also burdened with high levels of
debt from capital expenditures.* Other operators
of critical infrastructure (financial systems, electric
power, oil and gas distribution, transportation, etc.)
also might benefit by participating in the planning
and investments.

The following three options are not mutually

exclusive.

Option 1: Champion the European and South
Korean Companies

U.S. telecommunications infrastructure already
depends on Ericsson and Nokia (and to a much
lesser degree on Samsung®), each of which have a
significant economic presence through their U.S.
subsidiaries. As noted previously, these companies
include some of the residual capabilities that once
belonged to now-defunct U.S. integrated telecommu-
nications equipment companies. The USG, perhaps
working primarily through the U.S. subsidiaries,
might be able support these companies with stock
investments, tax policies, debt guarantees, loans, and
procurements, particularly to stabilize their finances
and to boost their research and development invest-
ments that lag significantly behind those of Huawei.
Both companies have undergone significant adjust-
ments in management and business portfolios to
stabilize their financial situation while investing for
future growth. Both companies expect global demand
to grow as most countries seek to take advantage of
the benefits of 5G. In the unlikely event that the two
Nordic companies merged to gain economies of scale
relative to Huawei (despite potential EU, Chinese, and
U.S. anti-monopoly concerns and challenges merg-
ing product lines), the USG could support the new
merged entity in the same way.

As a sign of the Samsung’s commitment to
diversifying its product line, press reports
in July 2019 indicated that Samsung plans
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to invest more than $100 billion over the
next 10 years to gain prominence in global
chip processors.”* Samsung, however, in
November 2019 announced the closure of
its US-based research lab for mobile phone
chips after failing to win market share from
Qualcomm from external customers.*

Option 2: U.S. Entities Acquire Either or Both
European Companies

If the United States needs to have a home-based
champion for 5G and beyond, the fastest approach
might involve working with the private sector to
acquire a controlling interest in parts of one of

the existing European companies, possibly using
authorities under the Defense Production Act Title
III or else with a separate Congressional authoriza-
tion. Nokia Networks would be the primary division
of interest from Nokia along with Bell Labs, and
Business Area Networks would be the key division
within Ericsson.”? Samsung’s 5G segment may not
be a good target for acquisition because it has much
less market share and is part of a growth strategy for
the otherwise very large vertically integrated South
Korean conglomerate.”

»  The USG could use past models of loan guar-
antees, tax incentives, and direct investment.
Either of these companies would benefit from
significant U.S.-based investment and more
innovative and agile management to help them
stabilize their finances and close the gap in
research and development that these companies
have with Huawei.

= Both companies have significant presence in
the United States and recently have sought
to expand their U.S. research and produc-
tion. For example, Ericsson plans to open a
fully automated factory for advanced antenna
systems in the United States by 2020 and
previously set up a design center in Texas for
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5G-related application specific integrated
circuits (ASICs).”” Nokia is expanding its oper-
ations in Texas, and operates the original Bell
Labs facilities in New Jersey.”®

m These companies, however, are major contrib-
utors to the economies of their home countries,
suggesting a major acquisition might be resisted
by those governments and the European Union.

m For example, Nokia owns Alcatel Submarine
(undersea cables) that competes with the
U.S. company now known as Subcom, as
well as the optical networking capabilities
of Alcatel-Lucent, and is likely to be seen by
the Europeans (particularly Paris) as an asset
that needs to remain European.”” Meanwhile,
Ericsson is not a major player in optical net-
works and depends more on microwave for
backhaul communications.”®

= Inaddition, these companies have facets
unrelated to integrated telecommunications
equipment manufacturing that are, in part,
artifacts of prior mergers and acquisitions.
Culling out the equipment manufacturing
alone, however, might leave behind unsustain-
able business organizations. Also, as Lucent
experienced, the equipment manufacturing by
itself may not be sustainable through demand
cycles.” These companies also have existing
business arrangements and obligations, in some
cases with China, that may create complica-

100

tions for U.S. trade policy.

Option 3: Create a U.S.-Based Consortium

The USG could seek to create business conditions
through a combination of procurement, invest-
ment, and financing to bring together the robust,
diverse capabilities of existing U.S. private sector
capabilities and patent rights that foreign integrated
telecommunications equipment manufacturers

already depend on under an integrated corporate
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management. Private equity could supplement USG
funds, leading over time to an eventual reduction in
the share of government investment while maintain-
ing U.S. financial guarantees and trade support in
the background.

Over time, this “consortium” could be led by
a “prime” company comparable to the big inte-
gration companies that dominate U.S. defense
contracting. Such an entity could add or even
subtract “sub-prime” capabilities as needed in
accordance with changes in technology, fluctuating
demand, and maturation of national infrastruc-
tures. Again, the USG could use combinations
of past strategies to drive the formation of this
consortium, with the ultimate goal of leaving the

private sector in control.

= Rather than be treated as direct competi-
tors, Nokia and Ericsson could contribute
subsystems (particularly for radio access net-
works)—as might other companies from trusted
international partners, notably the Five Eyes,
Germany, France, Japan, and South Korea.

= Such an approach could in effect create a
single, trusted U.S.-based, international
consortium with the financial backing of
the USG for use by U.S. allies and any nation
that would trust such an alliance more than
Chinese providers.

= Success would depend on a competitive pricing
strategy in combination with U.S. and allied
incentives to participate. Such a consortium
also would benefit from strong relationships
with the U.S. and allied defense departments
and ministries.

A Bottom Line Comparison of Options

Each option involves positive and negative tradeoffs.
All of them face potential resistance from overseas,
including the Nordic countries, the EU (especially
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France), and possibly China. The resistance could be
regulatory or through the WTO.

= Support to an existing foreign firm would
involve the least commitment from either the
USG or private sector; however, this option offers
the least influence or certainty of a useful result.

= Buying one of the two Nordic firms would be
easier than creating a new corporate entity and
the fastest way back into the telecommunica-
tions equipment integration business but would
require greater investment than simply sup-
porting a firm with its current ownership. The
United States would not have as much leverage
on the outcome as would occur with the pur-
chase of both firms.

» Creating a new consortium would be the hard-
est to implement in terms of creating product
lines, gaining market share, and licensing
patents but would offer the greatest control of
the outcome and thus the best opportunity to
invest for longer-term technologies. As a result,
this option potentially would require the great-
est investment but also has the potential for the
greatest return in terms of U.S. jobs and stimu-
lating the U.S. high-technology sector.

Economic success of the strategy would depend
on international trust of the equipment provider.
In some parts of the world, U.S. ownership would
provide comfort; however, in other parts of the world
even some friendly countries might prefer “neutral”
European products, a potentially useful outcome if
the U.S. policy goals include not undermining a viable
European competitor. In any case, western entities
will need to persuade potential customers that the
reliability and quality of products combined with
transparent security policies is an attractive feature in
comparison to what is offered by Chinese alternatives.

The final implementation of 5G will represent
more than an upgrade to 4G technology compo-
nents; the new systems over many years will evolve
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to a fundamentally different architecture and drive
massive changes in the infrastructures and businesses
that will benefit from 5G."”* With this longer per-
spective in mind, the best U.S. strategy might involve
a combination of the options. In the near-term, the
United States needs to “get in the game,” perhaps
through options 1 or 2, to avoid surrendering future
incumbent advantages to China and to gain experi-
ence in working with the new systems. For the long
run, however, the United States as a second step might
need to focus on the broader U.S. high-technology
industry with Option 3 to drive innovation and to be
in the best position for future generations.

The deployment of 5G technology across all
of the infrastructure will take at least 10 years;
however, discussion of 6G technology has already
begun. In November 2018 a Chinese official claimed
that the Ministry of Information and Industry
Technology had already begun work on 6G with a
view toward initial commercial deployments as early
as 2030."? Finland’s Oulu University’s 6Genesis
Project seeks to develop communication networks
with bandwidths over 1 terabit per second with a
grant of more than $250 million.'”® As the Finnish
researchers note, 6G will build on 5G infrastructure
and applications, and thus any investment in 6G will
need to build on a prior investment in 5G.

Find a USG Champion

Justification for the amount of resources needed to
reboot the nation’s supply chain for integrated tele-
communications systems would need to be framed
in terms of ongoing U.S. strategies for resilient global
command and control systems for national security
and for maintaining control of critical infrastructure
functions under the most stressful circumstances

of a war with a peer adversary, such as Russia or
China. This level of demand is a unique national-level
governmental requirement and thus must be met
atleast in part by the USG. The measure of success
would be determined by whether U.S. defense and
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critical infrastructure planners could demonstrate
greater resilience against the full spectrum of threats.
The U.S. military already is seeking to improve the
resilience of critical systems, including for nuclear
command, control and communications (NC3).1%
The biggest player within the USG, and the
most likely center point for a successful effort,
would have to be Department of Defense. This is the
only department with the global reach and mis-
sion requirements, technical depth, procurement
and large-scale integration experience, budgetary
capacity, and existing authorities to handle such a
large project. The Office of the Secretary of Defense
would need to work with the Joint Chiefs of Staff
to incorporate military strategic requirements and
with the Department of Homeland Security and
other government agencies that work with private
sector critical infrastructure.

Conclusion: Resiliency Strategy Must
Determine the Way Forward

As noted by West Point authors Borghard and
Lonergan, the United States needs to examine its
policies toward the next generation of telecommuni-
cations in the context of strategic requirements for
resilient global command and control of U.S. mili-
tary forces and other U.S. interests, to include how
the U.S. military depends on commercial commu-
nications.'® This discussion must consider the worst
possible day, not the routine day. The challenge is
primarily one of availability on that worst day, not
espionage. These requirements abroad and for criti-
cal infrastructure at home are uniquely the purview
of government, and thus the government must step
up and make the strategic investment in what is
essentially the central nervous system of the nation.
An effort of this magnitude will require a unified
approach across the Executive Branch and broad
bipartisan support from the U.S. Congress.

Trade policy alone, particularly one given to
broader compromise, will not allow the United
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States to define how other nations choose to imple-
ment infrastructure that U.S. national security
communications may need to pass through. The
United States needs a unified vision of how to com-
pete in terms of technology and close deals for U.S.
advantage. As with the defense industrial base, the
USG in the long run should seek to have the private
sector operate any new manufacturing capability
and thus would need to work in partnership with
the industries that best understand the technology
and customer needs. The USG would need to stand
behind industry efforts to gain deals with other
nations—just as it has for other vital industries with
national security implications, notably aviation.

The USG, as it has with most national security
efforts abroad, would need assistance from tradi-
tional national security allies and countries located
at what already are or should be key communica-
tions junctures.'® For example, new pathways might
be needed that are less vulnerable to disruption as
compared to the ones now passing where they are
vulnerable to adversary disruption, through areas
of dense commercial activities, or in regions of
longstanding conflicts.!”” As has been done for some
military systems, the United States would need to
work with trusted nations that can provide useful
technology and manufacturing capacity, in part to
gain their support for a new player in the integrated
telecommunications market place.

It will not be enough for the private sector with
government support just to create a company to
manufacture and integrate telecommunications
systems. The USG, in partnership with the private
sector, will need to consider how it will remain com-

petitive over the long term.

= This may require financial support to help
industry get through demand lulls, including
if demand lags expectations, as occurred from
2000 to 2010, because of slower than expected
implementation of applications elsewhere in
U.S. infrastructure and businesses.
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= Inaddition, a long-term strategy would require
reinvigoration of investment in the hardware
elements all across the U.S. high-technology
sector that have either moved to Asia or been
too long dependent on investments made
years ago.'”® A telecommunications equipment
integrator based in the United States would
provide an anchor for investment in all of the
component technologies and their associated
supply chains, including future generations of
semiconductors. The success of innovation in
the U.S. high technology sector will depend on
preserving homeland-based manufacturing
and supply chain ecosystems.

Key challenges going forward include mobi-
lizing the USG to act and then drawing in the
right elements of the private sector as investors or
participants in product development. Then the real
work would begin with developing a product line
that can compete in terms of the best combination
of technology, pricing, and financing. Additional
incentives from U.S. and allied governments might
be needed to overcome incumbent advantages or to
walk back some past infrastructure decisions in key,
strategic locations.'*

This will be a “long march” (as China’s
President Xi would say). But better to start now than
repeat this conversation in 10 years. PRISM
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