
72  |   FEATURES	 PRISM 10, NO. 4

In a recent issue of Foreign Affairs, Chris Inglis and Harry Krejsa argued that the current state of affairs in 
the cyber ecosystem needs to be fixed, with too much risk pushed down to users, small businesses, and 
local governments. What is needed instead, they argue, is “a new social contract for the digital age,” one 

that changes the current cybersecurity paradigm between the public and private sectors. This paradigm shift 
would include governments and large firms shouldering more of the burden, transitioning to a more “col-
lective, collaborative defense.”1 This kind of paradigm shift is even more crucial for response to severe cyber 
incidents, defined in the National Cyber Incident Response Plan’s (NCIRP) Cyber Incident Severity Schema 
(CISS) as an incident or group of incidents “likely to result in a significant impact to public health or safety, 
national security, economic security, foreign relations, or civil liberties.”2, 3, 4
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The United States has been fortunate so far 
that no cyberattack has matched the level of a severe 
cyber incident, but this may not always be the case. 
State and non-state actors continue to improve 
their offensive cyber capabilities, threatening the 
critical infrastructure vital to the United States. 
Ransomware gangs attack organizations funda-
mental to everyday life, from city governments to 
hospitals to pipelines. The return of great power 
competition to interstate relations between the 
United States, the People’s Republic of China (PRC), 
and the Russian Federation is, at this point, treated 
as a fact in U.S. national security policy.5 With great 
power competition comes the remote yet real possi-
bility of great power conflict, increasing, in turn, the 
likelihood of a severe cyber incident. 

During a severe cyber incident, the public 
expects the government to defend the Homeland, 
including critical infrastructure disruption of which 
would affect national security, economic stability, 
or public health and safety.6 The technical capac-
ity to respond to severe cyber incidents is vital for 
the federal government to mitigate the effects on 
the nation’s security. At the time of this writing, 
however, the government cannot provide non-fed-
eral entities Digital Forensics and Incident Response 
(DFIR) services at scale, nor is there a mechanism 
for the government to rapidly coordinate and deploy 
private sector DFIR services to prioritized critical 
infrastructure partners.7 Over 700,000 cybersecurity 
positions are unfilled in the United States, including 
approximately 40,000 vacancies in the public sector. 
With the higher salaries offered by the private sector, 
it seems unlikely that the federal government will be 
able to develop the necessary DFIR capacity inter-
nally any time in the near future.8

With the government unlikely to internally 
develop the DFIR capacity needed to respond to 
severe cyber incidents, policymakers should con-
sider paying to retain private sector DFIR capacity. A 
Cybersecurity Retainer Program (CRP) would allow 

the government to rapidly expand DFIR capacity 
during a severe cyber incident. A CRP would also 
incentivize private sector partners to maintain 
DFIR teams optimized for national security incident 
response services and improve readiness by training 
and exercising with CRP teams before a severe cyber 
incident occurs.

This article first assesses the current strate-
gic environment, including how DFIR services are 
provided and the challenges with providing DFIR 
services during severe cyber incidents. The fol-
lowing section details the concept of the CRP and 
compares it to two alternative options: a civilian 
cybersecurity reserve and the use of the Defense 
Production Act. The final section examines issues 
that must be considered and further researched if 
the government is to develop the CRP, including 
costs and who can access DFIR services. 

UNDERSTANDING THE CURRENT 
STRATEGIC ENVIRONMENT 
Private sector entities and state and local governments 
without DFIR capabilities rely primarily on private 
cybersecurity vendors for DFIR services when a cyber 
incident occurs. These vendors can hire personnel 
and charge clients at rates reflecting the demand for 
these services. Organizations can obtain these ser-
vices ad hoc or through a retainer agreement. Many 
vendors provide incident response activities, though 
the capability of these vendors can vary significantly.9 
The National Cyber Incident Response Plan high-
lights the role of the private sector during severe cyber 
incidents, with the private sector providing for the 
security of its networks and often providing support 
or assistance to federal agencies.10

Great power competition, and with it the 
remote yet real possibility of great power conflict, 
increases the likelihood of severe cyber incidents, 
with U.S. competitors demonstrating the capabil-
ity and intent to target civilian infrastructure. The 
PRC, for example, has demonstrated the capability 
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to target U.S. critical infrastructure, including 
compromising thousands of organizations simulta-
neously and targeting U.S. infrastructure to develop 
cyberattack capabilities.11, 12, 13 The People Liberation 
Army’s 2020 Science of Military Strategy (SMS) 
calls out “national information infrastructure” as 
a critical target for “cyber electromagnetic space 
warfare,”—a phrase that includes cyber warfare 
as one of its primary forms.14, 15, 16 Finance, energy, 
and transportation are mentioned explicitly in the 
SMS, though other infrastructure sectors are likely 
targeted. The SMS also uses the 1999 campaign of 
bombing Yugoslavia by NATO as an example of 
successfully targeting civilian infrastructure, saying 
that switching from military to civilian infrastruc-
ture crushed the will of the Yugoslav Federation. 
This example is given in a section on cyberspace, 
suggesting that the authors believe offensive cyber 
operations could have a similar effect.17

While the almost exclusively private sector 
arrangement is typically beneficial given the private 
sector’s resources, severe cyber incidents, most 
notably those occurring during a conflict, would 
challenge the ability of the private sector to respond 

due to the issues of scale, prioritization, and coordi-
nation. Severe cyber incidents could affect hundreds 
or thousands of organizations. Cybersecurity 
vendors exist within a business model that could 
prioritize organizations for restoration differently 
than would the federal government, leaving vital 
infrastructure operators without needed assistance. 
Some level of communication and coordination cur-
rently exists across prominent cybersecurity vendors 
through organizations such as Information Sharing 
and Analysis Centers and the Cybersecurity and 
Infrastructure Security Agency(CISA)’s Joint Cyber 
Defense Collaborative (JCDC), but not nearly on the 
scale to allow coordinated and prioritized incident 
response activities during an extended period of 
intensified malicious activity.18, 19

During severe cyber incidents, the general pub-
lic and private sector expect the government to take 
a more prominent role in coordination and cyber 
incident response, ensuring the safety of government 
operations and the nation’s critical infrastructure. 
The problem with this expectation is that even 
if hiring, training, and retaining cybersecurity 
personnel were not an issue, the small number of 

CAD design for new facility for Cybersecurity and Infrastructure Security Agency. Source: Government Services Agency
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government personnel with the skillset needed for 
DFIR operations makes it highly unlikely the federal 
government will ever be able to undertake incident 
response activities at scale. In the Fiscal Year 2021 
enacted budget, CISA had 607 positions designated 
for cyber operations programs, projects, and activ-
ities. Threat Hunting, which includes the hunt and 
incident response services provided by CISA, com-
prised 181 of these positions.20 The number within 
Threat Hunting that could undertake incident 
response services is smaller. Threat Hunting’s work-
force is supplemented by contractors that provide 
the added technical capability. Still, the small num-
bers highlight how challenging it could be for CISA 
to respond to incidents within federal networks 
during severe cyber incidents, let alone incidents at 
critical infrastructure entities.

The Department of Defense (DOD) also retains 
DFIR capabilities that may assist during severe cyber 
incidents outside of conflict. During a conflict, 
however, DoD is unlikely to have the personnel to 
perform DFIR activities for key critical infrastruc-
ture partners. As of 2022, U.S. Cyber Command’s 
Cyber Mission Force comprises 133 teams, a subset 
of which are Cyber Protection Teams intended to 
defend the Department of Defense Information 
Network and critical infrastructure.21 The National 
Guard’s cyber force has over 2,200 personnel and 
has previously assisted in critical infrastructure 
cyber defense, though the number able to partici-
pate in DFIR operations is a smaller subset.22 During 
a conflict, DOD network defenders will have to 
respond to increased malicious activity against 
DOD networks, limiting the availability of DOD 
cybersecurity personnel to respond to cybersecurity 
incidents at critical infrastructure entities.

The federal government, like practically all orga-
nizations in the public and private sectors, has been 
attempting to overcome an acute cybersecurity work-
force shortage. According to a 2022 Federal Cyber 
Workforce Management and Coordinating Working 

Group report, over 700,000 cybersecurity positions 
remain unfilled in the United States, including 
approximately 40,000 vacancies in the public sector.23 
This high number of vacancies in the U.S. cyber 
workforce includes the highly technical personnel 
needed for DFIR activities. The federal government 
and other organizations have understood the growing 
workforce shortage for years, but despite numerous 
efforts, they still need to close the workforce gap.24 On 
top of this, the federal government’s cybersecurity 
workforce skews older: less than 6 percent are under 
30, while over 30 percent are over 55.25

The reasons for this workforce shortage in the 
federal government are discernible. Private sector 
employers typically offer higher salaries and can 
hire employees quickly.26 Federal wages are typically 
lower, and a candidate can take months or years to 
be hired after the initial job offer, depending upon 
the bureaucratic and security requirements of the 
position. For example, a 2022 report from CISA’s 
Cybersecurity Advisory Committee found that the 
agency took an average of 198 days to complete the 
onboarding process after a candidate received an 
offer.27 Once government agencies hire and train 
cybersecurity personnel, retaining this work-
force presents difficulties, with higher salaries and 
appealing opportunities within the private sector 
enticing many to leave. 

CISA and other agencies are taking steps to 
improve the development and retention of a cyberse-
curity workforce, with mixed results. It is not likely, 
however, that the federal government will be able to 
develop and maintain the capability to respond to 
the increased malicious cyber activity likely to occur 
during a severe cyber incident. The federal govern-
ment will need to rely extensively on private sector 
capacity to secure the nation’s critical infrastructure. 
Nevertheless, there is currently little infrastruc-
ture to increase the government’s DFIR capabilities 
through coordinating and directing private sector 
capabilities during a severe cyber incident.
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DEPLOYING PRIVATE SECTOR 
CAPABILITY THROUGH A CRP 
Given the small size of the federal government’s 
DFIR capability and the likelihood that improving 
hiring and retainment practices, while helpful, will 
not resolve the problem, other means of obtaining 
the capacity needed during a severe cyber incident 
must be considered, and this requires looking to 
cybersecurity vendors in the private sector. Rather 
than trying another hiring or personnel reten-
tion program that only marginally improves the 
situation, a Cybersecurity Retainer Program would 
allow the government to maintain an extensive 
incident response capacity for severe cyber inci-
dents that can be deployed rapidly and sustained at 
a relatively low cost.

A CRP would function similarly to the retainer 
services provided by cybersecurity vendors and other 
industries, with some differences. The federal gov-
ernment, through CISA or another agency, provides 
annual funding to selected cybersecurity vendors via 
approved contractual processes. These vendors then 
provide DFIR response capabilities when requested. 
Unlike typical retainers, CRP funding ensures that 
cybersecurity vendors maintain the DFIR capabil-
ity needed by the government during a severe cyber 
incident. DFIR teams would be available for rapid 
deployment to the government for extended periods 
that could last months or even years.

Similar federal programs allow the government 
to retain services for times of conflict that would oth-
erwise be unavailable. One example is the Maritime 
Security Program (MSP), run by the Department 
of Transportation’s Maritime Administration 
(MARAD). While Military Sealift Command and 
MARAD maintain cargo vessels to support military 
operations, maintaining a cargo fleet large enough to 
sustain operations during a large-scale conflict would 
be extremely expensive without any certainty that the 
ships would ever be used. Rather than pay large sums 
to build and maintain such a fleet, MARAD provides 

ship operators with a financial retainer for 60 ships; in 
return, the operators will provide the ship to the U.S. 
government during times of war or national emer-
gency.28, 29 A 2009 study of the program ordered by 
the Department of Transportation, 13 years after the 
beginning of the program, found that the MSP had a 
clear positive impact on the number of U.S.-flagged 
vessels and their availability for military use, as well as 
the availability of mariners to operate these vessels.30

While cybersecurity and maritime shipping may 
seem completely different, they share two fundamen-
tal similarities: the cost of maintaining the capability 
is high, and most of the capacity is in the private 
sector. MSP is a prime example of using government 
funding to ensure capacity during a time of need 
while avoiding the higher cost of owning the capacity 
during peacetime. A cybersecurity retainer program 
would provide a similar solution, providing the gov-
ernment with a way of increasing capacity that can be 
quickly deployed against threats and incidents. 

Establishing a CRP will incentivize private 
sector partners to work with the federal government 
to maintain DFIR teams optimized for national 
security incident response services. These teams 
will benefit from working together before any severe 
cyber incident occurs, allowing them to respond 
more effectively when called upon by the govern-
ment. While the CRP, unlike the MSP, is not needed 
to maintain sufficient capacity in the private sector, 
it could be used to incentivize the maintenance and 
growth of private sector capabilities valuable during 
a severe cyber incident.

Another benefit of the CRP for both the private 
sector and the government is the ability to regularly 
conduct cybersecurity exercises by combined gov-
ernment and CRP DFIR teams. Research shows that 
regularly exercising cyber security incident response 
plans and other scenarios helps DFIR teams improve 
overall readiness to respond to incidents, including 
improving collaboration and coordination between 
team members.31 For example, incorporating CRP 
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DFIR teams into CISA’s biennial Cyber Storm 
Exercise—the most extensive government-spon-
sored cybersecurity exercise—would provide the 
CRP DFIR teams with a holistic introduction to 
working with federal, state, local, territorial, and 
tribal partners.32 Although the government may 
only fully activate CRP DFIR teams during a severe 
cyber incident, exercising different scenarios will 
provide CRP DFIR teams with needed context and 
familiarity by coordinating with thousands of stake-
holders across the government.

ALTERNATIVES TO CRP PROVIDE 
FEWER BENEFITS
Voluntary and compulsory options exist for the 
federal government to tap into private sector capa-
bilities during a conflict. We will discuss below 
two CRP alternatives: the development of a civilian 
cybersecurity reserve and the use of the Defense 
Production Act during a conflict. While these 
options provide benefits, neither offers the same 
ability as the CRP to rapidly scale and deploy DFIR 
capabilities at the outset of a severe cyber incident.

Civilian Cyber Reserve
The Civilian Cyber Security Reserve Act was a 
bipartisan bill introduced in 2021 that proposed 
permitting CISA to create a pilot civilian reserve 
program. CISA would develop a reserve of up to 30 
members to activate during a severe cyber incident. 
When activated, civilians in the program would be 
considered members of the federal civil service.33 

Given the program’s small size and the status 
of reservists as federal civil servants, CISA’s prob-
able goal would be to integrate those in the reserve 
program into CISA operations, boosting existing 
technical teams, including DFIR teams. The bill 
represented a novel approach to increasing govern-
ment capacity during a time of need and built off a 
military reserve model with various degrees of inter-
national success.34

If fully staffed with effective technical per-
sonnel who can quickly integrate into CISA 
operations—far from a given—reserve person-
nel could improve CISA capabilities to a limited 
degree. Even with the understanding that the pro-
gram put forward in the Civilian Cyber Security 
Reserve Act is a pilot program, it seems highly 
unlikely that an even more extensive program 
would put a dent in the capability needed to defend 
private, state, and local government networks 
during a severe cyber incident. This added capacity 
will likely be needed to defend federal networks, 
limiting their availability for critical infrastructure 
network defense. Any incident response-focused 
reservists would also be leaving their respective 
private sector teams during a conflict, affecting the 
capability of those private sector organizations to 
provide DFIR services.

The difficulty of integrating reserve personnel 
into existing operations could also hinder the effec-
tiveness of a reserve program. Technical personnel 
within CISA already have demanding, high-tempo 
positions, which reduces available time to work with 
reservists, understand their capabilities and person-
alities, and determine how they can best be deployed 
when activated. This issue becomes more acute as 
the size of any reserve program increases, especially 
for an agency such as CISA beginning with limited 
technical staffing. 

Finally, while the reserve program did not allo-
cate any additional funds, the cost of a cyber reserve 
program needs to be considered. Given the current 
recruitment issues due in part to the higher salaries 
in the private sector, any cyber reservist would likely 
require pay commensurate with the time required. 
Between individual income, additional adminis-
trative costs such as travel, equipment, and security 
clearances, and uncertainty about the scalability 
and effectiveness of the program, it is unclear if the 
return on investment would be comparable to other 
programs such as the CRP.
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Defense Production Act 
As noted in the Cyberspace Solarium Commission’s 
report, the Defense Production Act (DPA) provides 
the President with expansive authority to priori-
tize resources and services to promote the national 
defense. However, current DPA planning does not 
account for cybersecurity services.35,36 Congress 
added critical infrastructure protection and resto-
ration to the definition of national defense within 
the Defense Production Act in 2003.37 

Utilizing the DPA to ensure private cybersecu-
rity vendors prioritize government contracts would 
scale government capability. The DPA does not con-
flict with the idea of a CRP and can complement it 
by providing additional capacity if needed. Relying 
solely on the DPA will prevent the government from 
rapidly scaling incident response capacity during 
a severe cyber incident or in the lead-up to and 
beginning of a conflict. Once the decision is made to 
invoke the DPA, the government will need to iden-
tify which cybersecurity vendors to call upon, assess 
the capabilities of these organizations, and deter-
mine how to deploy and coordinate the DFIR teams 
and other services provided by these vendors. This 
will take time. Given the rapid pace at which cyber 
operations may unfold at the beginning of an armed 
conflict, opportunities to limit operational impacts 
from malicious cyber activity may be missed. 

Some of this activity, such as identifying 
vendors and coordination mechanisms, can be 
undertaken before a conflict. The Cyberspace 
Solarium Commission recommended a similar 
path, suggesting that the government convene 
incident response vendors to understand their 
capacity and procure standby contracts.38 While 
this recommendation is a vital step forward, it is 
effectively like developing a CRP without the addi-
tional coordination and capability development 
a formal program provides. The government will 
still be able to utilize the DPA to increase DFIR 
capacity. However, maintaining a CRP will give 

the government the increased resource capacity to 
shape, coordinate ahead of any severe cyber inci-
dent, and rapidly deploy.

DEVELOPING THE WAY 
FORWARD
While the authors believe that a Cybersecurity 
Retainer Program can optimally provide the 
expanded capacity the federal government would 
require during severe cyber incidents, further work 
is needed to understand the associated require-
ments, costs, and potential risks. 

The government must decide what kind of 
incident response capacity is required and how 
many incident response teams to include in the 
CRP. For example, the government will want to 
maintain an incident response capacity specializ-
ing in industrial control systems and operational 
technology. Ultimately, the size and composition 
of the CRP will be determined by several factors, 
including funds provided by Congress, threats as 
determined by the Intelligence Community, identi-
fied risks to U.S. critical infrastructure, and private 
sector capabilities. 

While decisions on the kind and size of the 
incident response capacity will ultimately drive 
costs per DFIR team, the CRP can be cost-beneficial 
compared to the government’s civilian cybersecurity 
budget. For comparison, as of 2022, the Maritime 
Security Program pays companies $5.3 million per 
vessel for 60 vessels, totaling $318 million.39 The 
MSP provides funds to maintain the sealift capacity 
and employment for approximately 2,400 merchant 
mariners. The CRP would be a fraction of this cost, 
as it is not needed to maintain any physical infra-
structure, nor are the funds necessary to support 
what is already a robust market. Instead, CRP fund-
ing is intended to solely maintain DFIR teams that 
will be prioritized for government use when needed. 

Like all government programs, oversight will 
be crucial to maintaining the effectiveness of the 
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CRP. The government will need to ensure that 
those wanting to join the program can provide the 
skillsets and capacity required and will continue to 
do so. Program administrators must also decide on 
various administrative requirements, such as any 
security requirements associated with DFIR team 
members. The CRP will require similar oversight to 
other programs, with the government specifying the 
program’s requirements and vendors demonstrating 
regularly how these requirements are being met.

The government will also need to make clear 
what entities would qualify for assistance from CRP 
vendors during a severe cyber incident. The goal 
of the CRP is not to replace existing private sector 
DFIR capacity but to ensure some of this capacity 
is available and prioritized for those organizations 
whose disruption could have national security 
impacts. CISA is currently undertaking efforts to 
identify “Systemically Important Entities,” which 
can be a first step to identifying those organizations 
to prioritize for CRP assistance during a severe 
cyber incident.40 A CRP would also incentivize 
entities designated as systemically important to col-
laborate with the government.

Entities receiving CRP assistance would need to 
be reassured that their sensitive information is being 
protected and that the government is not seeking to 
use a CRP vendor’s access to investigate or otherwise 
examine them. To affirm that the role of the CRP is 
to assist critical infrastructure entities—not to inves-
tigate or punish them—it will be vital to develop 
data safeguard measures such as standard liability 
releases, confidentiality protections, and vendor pro-
hibitions on sharing CRP recipient’s non-essential, 
voluntarily-provided information with the federal 
government. The government should develop a 
methodology for deciding the share of the cost of 
DFIR services paid for by the victim of a severe 
cyber incident. Government expenditures during 

an armed conflict, for example, would increase 
dramatically, and saving even small amounts can 
ensure the longevity and flexibility of the program. 
Some organizations, such as Fortune 500 compa-
nies, can bear the costs of access to the CRP if such 
access is even needed. Other organizations may face 
ruinous costs if not given assistance, and cyberse-
curity insurance may not be able or willing to cover 
severe incidents, especially acts of war.41, 42 Although 
beyond the scope of this article, a well-developed 
methodology for deciding cost-sharing will reduce 
government expenses while ensuring systemically 
important entities receive the DFIR services neces-
sary to restore operations at a reasonable cost.

CONCLUSION
Preparing to defend the homeland in cyber-
space during a severe cyber incident requires the 
government to have the capacity to respond to 
cybersecurity incidents on its networks and the net-
works of critical infrastructure operators. As laid out 
in this article, it seems unlikely that the government 
will be able to scale its limited DFIR capacity in the 
near future and will rely on the private sector to pro-
vide this capacity. 

Ensuring the government has the capacity 
needed during severe cyber incidents requires efforts 
beyond the baseline government-private sector 
collaboration consisting of information sharing and 
coordination done today. A CRP would provide the 
government with the DFIR capacity needed during 
a national emergency, promote its maintenance in 
the private sector during peacetime, and provide an 
avenue to plan better and exercise this DFIR capac-
ity. While the best future is one where this capability 
is never needed, a CRP provides the government the 
capacity to respond to cyber incidents, building the 
collective, collaborative defense that will improve 
the nation’s resiliency. PRISM
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