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Societal Security and Total 
Defense: The Swedish Way
By Bengt Sundelius and Jan Eldeblad

Sweden has recovered from several severe security challenges over the past two decades. In 2004 more 
than 500 Swedish citizens died in the Boxing Day tsunami in Southeast Asia. During the suddenly esca-
lating Lebanon conflict of 2006, more than 8,000 citizens were hastily, but successfully, evacuated out 

of harm’s way. Days before Christmas 2010, the first suicide bomber in the Nordic region, luckily prematurely, 
exploded his bomb near a crowded shopping street in the city center of Stockholm. Sweden’s neighbor Norway 
experienced a terrible mass murder in July 2011 undertaken by a solo terrorist. In April 2017, terror struck 
with deadly force in the shopping area of the city center of Stockholm. Dramatic forest fires rampaged in the 
summers of 2014 and 2018. In the fall of 2015, a massive flow of migrants poured into the country, with major 
immediate effects and long-term consequences for Swedish society. Most recently, the deadly COVID-19 pan-
demic, which began in March 2020, became a stress test of endurance and societal resilience for the Swedish 
population. Compared with the other Nordic states Sweden has suffered much higher rates of infections, 
and it has seen more than 14,000 deaths, putting into question the Swedish strategy for managing this public 
health disaster.

The close neighborhood of the Baltic Sea region has experienced fundamental security changes since 
2014, when Russia annexed Crimea and intruded into eastern Ukraine. Like those of the other nations in the 
region, Swedish political leaders have responded to this development by placing greater emphasis on defense 
and security issues, taking measures including significant additions to the defense budget. Total defense 
planning was reintroduced in 2015, and the conscript system, now for both men and women, was reactivated 
in 2017. In addition to continuing concerns about new terror attacks, political debate has focused on Russian 
behavior and on the potential damage of so-called hybrid attacks on Swedish society, including cyber activi-
ties and social media campaigns. Further heavy investments in national defense have been made in light of the 
Russian attack on Ukraine in February 2022. The rearmament of the total defense forces has also been accel-
erated, to reach higher levels more quickly than previously planned.

Bengt Sundelius is Professor Emeritus Of Political Science at the Swedish Defense University. Lieutenant Colonel Jan 
Eldeblad teaches executive education at the Swedish Defense University.
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The Swedish security context appears to be 
entering a troubling period, with the Baltic Sea 
region living without peace, but not in full-scale war, 
either, despite the close-by war in Ukraine. The gray 
zone between peace and war could be characterized 
as a state of adversarial interdependencies across the 
boundaries of Europe. Novel tools must be devel-
oped to safeguard the nation against acts of ill will 
and to promote, both at home and abroad, those 
values and interests that are dear to the people of 
Sweden. Joining the North Atlantic Treaty Alliance 
(NATO) is one such tool. This significant step devi-
ates from a 200-year tradition of staying outside of 
military alliances. A wide consensus across party 
lines now exists on the necessity of joining this 
Western defense alliance.

Considering the recent experiences of other 
democracies, special care was taken to safeguard 
the election process of September 9, 2018. Public 
awareness campaigns and various training pro-
grams were launched for local election officials 
and for party staffs. No visible manipulations of 
this election process were found, but the national 
result was ambiguous. It took four months of party 
negotiations before a new government was formed 
in January 2019. This political stalemate, which 
is unusual for Swedish consensus-style politics, 
has generated public dismay and considerable 
uncertainty about the future direction of Sweden’s 
parliamentary democracy. Then, in the spring of 
2020, the pandemic struck and placed the nation in 
a seemingly endless state of emergency alert, while 
partisan politics was placed on hold for a period.

Also, 2021 became a year of political turbu-
lence, with changes of government and a new Social 
Democrat prime minister elected in November. 
After the national election in September 2022, that 
government resigned, and a non-socialist coalition 
government was elected, with the prime minister 
from the conservative Moderate Party. The new 
government pledged to continue strengthening the 

revived total defense system and to conclude the 
country’s application for membership in NATO.

One fundamental element of good governance 
is the ability to manage everyday accidents and 
emergencies while building the capacity to pre-
vent, manage, and recover from complex disasters 
including attacks by a foreign state or individuals. 
The Swedish risk and threat panorama has widened 
considerably over the past decade, making this lead-
ership task even more difficult. The multipartisan 
Defense Commission filed its report, Resilience,1 in 
December 2017 and presented several recommenda-
tions to strengthen the national defense and security 
capacities in response to the wider threat assess-
ment and less hospitable regional setting. These 
recommendations informed the direction for the 
reform program for total defense now under way. 
Parliament passed a major total defense funding bill 
in December 2020.2 This funding decision covers the 
period 2021 through 2025 and almost doubles the 
budget for national defense by the end of this period. 
The increased Swedish funding will reach the NATO 
goal of 2 percent of gross domestic product in 2026.

Societal Security
The concept of societal security is a pillar of the 
Swedish approach to the protection of the nation. 
This is an acknowledgement that the challenges 
of the 21st century are not merely about the integ-
rity of territory but primarily about safeguarding 
the critical functions of society, protecting people, 
and upholding fundamental values in the face of 
many types of threats and risks. The threat from 
an armed attack by a state with the intent to cap-
ture and hold Swedish territory is low today, but it 
cannot be ruled out, given recent Russian actions 
toward Ukraine. Massive loss of life, damage to 
the socioeconomic system, and impairment of the 
capacity for rules-based democratic governance can 
be caused by failing critical societal functions as 
well. Antagonistic activities below the threshold of 
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armed attacks can very likely generate such havoc. 
Societal security suggests an all-hazard approach; 
many harmful consequences are similar regardless 
of whether their precipitating events are caused by 
ill-will, nature, or accident.

In Sweden the government and the parliament 
have identified three components as the baseline 
official objectives for societal security:3

	■ Protect the population

	■ Secure the functionality of society

	■ Maintain fundamental values, such as democ-
racy, the rule of law, and individual rights.

If life and property cannot be safeguarded in a 
society, then it is not a society where people can lead 
productive lives. If a society’s government cannot 
uphold key values, it is a society where no one will 
want to live. Similarly, if the government cannot 
sustain its critical functions, people will not have 
confidence in their leaders, and in the long run an 
unstable polity will emerge. It is an obligation of 
good governance to prepare for the unthinkable 
and to allocate the necessary resources to minimize 
the impact on people and society from catastrophic 
events, such as antagonistic attacks, man-made 
accidents, or natural disasters. Much harm can be 
inflicted short of armed attacks.

Sweden published its national security strat-
egy in 2017.4 In this government document several 
national interests were identified as guidelines for 
the continued formulation of security policy. The 
Swedish national security interests are given as

	■ to ensure the safety, security, and health of the 
population

	■ to ensure the functionality of societal critical 
functions

	■ to uphold fundamental values, such as democ-
racy, rule of law, and individual rights

	■ to under all circumstances defend Swedish 

freedom, security, and national sovereignty

	■ to promote stability and security in the nearby 
region

	■ to promote cooperation, solidarity, and integra-
tion in the European Union (EU)

	■ to promote a rules-based multilateral world 
order.

In early 2018 and 2019, preliminary imple-
mentation reports were presented to indicate how 
well the many policy objectives of the wide-ranging 
strategy had been met. A revised security strat-
egy is expected in 2023; it should reflect the recent 
increasingly conflictual regional context. The new 
government has established a national security 
council and appointed a national security advisor 
reporting directly to the prime minister.5

Society and all its stakeholders, including 
individuals, government entities, private corpo-
rations, and nongovernmental organizations, are 
challenged by an evolving security context. Sweden 
has embarked on a course to create tools that can 
facilitate a whole-of-society approach for societal 
security. This concept indicates a more inclu-
sive approach than the more generally advocated 
whole-of-government approach, which is considered 
too narrow in scope. The effort toward enhancing 
societal security can be effective only to the extent 
that partners or stakeholders outside the sphere of 
national government become engaged and contrib-
ute. Most important, individuals must be mobilized 
in a more direct manner than is presumed in a 
whole-of-government approach.

Another building block that underpins the 
whole-of-society approach is the concept of resil-
ience. Resilience, usually described as a capacity 
to “withstand,” or to “bounce back” from a distur-
bance, can be applied to citizens, organizations, 
technological systems, and societies as a whole.6 
It includes proactive mitigation, as well as speedy 
response and recovery, and relies on the ability of a 
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range of interdependent stakeholders to share infor-
mation and take coordinated action. An element of 
prevention could be considered part of resilience; 
for example, foreign states, terrorists, and organized 
crime could be influenced to choose an alternative 
target if a nation is perceived to have a high degree of 
societal resilience. This is the logic behind Article 3 
of the North Atlantic Treaty and the current NATO 
work on seven baseline requirements for enhanced 
resilience among member and partner countries.

The concept of resilience is widely used by aca-
demics and includes several components in human, 
societal, organizational, political, and transnational 
contexts. One working definition of resilience is 
“the capacity of a social system (e.g., an organiza-
tion, city, or society) to proactively adapt to and 
recover from disturbances that are perceived within 
the system to fall outside the range of normal and 
expected disturbances.”7 The rapid rise in use of the 
term among practitioners may be driven by several 
factors. One driver is a better understanding of the 
nature of the security landscape, where uncertainty 
and complexity are key features. Another is tight 
national budgets that make it impossible to allocate 
huge sums of money to prevent certain scenarios or 
force governments to substantially minimize risk 
across all possible hazards.

Resilience is about shared risks but also about 
shared costs. In a situation where governments must 
manage a growing spectrum of harmful events with 
shrinking budgets, the issue of “cost transfer” has 
become critical. Doing more with less may be less of 
a challenge if more stakeholders are contributing to 
the effort. Ultimately, shared efforts will benefit all 
stakeholders in society. However, there should also 
be an element of doing things smarter with fewer 
resources. It is helpful to examine and learn from the 
ways different nations have handled the difficulty 
of finding less costly but still effective measures to 
enhance societal security. Within NATO, there is an 
active debate on this complex issue.

The Engine That Drives Enhanced 
Societal Security
In Sweden there is broad political support for a 
whole-of-society approach and agreement on the 
virtues of resilience. This consensus around future 
defense and security matters was manifest in the 
December 2017 report of the multiparty Defense 
Commission. This document on total defense needs 
covered a wide variety of areas, such as command 
and coordination, psychological defense, informa-
tion assurance, cyber security, personnel needs, 
volunteer associations, business engagements, pop-
ulation protection, law and order issues, supplies of 
essential goods and services, transportation, finan-
cial preparedness, public health issues, research 
and development, and international cooperation 
arrangements. In May 2019 another detailed report8 
was published, covering the many needs of the 
military defense through 2021. Appropriate parlia-
mentary measures were passed in December 2020 
to fund these costly reforms. Further investments 
were made in 2022 to speed up work to strengthen 
Swedish total defense.

Present arrangements for societal security rest 
on a legacy over at least the past few decades. A 
key reform9 was the creation of the Swedish Civil 
Contingencies Agency (MSB) in 2009, with the aim of 
building resilience across sectors and levels of govern-
ment, at levels reaching from the individual to society 
as a whole. The new agency was created by replac-
ing the Swedish Rescue Services Agency, Swedish 
Emergency Management Agency, and National 
Board of Psychological Defense. It was the result of 
Government Bill 2007/08:92, “Stronger emergency 
preparedness—for safety’s sake.”10 The goal was to 
give coordinated support to society in the area of civil 
contingency management, enhancing emergency 
management capability at home and abroad by har-
nessing efficiency and effectiveness synergies.

An additional organizational innovation was a 
new crisis coordination secretariat, initially placed 
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in the Office of the Prime Minister, to serve the 
needs of the Swedish central government. After the 
2014 change of government, this office was moved 
to the Ministry of Justice and Home Affairs, but it 
was returned in late 2021 to the Office of the Prime 
Minister. It is responsible for developing, coordinat-
ing, and following up crisis management measures 
in the government offices and for any preparations 
needed, such as training and exercises. Its head 
can issue guidelines that each ministry should 
follow in its crisis management work. In an acute 
event, the secretariat has the mandate to initiate a 
quick response and to coordinate and support the 
response effort within government offices. The 
secretariat staffs the strategic coordination group, 
which consists of state secretaries (deputy ministers), 

who are on call to convene whenever a serious inci-
dent may require urgent top-level decisionmaking. 
This secretariat has over the years been engaged 
in many national emergencies that required the 
involvement of members of the cabinet and the 
Prime Minister. One example is the deadly April 
2017 terror incident not far from its office build-
ing. Another is the deadly and extended COVID-19 
pandemic.

The trigger for the earlier institutional reforms 
to strengthen the national emergency apparatus 
was the tsunami of late 2004. Although the geo-
graphical location was far from Swedish territory, 
the dramatic loss of more than 500 Swedish lives in 
a matter of hours made clear that future challenges 
to societal security required a more nimble system. 

Flower memorial for terrorist attack. Image by: Paul Arps. April 14, 2017



98 |  FEATURES PR ISM 10, N O. 2

SUNDELIUS AND ELDEBLAD

A government commission examined the response 
and recovery efforts and made recommendations 
for sweeping reforms. This devastating experience 
resembled recent experiences of the United States, 
where reports by the 9/11 Commission noted a fail-
ure of imagination and the reports investigating the 
response to Hurricane Katrina highlighted a failure 
of initiative.11

The mandate of MSB is a concrete expres-
sion of a widened policy field for crisis and civil 
defense management, integrating the multi-sec-
toral, the internal and external, and the risks and 
threats, as well as the different management phases: 
before, during, and after. It is both an engine and 
a champion, designed to create and facilitate a 
whole-of-society approach with diverse and some-
times unevenly motivated stakeholders.

The hardest obstacles to overcome for a 
whole-of-society approach to societal security are 
conceivably the deeply rooted mental gaps that 
tend to separate distinct professions with different 
training and backgrounds. Such gaps complicate 
close cooperation and smooth coordination, thus 
reducing effectiveness. This problem was clearly 
documented in the final report12 of the Corona 
Commission of February 2022, which evaluated the 
difficult coordination processes across many stake-
holders during the COVID-19 pandemic. Mental 
gaps exist between most professional turfs, as exem-
plified by the following dyads:

	■ security and safety professionals

	■ civil and military professionals

	■ civilians and civil authorities

	■ public authorities and the private sector

	■ public domain and volunteer associations

	■ higher and lower levels of authority.

Among the key factors contributing to the gaps 
between these categories are that each has over time 
created its own terminology, ways of organizing, 

and procurements of sector-specific technological 
solutions. Perhaps most important, they have estab-
lished idiosyncratic training and career systems that 
foster sectoral approaches. Thus far, such systems 
have been better at accommodating inter-blocking 
stovepipes than inter-locking networks. But all these 
actor categories have in common that it will be nec-
essary for them to cooperate and coordinate before, 
during, and after an event to achieve the best results 
for society.

MSB was not given the authority to command 
other stakeholders before or during emergencies, as 
the supreme commander of the armed forces can do 
in a war situation. Given the wide scope of relevant 
activities and the fact that public, private, and local 
actors are all involved in most contemporary emer-
gencies, a legal authority to command the rest would 
most likely not yield the hoped-for societal effects. 
Instead, MSB has been mandated to lead through 
proactive coordination measures, such as knowledge 
enhancement, support, training, exercises, regula-
tion, supervision, information sharing, and building 
durable networks across sectors and levels of author-
ity. Also, some funding is available to help create 
incentives for others to take this enterprise seriously 
in between emergency events. Having control over 
around 1 billion Swedish krona (€100 million) in 
grant awards each year gives the agency some lever-
age—and other agencies clear incentives to follow its 
lead in the emergency management field.

Much of the recent national coordination work 
has focused on rebuilding the previously well-de-
veloped civil-military relationship in preparation 
for a reactivated total defense effort. In Swedish 
terminology, total defense is the combined efforts of 
the military services, relevant civilian agencies, and 
various societal actors, including businesses, in the 
face of an armed aggression from abroad. During 
the Cold War era, this total defense machinery was 
well resourced and continuously trained and exer-
cised and could rely on obligatory military service 
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for all young men. This investment in deterrence 
based on military might and societal resilience was 
dismantled around the turn of the 21st century as 
eternal peace seemed to have reached the Baltic Sea 
region. However, since 2015 total defense planning, 
including the necessary investments, has returned to 
the forefront of political concern.

In this changed security context, the question 
has been raised again about having a civil or societal 
supreme commander who could more clearly match 
the military counterpart. Sweden does not have a 
state of emergency act, short of a wartime situation, 
where a central authority such as MSB could take 
command. Currently, the two sets of interrelated 
national defense systems are a bit lopsided and tend 
to move forward at different speeds. A question 
might be raised about on whose terms civil-military 
coordination is pursued; the military machine can 
overwhelm the more fragmented civilian resources 
and their less well-disciplined personnel.

Surprisingly, civil-civil coordination may be 
one of the most complex working areas in this field. 
A main reason for this is that the roles and respon-
sibilities in the civilian sphere are often less than 
clear-cut, sometimes overlapping. As threats and 
risks evolve, rules and routines may be missing or 
become outdated. Jurisdictional lines can be viewed 
as complementary or as competing. Some resistance 
to being coordinated by another can be expected; 
interactions for the purpose of modifying behaviors 
can be highly sensitive among proud professionals. 
A case in point: civil-civil public-sector coordina-
tion did not come easily in the face of the COVID-19 
public health disaster.

There is a difference of approaches to the 
information needs of colleagues between safety and 
security professionals. Security officials are used to 
working with closed information systems to manage 
classified or sensitive materials, which they see little 
need to share outside a trusted few. Safety officials, 
on the other hand, are accustomed to using open 

information and tend to see a need for wide distribu-
tion of information that may affect lives or property. 
They sense an obligation to share rather than having 
a reflex to limit distribution. As the regional secu-
rity environment is becoming more antagonistic, it 
is necessary to foster greater mutual understanding 
between the corps of security and safety professionals 
to ensure their ability to connect the dots in real time.

Recently, a greater emphasis is again being 
placed on the need-to-know criterion, as the antag-
onistic aspects of emergency management and 
total defense are returning to the workplace. Many 
professionals steeped in the logic of an obligation to 
share for maximum effectiveness must retool their 
information-handling routines. Similarly, there is 
some urgency about building more secure com-
munication links, having secure meeting rooms, 
and enforcing the proper handling of classified 
documents. Increasingly, public servants at many 
government agencies will be assigned special tasks 
in war situations, as they used to have during the 
Cold War. Training is required for officials with 
backgrounds in the safety profession to be able to 
perform sensitive, defense-related tasks.

The Operations Department of MSB has over 
time built a set of action-oriented coordination 
venues—face-to-face, video-link, or by phone—to 
form a common operational awareness as a basis 
for agreed-upon timely deployments of resources. 
Meetings are held weekly by routine, more often 
when special operations are called for. This national 
system for shared sense-making of consequential 
events and for a concerted emergency response has 
been tested many times. In each case, novel elements 
have been added to the MSB toolbox; learning by 
doing has been a guiding principle in these oper-
ations. As an example: during the devastating 
forest fires of the summer of 2018 Sweden hosted a 
large EU civil protection assistance operation and 
improved its capacity for host nation support.

The Operations Department has been on 
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alert status since the beginning of the COVID-19 
pandemic. MSB is responsible for dealing with the 
societal effects of this crisis, not for handling the 
health issue itself. Societal functions, the economy, 
the logistics of critical supplies, coordination among 
many stakeholders, and coherent communications 
to uphold the morale of the population are all part of 
its brief. The COVID-19 pandemic experiences have 
served as a stress test for MSB leadership and for the 
adaptability of the operations machinery.

This national emergency response and conse-
quence management system form the foundation 
of Sweden’s capacity to prepare for and respond to 
antagonistic situations, such as terrorist actions, 
interferences short of armed attack by a foreign state, 
and the beginnings of an armed conflict with a hos-
tile adversary.

Influence campaigns directed at Swedish 
democratic institutions, election systems, and polit-
ical parties must be confronted. A handbook for 
countering influence campaigns to be used by com-
municators has been widely distributed and applied. 
Awareness-raising and training sessions were con-
ducted for local election officials in preparation for 
the 2018 and 2022 parliamentary and local elections. 
The experiences from this Swedish investment in 
democratic resilience have been shared with other 
parties, including with relevant U.S. agencies, such 
as the Cybersecurity and Infrastructure Security 
Agency of the Department of Homeland Security.

Public-Private Partnerships
Society cannot reach effective security solutions with-
out engaging the private sector through public-private 
partnerships (PPP). The private sector is critical, 
because it operates or owns most of the critical infra-
structure in many nations. There was a rich tradition 
of PPP in Sweden during the Cold War. At the time, 
cooperation and coordination were smooth; it was 
mutually understood that if total war led to a Soviet 
invasion there would be no more free enterprise. After 

that threat vanished in 1991, much was lost in terms 
of incentive for continuing this close relationship 
through networking and nurturing trust. In addition, 
business practices and corporate ownerships changed 
drastically over the decades. Today, privatization has 
progressed greatly in Sweden, as it has in other free 
market economies. Most companies have, or are part 
of, global supply chains that operate with just-in-time 
deliveries. These practices, however efficient, may not 
be the most resilient and may be vulnerable to manip-
ulation by adversaries. Currently, the PPP tradition 
of the Cold War in Sweden can be labeled as “lessons 
lost,” in sharp contrast to the situation in neighboring 
Finland, where many Cold War capacities and prac-
tices were retained. The focus in Sweden now is on 
rebuilding these relationships as vital elements of total 
defense planning. The total defense reforms from 
2021 include the creation of additional initiatives for 
collaborations with and among business leaders. This 
work will take considerable time before any notable 
effects on the defense capacity will be visible.

In Sweden, advances in forging trusted rela-
tionships with key industry stakeholders have been 
uneven outside the defense area. In some sectors lost 
ground has been recaptured and progress has been 
made, for example, the well-functioning coopera-
tion between the major players (public and private) 
in the financial sector. In the information assurance 
and cyber security areas, well-established working 
partnerships exist. There is also a forum for infor-
mation exchange on the security of critical SCADA 
(supervisory control and data acquisition) systems, 
which includes key operators of critical infrastruc-
ture. Those and other examples constitute “islands 
of excellence” from which lessons can be drawn. 
MSB seeks to extend the web of resilience to other 
sectors, not least civil defense. It is recognized that 
much can be learned in this regard from current 
Finnish practices.

Fostering a trusted environment for infor-
mation sharing in normal times creates a stronger 
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basis for common action when the extraordinary 
strikes. But in addition to trust, PPP requires prac-
tical frameworks for more concrete cooperation. 
Roles and responsibilities must be clarified (joint 
training can provide a useful tool), and issues such 
as financial (and other) incentives, market distor-
tions, and liabilities must be addressed. Those are 
all difficult questions, and there appears to be no 
universal recipe for success. Sweden is far from alone 
in struggling with these urgent issues. A useful step 
would be a more systematic international exchange 
of information about practices that have been tested 
in different contexts.

The Role of the Individual
Making the individual a central component of 
societal security and resilience is critical. Without 
individual preparedness it is quite difficult to 
achieve a whole-of-society approach with a strong 
core of resilience. Ordinary people are often those 
affected most directly by a crisis and are often pres-
ent on site before first responders or other officials; 
they should be viewed as assets. Furthermore, new 
social media technologies in the hands of citizens 
could be utilized by government agencies to receive 
and transmit information in a more timely manner. 
Earlier and better information is a driver of more 
effective operational decisionmaking.

The Swedish government has recently empha-
sized the responsibility of the individual to be 
prepared. MSB’s task and challenge is to analyze 
what, more precisely, is included in this responsi-
bility. Which services can individuals expect from 
the authorities on a local, regional, or national level 
to meet their needs before, during, and after a crisis 
or an armed conflict? How quickly can they expect 
them? How should cost-sharing be balanced among 
individuals, insurance providers, infrastructure 
owners and operators, and tax-funded government 
bodies at different levels?

The emphasis in the current Swedish 

approach to total defense is on societal resilience. 
Communicating the necessity of resilience is an 
implicit acknowledgement that not all threats and 
risks can be prevented. Establishing a risk-free 
society is not possible nor in fact even desirable. The 
foundation of a resilient society is having prepared 
individuals, families, and communities. Therefore, 
motivating citizens to make reasonable investments 
in self-preparedness is a major public leadership 
goal. Such motivation resembles the classic defense 
will of the population, which has been measured 
regularly since the early 1950s. In earlier years, that 
will was stimulated by the obligatory military ser-
vice for all young men, by the weekend activities of 
the Home Guard, and through government-funded 
public outreach activities of the volunteer associa-
tion People and Defense (“folk och försvar”).

MSB has developed several tools and chan-
nels to inform individuals of the benefits of being 
conscious of and prepared for the risks and threats 
to society. One such tool is an easy-to-read leaf-
let on how to prepare for emergencies, crises, and 
war situations. This publication, “If Crisis or War 
Comes,”13 was sent to all Swedish households in 2018 
and builds on a tradition from the Cold War era. 
Among its many recommendations is the sugges-
tion that all households should keep a week’s worth 
of water, food, and other essential supplies on hand 
for use in an emergency. In early 2022, there was a 
heavy public demand for downloading this leaflet as 
Swedes noted the horrible developments in Ukraine. 
The text is available in several languages, to reach as 
many households in Sweden as possible. Strategies 
for communication and public education should 
differentiate depending on the target group. Over 17 
percent of the Swedish population is foreign-born, 
and many are young following the heavy migra-
tion influx of 2015. Reaching this population mix 
requires communication in many languages, as well 
as insights into various cultures and religions.

A new agency for psychological defense was 
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launched in 2022. This institution traces its func-
tions to the Cold War years when the task of 
building the will to defend was an important part of 
the total defense effort. The Swedish Psychological 
Defence Agency will, in addition, focus on tasks 
related to adversaries’ social media campaigns, fund 
research, and help build public understanding of the 
need to defend democracy as well as independence.

A highly useful tool for determining the 
knowledge and resource needs and for practicing a 
whole-of-society approach is exercises. MSB leads 
the planning and the execution of exercises as well 
as vital evaluation processes. A major exercise con-
ducted in 201114 involved thousands of participants 
in different organizations at the local, regional, and 
national levels. It featured a nuclear accident sce-
nario requiring close coordination and cooperation 
between many societal stakeholders. The exercise 
took place just a month before the real nuclear 
accident in Fukushima, Japan, and did sensitize the 
participants to the inherent challenges posed by 

real-world disasters.
Increasingly used in such exercises are social 

media, which are becoming more important for rap-
idly collecting information for situational awareness. 
Social media are also tools for sense-making, for 
explaining the nature of a situation, and for specify-
ing what actions the government is taking and not 
taking. Government agencies need to take advantage 
of the new generation of increasingly sophisticated 
information technologies. In the 2011 Swedish 
exercise, the primary decisionmakers at the national 
level were overwhelmed by the impact of the pres-
sures from the new social media, just as happened 
later in the rapidly evolving Japanese disaster.

MSB holds the position of the Swedish crisis 
response and emergency team with responsibilities 
for information assurance and cyber security. This 
field has become even more important for socie-
tal security during recent years, and this segment 
of MSB is growing accordingly. Cooperation with 
counterparts in other governments, not least in the 

Home Guard exercise in southern part of Sweden, Skåne. Image by: Joel Thungren/Swedish Armed Forces.
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Nordic and Baltic regions, is well established. Sector-
focused and national exercises with cyber themes 
have been conducted regularly, often with the par-
ticipation of the private sector.

In addition, the central government offices, the 
politically appointed cabinet members and their 
deputies, and parts of the parliament conduct exer-
cises regularly to prepare for various risk and threat 
contingencies. This work is driven by the Secretariat 
for Crisis Coordination, often with support from 
experts at the Swedish Defense University.

The first national exercise with a focus on civil 
defense (that is, in a war-like scenario) for decades 
was conducted in 2018. Sweden planned to hold 
a major total defense exercise15 involving numer-
ous civilian and military stakeholders, including 
the armed forces, in 2020. The working processes 
to plan and prepare for this major national-level 
exercise generated numerous questions about 
mandates, resources, and procedures. The issues 
raised in these questions were documented for 
their potential to provide insights for improv-
ing civil-military relations and engaging relevant 
actors in the defense-planning effort. Host nation 
support issues and setting priorities with limited 
resources were also part of this total defense exer-
cise. Unfortunately, the exercise had to be largely 
postponed because of the COVID-19 pandemic. 
Only a few segments of the exercise were carried out 
in early 2020—for example, a very timely scenar-
io-based exercise with the members of the Swedish 
Parliament. A full-scale total defense exercise, 
Aurora, will be conducted in 2023.16

MSB is involved with the entire spectrum 
of threats and risks to society, including national 
defense. By law, government entities have been 
required since 2006 to produce and submit risk 
and vulnerability analyses. The 290 autonomous 
Swedish municipalities are also required to com-
ply. The purpose of this bottom-up risk mapping is 
to guide investments and to allow MSB and other 

relevant departments to make informed decisions 
about scarce resources to build capacity and smart 
resilience. Over the years an increasingly sophisti-
cated work process has developed to assess societal 
vulnerabilities and to point out limited capacities to 
meet such risks and threats. MSB provides the gov-
ernment and, indirectly, the EU Commission with a 
nationally aggregated risk and capability assessment.

The relationship between risk, threat, and basic 
societal values needs to be examined. Studying per-
ceptions and social constructions of risk and threats 
is an important addition to traditional methods of 
analyzing these phenomena. Methods for con-
structing national or regional risk maps with clear 
indications of consequences, including economic 
and social costs, are being developed. Comparative 
studies of national methodologies and profiles are 
needed. The EU Commission has initiated a process, 
and many governments have put together such risk 
maps. These need to be problematized, compared, 
and more firmly grounded in research.

There is a danger of equating an all-hazards 
approach with saving scarce resources, because the 
same capabilities can be used for several types of 
events. It must be recognized that an all-hazards-
plus approach is necessary; certain antagonistic 
scenarios demand unique prevention, response, 
and recovery capabilities. For example, an event 
involving weapons of mass destruction requires 
specialized prevention efforts and previous stock-
piling of resources for response and recovery efforts. 
This all-hazards-plus approach is different from 
the counterterrorism-plus strategy used in the early 
years in the homeland security arena in the United 
States. The immense investment in counterterror-
ism measures secured resources that were then also 
used for other types of threats, where different solu-
tions might have been more cost effective. Resources 
should be allocated for early-warning, response, and 
recovery efforts across the contingency spectrum.
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The Fighting Machine That Defends 
the Nation
During the Cold War, Sweden had a well-developed, 
well-practiced total defense system. It was supported 
by strong pillars, two of which were the conscription 
of young men, who received solid military training, 
and the provision of wartime-designated personnel 
and equipment to key organizations. The system was 
welded together, and key actors were well acquainted 
with each other. The system nurtured trust and a 
spirit of mutual reinforcement and aid. The vari-
ous organizations supported each other by building 
enabling conditions in peacetime for cooperation 
when under armed attack. Preparations were the 
lubricant—knowing what the others do and what 
I can do—so that together the-whole-of-society 
approach generated a higher effect. The concept was 
built on, among other things, the foundations:

	■ joint exercises

	■ joint plans

	■ systemwide cooperation

	■ nurturing trust.

After the collapse of Soviet Union, and thus 
also the incentive to maintain such a comprehensive 
and expensive total defense system, it was disman-
tled with great determination. The “eternal peace” 
logic now applied, and collaborations were quickly 
built according to the just-in-time principle, which 
was efficient and economical. Few believed then 
that one neighboring state could not be trusted: 
Russia. The 2008 invasion of Georgia did not 
wake Europe from its slumber, nor did the illegal 
annexation of Crimea in 2014. It was not really until 
February 2022 that Europe understood the true 
scope of Russia’s actions and intentions. Sweden 
quickly realized that it needed to shake off the pan-
demic dust and prepare, fast.

One cornerstone of the old total defense con-
cept was the will to defend, which included popular 

support for preparedness for crises and war. Along 
with conscription, regiments and flotillas stationed 
all over the country helped maintain that public 
support. In light of the dismantling of the Swedish 
defense and a change to using the armed forces as a 
tool in international security policy, affiliation with 
the armed forces declined, significantly affect-
ing the recruitment of both officers and full-time 
employed soldiers. Now that Sweden has reinstated 
conscription, popular support is not as clear, and 
the educational conditions across the country are 
not there either. However, Russia’s illegal invasion of 
Ukraine has created a massive onslaught of applica-
tions to the voluntary movement, posing a challenge 
for the limited number of personnel currently run-
ning that program.

After a slow national awakening, the growth of 
the armed forces began with broad political agree-
ment. The total defense bill for the period 2015 to 
2020 set the tone for increased preparedness and 
adaptation. However, the result was limited. Many 
wise observations and analyses were made, but the 
system had difficulty moving forward with imple-
mentation. Problems occurred in areas such as 
planning, placement of people in positions, supply of 
necessities, and exercises, but also in deficits of basic 
knowledge of what applies during high readiness.

Conscript training, which had been dormant 
since 2010, was revived in 2017–2018; now Swedish 
youth are being evaluated and tested again, through 
the Swedish Defense Conscription and Assessment 
Agency. About 13,000 people, mainly those born 
in 1999, were tested and then required to complete 
military service. There were modest volumes at the 
beginning, roughly 3,000 in 2018; thereafter there 
has been an increase of 500 to 1,000 people per year. 
In 2021 the agency evaluated and tested 19,800 peo-
ple. Of these, 38 percent were women and 62 percent 
were men. For basic training that began in 2021, a 
total of 5,800 conscripts (of whom 22 percent were 
women and 78 percent were men) were enrolled in 
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the armed forces’ 5,000 slots. In 2021, the Swedish 
Defense Conscription and Assessment Agency sent 
muster documents to 104,000 conscripts born in 
2003. The intention is to increase the volume of 
recruits going forward, up to around 16,000 by 2030, 
as new regiments and flotillas are established.

In addition to the extensive personnel growth, 
an additional focus for the coming period is materiel 
growth. Redundancy-increasing measures in the 
forms of both the acquisition of ammunition and 
spare parts and the purchase of new equipment and 
weapon systems are planned. During the 2021–2025 
period, a roughly 40 percent increase in appropria-
tions for military defense over the 2020 level must 
take place. The authorization framework for mate-
riel orders is increased by 30.9 billion Swedish krona 
for the 2021–2025 period.

Some important areas for growth and modern-
ization are for each branch of defense according to 
the following extract of acquisition and modifica-
tion, respectively:

Air Force

	■ development and procurement of JAS 39E

	■ upgrade of JAS 39 C/D

	■ procurement of tactical transport aircraft and 
helicopters

	■ procurement of naval target robots and hunting 
robots.

Navy

	■ procurement of surface combat ships, Blekinge-
class submarines, and combat boats

	■ modification of corvettes and battleships

	■ procurement of a new light torpedo system.

Army

	■ procurement of Archer, a vehicle-borne grenade 
launcher system

	■ procurement of medium-range anti-aircraft 
and airborne anti-aircraft

	■ procurement of armored all-terrain vehicles 
and track wagons

	■ renovation of Combat Vehicle 90 and Tank 122

	■ procurement of anti-tank weapons and 
firearms.

It is clear from Ukrainian requests for Swedish 
military equipment that Swedish equipment is very 
well suited for war against Russia. The carried anti-
tank weapon has had a good effect, and the Archer 
system has been requested, presumably for situa-
tions in which artillery duels demand speed and 
precision. Swedish winter equipment, developed to 
be able to operate in the subarctic environment, is 
also now in demand in Ukraine. Composite weapon 
systems, easily mobile, effective, and with high effec-
tiveness/low cost, have been the main request among 
Swedish equipment.

Several new regiments and flotillas have been 
established to enable not only increased unit pro-
duction but also increased visibility and presence 
in certain strategically important areas. The biggest 
change and impact for the Swedish armed forces 
will, obviously, be NATO membership. Although 
Sweden has a long tradition of cooperation with the 
alliance in various operations and exercises, mem-
bership will be a game changer.

Sweden and NATO
Previous security policy solutions no longer hold; 
war in Sweden’s immediate area cannot be ruled 
out. There is no time for public awareness drives or 
a national referendum like that undertaken when 
Sweden entered the EU, in 1995. Instead, it is time 
for Sweden’s government to show political leadership 
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in haste. This was a challenge for the sitting Social 
Democratic government, which was basically 
opposed to NATO membership, together with its 
supporting parties on the left. The Swedish Social 
Democratic Party had to do a 180-degree turn and, 
with Finland, execute a much faster decision-mak-
ing process. In the spring of 2022 Sweden initiated 
its NATO membership application in record speed. 
What was unacceptable on February 20 became 
inevitable on May 14.

NATO clearly states three core tasks in its new 
strategic concept:17

	■ deterrence and defense

	■ crisis prevention and management

	■ cooperative security.

The Swedish and Finnish entry into NATO will 
significantly expand NATO’s borders and territory, 
including its direct border with Russia. It will sta-
bilize the Baltic Sea region in the long run and will 
have a deterrent effect on potential plotters of armed 
attack against Sweden. Swedish territory and the 
Baltic Sea are important areas for NATO’s defense 
of Finland and the Baltic states. The changing of 
the Baltic Sea’s security policy conditions will mean 
that Russia will have an extremely limited ability 
to operate—but it will also mean changed tasks for 
other countries around the sea. For Sweden it may 
mean more support in bringing forward reinforce-
ments to the Baltics but also other transports across 
the Baltic Sea.

Of course, a confined Russian fleet could mean 
that other systems replace an operational Russian 
naval and air force in the Baltic Sea; for example, 
ground-based systems can also fire nuclear weap-
ons. This development and a changing Russian 
strategy are important to follow closely. But it is 
equally important to see how Western countries will 
act in the Baltic Sea area. For example, Germany’s 
ongoing rearmament and involvement in the region 
are important, as are the activities of the Baltic States 

and Poland.
Operationally, support for the Baltics is dif-

ficult; the countries have quite limited military 
capability. Here, Swedish and Finnish membership 
in NATO will create strategic depth. The Nordic 
dimension thus becomes important, along with 
collaboration with the United States and the United 
Kingdom—for example, the Joint Expeditionary 
Force.

From a coordination perspective, a joint air 
defense and NATO’s Integrated Air and Missile 
Defense are important. Finland and Estonia are now 
buying land-based naval targeting robots that cover 
the Gulf of Finland well. Poland already has such 
robots, and Sweden is acquiring them. In addition, 
the Poles are acquiring high-mobility artillery rocket 
systems, which can reach important targets in this 
area. All of this means that the Russian navy will not 
be able to operate from its Kaliningrad oblast.

Sweden’s strategic geographical location will 
be valuable for basing of NATO troops and advance 
storage of strategic resources, transport, and infra-
structure. It also offers the possibility of grouping 
allied command capabilities.

Sweden’s national defense planning needs to 
be revised and synchronized with NATO planning. 
This move will, in turn, affect civil defense plan-
ning in Sweden and the other Nordic countries. 
Coordinated exercise activities, both military and 
civilian, must be intensified. NATO’s seven base-
line requirements must be operationalized and 
constitute input values for exercises and evaluating 
activities.

Sweden should also contribute to rapid 
response units, such as Air Policing, the planned 
Allied Reaction Force, the Standing NATO 
Maritime Group, and the Standing NATO Mine 
Countermeasures Group, as well as provide ground 
units for the Enhanced Forward Presence on its 
eastern border. Participation should be coordinated 
with the other Nordic countries, and management 
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should also be offered. When these contributions, 
commitments, and new conditions are in place, the 
Nordics will and should be seen as a common joint 
operation area.

The saying “Whoever controls Gotland controls 
the Baltic Sea” is still valid. Therefore, securing 
Gotland remains a key national responsibility for 
Sweden, whereas the Finnish demilitarized archipel-
ago of Åland, close to Stockholm, is a dark horse.

In summary, the need for reinforcements and 
development in the military sphere of Swedish total 
defense centers on its

	■ capability for air defense and integrated air and 
robotic defense

	■ ability to provide host nation support

	■ integration of management systems

	■ capability for operations in a winter environ-
ment and marine operations in shallow waters.

In discussions on revising Sweden’s total defense 
concept, proposals have been made to appoint a civil-
ian commander in chief responsible for civil defense, 
an equivalent to the supreme commander for the 
military. At the same time the implementation of a 
new command and control system, mainly for the 
civil defense, is under way. This development should 
enable synergies with other constructive activities,18 
so that crisis preparedness in all sectors is used as 
the engine to strengthen trans-border solutions. The 
power of these activities can be used regionally, such 
as in the northern parts of the Nordic area, where the 
northern territories of Sweden, Finland, and Norway 
can find common resilience measures. Through these 
developments and enhanced preparatory coopera-
tion deterrence can also be strengthened in specific 
geographical regions (including northern parts of 
the Nordic countries as well as the southern parts). 
Because geographical conditions vary considerably 
between the Nordic regions and distances are great, 
resilience is fundamental for regional survival.

Another key component in the Swedish total 
defense concept is building and maintaining trust. 
Here, education and training at all levels play a sig-
nificant role as a trust-building engine; in particular, 
joint senior and capstone strategic leadership pro-
grams serve as excellent platforms.

Flow Security
A central element of the security context of the 21st 
century is flow security. Globalization has trans-
formed the ways people, corporations, and societies 
organize and function. Technological developments 
have been transformational for economies and ways 
of doing business. Societies are tightly intercon-
nected by flows of information, energy, computer 
signals, viruses, people, and goods. For society to 
be prosperous, it is important to enable safe, secure, 
and efficient critical flows. If critical functions, 
such as transportation, energy, health care systems, 
agriculture, communications, and financial systems 
are debilitated, it can have consequences for all in 
society and on several continents simultaneously. 
Thus, the traditional and still highly relevant goals 
of ensuring territorial integrity and national sover-
eignty must be complemented with that of securing 
critical functions in society. These are linked by 
shared transnational or even global interdependen-
cies that must not be transformed into vulnerability 
traps. Examples include the deliberate denial of 
critical metals, components, or medicines, and 
interruptions in access due to various types of disas-
ters or antagonistic interventions.

Globalized flows are not always beneficial and 
desirable. The flows of narcotics, weapons, traf-
ficked persons, cyber intrusions, and computer 
viruses are examples of the dark side of global-
ization, which requires more focused attention. 
Those working outside the law are more apt to take 
advantage of these flows than government regula-
tors or political decisionmakers. Criminal justice 
agencies, such as the national police and security 
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police, customs, the unit fighting economic crimes, 
and other operational units under the Ministry of 
Justice and Internal Affairs must work even more 
diligently to keep up with the steady offensives of 
illicit trans-border activities. These negative aspects 
of the largely beneficial global flows can undermine 
societal security and erode democratic institutions 
and practices. Multilateral legal frameworks or 
regimes need to be upgraded to keep up with the 
rapidly evolving networks of both positive and nega-
tive flows across national borders.

Certain flow enablers are highly critical for 
societal survival, such as electric grids, shipping 
lanes, harbors, and air transport systems. A primary 
enabler at the center of most globalized transac-
tions is the cyber backbone that involves continental 
cables and central nodes. The cyber infrastructure 
links nations, companies, and citizens around the 
world and helps channel information and goods 
more efficiently, but it also generates vulnerabilities. 
If the global or regional digital infrastructure is rup-
tured, it will have grave consequences for financial 
systems and for the command of critical infrastruc-
ture control systems in many industries.

The institutional design of government, how-
ever, is slow to adapt to this changing context for 
security. There is a historical legacy that separates 
agencies and departments operating in both the 
domestic and the international spheres. Failing to 
address jurisdictional, organizational, and mental 
barriers to national and international organiza-
tional cooperation will be at our peril. Organized 
crime and terrorists, for example, maneuver in the 
trans-border sphere, challenging outdated jurisdic-
tional structures. Exploring new ways to cooperate 
in cyber space on planning, information exchange, 
training, and response is critical for the future. The 
flow-based security sphere can be characterized by 
the convergence of the domestic and international 
(security) arenas. Individual nations’ strategies are 
interdependent; consequences in one country can 

have their origins far from its territorial borders. 
The merging of the international and domestic set-
tings into an “inter-mestic” operational sphere will 
require individual and institutional rethinking to 
break mental, legal, and organizational stovepipes.

Globalization fueled by rapid technological 
developments has given rise to trans-boundary 
threats that may overwhelm national preven-
tion, protection, response, and recovery systems. 
These threats cannot be dealt with in a one-by-one 
manner. Isolation is not a solution for Sweden; a suc-
cessful response requires a networked approach. The 
unconventional and trans-national nature of crises 
demands a multilateral and coordinated approach 
among international partners—which entails the 
capacity to quickly combine and allocate resources, 
to share expertise and information, to manage 
disaster logistics, and to synchronize crisis decision-
making. A critical task is being able to discover and 
diagnose a rapidly unfolding consequential incident 
quickly and accurately. The processes to achieve 
such shared sense-making under difficult circum-
stances must begin long before the need becomes 
imminent. It is imperative to create tools to over-
come the present status of vulnerability surpluses in 
combination with capacity deficits in order to fore-
see and meet novel trans-boundary threats.

Resilience must be not only shared across 
boundaries but also projected forward. European 
concern over the West African Ebola epidemic was 
an early case in point. Likewise, Nordic concerns 
over the security resilience of its eastern neighbors 
are easily understood. Shared vulnerabilities and 
capacity limits are best met with joint and proac-
tive measures. Such efforts can be made through, 
for example, exercises. Host nation support mea-
sures are also important to enable the effective use 
of assistance from others. Sweden has a long tradi-
tion of assisting other nations across the globe. In 
recent years it has also experienced the need to seek 
assistance from others in emergency situations. 



PR ISM 10, N O. 2 FEATURES | 109

SOCIETAL SECURITY AND TOTAL DEFENSE: THE SWEDISH WAY

One such example was the major EU civil pro-
tection assistance mission in response to massive 
forest fires in the summer of 2018. European 
solidarity was evident in this dramatic and highly 
visible field practice.

Both defense planning deliberations and con-
crete steps are under way to enable adequate host 
nation support even in more dramatic and antag-
onistic scenarios. Sweden and Finland have close 
military defense collaboration that includes work-
ing together in both ordinary times and conflict 
phases. In addition, a joint declaration by the two 
ministers of interior was signed in February 2021, 
pledging similar bilateral civil-sector collaboration 
for emergency management and crises, and mutual 
assistance in armed conflicts. Considerable work is 
conducted on issues related to Article 3 on societal 
resilience and on upgrading capacities for NATO’s 
seven baseline requirements.

Euro-Atlantic Partnering Toward 
Alliance Membership
The Euro-Atlantic strategic setting of entangled 
interdependencies, where critical functions and 
nodes rely on the actions of others, creates the neces-
sity for a well-functioning Nordic-Baltic partnership 
with North America. The groups’ shared interest 
was recognized decades ago and has been mani-
fested since the 1990s in the Enhanced Partnership 
in Northern Europe (E-PINE), through which the 
political directors of the foreign ministries of the 
Nordic-Baltic Eight (NB8) meet twice yearly with 
their counterpart in the U.S. State Department. 
Frequent, informal, thematic policy workshops with 
academics have been held in conjunction with these 
meetings to enable a flow of creative inputs into the 
more formal setting of high-level government talks.

Future trans-boundary crisis and total defense 
management in the E-PINE domain should not 
risk becoming “a failure of coordination.” It is 
imperative for the transatlantic partnership to 

secure in advance an ability to act effectively and 
legitimately, in concert, within this domain. The 
Swedish government often takes notes of this vital 
element of national security, with the defense and 
security links within the NB8 and to the United 
States especially highlighted by officials. The 
Swedish embassy in Washington, D.C., includes 
not only several military attachés but also a defense 
counselor from the Ministry of Defense and a sec-
onded official from MSB.

Several overlapping partnerships exist to 
mutually reinforce the security links with the 
United States. Sweden and Finland have bilateral 
arrangements with NATO, directly with the U.S. 
government, and with each other. In addition, a 
triparty defense policy letter of intent was concluded 
in 2018 between the United States, Finland, and 
Sweden.19 Exercises are conducted together on a reg-
ular basis, and U.S. troops and equipment are often 
visible in these nations and their surrounding waters 
and skies. Applications by both nations to join 
NATO as soon as possible are being processed; as of 
this writing, those applications have been ratified by 
28 national parliaments.

Once Sweden is a member of the alliance, 
hundreds of Swedish officials and officers will be 
expected to actively engage in its work, including 
manning headquarters and other NATO institu-
tions and working groups. As was the case when 
Sweden joined the EU in 1995, considerable pres-
sures will be placed on the government and various 
agencies to live up to the expectations of active 
membership. A learning process will be neces-
sary before the alliance perspective settles in and 
becomes an integral part of the evolving Swedish 
total defense system. This adjustment in outlook 
may require a generational shift before the NATO 
perspective becomes the new norm.

A science and technology agreement has existed 
between Sweden and the United States since 2007 
through the U.S. Department of Homeland Security. 
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In Sweden, this partnership is administrated by 
MSB on behalf of the government. Joint activities 
and projects on societal security, cyber security, 
information campaigns, and civil defense are cov-
ered under this bilateral partnership.

Although it is not necessary for the same insti-
tutional and strategic doctrine to be embraced on 
both sides of the Atlantic, it is important that efforts 
be, at a minimum, mutually reinforcing. It is also 
necessary to view homeland security, or societal 
security, as a whole-of-nation activity rather than as 
the policy domain of a specific department, min-
istry, agency, or directorate. Threats and remedies, 
both domestic and international, can best be seen as 
the responsibility of numerous stakeholders located 
in several distinct legal jurisdictions.

Flow security is a shared concern that cuts 
across many sectors and stakeholder interests. Novel 
tools to meet hybrid challenges must be developed 
together and in a holistic fashion. This is a relatively 
immature policy area, lacking a developed profes-
sional corps to manage its wide field of cross-sector 
and multilevel issues. The private sector must also 
be engaged in this work. How can a shared approach 
allow effective uses of security assets and at the same 
time balance such core values as privacy and civil 
liberties?

To further foster a shared understanding of 
the challenges and opportunities for cooperation 
across the Nordic–Baltic–North American space, 
a common strategic executive-training curriculum 
for senior leaders could be developed. Transatlantic 
workshops in the societal security area are needed. 
Education and training to cope with the unex-
pected and consequential are obligatory for career 
advancements in the military sphere; why not also 
for leaders in public service and for relevant business 
executives? Various NATO training programs have 
accumulated considerable experience and could 
inspire similar investments in strategic leadership 
for an all-hazards-plus approach to security.

The educational task is to turn shared values 
and preferences regarding societal security and total 
defense into action-oriented plans. Concepts must 
be operationalized and transformed into concrete 
activities with deadlines and measurable effects. 
Academics and think tanks should be well placed 
to contribute ideas and expertise to such knowl-
edge-based, capacity-enhancing work. These tasks, 
among others, can be supported by the Swedish 
Defense University and many other organizations 
ready to contribute, together with partners in the 
E-PINE space. PRISM
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