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ilitary power often emerges at

the nexus of technology, orga-

nizational processes of force
employment, and training.! However,
rapid technological change, the con-
stantly evolving character of warfare,
and the lingering effects of sustained
combat on military readiness constrain

the U.S. military’s ability to respond
to emerging global security challenges.
The proliferation of unmanned aerial
systems (UAS), more commonly
referred to as drones, represents one
of the largest emerging challenges to
the joint community since the rise of
improvised explosive devices during
the onset of Operation Iragi Freedom.
Recent conflicts involving state and
nonstate actors and the acquisition
priorities of U.S. rivals like Russia and
China demonstrate that Soldiers on
future battlefields will see the wide-
spread use of drones. For example,
Russia and Russian-backed separatists
have used various types of drones to
achieve devastating effects during their
ongoing conflict with Ukraine.? U.S.
forces in Syria could not retain oper-
ational control of the airspace below
3,500 feet for an extended period of
time where the so-called Islamic State
(IS) conducted lethal and nonlethal
drone operations.? Looking ahead, the
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Department of Defense (DOD) antic-
ipates that China will soon outspend
the United States in drone investment,
with more than $10 billion dedicated
solely to research and development, and
may become the world leader in this
area by 2023.*

For the first time in more than six
decades, U.S. ground forces have found
themselves under aerial attack and are
generally unable to counter the threat.
Existing air defense systems have proved
tragically unable to detect or engage slow,
low-flying UAS.5 Failure to mitigate this
operational risk across the full spectrum
of conflict will leave the U.S. Army vul-
nerable to the use of drones by state and
nonstate adversaries. This risk results in
an imperative for the Army to develop
and implement a more comprehensive
counter-UAS strategy than currently
exists and that must include material,
organizational, and Soldier solutions.
Drones present a multidomain challenge,
so improving the Army’s counter-UAS
strategy will provide a framework for
developing and integrating counter-UAS
capabilities into emerging warfighting
concepts. This article explains the UAS
threat in terms of technological diffu-
sion and patterns of use and provides
counter-UAS recommendations for con-
sideration by senior military leaders.

The Threat

Technological Diffusion. The Cold
War demand for persistent surveillance of
the Soviet Union led the Air Force and
U.S. intelligence agencies to pursue UAS
development by the late 1950s, and these
drone technologies materialized in the
carly 1960s.¢ During the latter part of the
1960s, the United States employed these
new technologies to monitor China’s
development of nuclear and air defense
capabilities, as well as to conduct battle
damage assessments during the Vietnam
War.” Following that conflict, the United
States struggled to integrate UAS into its
European operations against the Soviet
Union due to technological and airspace
restrictions.® Regardless, the United
States continued to improve drone
technologies and by the 1990s had suc-
cessfully developed the Predator, which

provided operationally viable persistent
surveillance capabilities.’

The first operational deployment of
a Predator squadron occurred in Bosnia
in 1995, where it provided targeting in-
formation, monitored refugee flows, and
provided battle damage assessments.!°
After seeing the operational benefits
of 24-hour persistent surveillance in
rough terrain and adverse weather con-
ditions, Congress more than doubled
the Predator budget and accelerated
additional UAS programs, which sub-
sequently became the foundation of
current global drone fleets and tactics.!!
While the United States initiated the
use of UAS, over the past two decades
drones have proliferated throughout the
world. Today, more than 90 state and
nonstate actors possess drone capabilities
ranging from small, commercial drones
to more sophisticated military variants.
Moreover, at least 16 countries have
armed drone programs with another 20
countries attempting to develop them.!?
The evolution of electronics and software
technologies and the changing character
of warfare converged to influence the
rapid and widespread proliferation of
civilian and military drones. Today, there
are more than 600 types of armed and
unarmed drones used or being developed
around the world."?

The accessibility, affordability, and
capabilities of available UAS influence
their proliferation. Small, affordable,
and commercially available hobbyist
drones are less capable overall, but they
provide groups with an accessible intel-
ligence, surveillance, and reconnaissance
(ISR) capability that often rivals more
sophisticated military variants. For ex-
ample, the Chinese-made DJI Mavic is a
commercially available quadcopter that
costs less than $100 and is capable of
autonomous takeoffs and landings, flying
GPS-programmed routes, tracking and
following moving objects, and sensing and
avoiding obstacles.!* The Mavic’s degree
of autonomous flight currently exceeds
that of the U.S. Air Force’s approximately
$17 million MQ-9 Reaper UAS."®

Israel is currently the largest exporter
of military UAS, with over 60 percent
of international transfers over the past

30 years.!¢ But between 2010 and 2014,
only approximately 2.5 percent of trans-
ferred drones were armed, so the majority
of UAS transferred abroad have been
unarmed systems primarily intended for
reconnaissance.'” The number of armed
drone exports is increasing, however,
given the number of countries actively
developing UAS. In particular, China is
quickly becoming a leader in exporting
inexpensive, weapons-capable drones.'®

Commercial UAS are proliferating
more rapidly than military variants because
of the latter’s higher cost and greater sup-
port infrastructure requirements, as well
as existing international arms trade agree-
ments.' The availability and proliferation
of commercial systems throughout the
security environment complicate military
responses because these drones often have
comparable capabilities to small military
UAS and can be easily modified for mili-
tary uses.?’ Next-generation commercial
drone technology is making these systems
more like military ones, and they are
exploiting new operational concepts such
as swarming.?! As a result, as UAS technol-
ogy continues to advance and proliferate,
the distinctions between commercial and
military drones will become less clear, fur-
ther enhancing operational risk.

As drone proliferation continues,
military leaders must understand the
capabilities and limitations of each type of
drone to develop effective countermea-
sures. Currently, DOD classifies drones
into one of five categories based on a sys-
tem’s size, speed, and operational range.?
While helpful in distinguishing between
a system’s potential use in tactical or
operational roles, these categories do not
provide a roadmap for understanding two
important UAS characteristics as they
relate to likely battlefield use: a systems
degree of accessibility or availability,
and the technology and infrastructure
required to support using a system. These
two characteristics result in a taxonomy
of UAS with four categories: hobbyist
drones, midsize military and commercial
drones, large military-specific drones, and
stealth combat drones.?® Each category
of drones has distinct capabilities and
limitations that provide a foundation for
determining how to counter a system.
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Hobbyist drones are widely available
for purchase by the public and generally
cost less than $3,000. These systems
come preassembled or may require
assembly; however, they do not require
training to operate or any support
infrastructure. Midsize military and com-
mercial drones are generally unavailable
because of their cost and infrastructure
requirements. However, these systems are
often sold or transferred by states to for-
cign militaries and nonstate actors. Large
military-specific UAS include reconnais-
sance and armed variants and are rarely
operated by actors other than major mil-
itaries because of the systems’ costs and
infrastructure requirements. Stealth com-
bat drones contain highly sophisticated
technologies such as jamming resistance
and low observability and are only ac-
cessible to those states that produce the
systems. Currently, the United States is
the only known operator of stealth UAS;
however, several countries are developing
stealth combat drones.?

Patterns of Use. Drones are becom-
ing more sophisticated and capable of
conducting surveillance to lethal attacks,
cither as a delivery system or as an inex-
pensive precision-guided weapon. The
ongoing pursuit and development of
artificial intelligence and swarming ability
suggest a future where numerous small
and inexpensive systems might be used
to achieve localized overmatch against
a more capable force such as the U.S.
Army.* The proliferation, sophistication,
and weaponization of commercially avail-
able UAS mean that any state or nonstate
actor will have access to this technology
and will likely employ it in novel ways.
Moreover, the use of drones may be
strategically ambiguous because the inter-
national perception of the use of UAS in
crises or conflicts is quite different than
the use of traditionally piloted aircraft in
similar circumstances.?®

Wider use of drones may reshape
military operational concepts and how
states engage in conflict. The strategic
ambiguity inherent in these systems
increases the military options available to
an actor, particularly in gray zone conflict
or similar contested environments where
multiple parties might claim control over

airspace. Drones can lower the risks of
certain actions such as violating another
state’s airspace because these systems
operate without placing a human pilot
at risk. But the lack of a human pilot
also lowers the risk of a state using force
against a drone during an incursion.
Recent examples of this dynamic oc-
curred in 2014 when Turkey shot down
a suspected Russian UAS, and in 2015
when Syria reportedly shot down a U.S.
Predator, neither of which resulted in
escalation or retaliation.?” For nonstate
actors, drones may provide a military ca-
pability they otherwise would not have.?®
For instance, Russian-backed Ukrainian
separatists have used drones to spot artil-
lery strikes.?’ Another example occurred
in 2016 and 2017, when IS launched air
attacks against Iraqi troops using small
armed drones.*

The level of tactical and operational
risk to U.S. ground forces has increased
dramatically, as more than 23 countries,
including Russia, China, Iran, and North
Korea, are known to possess or in the
process of developing armed drone
capabilities.®! The list of hostile nonstate
actors with drone capabilities is also rap-
idly growing and now includes terrorist
organizations such as IS, Hizballah,
and Hamas and insurgent groups such
as Houthi rebels in Yemen.?? In Africa,
Boko Haram recently started employing
armed drones in cross-border attacks on
Nigeria and Cameroon.?® Lastly, given al
Shabaab’s ties with Hizballah, it is likely
only a matter of time before the group
begins using drones in support of its ter-
ror operations.>*

Russia, China, and Iran have armed
drone capabilities, and these states have
demonstrated operational innovation in
the employment of small tactical drones.
The behavior of these states in recent
conflicts highlights how the use of drones
increases the complexity of modern con-
flict, the effects of operational innovations
and proliferation, and how a near-peer
competitor might seek to exploit current
U.S. military vulnerabilities. Together,
Russia, China, and Iran’s behaviors and
capabilities highlight what the U.S. Army
must expect from adversaries in every
region of potential conflict.?®

Russia rapidly implemented a drone
development and acquisition program
that entailed purchasing Isracli-made
UAS while concurrently investing in
domestic sourcing programs.*® During
its incursion into Crimea and Eastern
Ukraine in 2014—the latter instance
widely believed to be the first in which
every belligerent used drones to pro-
duce decisive battlefield results—Russia
and its proxies used tactical drones to
provide ISR targeting information for
supporting artillery units. The near
real-time intelligence from these small
platforms improved target location accu-
racy, counterfire response times, and fire
mission lethality,” and in one instance
in July 2014, Russia used this technique
to destroy four Ukrainian army brigades
preparing to conduct a cross-border
attack against Russian-backed separatists’
lines of supply.®®

Whereas Russia demonstrates inno-
vation in drone tactics, Iran displays an
inclination toward technical innovation.
Iran started its drone program decades
ago during its conflict with Iraq, and it
is now one of the most developed in the
Middle East.® Iran has also demonstrated
its willingness to share advanced drone
technology with others throughout the
region. It reportedly flew drones such
as the Shahed-129 over Iraq and Syria,
exported drone technology to Hizballah
and Hamas, and may have provided an as-
sortment of drones to Houthis in Yemen
and shared advanced drone technology
with Russia.*® The U.S. military has also
engaged and destroyed two Iranian-made
drones in Syria that conducted an attack
against U.S. ground forces. Incidents
such as these highlight that Iran is con-
tinuing to expand its drone programs
and is willing to employ drones as an
asymmetric counter to U.S. military
superiority. Iranian drones have been re-
ported in locations from Pakistan to Syria
and throughout the Persian Gulf region.
They have also become the centerpiece of
Iranian technology exhibits used to show-
case their advanced security capabilities
despite rigorous international sanctions.*!

The extent of China’s UAS develop-
ment in support of its military remains
unclear to Western military analysts and
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Soldiers from 7t Air Defense Artillery Regiment engage targets with Patriot missile systems at NATO Missile Firing Installation at Chania, Greece, during

German-led multinational air defense exercise Artemis Strike, November 2017 (U.S. Army/Jason Epperson)

senior leaders; however, there is evidence
that China’s efforts are a real cause for
concern. Some experts believe that the
Chinese military’s drone efforts focus
on swarming technology, increased
payload and operational range, and the
incorporation of artificial intelligence.
In a congressionally mandated report,
analysts noted that the number and
types of China’s domestically developed
unmanned aerial vehicles continue to
expand, with five new platforms displayed
at the 2016 Zhuhai airshow.*> China
also appears to be betting that swarms
of low-tech drones linked with high-
tech artificial intelligence will become
the weapon of choice in future conflicts
and capable of countering any military
force, including that of the United States.
China’s level of effort in developing UAS
suggests the importance and relevance it
perceives the technology holds for poten-
tial future conflict.*?

Besides the activities of rival states, the
recent employment of drones by nonstate

actors reveals how quickly and relatively
casily these groups can disrupt advanced
industrial militaries. Drones are attractive
to these groups because of “the way they
carry [destructive | power and the dis-
tance from which they allow an adversary
to control its delivery.”** Small commer-
cially available drones give groups such as
IS the ability to field an air force capable
of collecting ISR and providing limited
close air support. The evolution of non-
state actors’ use of small drones began

in 2004 when Hizballah used drones to
challenge the Israeli military.* Drone use
by nonstate groups continues to evolve
and demonstrates the ability to conduct
complex attacks. For instance, during the
year-long fight to recapture Mosul, Iraqi
security forces faced persistent armed
drone attacks that slowed their efforts

to liberate IS-held neighborhoods.*® Of
concern is the increasingly complex and
disruptive ways in which nonstate actors
use tactical drones. Hizballah uses these
systems for surveillance, manufacturing

propaganda, armed strike missions, and
kamikaze-type attacks.*” The Russian
ministry of defense recently reported that
in January 2018, its forces in western
Syria experienced an attack by a “swarm
of home-made drones.” According to the
ministry, Russian forces at Khmeimim
Air Base and Tartus naval facility faced

a complex attack by 13 drones armed
with small-diameter bombs that caused
casualties and damaged facilities.*® These
types of swarm-like attacks are particularly
threatening because existing kinetic de-
fenses struggle to cope with the agility of
small drones, and swarming would over-
whelm most existing countermeasures.*

Recommendations for
Countering the Threat

U.S. policy must not only respond to
today’s problems, but it should also

be flexible enough to adapt to tomor-
row’s challenges. A comprehensive
counter-UAS strategy must address the
different nature of threats presented by
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the various types of UAS. It must also
provide solutions for confronting the
full scope of UAS challenges by poten-
tial state and nonstate adversaries. The
U.S. Army’s current counter-UAS strat-
egy does not do this. The discussion
herein shows that U.S. adversaries are
learning and adapting, but the Army is
failing to keep pace. Russia’s operational
employment of drones in Ukraine,
Iran’s proliferation of drone technolo-
gies, China’s emphasis on developing
full-spectrum drone capabilities, and
the evolution of drone use by nonstate
actors show that Army planners must
anticipate extensive UAS employment in
future conflicts. Changes in drone tech-
nologies and evolving adversary doc-
trines suggest that the Army must learn
from recent conflicts, as the Russians
did, and recognize that the changing
character of warfare requires improved
acquisition processes and training to
effectively counter the UAS threat.
During the global war on terror, the
Army made the deliberate decision based
on budget priorities to emphasize long-
range air defense systems by significantly
reducing and eliminating short-range
air defense systems. According to senior
leaders, this decision was a calculated
risk taken when leaders believed that
the current and future capabilities of the
Air Force would defeat any aerial threat
and maintain air superiority.*® As the
assumptions underlying this decision have
been proved invalid, the elimination of
short-range air defense systems means the
Army now relies on aging antiaircraft and
missile intercept systems to counter every
UAS threat.”® Given the proliferation of
tactical drones, the use of advanced air
and missile defense systems is inappropri-
ate due to cost, system availability, and an
inability to defeat slow, low-flying drones.
Recently, the Israel Defense Forces
employed their U.S.-made Patriot mis-
siles against a single small drone from
Syria that violated Israeli airspace. The
Israelis used multiple $3 million PAC-2
missiles but failed to destroy the target.*?
This incident highlights the unsustainable
cost and technical difficulty of employ-
ing limited theater-level air defense
assets against tactical drones.*® In 2017,

then—commanding general of the U.S.
Army Training and Doctrine Command,
General David Perkins, told an audience,
“If ’m the enemy, I’m thinking, ‘Hey,
I’m just going to get on eBay and buy as
many of these $300 quadcopters as I can
and expend all the Patriot missiles out
there.””"* If the Patriot and Stinger mis-
siles—which cost $3 million and $38,000
each, respectively—remain the primary
defense means for countering drones, it
may be possible for an adversary to em-
ploy tactics such as those IS used against
Russia in Syria to deplete a theater-level
air defense capacity that costs tens of mil-
lions of dollars. This low-cost act would
make an entire area of operations vulnera-
ble to subsequent air attack.

Though the U.S. Army has taken
steps to improve its counter-UAS capabil-
ities, these actions have been insufficient.
The Army recently began the process of
expanding the availability of short-range
air defense systems in the Active force by
having its Materiel Command overhaul
legacy Avenger systems previously set to
be destroyed. Though a step in the right
direction, reintroducing short-range air
defense systems will take time, during
which maneuver forces will remain
vulnerable. The Army took additional
steps to mitigate this gap by training and
assigning Stinger teams to its maneuver
forces, along with developing Stinger
upgrades to improve their effectiveness
against tactical drones.5® However, this is
a solution that has already been proved
ineffective. When the Army made a sim-
ilar attempt to integrate Stinger teams in
the 1990s, senior defense officials noted
that the result “was not great, as we
found that 80 percent, if not more, of all
Stinger shots taken by maneuver Soldiers,
were done in a revenge fashion, after the
enemy had already destroyed most of the
formation.”"® As the drone threat contin-
ues to evolve, so too must the solutions
used to counter the threat.

The current drone threat is far too
complex for a single solution to solve. A
U.S. Army counter-UAS strategy must
provide a framework for a persistent
and comprehensive approach that links
Soldier, materiel, and software solutions.
The Army must creatively employ all

means along these three lines of effort to
regain operational initiative. Along the
Soldier line of effort, the Army must re-
train its troops to compete, fight, and win
in a drone-saturated environment and to
win in the counter-reconnaissance fight
while restructuring its formations to meet
the added demands of counter-drone re-
quirements. Along the materiel solutions
line, the Army must continue its reforms
of an industrial age—acquisition process to
promote rapid, creative, and independent
technical solutions through public-private
partnerships with corporate partners.
Lastly, the Army must explore existing
and emerging commercial technologies
to identify counter-UAS measures it can
rapidly field along with innovative soft-
ware solutions compatible with existing
systems. If no such technologies exist, the
Army will have to spearhead the develop-
ment of effective counter-UAS systems.
The newly created U.S. Army Futures
Command, whose mission is intended to
result in a more rapid acquisition process,
can spearhead these efforts. Early success
in this command along these lines might
provide an opportunity for the Army to
leap ahead in drone technology and in
ways to counter the drone threat.®”

The Army must place its primary
emphasis on the Soldier line of effort,
since this is arguably the most important
in terms of near-term counter-UAS
effectiveness. This requires redeveloping
atrophied air defense warfighting skills
necessary in a contested drone envi-
ronment. Capability and training in air
defense skills declined during decades
operating in uncontested airspace and
counterinsurgency operations. The Army
previously trained Soldiers in the fieldcraft
necessary to conduct active and passive
air defense. Active measures include tasks
involving the detection and engagement
of enemy aircraft; passive defense mea-
sures include skills related to camoutflage,
concealment, position hardening, disper-
sion, and mobility to guard against air
attack.®® To its credit, the Army is starting
to reintroduce training related to these
skillsets.*

Reintroducing and strictly enforc-
ing standards of the passive defense
is a low-cost and rapid solution to
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Explosive ordnance disposal technician flies DJI Mavic Pro Drone while forward deployed in Middle East, May 2017 (U.S. Marine Corps/Shellie Hall)

immediately counter enemy drone
threats. If Ukrainian forces at
Zelenopillya in July 2014 had imple-
mented passive air defense measures, the
results of the Russian attack likely would
have been much less severe. The Army
should invest in home-station training
kits of commercial drone systems like

it did following the emergence of the
improvised explosive device threat in the
battlefields of Iraq and Afghanistan. Once
the Army realized the magnitude of the
threat posed by these devices, it quickly
integrated methods designed to train
deploying units in how to counter and
defeat the threat. The Service also tested
preparedness during culminating training
events at its three combat centers. The
same approach must be applied to count-
er-UAS training.

The arrival and detection of any enemy
UAS can no longer be considered a mere
inconvenience to the detected formation
but immediately elevated to the com-
mander’s attention, as that origination

must actively engage the threat while
breaking contact to ensure its survival.
The kinetic options to engage an enemy
UAS once detected vary from the simple
to the complex, but what has proved most
effective to date often merges both the
traditional kinetic and emerging nonki-
netic options to achieve a layering of joint
effect against the UAS platform. It is with
this approach that all following sugges-
tions should be considered. No single line
of effort will be enough to defeat or even
suppress this threat alone. It will require
the layering of all of these efforts for the
U.S. Army and the joint force to achieve a
desirable outcome in this new counter-re-
connaissance fight.

The blurred distinction between com-
mercial and military drone production
makes it necessary for the Army to study
and understand the future potential of
these systems by working with commer-
cial industry partners. Given the current
reliance of nonstate actors on the com-
mercial development of this technology,

collaborating with major manufacturers,
including foreign manufacturers, will
offer the Army insights on the direction
of system change and potential threats.
This early understanding will provide
time for the Army to develop appropriate
responses before adversaries employ
the systems on the battlefield. As the
Under Secretary of the Army recently
announced regarding the creation of
Army Futures Command, “We have
to get more agile in how we work with
both of those key constituencies or
communities.” He also noted that the
“entire Department of Defense really
divested a lot of its systems engineering
talent back in the 1990s and it’s been a
challenge for the department for weapon
systems development because of not
having that organic capability inside the
department.”®®

Army Futures Command is the ideal
organization to implement the search for
and development of materiel solutions to
counter drones. The Army must ensure
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Tim Giles pilots drone during ThunderDrone Tech Expo at SOFWERX in Tampa, Florida, September 2017 (U.S. Air Force/Barry Loo)

that the command is properly manned
and given the necessary authorizations to
become an institution that can reform an
acquisition system that has become unable
to keep pace with modern technological
change. The U.S. Special Operations
Command’s relationship with SOFWERX
provides a model for what larger scale
Army materiel collaboration might look
like. SOFWERX is a public-private tech-
nology incubator that has recently been
preparing to host a series of drone compe-
titions to explore how these systems and
equipment might benefit the command.®!
This public-private model would benefit
the larger conventional Army and provide
a venue to not only discover how drones
might benefit the Service but also devise
ways to counter them.

While global reach on commercial
drone systems is still an emerging tech-
nology, the areas that will have significant
impacts on a commercial-to-military
crossover remain steadily focused on
improvements in autonomous flight,

increased battery performance, and
location technologies. Currently, there
remain few commercial drones that can
fly without the aid of a user-directed path,
but this technology is quickly emerging
along with the application of commer-
cial artificial intelligence. Advances in
location technologies will also present a
significant challenge to the military. The
stated goal of companies working in this
area is to build systems that can identify
their location without the aid of GPS.%
Combining all the above technological
advancements into a single commercial
platform—and there is little reason to
suspect that will not happen—will provide
a potential adversary a commercial version
of the most advanced military drones in
the world. The Army must work with in-
dustry partners that could provide it with
forewarning of when this may occur and
perhaps influence the timing.

The final line of effort for developing
a counter-UAS strategy is to link Soldier
and materiel solutions with systems

software within the existing structure of
Army brigade combat team systems. The
first step in formulating these solutions
will require developing software for ex-
isting systems that enable detecting and
tracking drones. Current air tracking sys-
tems are already capable of tracking larger
operational drones, so the focus must

be on smaller tactical UAS, which have
smaller radar cross sections due to their
small infrared and electromagnetic signa-
tures. Therefore, the Army must invest

in software for current and future sensors
that can better detect tactical drones. The
uncertain budget environment makes the
acquisition of new radar systems unlikely,
and previous acquisition failures suggest
that the Army should not invest limited
funds in a specialized counter-drone radar.
Instead, it must develop better software
for existing radars like the AN/MPQ-64
Sentinel and AN/TPQ-53 radar systems.
The latter system was originally designed
to track rocket, artillery, and mortar
rounds, but the Army is testing its ability
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to track drones. One advantage that
modern radars have is active electronically
scanned arrays.*® Radars with this feature
have proved more versatile than older
systems, so developing software for these
systems to track tactical drones provides a
solution short of developing a new radar
system.

General Mark A. Milley believes,
“One of our most important duties as
[military] professionals is to think clearly
about the problem of future armed
conflict.” He also notes that fixed sites
of any kind will be lethal magnets for
destruction by enemies who will have
arich diet of targeting information.**
This information will likely be provided
in large part by hostile drones, some of
which might conduct attacks. Recent
contflicts involving state and nonstate
actors and the drone acquisition priorities
of U.S. rivals seem to confirm this reality.
Despite these threats and the observable
lessons from recent contflicts, the Army
remains vulnerable to the long-term
operational risks resulting from the pro-
liferation and use of drones by state and
nonstate adversaries. The reemergence
of long-term geopolitical competition
with rivals employing a variety of drones,
rapid diffusion of drone technologies
throughout every operational region,
and adversary warfighting concepts that
integrate drones into effective offensive
operations result in a strategic imperative
for the Army to develop and implement
a counter-UAS strategy based on Soldier,
materiel, and software solutions. This
type of strategy will provide a framework
for improving the Army’s acquisition
process to better leverage emerging tech-
nologies and develop a comprehensive
Soldier training program that integrates
these technologies to regain the initiative
through improved warfighting. The
Army has spent trillions of dollars in the
last decade building and generating a
force that can fight, dominate, and win
in the land domain, yet states and groups
with far fewer resources are rising to chal-
lenge the United States in the new arena
of drone warfare. The Army must take all
necessary steps to mitigate this threat or
risk losing the next war. JFQ
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