MC-130J Commando Il from 9t Special
Operations Squadron airdrops Maritime Craft
Aerial Delivery System over Gulf of Mexico
during training exercise, November 12, 2015
(U.S. Air Force/Matthew Plew)
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overt action (CA) has long played

an important role in support-

ing and advancing U.S. national
security and foreign policy objectives,
but broad misunderstandings in both
concept and application frequently lead
discussants to conflate and confuse
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it with military operations and the
military instrument of power (referring
to the common, yet flawed, DIME
typology of diplomatic, information,
military, and economic instruments).
Despite obvious areas of overlap with
other instruments, CA is more appro-
priately understood as a tool within the
intelligence subcomponent of the infor-
mation instrument. While some might
view this as a semantic distinction
without a difference, CA’s complexity,
political and operational sensitivity,
and oversight requirements increase the

importance of understanding the tool
in the intelligence context.

The term sntelligence itself is open to
interpretation. One general description is
of the activities and products associated
with collecting, analyzing, producing,
disseminating, and using information to
ultimately support policy objectives. It
may also include the various Intelligence
Community (IC) organizations and a
range of other functions. Intelligence
regularly plays an important role in help-
ing leaders to fill knowledge gaps and
make better decisions, but there is much
more to it than may be evident to a casual
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observer or consumer. In addition to

the associated processes and institutions,
intelligence is both an mstrument to wield
and an underlying elemental component
that enables, empowers, and supports
other efforts with context and perspective.
It is more than just a nebulous “knowl-
edge ether” that exists in the background
as a mystical fount of knowledge that
decisionmakers can dip into for insight.
Intelligence—including CA—involves a
deliberate process of actively prioritizing
information needs, tasking, direction, and
evaluation that requires a cadre of profes-
sionals who understand its structures,
authorities, capabilities, and limitations.

Covert Action

U.S. statute defines covert action, in
part, as one or more U.S. Government
activities undertaken “to influence polit-
ical, economic, or military conditions
abroad, where it is intended that the
[government’s] role will not be appar-
ent or acknowledged publicly.”! The
House Permanent Select Committee on
Intelligence (HPSCI) and Senate Select
Committee on Intelligence (SSCI) have
sole CA congressional oversight respon-
sibility. And unlike during the Kennedy
and Reagan eras, CA is now developed,
authorized, and overseen within a spe-
cific formalized process.

In 2017, then-Director of the Central
Intelligence Agency (D/CIA) Mike
Pompeo publicly reaffirmed this point
when he stated that, despite what we may
see in the movies, “we do not pursue co-
vert action on a whim without approval or
accountability. There is a comprehensive
process that starts with the President and
consists of many levels of legal and policy
review and reexamination. . . . When it
comes to covert action, there is oversight
and accountability every step of the way.”?
The current situation did not develop
automatically or organically, however; it
evolved largely in response to hard learned
lessons, such as those associated with the
Iran-Contra scandal in the 1980s.

The legal process for initiating CA
requires two key components. The
first is a written “finding,” which the
President of the United States must
personally authorize. It may not (with

some exceptions) be retroactive and must
specify the action(s) to be undertaken,
which government entities are directed to
participate, and whether any third parties
will be used.? The second is “timely” no-
tification to the congressional intelligence
committees, although notification may be
restricted to just a few congressional lead-
ers if sensitivity is required.* Within these
components, the CA also must “support
identifiable [U.S.] foreign policy objec-
tives” and be found “important to U.S.
national security.” Statute further requires
the President to establish a written re-
sponse plan for every CA in the event of
its unauthorized public disclosure,® and

it prevents any government funds from
being expended for CA without a formal
finding.® The National Security Council
(NSCQC) is the highest-ranking executive
branch component involved in support-
ing CA, although it has no authority to
conduct such operations.”

Significantly, CA-related statute spe-
cifically excludes those actions primarily
intended to collect intelligence or to
conduct traditional military, diplomatic,
counterintelligence, or government law
enforcement activities, among other
things.® None of this is to say, however,
that operators cannot collect intelligence
during the course of a covert action.

Both HPSCI and SSCI consider intel-
ligence and its related activities to include
covert or clandestine activities affecting
U.S. relations with a foreign government,
political group, party, military force,
movement, or other association.’ But
poor understanding of a critical distinc-
tion between “covert” and “clandestine”
activity—described below—blurs the line
and creates additional confusion for many.

Clandestine Operations

Much of the IC’s and Department of
Defense’s (DOD’s) work is clandestine,
although only a relatively small portion
fits into the category of CA. “Covert”
activity hides the true affiliation or
relationship of the primary person or
organization behind the action (that

is, the zdentity of the sponsor), but the
activity may be generally observable.

In contrast, “clandestine” activity hides
the activity itself (that is, the exdstence of

the operation).'® So “covert” conceals
the actor, but “clandestine” conceals
the action. There is also an unfortunate
tendency to use “covert” as an adjective
to describe activities that are not specifi-
cally “overt” (done or shown openly);
loosely referring to “secret” activity as
“covert” only perpetuates misunder-
standing of what constitutes CA.

It is worth noting that, while this
article presents CA in a U.S. context,
some of the general concepts may also
apply to similar actions taken by for-
cign counterparts. Other intelligence
services—particularly those with a com-
petent external function—are also likely
to have the tools, techniques, relation-
ships, and authorities to plan and execute
CA without their government’s “finger-
prints.” However, they do not necessarily
have the same statutory definitions,
requirements, restrictions, or oversight.

Intelligence and the Military
in Title 50 Covert Action:
Combined but Distinct
Compounding the above, a related
point of confusion lies with the Title
10/Title 50 distinction and discourse,
which often inaccurately tries to
draw clear lines between military and
intelligence activity; in reality, the
two overlap (this does not, however,
constitute Title 60). Whereas Title 10
is exclusively related to the “Armed
Forces,” Title 50 “War and National
Defense” includes all intelligence activi-
ties and many military operations.
Although CA was originally imple-
mented as a Central Intelligence Agency
(CIA)-specific mission area, press report-
ing increasingly alludes to military special
operations forces (SOF) conducting these
operations. But while this idea is becom-
ing increasingly ingrained in common
perception, partly because of the afore-
mentioned loose use of terminology, the
distinction is less clear cut than it might
appear. As Andru Wall notes:

[U.S.] SOF [personnel | typically work
closely with CLA personnel while conduct-
ing unconventional warfare, although
the relationship tends to be informal and
Sfocused more on mutual support. . . . The
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relationship is one of cooperation in pursuit
of mutual objectives rather than a formal
superior-subovdinate velationship. . . . This
is an important distinction that divectly
answers whether the unconventional
warfare mission is a military operation or
intelligence activityM

This type of complex operating envi-
ronment—involving both civilian IC and
military operators under similar statutory
authorizations—may blur the distinctions
between types of activity, who is support-
ing, and who is leading. This is where
statutory distinctions become increasingly
important.

Not only does the military have some
Title 50 roles, but some Title 10 authori-
ties may also appear outwardly similar
to CA—albeit without the required
Presidential finding or congressional
oversight. For example, Title 10 currently
allows the Secretary of Defense to expend
up to $100 million in any fiscal year to
support “foreign forces, irregular forces,
groups, or individuals who are supporting
or facilitating ongoing [ U.S. SOF] opera-
tions to combat terrorism.”!? (Prior to
the 2005 National Defense Authorization
Act, SOF reportedly relied on CIA fund-
ing for these operations.'?) But these are
not covert actions, which the legislation
specifically excludes among the provided
authorities;'* rather, they are more consis-
tent with traditional SOF unconventional
warfare, although some of them probably
would share many common character-
istics were they conducted under CA
intelligence authorities.

Similarly, Title 10 gives the U.S. Special
Operations Command (USSOCOM)
commander the responsibility and author-
ity to conduct all affairs relating to special
operations activities, which include “such
other activities as may be specified by the
President or the Secretary of Defense.”'®
However, it explicitly does not constitute
authority for DOD to conduct any action
that “if conducted as an intelligence activ-
ity, would require a notice to [SSCI and
HPSCI|.”'¢ Although CA would clearly
fall within that requirement, some critics
worry the criteria are actually designed to
expand DOD activities while avoiding the
additional oversight.”

The CIA has historically been—and
available public reporting suggests that
it remains—the leading entity for CA
operations, even when they include U.S.
military SOF personnel who may be
temporarily placed under CIA authorities,
guidance, and direction. Although statute
technically allows the President to desig-
nate any agency to conduct CA,'® doing
so is not necessarily feasible, and the same
intelligence oversight requirements and
restrictions would apply in any event.

CA is a core mission area for the CIA,
which arguably has unique institutional
processes, structures, and experience to
carry it out. Secrecy is difficult enough

to maintain in ordinary operational
conditions; CA sensitivities exponentially
magnify this challenge and therefore re-
quire extraordinary structural elements to
be in place and functioning.

The widely publicized raid that
captured and killed Osama bin Laden
presents a useful example of military
resources being used in an operation offi-
cially under the direction and control of a
civilian intelligence agency and under CA
authorities and congressional intelligence
committee oversight. President George
W. Bush in 2001 reportedly had issued a
finding specifically to target and kill bin
Laden,” and President Barack Obama,
shortly after taking office in 2009, report-
edly directed then—CIA Director Leon
Panetta “to make the killing or capture
of bin Laden the top priority of our war
against al-Qaeda.”? Panetta has since
publicly stated that he officially com-
manded the overall May 2011 bin Laden
raid from the CIA as a Title 50 covert
operation, even while then—Joint Special
Operations Command commander,
Admiral Bill McRaven, executed opera-
tional-level control of the mission from
Afghanistan.?! Nick Rasmussen, director
of the National Counterterrorism Center,
recounted 5 years after the operation:

During the vaid itself, I clearvly recall the
role that Admiral McRaven played from
Jalalabad, Afghanistan. In addition to
carrying out bis command and control
Sfunction with his team, he was piped in via
secure video conference to provide updates
to the CIA and the assembled officials at

the White House Situation Room, includ-
ing the President. As the Department of
Defense operators wonld move down their
checklist, we heard McRaven’s voice as each
operational or geographical mark or mile-
stone was hit?

It is unclear whether the U.S.
Government originally intended to ac-
knowledge the bin Laden operation after
the fact. Had one of the “stealth” heli-
copters not crashed in the Abbottabad
compound, leaving clear traces of U.S.
involvement, it is plausible that the
operators could have gotten in and out
without leaving America’s “fingerprints,”
thereby maintaining plausible deniability.
This is a clear example of using Title 50
CA authorities under the CIA’s direction
and control, while using military forces
as the action arm.? (As a side note, read-
ers should not conflate Panetta’s overall
“direction and control” of the covert ac-
tion with Admiral McRaven’s “command
and control” of the military forces on the
ground and in the air.)

The following additional examples
help to illustrate how CA had been used
in the mid-1990s and early 2000s with
varying degrees of success (or failure)
against Saddam Hussein’s regime in Iraq
to create psychological conditions for
regime change, insert teams to conduct
counterterrorist and counter-regime
operations, and develop indigenous op-
position militia groups. But because CA
details largely remain shrouded in secrecy,
this article’s authors take no position on
the veracity of these examples—they are
primarily to show how covert operations
may play out in practice and to highlight
some potential challenges associated with
CA as a strategic tool.

Selected Examples from

Iraq Covert Action Cases
Although the U.S.-led coalition soundly
defeated Iraq in the 1990-1991 Gulf
War and devastated its infrastructure
and army, Saddam remained a meddling
dictator with an apparent penchant for
weapons of mass destruction. President
George H.W. Bush was unwilling to
take down the Iraqi regime in the

Gulf War because—as he wrote in his
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memoir several years later—the human
and political costs of removing Saddam
would have been incalculable. Had he
gone to Baghdad following the dislodg-
ment of Iraq from Kuwait:

the conlition would have instantly col-
lapsed. . . . [1t] wonld have destroyed the
precedent of international vesponse to ag-
gression we hoped to establish. Had we gone
the invasion route, the United States could
conceivably still be an occupying power in
a bitterly hostile land. It would have been
a dvamatically diffevent—and perbaps
barren—ontcome>*

Instead of pushing to Baghdad, the
President reportedly issued a finding that
authorized the CIA to spend up to $100
million to covertly “create the condi-
tions” that would lead to Iraqi regime
change from within using two main
lines of effort: overseeing a propaganda
campaign and creating an opposition
movement in Iraq.

Thivd-Party Propaganda. The CIA
reportedly contracted the Rendon Group
(TRG)—a private strategic communica-
tions and public affairs company—to
set up a propaganda office in London.?
TRG’s work included planting false
stories in the foreign press about Saddam
to highlight his atrocities and undermine
his legitimacy; this supposedly was easy
to do, as he was a frequent perpetrator
of real atrocities, and the best lies tend
to have a modicum of truth. But TRG
supposedly supplied misinformation to
unwitting British journalists, who then
published it in London press stories that
occasionally filtered back into the U.S.
media. Because CA statutes prohibit
actions “intended to influence United
States political processes, public opinion,
policies, or media,”?® the CIA reportedly
criticized this unintended “blowback” as-
pect and took additional steps to prevent
domestic U.S. circulation.?”

Secking a contractor to expand its
propaganda operations znside Iraq to
bring down the regime,”® TRG engaged
Dr. Ahmed Chalabi, a London-based
Iraqi exile who came from an elite Shiite
family that fled Iraq in 1958;%° he also
held a doctorate in mathematics from

Celebrations in Times Square after death of Osama bin Laden, May 2, 2011 (Courtesy John
Pesavento)

the University of Chicago® and had
developed significant Washington, DC,
political connections.®! TRG funded
Chalabi to create the conditions in Iraq
that would bring down Saddam, but,
according to author James Bamford,
“Chalabi [ himself] was a creature of
American propaganda to a large degree.
TRG basically created his organization,
the Iraqi National Congress [INC], and
put Chalabi in charge.”

The INC reportedly set up a print
shop in the Kurdish governorate of
Salahuddin and ran a disinformation
campaign, creating fake versions of Iraqi
newspapers filled with stories of regime
abuses. Robert Baer—a former CIA
officer who reportedly worked with
Chalabi—compared this to “something
like a spy novel . . . people were scan-
ning Iraqi intelligence documents into
computers, and doing disinformation
... [and] forgeries . . . to bring down
Saddam.”3 But without publicly available
assessments of the propaganda’s effec-
tiveness, it is unclear to what degree the
results met the desired policy outcomes.

Thivd-Party Support to Opposition
Forces. A second part of Chalabi’s mis-
sion included building an indigenous

opposition force to bring down the Iraqi
regime.** Although he had no military
training or service, Chalabi and the INC
created a 1,000-man militia to fight
the Iraqi military, which he incorrectly
claimed was extremely weak, stating it
was like “a leaking warehouse of gas,
and all we had to do was light a match,”
according to Baer.*® In addition to the
militia, Chalabi attempted to increase
the size of his own opposition alliance by
bribing non-Kurdish, Mosul-based tribal
leaders who agreed to support the INC’s
rebellion. Press reporting indicates that
he may also have partnered with Iranian
intelligence officers to conduct a separate
coordinated operation in southern Iraq.%
In March 1995, Chalabi launched the
attack, reportedly against Baer’s advance
warnings and recommendation to abort
the operation because the plot had leaked
and the United States would not provide
backup if he went ahead. Iraqi forces killed
many of Chalabi’s men, and most of the
rest deserted as the bribed tribal leaders sat
out the operation and Iran withheld sup-
port.*” The failure ultimately ended what
remained of Chalabi’s relationship with
the CIA, but the Iraq Liberation Act of
1998 called for Iraqi regime change as an
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overt U.S. strategic objective, meaning the
INC’s actions no longer had to be covert;
DOD and the Department of State were
then free to openly support Chalabi and
others in the INC.3

First-Party Countertevvovism
Operations. In contrast to working wholly
through intermediaries, other purported
CA missions have directly involved CIA
paramilitary officers in the planning,
preparing, and conducting operations.*
According to press, President George W.
Bush in the days following the 9 /11 at-
tacks signed a counterterrorism (CT) CA
finding that empowered the CIA to create
and deploy paramilitary teams to hunt
and kill designated terrorists anywhere in
the world as part of the war on terror.*°
This was especially applicable to Iraq in
the summer of 2002, as the administra-
tion presumably had been considering
war with that country for its alleged com-
plicity with al Qaeda. The below examples
are partly based on one self-described
CIA CT operator’s published description
of his deployment to Northern Iraq in
advance of the 2003 Iraq War.*!

In July 2002, a CIA CT team report-
edly entered Northern Iraq and linked
up with supportive Kurdish Peshmerga
fighters to find and kill terrorists.*? They
soon found roughly 1,000 members of
Ansar al-Islam and al Qaeda encamped
in the ungoverned northern Kurdistan
part of Iraq along the border with Iran,
where hundreds of al Qaeda had sought
safe haven after the coalition offensive in
Afghanistan.*® Although the CIA team
was eager to capture or kill the terrorists,
CIA headquarters reportedly did not
provide the necessary support to proceed.
Unable to conduct the CA offensive, the
team instead collected and reported on
the groups, interrogated the Peshmerga’s
captives, destroyed key infrastructure in
preparation for war, and built a broad
human intelligence network throughout
Kurdish-controlled Iraq. This resulted in
a trove of raw intelligence that the team
sent back to Washington for analysis, and
reflected the tangential intelligence col-
lection that falls outside primary statutory
authorities for CA.**

First-Party CA Support to Indigenous
Pavamilitary Forces. The same finding

noted above* also reportedly authorized
the CIA team to support an Iraqi Arab
paramilitary insurgency group—*“the
Scorpions”—that was trained to con-
duct psychological and other operations
throughout Iraq. This reportedly was part
of the U.S. policy of regime change.*
Former D /CIA George Tenet wrote in
his memoir that the group was to conduct
sabotage and raids to destabilize Iraq
prior to the 2003 war.*” The CIA team
reportedly vetted the men for suitability
before moving them through Turkey to
the United States for CIA training, but
accounts differ about the Scorpions’ op-
erational capability and effectiveness—one
press report indicated that the war’s quick
conclusion minimized the initial mission,*®
but others refer to the group’s inherent
lack of skill and capability**—leaving

an open question as to how planners in
Washington perceived the value of such a
specialized indigenous team.>

Not the Same by Any

Other Name

Some may argue that CA is incompat-
ible with the information instrument,
which tends to reflect the soft-power
side of national statecraft, or that
“covert” simply describes a way of
doing things, applied to whatever
instrument is being used that way. But it
is not that simple, and the above statu-
tory and operational examples show
that the essence of CA is not whether

it involves pamphlets or paramilitary
forces, but to what extent information
is withheld or obfuscated about the
sponsor. Each of the DIME instruments
can be applied overtly, clandestinely, or
covertly, but their individual character-
istics are secondary to information when
applied in a CA context.

National governments overtly use
public diplomacy and public affairs to
directly engage foreign and domestic
populations, convey diplomatic messages
and intentions, and shape their opinions.
But these are different from the covert
informational activities described in the
Iraq examples because TRG and the INC
manipulated foreign and Iraqi percep-
tions of Saddam’s regime through false
information to achieve an objective on

bebalf of the U.S. Government while con-
cealing its role. Similarly, the Scorpions, as
a symbol of Iraqi resistance, may have had
a powerful psychological effect on those
Iraqis who saw hope for an indigenous
uprising, even though the group was a
U.S.-manufactured proxy instead of a
function of the Iraqi people’s will.
Returning to the DIME typology,
it is important to remember that in
CA, the nature of the tool used does not
supersede the information aspect. Some
CAs described above (for example, pro-
paganda efforts) clearly align with the
“1.” But while other examples included
applying negotiation skills to engage
the Peshmerga (aligning with the “d”),
using force to kill terrorists and blow up
infrastructure (aligning with the “m”),
and wielding large sums of cash to achieve
desired influence eftects (aligning with the
“e”), none of these existed in a vacuum.
This is a question of fit as well as function;
each of these examples existed within the
framework of one or more CA findings,
and because CA exists under congres-
sional intelligence oversight and regularly
relies on intelligence assets, it remains first
and foremost tied to the “i” instrument of
national power. CA can therefore never be
solely any of the others. Rather, it may be
useful to think of DIME instruments in
CA operations as creating a hybrid, such
as “information-military” is similar to the
“political-military” and “political-eco-
nomic” hyphenated compound terms that
are commonly used in security discourse.

The realities noted above have signifi-
cant implications for applying the DIME
construct to intelligence and information,
whether overt, clandestine, or covert.
Strategists, operators, and educators must
be vigilant not only in remembering that
CA is rooted in intelligence as a subcom-
ponent of the information instrument,
but also in comprehending what consti-
tutes CA, why it is a useful instrument in
the strategist’s toolkit, and how to weigh
the associated costs and risks.

Because covert action’s functional
mechanism is to deliberately manipu-
late information and knowledge about
the actors involved in an activity, it
falls squarely within the information
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instrument. Moreover, because its
oversight function falls to congressio-
nal intelligence committees, it is more
specifically within the intelligence sub-
component of information. This remains
a distinction with a difference. JFQ
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