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Political Warfare 
with Other Means
2017 Cyber Attacks on Qatar
By Edwin Y. Chua

It’s one of the great paradoxes of our time that the very 

technologies that empower us to do great good can also be 

used to undermine us and inflict great harm.

—President Barack Obama

O
n May 24, 2017, Qatar’s state 
news agency reported that 
Qatari Emir Tamim bin Hamad 

Al Thani supported Hamas, Hizballah, 
Iran, and Israel.1 In response, Saudi 
Arabia, the United Arab Emirates 
(UAE), Bahrain, and Egypt cut off rela-

tions with Qatar, a fellow member of 
the Gulf Cooperation Council (GCC).2 
The four countries released a list of 13 
demands that aimed to align Qatar’s 
national policies with that of other 
Gulf and Arab countries.3 However, 
Qatar’s state news agency quickly dis-
avowed the report on its Web site and 
Twitter account and attributed it to a 
cyber attack.4 The attack on Qatar’s 
state news agency to promulgate false 
and misleading information marks a 
new phase in the use of cyber means 
for political warfare. An analysis of the 
goal, target audience, and means of 
this cyber attack, as well as the results 
of the attack and the implications of 
evolving technologies, suggest that 
defending against such attacks requires 
a multifaceted effort from individuals, 
organizations, governments, and the 
international community.

Political analyst Graham Fuller, a 
former vice chairman of the National 
Intelligence Council at the Central 
Intelligence Agency, postulates that the 
aim of the 2017 cyber attacks was to 
compel Qatar to align its foreign policy 
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with Saudi Arabia, end its good rela-
tions with Iran, cut off military ties with 
Turkey, and terminate its support for al 
Jazeera news network.5 Qatar has close 
diplomatic ties with Iran because they 
jointly exploit the South Pars natural gas 
fields.6 In 2014, Qatar signed a defense 
agreement with Turkey and agreed to 
allow Turkey to establish a military base 
in Qatar.7 Fuller explains that these 
international ties allowed Qatar to chart 
its own foreign policy independent of 
Saudi Arabia. In the aftermath of the 
Arab Spring, which threatened the rule 
of authoritarian leaders in the region, 
many Arab leaders saw al Jazeera’s news 
channels as threatening to their control 
of information in the region.8 The target 
audience of the cyber attack was not only 
the political elites in Qatar, but also the 
leaders of other countries in the GCC 
(that is, Kuwait and Oman) and key 
decisionmakers in the United States. By 
highlighting Qatar’s close ties with Iran 
and Hamas, a U.S.-designated terrorist 
group, the bogus news reports aimed to 
politically isolate Qatar from the United 
States. The other GCC states were 
expected to rally along religious lines 
to support the Saudi coalition, which 
adheres to the Sunni branch of Islam, 
against Iran, a Shiite state.

To reach these audiences, the UAE, as 
part of the Saudi coalition, enacted a pro-
gram of cyber attacks into Qatar’s state 
news agency to insert false news reports. 
Hackers began their operation in April 
2017, gaining total control of the Qatari 
News Agency’s network, email accounts, 
Web sites, and social media platforms.9 
This control was used to disseminate 
false information from May 24 to May 
25, before the state media’s information 
technology experts were able to regain 
control.10 The cyber attacks supported 
a broader campaign that included all 
elements of national power including 
diplomatic, military, and economic ef-
forts. After the attack, the Saudi coalition 
severed diplomatic ties and gave Qatari 
citizens 14 days to leave their territory 
while banning their own citizens from 
traveling to or residing in Qatar.11 Under 
diplomatic pressure from Saudi Arabia, 
countries such as Yemen, Maldives, and 

Libya severed their diplomatic ties with 
Qatar.12 The Saudi coalition also closed 
their airspace to Qatari aircraft and 
banned all ships flying the Qatari flag 
or serving Qatar from docking at any 
ports.13 Saudi Arabia closed Qatar’s only 
land border as well.14 These efforts on 
land, sea, and air aimed to cut off Qatar’s 
supply routes and threaten its economy.

Less Than Success
Despite the use of all elements of 
national power, the Saudi coalition 
did not succeed in achieving its aim 
of isolating Qatar from the GCC 
and the United States. Qatar did not 
give in to the 13 demands presented 
by the coalition.15 In the immediate 
aftermath, the U.S. Secretary of State 
called for the crisis to be resolved dip-
lomatically, while the U.S. Department 
of Defense and Ambassador to Qatar 
publicly praised Qatar for hosting the al 
Udeid Air Base and its commitment to 
regional security.16 Kuwait and Oman, 
the other two members of the GCC, 
did not cut off their diplomatic ties 
with Qatar. Less than a month after the 
hacks against Qatar, U.S. intelligence 
officials attributed the cyber attack to 
the UAE and stated that the attacks 
had been directed by senior members 
of its government.17 The land, sea, and 
air blockades did not have a significant 
impact, as Turkey and Iran sent food 
and basic supplies directly to Qatar.18 
Turkey also sent more military forces to 
its base in Qatar in order to deter any 
Saudi military action.19 The failure of 
this cyber attack, despite the close coor-
dination of all instruments of national 
power, supports the theory posited by 
some cybersecurity researchers that 
states using cyber attacks rarely achieve 
their intended objectives, and successful 
compellence could require the over-
whelming national power of countries 
like the United States.20

However, while the ploy to isolate 
Qatar was exposed, there has not been 
any public censure or consequences to 
the UAE for its conduct of the cyber 
attacks. The lack of consequences for 
the UAE could set a precedent and 
embolden future adversaries to leverage 

cyber attacks in support of political war-
fare. The proliferation of such attacks 
could indicate that the “strategic logic of 
cyber is shifting to one of disruption and 
constant harassment designed to signal 
capability and the threat of escalation.”21

Looking Forward
Future cyber attacks and information 
operations would exploit the develop-
ment of software that could manipulate 
voice and video. In November 2016, 
Adobe, a company known for its 
Photoshop software, unveiled Project 
VoCo, a program that makes it possible 
to take an audio recording and alter 
it to include words and phrases that 
the original speaker did not say, in the 
voice of the original speaker.22 Another 
company, BabelOn, is developing 
software that can translate a person’s 
voice into another language instantly.23 
Researchers at the University of Wash-
ington are experimenting with the use 
of artificial intelligence (AI) to convert 
audio files into realistic mouth move-
ments, which could be used to falsify 
videos of public personalities giving 
speeches.24 The widespread use of 
such technologies would blur the lines 
between truth and falsehood, allowing 
malicious actors to conduct a persistent 
campaign of distortion to smear the 
reputation of certain world leaders or 
countries in order to reduce their soft 
power and influence over time.

A strong, multifaceted defense is 
needed against the abuse of such new 
software and AI. This defense will require 
action by individuals, organizations, 
governments, and the international com-
munity. Adobe’s acknowledgment of the 
potential abuse of its software is a good 
step toward building public awareness 
to inoculate individuals against insidious 
influence campaigns. More effort should 
also be focused on developing software 
that can detect such voice and video 
manipulation quickly. Learning from 
the experience of Qatar, governments 
and organizations should be prepared to 
embrace transparency and quickly report 
cyber attacks when they occur to shape 
the narrative, clarify the position of the 
government or organization, and prevent 
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the spread of distorted information. 
Governments and organizations should 
also be consistent in their public outreach 
efforts to prevent any misunderstand-
ings from being exploited during a crisis 
through the use of fake photos, videos, 
or sound recordings. One example of this 
can be seen in the Summary of the 2018 
United States National Defense Strategy, 
which calls on the United States to be 
“strategically predictable” in demonstrat-
ing its commitment with allies to deter 
aggression.25 Additionally, there should 
be an increased effort to strengthen 
international norms against such forms 
of cyber attack and to increase the costs 
to countries conducting such attacks. 
The NATO Cooperative Cyber Defense 
Center of Excellence in Estonia, which 
has released two Tallinn Manuals on 
cyber conflict, is one such organization 
that could help to develop such cyber 
norms.26While the cyber attacks on Qatar 
were ultimately unsuccessful, they marked 
a new use of cyber means to distort in-
formation. This use of cyber means could 
become increasingly common, especially 
as technological advances make it easier to 
conduct such attacks and falsify or distort 
information, and the risks and downsides 
of being caught remain low. The United 
States should build public awareness of 
such threats, enhance its public diplomacy 
efforts as a preemptive measure, and 
leverage its allies and partners in the inter-
national effort to establish norms against 
such activities. It should also censure the 
countries conducting such activities, when 
appropriate. This preemptive approach 
will establish norms for the appropriate 
use of cyber and contribute to the protec-
tion of the United States and its allies. JFQ
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