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The Character of
War and Strategic
Landscape Have

Changed

ver the past two decades, the

strategic landscape has changed

dramatically. While the funda-
mental nature of war has not changed,
the pace of change and modern technol-
ogy, coupled with shifts in the nature of
geopolitical competition, have altered
the character of war in the 21* century.

Advancements in space, information
systems, cyberspace, electronic warfare,
and missile technology have accelerated
the speed and complexity of war. As a
result, decision space has collapsed, and
we can assume that any future conflict
will involve all domains and cut across
multiple geographic regions.

Today’s strategic landscape is also ex-
traordinarily volatile, and the Nation faces
threats from an array of state and non-
state actors. Revisionist powers such as
China and Russia seek to undermine the

credibility of our alliances and limit our
ability to project power. North Korea’s
efforts to develop a nuclear-capable, inter-
continental ballistic missile now threaten
the homeland and our allies in the Pacific.
Iran routinely destabilizes its neighbors
and threatens freedom of navigation while
modernizing its maritime, missile, space,
and cyber capabilities. Violent extremist
organizations (VEOs), such as the so-
called Islamic State (IS) and al Qaeda,
remain a transregional threat to the
homeland, our allies, and our way of life.
These realities are why some have called
today’s operating environment the most
challenging since World War II.

At the same time, the U.S. mili-
tary’s long-held competitive advantage
has eroded. Our decisive victory in
Operation Desert Storm was a wake-up
call for our enemies; they observed that

our operational source of strength is

the ability to project power where and
when needed to advance U.S. interests
and meet alliance commitments. This
spurred dramatic tactical, operational,
and strategic adaptations and accelerated
modernization programs to asymmetri-
cally counter our ability to project power.
All the while, budget instability and the
challenges of a decades-long campaign
against violent extremism adversely
affected our own modernization and ca-
pability development eftorts required to
preserve—or in some cases restore—our
competitive advantage.

Additionally, the Joint Force lacks
sufficient capacity to meet combatant
command requirements. Over the past
16 years, we made a conscious choice
to limit the size of the force to preserve
scarce resources necessary for essential
investments in immediate upgrades to
critical capabilities. And requirements
have not abated, as we assumed they
would after major combat operations in
Iraq and Afghanistan ended. As a result,
global demand for forces continues to
exceed the inventory.

Finally, as a nation that thinks and acts
globally, the United States cannot choose
between a force that can address IS and
other VEOs and one that can deter and
defeat state actors with a full range of
capabilities. We require a balanced force
that can address the challenges outlined
in the recently published National
Defense Strategy and has the inherent
flexibility to respond to the unexpected.

We Must Adapt to Maintain

a Competitive Advantage
Advances in technology and the chang-
ing character of war require that our
plans address all-domain, transregional
challenges and contflict. In the past, we
assumed most crises could be contained
to one region. That assumption, in
turn, drove regionally focused planning
and decisionmaking processes. Today,
this assumption no longer holds true.
Our planning must adapt to provide a
global perspective that views challenges
holistically and enables execution of
military campaigns with a flexibility and
speed that outpaces our adversaries.
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We must also be prepared to make de-
cisions at the speed of relevance. While the
cost of failure at the outset of conflict has
always been high, in past conflicts there
were opportunities to absorb costs and
recover if something went wrong. Today,
that cannot be assumed, and our strategic
decisionmaking processes must adapt to
keep pace. Senior leaders require routine
access to synthesized information and in-
telligence to ensure their ability to see the
fight in real time and seize initiative.

We must manage the force in a
manner that allows us to meet day-to-
day requirements, while maintaining
readiness and the flexibility to respond to
major contingencies and the unexpected.
To ensure that the Joint Force provides
viable options and is in position to exe-
cute when called on, our force posture
must be optimized to strategic priorities
and provide strength, agility, and resil-
ience across regions and domains.

To arrest and, in time, reverse the
erosion of our competitive advantage,
our force development and design pro-
cesses must deliver a Joint Force capable
of competing and winning against any
potential adversary. This future force
must remain competitive in all domains,
deny adversaries’ ability to counter our
strengths asymmetrically, and retain the
ability to project power at a time and
place of our choosing.

Finally, we must further develop
leaders capable of thriving at the speed of
war—leaders who can adapt to change,
drive innovation, and thrive in uncertain,
chaotic conditions. The nature of war
has not changed, and, in a violent clash
of wills, it is the human dimension that
ultimately determines the success of any
campaign.

The How of Global Integration
To address these imperatives, we are
adapting our approach to planning,
decisionmaking, force management, and
force design. These processes are inter-
dependent and mutually reinforcing—
intended to drive the changes required
to maintain our competitive advantage.
Over the past 2 years, we have made
progress in each of these areas, but
more work remains.

The National Defense Strategy estab-
lishes clear priorities for the Department
of Defense, and the National Military
Strategy is nested within to provide a
global framework for the Joint Force
to operate across regions, domains,
and functions. We reoriented the Joint
Strategic Capabilities Plan to operation-
alize the strategy and developed Global
Campaign Plans to provide a framework
for planning an all-domain, transregional
approach to the challenges outlined in
the National Defense Strategy. These
plans are designed to bring coherence
to operations of all functional and geo-
graphic combatant commands.

The Joint Force is also improving
how it frames decisions for the Secretary
of Defense in an all-domain, transregional
fight. This begins by developing a com-
mon intelligence picture and a shared
understanding of global force posture,
which then serves as a baseline to test
operational plans and concepts through
realistic and demanding exercises and
wargames. By testing our assumptions
and concepts, exercises and wargames
provide senior leaders with the “reps-
and-sets” necessary to build the implicit
communication required to facilitate
rapid decisionmaking in times of crisis.

Our force management processes are
evolving to support the objectives laid out
in the National Defense Strategy. Setting
the globe begins by allocating resources
against strategic priorities—optimizing
the way we posture capabilities globally
to support our strategy, provide strategic
flexibility, and ensure our ability to re-
spond rapidly to the unexpected. Once the
globe is set, we are applying the concept of
Dynamic Force Employment to provide
proactive and scalable options for priority
missions while maintaining readiness to
respond to contingencies. In a global envi-
ronment that demands strategic flexibility
and freedom of action, these adaptations
enable the Joint Force to seize the ini-
tiative rather than react when faced with
multiple challenges.

To ensure our competitive advantage,
we are implementing a process for force
design that provides the Secretary with
integrated solutions to drive the develop-
ment of a more lethal force. This process

begins by assessing our ability to execute
the strategy and compares our capabilities
and capacities vis-a-vis our adversaries.
Assessment findings shape the devel-
opment of comprehensive materiel and
nonmateriel recommendations that inform
the Secretary’s priorities for investment,
concept development, experimentation,
and innovation. This approach is designed
to provide integrated solutions, across the
Services, which ensure competitive advan-
tage today and tomorrow.

Finally, we are reinvigorating strategic
assessments to support all these efforts.
Assessments provide the analytic rigor to
inform our ability both to meet the cur-
rent strategy and to develop a future force
that maintains our competitive advan-
tage. A cornerstone of this process is the
Chairman’s Risk Assessment, which eval-
uates our current ability to execute the
National Military Strategy and provides a
global perspective of risk across the Joint
Force. And, in 2016, we published the
Joint Military Net Assessment for the
first time in 20 years—benchmarking the
Joint Force against near-peer adversaries
today and comparing our trajectory over
the next 5 years. These assessments are
essential to provide an analytic baseline
for everything we do—from planning
to force management and from exercise
development to force design.

There is no preordained right to
victory on the battlefield, and today the
United States faces an extraordinarily
complex and dynamic security environ-
ment. To keep pace with the changing
character of war, we must globally inte-
grate the way we plan, employ the force,
and design the force of the future. If we
fail to adapt, the Joint Force will lose the
ability to compete. JFQ

GENERAL JosePH F. DUNFORD, JR.
Chairman of the Joint Chiefs of Staff
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Executive Summary

s I write, the new National

Defense Strategy (NDS) has

been released. The NDS is
important for its core (and timeless)
clements: build a more lethal joint
force, strengthen allies and attract new
partners, and reform the Department
of Defense (DOD) for greater perfor-
mance and affordability. It would be
difficult to argue with this lineup; we
have been reading reports for years
about the combined impact of seques-
tration cuts to the force, the continuous
combat and supporting operations in
every command resulting in reduced
readiness, as well as the seemingly
endless multiplication of threats from
the ground to space and cyberspace.
But what kind of force does the United
States need in order to meet its mission
of protecting the Nation?

As we set our course on being the
best in the world and maintaining that
position for years to come, how do we
preserve our working relationships with
allies and partners? One of the growing
keys to security that has been a bit rocky
in recent years is our North Atlantic
Treaty Organization (NATO) family.
With conflict both actual and virtual on
NATO?’s European northern and south-
ern flanks, how do we simultaneously
field a more modern force and bring our
alliance partners up to our standards?
This has been a constant question since
NATO was formed, but I believe this
issue has never been more critical.

Moreover, what about the ongoing
issue of readiness needs versus force
modernization? We are embarking on an
important set of new and replacement
weapons systems including more than

American M1 Abrams and Romanian TR-85 tanks
and personnel on training ground in Romania as
part of Operation Atlantic Resolve, supporting
security and stability in Europe, April 2017 (NATO)

$1 trillion to replace virtually all of our
nuclear force structure. At the same time,
we continue to buy new ships, fighters
such as the F-35, and land systems. One
wonders if a DOD budget of $700 bil-
lion per year or more, while well above
sequestration levels, will be sufficient to
field and maintain this force.

As I mentioned at the end of my sum-
mary in the last JFQ, this edition brings
a range of important articles from the
Joint Staff and U.S. Central Command
(USCENTCOM). In the Forum, we
provide an introduction to information
as the seventh and newest joint function.
Information joins command and con-
trol, intelligence, fires, movement and
maneuver, protection, and sustainment
per direction of the Secretary of Defense.
Alexus Grynkewich, deputy director for
Global Operations (J39) on the Joint
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Staff (and I am proud to say one of my
former Joint Advanced Warfighting
School students), provides us with a basic
understanding of how information qual-
ifies as a joint function. A key aspect of
any joint function, as many joint profes-
sional military education graduates know,
is how the function fits into operational
art. Scott Thomson and Christopher
Paul suggest that adding information as
a joint function marks a paradigm shift
for operational practitioners. For those in
the joint force who will ultimately have to
figure out the utility of information from
a practical, pragmatic, and warfighting
perspective, Gregory Radabaugh helps
decode the doctrine inherent in a joint
function. Along with this new function
and its implications, the Chairman and
the joint community have been working
hard to better integrate the joint force.
By planning and executing globally
integrated exercises, Stephen Gallotta,
Timothy Lynch, and James Covington
argue the results will enhance command
and control across the joint force.
Continuing our growing dialogue on the
role of drones in modern warfare, Mark
Newell discusses the difficulties of devel-
oping doctrine to counter these threats,
given that Moore’s Law is applicable to
the explosion of such platforms globally.
Along with drones, we are still engaged
in countering threat networks of many
different kinds, which David Doran be-
lieves have the joint force “outmatched.”
We have a Special Feature dedicated
to USCENTCOM in place of our JPME
Today section. I met with General Joseph
Votel, USA, at his headquarters to talk
with him and his staff about their “by,
with, through” (BWT) concept and
about getting his views on a number
of ongoing operations in that theater.
He had just returned from Afghanistan
where a major terrorist attack, claimed
by the Taliban, had occurred in Kabul,
killing 95 and wounding scores. General
Votel noted this tragedy was important
to acknowledge, but he stressed that
progress is being made there, in part
due to the focus on the BWT opera-
tional approach that he and his lead staff
officer, Eero Keravuori, detail in their
accompanying article. Adding a Service

perspective on the approach, Michael
Garrett, William Dunbar, Bryan Hilferty,
and Robert Rodock describe how the
U.S. Army intends to operate with it. As
the lead U.S. tactical unit commander in
the recent fight to retake Mosul in Iraq
from the so-called Islamic State, J. Patrick
Work tells us how by, with, and through
made a difference in that victory. With
the premise that great powers often get
the ends and means of a strategy to assist
host nations correct, John Richardson
and John Bolton suggest the ways of car-
rying out such a strategy are often chosen
poorly, resulting in failure to achieve
success. They offer that recent successes
in Iraq and Afghanistan are indications
the United States is now getting this clas-
sic strategy element aligned correctly by
applying the BWT approach. It is often
said of military operations that logistics

is key to success, and the BWT approach
is no exception. Edward Dorman and
Christopher Townsend lay out the case
for achieving coalition logistics interoper-
ability in a BWT operation.

Our Commentary section has a range
of'ideas from our friends on the Joint
Staft and elsewhere, focusing on ideas
of how to improve the joint force. After
years of developing various approaches
to helping partners with security needs,
John Jakubowski believes the best way
to permanently work these missions is
through the establishment of a Joint
Security Force Assistance Command.
Next, Stephen Nowak ofters us his
thoughts on problem-solving. A team
from J7, Gwendolyn DeFilippi, Stephen
Nowak, and Bradford Baylor, has some
interesting ideas on how best to use our
lessons learned collection in order to de-
velop the joint force.

This issue’s Features section does not
shy away from wrestling with controver-
sial concepts, both old and new. Looking
at the effects of climate and urbanization
on security and stability challenges the
joint force will face, Ronak Patel and
David Polatty discuss how coordination
between civilian and military authorities
is key to finding workable solutions.
Airpower is one of those commodities
that everybody wants, but few can
consistently agree on how it should be

delivered. Josh Wiitala and Alexander
Wright suggest the issue is structural and
have a few new ways to help land- and
sea-based combat aviation work together.
As we are beginning to see the contours
of the power of big data in our lives, Paul
Lester, Pedro Wolf, Christopher Nannini,
Daniel Jensen, and Delores Davis team
up to discuss how strategic leaders can
best make use of it.

In Joint Doctrine, we have four
important pieces from our friends at
Joint Staff J7, both north and south, all
focused on the future. Explaining the
connections between joint concepts and
future readiness, the deputy director
for Future Joint Force Development,
Andrew Loiselle, helps us to sort out
the right balance between readiness and
modernization. Jeffrey Becker and John
DeFoor bring us insights on the world
that the future joint force will operate in.
Many recent JPME graduates will be fa-
miliar with the “Chairman’s Challenges.”
Erik Schwarz helps us understand how
the development of new joint concepts
are being framed by them. George
Katsos returns with another article on
focusing on combatant commander cam-
paign activities, this time discussing the
challenges with environmental security.
Along with our joint doctrine update,
we bring you three fine book reviews by
reviewers who will be instantly recog-
nizable to most of our readers, and the
books they discuss are as worthy of your
attention as their reviews.

No matter how the future turns out,
the United States and the joint force will
continue to be central elements of how
the world is shaped. Key to that success
will be the people who are a part of that
joint force, as they are what really matters
when the hard problems come calling.
Help them be ready. Write us when you
think you have some ideas that will. JFQ

WiLLiam T. ELiasoN
Editor in Chief
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Airmen from 116 Air Control Wing, Georgia Air
National Guard, monitor surveillance data while
flying night mission aboard E-8C Joint STARS, Robins

Air Force Base, Georgia, July 2017 (U.S. Air National

Introducing Information as a
Joint Function

By Alexus G. Grynkewich

n July 2017, the Chairman of the

Joint Chiefs of Staft issued a change

to Joint Publication (JP) 1, Doctrine
for the Armed Forces of the United
States, introducing information as a
new and seventh joint function. This
issuance portends significant changes
in how the joint force will plan and
execute transregional, multidomain,
and multifunctional operations. As
such, it represents an opportunity to

Brigadier General Alexus G. Grynkewich, USAF, is
the Deputy Director for Global Operations, Joint
Staff J7.

reimagine what “combined arms”
means in 21%-century warfare.

While the underlying nature of war-
fare remains constant, the character of
modern warfare continues to evolve. The
economic and social revolutions wrought
by the industrial age rapidly changed how
wars were fought and won in the 19" and
20 centuries. Leaders who grasped the
implications of those changes developed
the strategies and designed operations
that led to success, while those who did
not were doomed to failure. Today, in
the midst of an information age that has
similarly transformed economies and soci-
eties, we must likewise adapt our thinking

and deepen our understanding if we hope
to succeed in 21%-century conflicts. A
key part of this adaptation is to develop
a joint force that proactively uses and
employs information across a wide range
of activities. The incorporation of infor-
mation as a joint function is but the first
step toward enhancing joint warfighting
and developing a future joint force able
to dominate in the conflicts of tomorrow.
Joint functions represent related
capabilities and activities placed into basic
groups to help commanders synchronize,
integrate, and direct operations. The
original six joint functions as described
in JP 1 are command and control,

6 Forum/ Introducing Information as a Joint Function
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intelligence, fires, movement and ma-
neuver, protection, and sustainment. The
newly released JP 1 adds information to
this list, stating:

The information function encompasses

the management and application of in-
formation and its deliberate integration
with other joint functions to influence
relevant-actor perceptions, behavior, action
or inaction, and support human and an-
tomated decision making. The information
Sfunction helps commanders and staffs
understand and leverage the pervasive
naturve of information, its military uses,
and its application during all military
operations. This function provides [joint
force commanders| the ability to integrate
the generation and preservation of friendly
information while leveraging the inherent
informational aspects of all military activ-
ities to achieve the commander’s objectives
and attain the end state.

The elevation of information in joint
doctrine—the first addition to the list in
20 years—underscores the Department
of Defense (DOD) focus on how to
adapt in order to most effectively use the
military instrument of national power
in a changing strategic environment.
Although conflict, violence, and war
endure, the methods through which po-
litical goals are pursued are evolving due
to technological changes.! Technologies
such as autonomy and new forms of
human-machine teaming have resulted in
new concepts of operation that include
data-focused intelligence, surveillance
and reconnaissance, increased speed of
decision, and enhanced lethality. The race
to develop, leverage, and master such
technologies and concepts poses a critical
challenge.?

The joint force is rising to the chal-
lenge. As just one example, an Office
of the Secretary of Defense artificial
intelligence initiative—Project Maven—is
examining how to find meaning in vast
amounts of data at the speed of warfare.?
The Department has also implemented a
DOD Cybersecurity Campaign, develop-
ing a framework that integrates defensive
cyberspace and information operations
across the force. Furthermore, a newly

completed electronic warfare strategy is
driving a renewed focus on the use of
emerging electromagnetic spectrum sys-
tems and technologies.

Ultimately, of course, war is a
uniquely human endeavor. While
technology presents opportunities and
challenges by itself, it is the transfor-
mative effect of technology on human
societies that has had the most fun-
damental impact on the character of
war. The ability of individuals to access
information, from anywhere and at any
time, has broadened and accelerated
human-to-human interaction across
multiple levels (person to person, person
to organization, person to government,
government to government). Social
media, in particular, enables the swift
mobilization of people and resources
around ideas and causes. Coupled with
the inability of humans to fully control
the informational detritus that results
from (and reveals) patterns of life in the
information age, these trends present
an opportunity for those most skilled in
applying informational power. As the ac-
companying vignettes illustrate, potential
adversaries are already applying their skills
to influence relevant actors.*

Within the changing environment,
information may prove to be the pre-
eminent commodity and decisive factor
in military operations. As such, the
Chairman’s JP 1 issuance is a call to
action for the joint force to move rapidly
to build information into operational
art and design in order to deliberately
leverage the informational aspects of
military activities.* We have not always
done this right. As the Joint Staff’s
Decade of War study of operations in Iraq
and Afghanistan (2001-2011) revealed,
policies, conventions, cultural mindsets,
and approaches to leveraging information
have sometimes hampered prior efforts.®
Facing this new environment and the
threats it presents—including crises and
contingencies that cut across combatant
commands; across the domains of land,
sea, air, space, and cyberspace; and across
capabilities including conventional,
special operations, and deterrence
forces—we cannot afford to repeat past
mistakes.

The elevation of information as a
joint function represents an important
first step toward enhancing warfighting
across all domains and the information
environment. The Joint Staff and Office
of the Secretary of Defense are working
together to build a game plan that will
follow through on across the breadth and
depth of doctrine, organization, train-
ing, materiel, leadership and education,
personnel, and facilities. In the end, how-
ever, it will be the efforts of the Services,
combatant commands, and individuals in
the field that will truly make this happen.
Each of those entities will bring forward
different perspectives, approaches, and
experiences that will enrich the entire
joint force. Our desire is that this collec-
tion of articles in Joint Force Quarterly
will start an intellectual dialogue that will
drive the community to experiment, exer-
cise, and learn. I personally encourage all
readers to bring their best ideas forward
in future articles. Only together can we
ensure information as a joint function will
reach its full potential. JFQ

! Joint Operating Environment 2035: The
Joint Force in a Contested and Disordered World
(Washington, DC: The Joint Staff, 2016).

2Ibid.

3 Cheryl Pellerin, “Project Maven to
Deploy Computer Algorithms to War Zone
by Year’s End,” Defense.gov, July 21,2017,
available at <www.defense.gov,/News/Article /
Article /1254719 /project-maven-to-deploy-
computer-algorithms-to-war-zone-by-years-
end/>.

*Joint Publication 3-13, Information Oper-
ations (Washington, DC: The Joint Staff, June
2016, unpublished draft).

5 Joint Concept for Operating in the Infor-
mation Environment (Washington, DC: The
Joint Staff, August 2017, unpublished draft).
Also see U.S. Senate Armed Services Commit-
tee, Subcommittee on Cybersecurity, Testimo-
ny of Rand Waltzman, The Weaponization of
Information: The Need for Cognitive Security
(Santa Monica, CA: RAND, April 27, 2017),
available at <www.armed-services.senate.gov,/
imo/media/doc/Waltzman_04-27-17.pdf>.

¢ Decade of War, Volume 1: Enduring Lessons
from the Past Decade of Operations—DMistakes
and Failuves in the Iraq and Afyghanistan Wars,
Strategic Themes and Recommendations (Sut-
folk, VA: Joint Lessons Learned Division, June
15,2012).
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Information Systems Technicians monitor communication
systems aboard USS Theodore Roosevelt, January 2018,
Arabian Gulf (U.S. Navy/Alex Corona)

- explains that “Effects in the physical and
a ra Ig m a n ge informational dimensions of the IE ulti-
mately register an impact in the human
O p e ra -tl O n a | A r-t a n d -t h e cognitive dimension, making it the
central object of operations in the IE.”!
The need for this addition to the

| n fo rm a t I O n J O | n t F U n C t I O n joint functions has become increasingly
obvious to military leaders over time. It
reveals itself in the difficulty of addressing

By Scott K. Thomson and Christopher E. Paul gray zone challenges, which often displace
the strategic utility of physical power; the
survival of violent extremist organizations

s Brigadier General Alexus years ago. General Joseph Dunford’s (VEOs) despite sustained physical pun-
Grynkewich, USAF, states in the  approval of this function is a vital step ishment; and in the rapid proliferation
preceding article, the Chairman on the pathway to achieve the endstate of; and the U.S. military’s reliance on,
of the Joint Chiefs of Staff approved articulated in the 2016 Department information technology. During a recent
information as the first addition to of Defense (DOD) Strategy for Opera- effort by the Joint Staff to update Joint
the joint functions since the other tions in the Information Envivonment Publication (JP) 3-13, Information
six were codified in doctrine over 20 (SOIE): “Through operations, actions, Operations, leaders recognized that the
and activities in the IE [information joint force was already attempting to use
environment|, DOD has the ability to information as a function and that the
Colonel Scott K. Thomson, USA, is a Psychological  affect the decisionmaking and behavior  time to institutionalize information as a
Operations Officer in the Information Operations  of adversaries and designated others to function was therefore overdue.

Di he Office of th . - . . .
D]lrgg;s;iffzt E,Oig/ 'Dcre gh:isiotéﬂgiss;ﬁir: gain advantage across the range of mili- This change in capstone doctrine is by

Senior Social Scientist at the RAND Corporation. tary operations.” The strategy correctly itself insufficient to solve contemporary
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challenges. Without supporting efforts
and adequate resourcing, little will
change. The real work of institutional-
izing and operationalizing information
is in stride throughout various DOD
components. If implemented boldly
and thoughtfully, the new function will
cause military commanders, strategists,
and planners to revisit and revise their
understanding of military operations
and operational art. The information
function will serve as a vital accelerant
for various developmental efforts,

such as the SOIE, Capstone Concept
for Joint Operations, Joint Concept for
Integrated Campaigning, Joint Concept
for Operating in the Information
Envivonment, and Joint Concept for
Human Aspects of Military Operations.?

Indeed, the recently released 2017
National Security Strategy (NSS) and
2018 National Defense Strategy both
repeatedly highlight threats to U.S. na-
tional security stemming from adversarial
use of information. Skillful leveraging
of information power has enabled com-
petitors and adversaries such as Russia,
China, and VEOs to realize important
gains in ways that our traditional views
of war and warfare struggle to answer.
The NSS is particularly direct in admon-
ishing that “U.S. efforts to counter the
exploitation of information by rivals have
been tepid and fragmented. U.S. efforts
have lacked a sustained focus and have
been hampered by the lack of properly
trained professionals.”® These docu-
ments mandate that DOD, as part of a
whole-of-government effort, take the use
of information power seriously. The in-
formation joint function is an important
accelerant that, if properly implemented,
should strengthen the joint force’s ability
to achieve strategic aims across the range
of military operations.

This article briefly answers a number
of questions that this new joint function
has prompted across the joint force. First,
why must the joint force perform the
information function? Second, how must
we change our thinking about objectives
and endstates? Third, how must we
change our thinking about information?
We conclude by acknowledging and
responding to a number of common

arguments against information as a joint
function, discussing the way ahead, and
highlighting the benefits of the new func-
tion to commanders.

The Joint Force and the
Information Function

There are at least five reasons to elevate
information in joint force operations.
First, the world has changed. Over

the past few decades, the IE has seen
significant changes driven by evolving
technology. The contemporary IE

can be characterized not only by its
unprecedented breadth, depth, and
complexity, but also by its ubiquity,
hyperconnectivity, and exponential
growth. Second, our adversaries’ use of
information has changed. Adversaries
seek and find asymmetrical advantage
over the joint force in and through the
IE, both allowing near-peer competitors
to become much more near-peers and
allowing those who we still unambig-
uously overmatch to gain advantage
under certain circumstances.

Third, the joint force is vulnerable
to attacks in and through the IE—not
only in our networks and technical
communications, but also in our de-
cisionmaking processes, perceptions,
and will. Vulnerability to manipulation
or degradation of will includes the will
to fight and the political will of the
American people, both of which are
essential to the ability of the joint force
to operate across the range of military
operations. Fourth, we cannot #not
communicate, and actions speak louder
than words. Every action and utterance
of the joint force sends a message,
intended or otherwise. This is part of
the inherent informational aspects of all
military activities. Furthermore, military
actions are often much more powerful
and influential communications than
broadcast messages. If a picture is worth
1,000 words, then a Joint Direct Attack
Munition is worth 10,000. Fifth, all
outcomes and endstates of joint force
operations hinge on the perceptions and
decisions that lead to the actions and
behaviors of relevant actors. Defeat of an
adversary, by whatever mechanism, is a
cognitive outcome. Very few battles or

engagements have concluded with the
death or wounding of every combatant
on one side or the other, but battles
typically conclude with one side being de-
feated. Even the outcomes of operations
without an adversary, such as humanitar-
ian assistance and disaster relief, hinge on
the perceptions, decisions, and resulting
behaviors of the assisted civilian popula-
tion. Perception, cognition, intention,
and decision—these are the terrain of the
information function.

Changing Thinking about
Objectives and Endstates
During the 1973 negotiations to end
the Vietnam War, Colonel Harry
Summers, USA, remarked to a Vietnam-
ese officer that the United States never
lost a battle in that war. The Vietnamese
officer agreed, but retorted that while
Summers’s observation may have been
true, it was “also irrelevant.”* Indeed,
Army Doctrine Publication (ADP) 1,
The Army, acknowledges that “lethality,
by itself, is not enough. If Army forces
do not address the requirements of
noncombatants in the joint operational
area before, during, and after battle,
then the tactical victories achieved by
our firepower only lead to strategic
failure and world condemnation.”®
Both Colonel Summers’s conversa-
tion and ADP 1 reveal a concern that
many share about how the joint force
understands planning and operations.
Many DOD leaders focus primarily on
lethality and battlefield dominance.
However, strategic success—not tactical
victory—is what leaders must emphasize.
The Vietnam War vividly exposed a situ-
ation where physical power alone did not
produce the desired results, and our re-
cent experiences in Afghanistan and Iraq,
where tactical victory has been common
but strategic success elusive, echo that
point. The relevance of lethality is further
diminished in the contemporary operat-
ing environment where our adversaries
can displace the utility of physical might
by operating below the threshold of war
(gray zone operations) or operate in
loosely networked organizations that eas-
ily reorganize and are therefore immune
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Airman analyzes coding necessary to maintain operational capabilities for power grid of simulated city as part of Cyber Security Incident Response
Training (U.S. Air National Guard/Kayla K. Edwards)

to systemic collapse when their members
are killed or captured (VEOs).

To avoid losing wars where we have
won all our battles and to gain the full
benefit available from the information
joint function, we must change how we
think about objectives and endstates.
The descriptive language of the new
joint function calls us to influence rel-
evant actor perceptions, behavior, and
action or inaction in pursuit of the com-
mander’s objectives and endstate. To do
this, commanders must specify objectives
and endstates in terms of required be-
haviors and actions: identify the relevant
actors (the troops in enemy formations
and their commanders, surely, but likely
also enemy national leadership and
supporting civilian constituencies) and

identify the actions necessary to enable
shorter term objectives (inaction, ori-
enting in the wrong direction, retreat,
movement to a vulnerable position,
waste of force or resources, civilian
protest) as well as those necessary to the
endstate (demobilization, withdrawal,
cessation of force generation, abdica-
tion of leadership, entering settlement
negotiations, suspension of legitimacy).
Specitying behavioral objectives and end-
states further enables mission command
and mission tactics, as junior leaders can
assess the likely impact of their choices
on the actions and behaviors of the rele-
vant actors and exercise initiative in the
absence of specific guidance.

Changing the actions and behaviors
of others is called “influence,” and

influence must therefore become the lin-
gua franca of operational art. By focusing
on influence rather than simply “defeat”
of an enemy (which is but one possible
outcome of influence), we can avoid what
Chief of Staff of the Army General Mark
Milley has described as “the ‘tactization’
of strategy.”® If commanders express ob-
jectives and endstates in terms of actions
and behaviors of relevant actors, the
connections between tactical actions and
strategic results become clearer.

We must emphasize that this ap-
proach is in no way intended to argue
that the joint force does not require
lethal overmatch. Such an argument
would be counterproductive and foolish.
Lethality can be incredibly influential and
remains essential to national defense. Our
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mandate is to better plan the influential
effects of joint force activities to avoid
unintended consequences and to better
achieve strategic goals.

Changing Thinking

about Information

Realizing that the information joint
function has vital technical implications
in areas such as cyber and electromag-
netic spectrum operations, it is the per-
suasive psychological aspects of informa-
tion that remain frustratingly elusive to
the joint force. We have identified the
key terrain for implementing the infor-
mation joint function as operational
art—the way joint leaders plan, execute,
and assess operations. While this real-
ization is evolutionary in its origins, it
is possibly 7evolutionary in its effect on
military operations. The origin of calcu-
lus provides a useful illustration: rather
than being the spontaneous discovery
of profoundly new ideas, the invention
of calculus was the result of incremental
improvement over existing mathemat-
ical knowledge. Yet this incremental
improvement had a profound effect on
mathematical practice and application.
General John Hyten, USAF, com-
mander of U.S. Strategic Command,
believes that the “military that figures
out how to control information will

be the most powerful military on the
planet.”” General Hyten’s is but one
among a chorus of senior leader voices
expressing the joint force’s mandate to
elevate the importance of information
in plans, operations, and investments.
Business as usual carries far too much
risk to national security.

Most military leaders who hear “in-
formation” will instinctively equate the
function with information operations
(I10), but the two are not analogous.

IO has been a joint capability for many
years, but many continue to skeptically
view it as a marginal military activity or as
a failing enterprise.® If IO is marginal or
failing, it is first a problem with the way
leaders understand the importance and
functioning of information, and second, a
logical failure in doctrine.

Doctrinally, 1O is simply a coordi-
nating staff function that has no organic

capabilities. IO is intended to coordinate
and deconflict the use of information-re-
lated capabilities (IRCs)—such as military
information support operations (MISO),
military deception, civil affairs, electronic
warfare, and others—with each other and
operations in general to achieve the joint
force commander’s objectives.” Problems
arise when we refer to information as an
“operation,” separate from other opera-
tions. JP 1, Doctrine for the Armed Forces
of the United States, defines operationsas a
“sequence of tactical actions with a com-
mon purpose or unifying theme.” Since
the joint force generates information
simply by operating, how can operations
and IO remain logically separate?

Commanders and staffs frequently
miss the inherent relation between phys-
ical capabilities and information—and
misunderstand the largely intangible
nature of information. Even if misun-
derstood, positive rhetoric from senior
leaders illustrates their sincere apprecia-
tion for the importance of information.
In practice, though, field-grade leaders
who do the heavy lifting during planning
frequently relegate 1O to a segregated
staff function. If the J6 can establish
network operations, or the J4 can handle
sustainment, both with minimal input
from the J3, why can the J39 not simi-
larly perform IO in a vacuum? On most
staffs, IO remains a secondary effort
that supports maneuver, is allocated
minimal resourcing, holds minimal space
in base orders, and is given little focus
during operational updates to joint force
commanders.'

This segregated application of IO
typically focuses on the integration of
a narrow subset of IRCs. The implicit
thinking equates information with themes
and messages, and assumes that the com-
munication of themes and messages is
something that happens separate from—
and in a supporting role to—operations.
However, all military activities have
inherent informational aspects because
they change the way adversaries, popula-
tions, and allies perceive and act on their
environment. The use of information is
ultimately about generating effects that
achieve objectives, and as noted above,
YU CANNOL NOE COMMUNICALE.

The way we (the joint force) view
ourselves and think (Service cultures)
overlays the use of operational art
(planning and operating), and seems to
produce a fairly predictable range of plan-
ning outcomes that inhibit our ability to
competently leverage information. This
unfortunately narrow range can prevent
clear and creative thinking and critically
impede achieving favorable strategic
outcomes.

When the joint force uses physical
power, it creates far more information
(and potentially, influence) than any
of the IRCs. The Air Force dropping a
“MOAB” (GBU-43 /B—the so-called
mother of all bombs) in Afghanistan,
the Navy maneuvering a carrier strike
group off the coast of North Korea
unannounced, or the Army or Marines
conducting exercises in Europe near the
Russian border all create large volumes of
information—information that affects the
perceptions, cognitions, intentions, and
decisions of a range of relevant actors.
The information function, once woven
into operational art (and supported by
important low-density expertise), stands
to enable commanders to better antici-
pate the strategic effects of their actions.

Information is as vital tactically as
it is strategically. Iraq and Afghanistan
provide numerous examples of tactical
operations working at odds with desired
strategic outcomes because they did not
contribute to the desired perceptions
and behaviors of relevant actors. General
Stanley A. McChrystal, USA (Ret.),
observed that an “inability to understand
our surroundings often left a burned-
out building or a cratered road—a stark
symbol of our shortcomings—and wasted
precious time in the overall campaign.
Waging such campaigns, designed to per-
suade people to bebave in a certain way is
complex.”!!

It is imperative that we reorient
our approach to operational art toward
influencing relevant actor perceptions,
behavior, action, or inaction in order to
address this complexity. If we express ob-
jectives and endstates in terms of actions
and behaviors desired of others, we will
avoid many missteps and produce more
predictable enduring strategic outcomes.
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Information, along with the other joint
functions, will support the pursuit of
those outcomes.'?

It remains unclear what the eventual
fate of IO as a doctrinal construct will
be. IO could remain in doctrine, or its
purpose could simply be absorbed into
the staft through other means. As DOD
views on information power evolve, and
as the Joint Staft works through the
implementation of the information joint
function, what is clear is that the elevated
importance of information requires a new
paradigm that far surpasses the tradition-
ally limiting IO construct.'?

The eventual fate of 1O as a doctrinal
or staff construct aside, a willingness to
express commanders’ objectives in terms
of others’ actions and behaviors and to
bake informational considerations into
base plans will not alleviate the need for
information-related expertise. If any-
thing, the new emphasis on the role of
information increases the need for such
expertise. As commanders and staffs seek
to use all available military capabilities to
influence the actions and behaviors of rel-
evant actors, they will need to understand
the predictable and common patterns in
human behavior and the means by which
information is collected, disseminated,
and processed.

While all leaders will need to possess
basic knowledge of the IE, information
function, and IRCs, they will often also
need the support of highly educated
subject matter experts in order to realize
the full potential of information. The
fact remains that human behaviors are
notoriously challenging to diagnose,
understand, and change. Both the in-
telligence and IRC communities must
possess the education and skills to assist
the commander in the technical and
psychological aspects of information
as it relates to plans, operations, and
assessment.

Challenging the Strawman

When presenting an argument elevating
the importance of information and
behavior, routine objections surface:

= “This is not our job.”
= “This cannot be done.”

= “We already do this.”
= “This will cost the Services combat
capability.”

“This Is Not Our Job.” This assertion
usually emerges when one mentions the
word nfluence. But even conventional
combat operations have a purpose larger
than destruction. There, the purpose is to
defeat the will of the enemy in traditional
Clausewitzian terms. But “will” is incom-
plete by itself. It is the will for somebody
to do something, and that means that any
realization of will is actually some form
of behavior. The will to resist or the will
to fight are embodied in actions and
behaviors. We only know we have broken
an enemy’s will when it stops fighting
or resisting, and it begins to engage in
defeated behaviors, such as fleeing or
surrender. If the behaviors of relevant
actors define strategic success or failure,
and objectives and endstates are specified
in these terms (as they should be), then
influence is the ultimate purpose of the
joint force.

“This Cannot Be Done.” Some critics
deny the possibility of effectively specify-
ing objectives and endstates in behavioral
terms. Surely this is not how commanders
and stafts habitually plan, but it is far
from impossible. Planning toward be-
havioral outcomes is not only possible,
but it is also routine for certain elements
of the joint force. MISO already has an
analytical process called target audience
analysis, focused on understanding the
behaviors of relevant actors, and which
is used to plan and shape MISO efforts
to influence (routinely including physical
actions as well as communication).'*
Military deception, being behaviorally
focused, is similar in nature. A rich body
of literature reveals the effectiveness of
applied behavioral planning approaches
to policy implementation by governments
around the world. Typically referred to as
behavioral economics, these approaches
rely on social and cognitive psychological
research to dramatically improve policy
outcomes defined by human behavior.'®
That the joint force has yet to adopt these
methods makes them no less valid.

“We Alveady Do This.” This state-
ment usually refers to either operations

focused on a commander’s endstate

or the relatively minor inclusion of in-
formation considerations in plans and
operations. While planners inherently
direct operations toward a commander’s
desired endstate, the explicit behavioral
component is typically absent. In those
cases, planning toward behavioral out-
comes that support strategy is implied
rather than specified. Furthermore, the
best routes to persuasion and influence
are assumed rather than planned using
valid behavioral analysis and informed
by a knowledge of behavioral science. It
is true that units “execute 10,” but, as
stated earlier, IO is often a separate and
supporting staft activity. To be effective,
information must not only be understood
as central to how objectives are stated,
but also fully integrated with other capa-
bilities (and functions) in pursuit of those
objectives.

“This Will Cost the Services Combat
Capability.” There may be limited
merit to this concern. For example, the
Army does not have the MISO forces
it needs to support long-term stability
operations—something that became
obvious during the heights of operations
in Iraq and Afghanistan. Similarly, the
Intelligence Community is simply not
yet ready to support the information
function, and this function will affect
intelligence investments in all the Services
and some defense agencies. However,
two facts stand out. The first is that ex-
cellent tactics and physical capability are
irrelevant if they do not achieve strategic
aims. Physical destruction rarely defines
strategic success. More often, strategic
success is defined by collective social
behaviors. Second, implementing the
information function is not an argument
for massive investment in influence
capabilities. While new investments are
necessary, the first and most effective ap-
proach is to better use the force at hand
by improving the way the joint force
employs its current assets. Information-
related capabilities are less expensive than
physical combat power capabilities. The
Marine Corps is already reorganizing its
information-related force structure into
Marine Information Groups, showing
a willingness to invest in new structure.
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Airmen work with 179* Airlift Wing Communications Flight, presented with Air Force Lieutenant General Harold W. Grant award for best communication
flight in Air National Guard, January 26, 2018, Mansfield, Ohio (U.S. Air National Guard/Joe Harwood)

It has even assigned a three-star deputy
commandant for information. Service
capability and capacity count, but ulti-
mately, adopting the information joint
function is about clearer thinking.

The Way Ahead

Those involved in the efforts to imple-
ment the information joint function
realize that they are trying to solve

a strategically important, but inher-
ently ambiguous, complex problem.
The Joint Staff has already issued the
change to JP 1 and is in the process of
analyzing and implementing changes

to down-trace doctrine such as JP 3-0,
Operations, and JP 3-13, Information
Operations. The decisive point for real-
izing the potential of information as

a joint function will rest in improving
two other pieces of doctrine, though.
Sharpening JP 5-0, Joint Planning, spe-
cifically operational design and the joint

planning process, will largely define our
ability to harness the power of informa-
tion to enable strategic success. Simul-
taneously, we must improve the Joint
Intelligence Preparation of the Oper-
ational Environment (JIPOE) process
as contained in JP 2-01.3. Since JIPOE
feeds course of mission analysis and
course of action development, it must
enable the staft to produce solid analysis
of the drivers of human behavior so the
commander understands how best to
execute the information joint function.
Vague statements in doctrine accom-
plish little. The Intelligence Community
needs specific processes to assess the
existing and likely behaviors of relevant
actors. Perhaps making the MISO target
audience analysis process an intelligence
responsibility and integrating it as part
of JIPOE would be a logical place

to start. This could enable staffs to
produce logics of behavior change that

inherently link tactical actions to strate-
gic outcomes defined by relevant actor
behavior.

Targeting and assessments are the
final big pieces of the puzzle. Targeting
must account for both a short- and
long-term focus. Some concerns, such as
countering propaganda or moderating
crises to dampen negative effects, are
immediate in nature. However, targeting
must focus just as intently on long-term
strategic objectives and account for the
fact that enduring changes to human
behavior are far more likely to take years
than days. Therefore, we must consider
modifying JP 3-60, Tageting, to support
the information function. Evaluating
campaign success remains an clusive
problem to solve. A behavioral focus
in plans and operations, enabled by the
information function, may produce tangi-
ble progress toward this end.'
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The way ahead for implementing the
joint function is not purely doctrinal.
The Office of the Secretary of Defense
is revising policy to enable the joint
force to better operate in and through
the IE. Professional military education
must thoroughly educate leaders at all
levels—from initial entry through strate-
gic-level education—on both technical
and psychological aspects of information
for both offensive and defensive opera-
tions. The Intelligence Community must
devote resources to the analysis of social
and individual behaviors as well as the
technical aspects of the IE. The Services
will need to make new investments to
develop both human-focused and techni-
cally focused IRCs.

In April 2017, U.S. Army Special
Operations Command (USASOC)
hosted a senior leader forum composed
of a large group of general officers and
civilian equivalents to discuss expanding
the way the Army views operations. The
USASOC proposition is that schemes of
maneuver should include cognitive objec-
tives resulting in relevant actor behavior
favorable to U.S. interests. Their com-
mander, Lieutenant General Ken Tovo,
challenged the group to begin to think
differently. He lamented that while we do
win the fights that we engage in, we still
fail to achieve our campaign objectives.
Furthermore, he stated, our planning sys-
tems too frequently tilt us toward battle
when battle may not be the appropriate
solution to our strategic problems. “The
problem,” he continued, “is ke 10,
but it’s bigger.”!” The solution he and
other senior leaders seek is informational.
Contemporary DOD organizational
culture and planning systems are virtually
blind to the proper importance, role, and
function of information. Commanders,
our educational institutions, and our
training bases must move out absent
enumerated guidance and pursue General
Dunford’s intent when he signed the
change to JP 1.

The potential benefit of information
as a joint function to commanders is
clear. Their staffs will be able to better
support them by developing plans
that do in fact link tactics and strategy.

Commanders will be able to measure
campaign success by evaluating emer-
gent behavior of relevant actors that
defines strategic outcomes rather than
focusing too intently on the physics of
fighting. In 2009, then-General James
Mattis stated that “capturing percep-
tions is the new ‘high ground’ in today’s
conflicts, as the moral is to the materiel
as three is to one.”!® It is time to capture
that ground." JFQ
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16 Christopher E. Paul et al., Assessing and
Evaluating Department of Defense Efforts to
Inform, Influence, and Persuade: Handbook for
Practitioners, RR-809 /2-OSD (Santa Monica,
CA: RAND, 2014), available at <www.rand.
org/pubs/research_reports/RR809z2 . html>.
While written toward information-related
efforts, the methods in this study could easily
apply to evaluating campaigns writ large.

7 Conference discussion, Expanding Ma-
neuver Senior Leader Forum, Tyson’s Corner,
VA, April 5,2017.

18 James Mattis, “Launching NATO’s New
Strategic Concept,” Brussels, July 7, 2009,
available at <www.nato.int/cps/en/natolive /
opinions_56392.htm>.

Y On September 15, 2017, Secretary Mattis
issued a memorandum to the Department of
Defense endorsing the new joint function, and
admonishing leaders across the Department to
support efforts related to the function.
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Soldier with 780" Military Intelligence Brigade s'gts'r

o up cyber tools overlooking mock city of Razish at

National Training Center, Fort Irwin, California, May

5,2017, as part of Arr'ﬁy Cyber Command-—led Cyber-
Electromagnetic Activitie's.Su;iport to Corps and Below .

Initiative (U.S. Army Cyber Command/Bill Roche)

By Gregory C. Radabaugh

he importance of understand-

ing the informational aspect

of the operating environment
was underscored by the Chairman of
the Joint Chiefs of Staff’s addition of
Information as a Joint Function (IJF)
in a recent change to Joint Publication
1, Doctrine for the Armed Forces of
the United States. This change comes

Gregory C. Radabaugh is Director of the Joint
Information Operations Warfare Center, Joint
Base San Antonio, Texas.

amid an erosion of the U.S. military’s
competitive advantage in a security
environment marked by challenges
from Russia, China, Iran, North Korea,
and violent extremist organizations
(VEOs). As the Chairman articulated
in his 2016 posture statement, conflict
with one—or a combination—of our
adversaries will be transregional, mul-
tidomain, and multifunctional (TMM)
in nature. This represents a marked
shift from how past conflicts were
fought and will put significant stress on
the Department of Defense’s (DOD?s)

geographically based operational
structure and associated command
and control (C2) architecture. Future
conflicts “will spread quickly across
multiple combatant command geo-
graphic boundaries, functions, and
domains. We must anticipate the need
to respond to simultaneous challenges
in the ground, air, space, cyberspace,
and maritime domains.”

Among the many challenges affecting
operations in and across all the domains
are advances in information technology,
which have significantly changed the
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Soldier with Expeditionary Cyber Electromagnetic Activities Team, 781 Military Intelligence Battalion, conducts cyberspace operations at National
Training Center, Fort Irwin, California, May 9, 2018 (U.S. Army Cyber Command/Bill Roche)

generation, transmission, reception of,
and reaction to information. As high-
lighted in the Joint Concept for Operating
in the Information Environment, “these
advances have increased the speed and
range of information, diffused power over
information, and shifted sociocultural
norms. The interplay between these three
provides our competitors and adversaries
additional opportunities to offset the
diminishing physical overmatch of the
world’s preeminent warfighting force.”?
This three-way interplay affects each
of the warfighting domains and their
activities in the information environment
(IE). For example, operations in the
land domain will increasingly take place
among, against (in the case of VEOs),
and in defense of civilians. Civilians will
be the information targets and the objec-
tives to be won, as much as an opposing
force.? Similarly, since deterring conflict
also hinges ultimately on perceptions

and attitudes, the joint force will require
an understanding of how relevant actors
perceive and understand information.
In all domains, every friendly action,
written or spoken word, and displayed or
relayed image has informational aspects
that communicate a message or intent.*
Commanders must also be alert that
red actors will interpret blue activities
through the lens of their personal world
views, regardless of the intended message.
With IJF, commanders must now
understand the centrality of dynamic
integration of information with other
joint functions (C2, fires, intelligence,
movement and maneuver, protection,
sustainment) in order to positively alter
relevant actor perceptions and behaviors
in a TMM security environment regard-
ing national security objectives.
Command and Control. Information
is integral to planning for and synchroniz-
ing operations involving disparate entities

(and their associated capabilities and
processes); all require a collective under-
standing of the implications and character
of the warfighting domains and IE. The
Services are pursuing new ways of think-
ing and training and new technologies to
collect and distribute data for situational
awareness coupled with real-time report-
ing of the changing battlespace.® Mission
command in the IE, for example, entails
commanders giving subordinates the flex-
ibility to adjust a theme, narrative, and
message as the situation dictates.

Fires. Commanders will be more
likely to consider the employment of a//
available weapons and other systems. The
Marine Corps has recently established an
Information Marine Expeditionary Force
to build and sustain effective offensive
cyber and electronic warfare operations
and associated intelligence support.

Fires and information also extend to the
synchronization of information-related
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activities such as military information
support operations with hard assets like a
GBU-43 /B Massive Ordnance Air Blast
(the so-called Mother of All Bombs) to
blunt adversary uses of ideas, images,
and violence designed to manipulate the
United States and its allies.

Intelligence. Commanders can be
expected to place increasing emphasis on
the integration of intelligence disciplines
and analytic methods to characterize,
forecast, and assess the IE. Moreover,
they will be more inclined to emphasize
it early in the planning process due to
the long lead time needed to establish
information baseline characterizations
and properly assess effects in the IE. A
major challenge will be characterizing the
informational battlespace in a way that
enables commanders to visualize it in the
same manner as the land, sea, air, space,
and cyberspace battlespaces, enabling
them to fully integrate informational and
physical power.

Movement and Maneuver. This func-
tion includes moving or deploying forces
into an operational area and maneuvering
to achieve objectives. In developing plans
ranging from freedom of navigation to
those intended to prevent a crisis from
worsening and allow for de-escalation
(flexible deterrent options), IJF will pro-
vide a means for commanders to more
tightly align the movement of forces with
information activities to influence rele-
vant actors. Every physical activity has an
informational component.

Protection. The protection function
in part includes conserving the joint
force’s fighting potential by making
friendly forces difficult to locate and
strike. Integration of protection and
information—particularly regarding
military deception and operations security
(OPSEC)—will be critical to antiaccess/
area-denial operations, where the joint
force will have to maneuver undetected
over strategic distances through multiple
domains.

Sustainment. Sustainment is the
provision of logistics and personnel
services necessary to extend operational
reach. Management of information and
information systems is critical to sus-
tainment and will be a significant target

of adversary attack. Thus, commanders
must integrate OPSEC into sustainment
planning as they do in planning other
aspects of operations.

In addition to enhancing joint war-
fighting today, IJF in joint doctrine will
play a significant role in three ways. First,
while policy generally drives doctrine, on
occasion a new application of an extant
capability within doctrine may require
the creation of policy. In the coming
months, senior-level forums (for example,
the Information Operations Executive
Steering Group) comprised of policymak-
ers, operators, and doctrine developers
can be expected to work collaboratively
to develop effective and integrated policy
and doctrine for the joint force.

Second, joint doctrine provides
the foundation for joint training and
education. As such, curricula from
precommissioning programs to general
and flag officers continuing education
programs will be revised to reflect the
informational aspects of all military
activities.

Finally, while not the explicit goal of
IJE, its incorporation into joint doctrine
opens the possibility for changing the
way DOD programs and budgets for
operations in the IE. Joint functions are
generally aligned with Joint Capability
Areas (JCA), which are collections of
like-capabilities functionally grouped to
support capability analysis and investment
decisionmaking. JCAs are aligned with
Functional Capability Boards, which
assist the Chairman in accomplishing his
statutory responsibilities of assessing risk
and making programmatic recommen-
dations. Now that information is a joint
function, changes within the Planning,
Programming, and Budgeting Execution
process could follow, making needed
investments for operations in the IE
more visible (such as creating a separate
Information JCA).

The integration of the IJF with the
other six joint functions offers new
opportunities for developing and con-
ducting operational art and design. IJF
will result in the development of execut-
able plans to deal with future conflicts
that are TMM in nature. Moreover, given
the importance of joint doctrine to other

foundational aspects of combat power
and the way in which DOD accomplishes
programming and budgeting actions,

IJF will serve to create a joint force of
tomorrow more capable of and organized
to leverage the inherent informational
aspects of all military activities to achieve
the commander’s objectives and enduring
strategic outcomes. The ultimate result
will be that joint force commanders are
able to dominate the informational aspect
of their operating environment (the IE)
the same way they dominate land, sea, air
space, and cyberspace. JFQ

! Posture Statement of General Joseph F.
Dunford, Jr., before the Senate Armed Services
Committee, March 17, 2016.

2 Joint Concept for Operating in the Infor-
mation Environment (Washington, DC: The
Joint Staff, September 1, 2017, draft version
0.80).

3 General Sir Rupert Smith described this
construct as “war amongst the people.” See
Rupert Smith and Ilana Bet-El, “Military
Capabilities for War Amongst the People,” in
Adapting America’s Security Paradigm and
Security Agenda, ed. Roy Godson et al. (Wash-
ington, DC: National Strategy Information
Center, 2011).

*Joint Publication 1, Doctrine for the
Armed Forces of the United States (Washington,
DC: The Joint Staff, March 25, 2013).

> David L. Goldstein, Enbancing
Multi-Domain Command and Control . . .
Tying It All Together, U.S. Air Force Focus
Area (Washington, DC: Headquarters De-
partment of the Air Force, 2017); and Mark
A. Milley, Multi-Domain Battle: Combined
Arms for the 21 Century (Washington, DC:
Headquarters Department of the Army,
February 2017).
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Air Force pararescuemen assigned to 48t Rescue
Squadron and French air commandos provide cover after
moving simulated patient into Eurocopter EC-725 for
aerial transport during personnel recovery scenario in
southern Arizona, November 7, 2017, as part of Angel
Thunder (U.S. Air Force/Andrew Lee)

Globally Integrated Exercises

By Stephen M. Gallotta, James A. Covington, and Timothy B. Lynch

ncreased complexity among emerging  faces responding to them.? A primary

challenges in the strategic environ- challenge, revealed in a brief exam-

ment requires adjustments in how ination of the joint force’s history, is
the United States prepares for future creating a clear approach toward global
challenges.! Chairman of the Joint integration to enhance Department of
Chiefs of Staft (CJCS) General Joseph Defense (DOD) strategic planning and
E. Dunford, Jr., recognizes not only execution. Taking on this challenge, the
the complexity of the environment, Chairman is creating a Globally Inte-
but also the challenges the joint force grated Exercise (GIE) structure focusing

Commander Stephen M. Gallotta, Judge Advocate General's Corps, USN (Ret.), is currently serving
as an Exercise Planner in the Joint Chiefs of Staff, J7. Lieutenant Colonel James A. Covington, USA,
is currently serving as the Branch Chief, Readiness and Assessments, in Joint Force Headquarters—
Department of Defense Information Networks, J35. Major Timothy B. Lynch, USA, is a Field Artillery
officer currently serving as a Joint Targeting School Instructor.

on combatant commander (CCDR) and
higher authority integration. Despite a
number of limitations, the CJCS GIE
approach is the most proactive, effective,
and innovative means to create the
necessary planning and organizational
changes to confront today’s increasingly
complex strategic environment.

The Approach

Without the benefit of a definitive leg-
islative mandate and lacking command
authority, the Chairman is utilizing the
GIE to drive the joint force toward
understanding the requirements for
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global integration.? On January 12,
2017, General Dunford issued the
2017-2020 Joint Training Guidance
(2017 JTG). CJCS Instruction 3500.1,
Joint Staff Joint Training Policy and
Guidance, transformed the emphasis in
CJCS-sponsored joint force exercises.
Unlike previous guidance focusing on
exercising, and thereby developing
functional capabilities (for example,
cyber operations, targeting processes,
fires, defeating antiaccess/area-denial
networks, and interagency coordina-
tion), the 2017 JTG focuses on the
“4+1” problem sets, cross—combatant
command (CCMD) coordination,
senior leader development, and global
integration.* Furthermore, in the
2017 JTG, General Dunford uses his
training authorities to align training
requirements to his vision of strategic
complexity, a vision characterized by the
4+1 problem set in a transregional, mul-
tidomain, and multifunctional (TMM)
environment.

Establishing essential characteristics
for exercises, the Chairman directs that
joint training must

= reflect the strategic environment and
its respective challenges

= emphasize global integration across
the 4+1 problem set

= span the range of military operations

= cnable the joint force to innovate.

These characteristics, and the eight
associated required elements, introduce a
new level of sophistication and challenge
for CCDRs to fully integrate the strategic
considerations of the real-world 4+1
problem set into their exercise programs.®
Leading this effort, the 2017 JTG also
directs that the

Joint Staff will establish a training pro-
gram designed to improve its ability to
integrate global activities, vesources, strat-
eny, and risk management, and provide
the best malitary advice. This program will
involve a series of tabletop exercises, senior
leader seminars, and wargames culminat-
ing in an annual event linked to a CCMD
Tier 1 exercise that enables the Joint Staff
to exercise internal strategic decisionmak-
ing and global synchronization processes.’

Case Studies: JCS Evolution
The United States has a history of
adapting the force to address emerg-
ing challenges. Two landmark pieces
of legislation reveal the innovative,
iterative, and effective transformation
of the national security organization
toward enhancing unity of command
and unity of effort. The first case study,
the National Security Act of 1947,
enacted as a response to experiences of
World War II and in anticipation of the
challenges by the coming Cold War,
laid the foundation for today’s national
security framework, establishing DOD,
with a Cabinet-level Secretary, Central
Intelligence Agency, and Joint Chiefs of
Staft, among other changes.

The second case study, the Goldwater-
Nichols Department of Defense
Reorganization Act of 1986, aimed at im-
proving interoperability or unity of effort
among the military Services. It mandated
jointness in officer management and estab-
lished a Joint Staffled by an officer who
was the senior military officer, indepen-
dent of any Service, and answered only to
the President and Secretary. These trans-
formative pieces of legislation demonstrate
the continuing effort to streamline and
improve force management, information
use, and decisionmaking in the national
security structure to better address security
challenges.

National Security Act of 1947.

Prior to 1941, the United States did not
have a formal entity like the Joint Staff.
The advent of World War II, however,
brought change. Soon after Pearl Harbor,
President Franklin Delano Roosevelt

and Prime Minister Winston Churchill
established the Combined Chiefs of Staff
as the supreme military body for strategic
direction of the Anglo-American war
effort. To meet wartime demands, the
United States informally established a
JCS from the existing Service chiefs.”

The JCS quickly adapted and grew
into a warfighting organization. Several
committees, planning teams, and agen-
cies, with the intent of tackling tough
joint problem sets between Services and
allies, developed almost immediately.
Although the JCS held an unofficial

role, it remained “directly responsible to

President Roosevelt.”® Still, the JCS was
not a statutory body, and its members
were still under the command of separate
Cabinet officials.

With the impending threat of com-
munist expansionism in the post-World
War II strategic environment, President
Harry S. Truman moved to streamline
the national security system, pursuing
what he called “unification.” The re-
sulting National Security Act of 1947
reshaped the U.S. national security
framework and created some of the most
important national defense institutions.
It eliminated the Cabinet rank for the
Service departments, making them
subordinate to the Secretary of Defense.
It also created the authority for and defi-
nition of combatant commands (called
unified commands).

For the JCS, in particular, the act
provided the “statutory standing, with
a list of assigned duties, and it became a
corporate advisory body to the President,
the Secretary of Defense, and the
National Security Council.”!? Despite
the act’s intent to provide unity of effort,
it remained incomplete because it did
not provide a single voice to represent
the Services’ warfighters. The Service
secretaries, although subordinate to
the Secretary of Defense, remained the
principal warfighters—building, training,
and fighting their forces accordingly, and
independently.

Goldwater-Nichols Act of 1986.
Thirty-nine years after the 1947 National
Security Act, Congress, again seeking
to improve unity of effort, profoundly
reshaped the national security structure.
Goldwater-Nichols was a groundbreaking
bill that significantly altered the orga-
nization and operation of DOD and its
military components.'! The impetus for
Goldwater-Nichols was the recognition
that inter-Service rivalries were creating
command and control challenges for
CCDRs and the Secretary. The system
resulting from the 1947 act allowed
counterproductive inter-Service rivalry
to persist. These rivalries manifested
themselves in myriad ways, and peace-
time activities (such as procurement
and creation of doctrine) were tailored
for each Service in isolation. Similarly,
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wartime activities of each Service were
largely planned, executed, and evaluated
independently. These practices resulted
in division of effort, an inability to profit
from economies of scale, and inhibited
the development of modern warfare
doctrine.'? This contributed to significant
underachievement of DOD capability and
placed national security at risk. All the
specific provisions of the bill were aimed
at solving one problem: “the inability of
the military Services to operate effectively
together as a joint team.”’?

The bill’s development, a result of
almost 5 years of effort and analysis by
Congress and the Pentagon, focused on
improving interoperability among the
Services at an operational level. The act
made a number of significant structural
changes to DOD, increasing the powers
of the Chairman and the CCDRs, while
removing the Service secretaries and
chiefs from the operational chain of com-
mand. By requiring joint education and
duty assignments, Goldwater-Nichols has,
in the intervening years, created a force
comprised of officers trained and expe-
rienced in joint operations. Ultimately,
Goldwater-Nichols went beyond unity of
effort to unity of command.

The Challenge

Today, 30-plus years after the enact-
ment of Goldwater-Nichols, there is a
growing movement to reexamine the
national security structure in light of
the increasingly complex and different
strategic environment.'* Both Armed
Services Committee chairmen, Senator
John McCain (R-AZ) and Represen-
tative Mac Thornberry (R-TX), have
voiced concerns about how well Gold-
water-Nichols is performing.'® In the
Senate, the Armed Services Committee
held hearings in mid-2016. It heard
from a variety of commentators, gath-
ering information about the current
structure and improvements that could
be made.'®* Comments ran the gamut
of suggested reforms, from ending
CCMDs and transforming DOD into
three major commands (Global Strike,
Defense, and Presence) to transforming
CCMDs to threat-focused (rather than
regionally focused) commands.'” These

suggestions reflect an interest in trans-
forming DOD structure from region-
ally based, with regional CCMDs, to
threat-based. Other recommendations
retain the regionally based structure
but seek to create an apparatus to
enhance globally integrated operations.
What is needed, proponents argue,

is “an organization that thinks and

acts both globally and jointly”—but
they differ on who should lead the
organization, with recommendations
running from the Chairman, Joint Staff
J5, a civilian within DOD (such as the
Under Secretary of Defense for Policy),
to a new organization altogether.'® All
these ideas share one common charac-
teristic: there is no precedent or experi-
ence to judge the potential to enhance
global integration. What is needed then
is a mechanism to evaluate how DOD
would enhance globally integrated
operations.

Globally Integrated Exercises
That mechanism is GIE. To execute
the Chairman’s direction in the 2017
JTG, the Director of Joint Force
Development (J7) is developing the
GIE program.' The program serves
two functions: to assess and align Joint
Staff processes as the global integrator
and to “create opportunities for [senior
leaders] to increase their understanding
and experience for globally integrated
operations and strengthen their ability
to work effectively with the Joint

Staff, CCMDs, Services, interagency,
and Allies and partners, to address
global integration/TMM threats.”?°
Ultimately, the intended endstate is to
develop mechanisms to enable the Joint
Force and Joint Staff/Office of the Sec-
retary of Defense (OSD) to operate at
the speed of war.

Because the GIE provides CCDRs
and higher-level authorities the ability
to exercise the joint force as a whole in
time, space, and purpose while evaluat-
ing global risk, it addresses two major
strategic-level concerns.?! First, the
inability of the joint force to execute as
a whole undermines the Secretary and
Chairman’s responsibility to provide the
President and National Security Council

with the best military advice. Second,
the strategic leadership’s capacity for
timely military decisionmaking, which
General Dunford argues is unable to
“frame decisions and act in a timely
manner,” must be improved by making
some “fundamental changes . . . to our
organizational construct.”??

The GIE structure envisions two
types of exercises differentiated by the
level of Joint Staft and joint force partic-
ipation. Type 1 exercises “would involve
Joint Staff developing events to rehearse
DOD leaders against national strategic
objectives with whole-of-government,/
whole-of-society focus.” In these exer-
cises, Joint Staff and OSD leaders would
be the “primary training audience with
participation by all relevant combatant
commands.”? Type 1 exercises would
be Joint Staff led, with interagency se-
nior-leader participation. Type 2 exercises
are similar except that they will be CCDR
led, with two or more CCMDs and the
Joint Staff as the primary training audi-
ence, exercising a 4+1 challenge.?

In both constructs, the Joint Staff
will be a primary training audience, and
the scenarios, constructed from the
real-world strategic and political environ-
ment, will involve the 4+1 challenges in a
TMM environment. The lessons learned
from these exercises will provide the
Chairman with a body of evidence from
which he can advise the Secretary about
how best to execute globally integrated
operations. By doing these events on no
less than an annual basis, across the range
of military operations and at different
stages of the contflict continuum, the
Chairman will establish the necessary
conditions to experiment with different
approaches toward achieving global
integration. The current goal is for a
Type 1 exercise, with all (or most) of the
CCMDs, in fiscal year 2020.%

Lessons learned from the first GIE
event that occurred in October 2017,
where the Joint Staff and OSD partic-
ipated in a U.S. Northern Command
and U.S. Strategic Command exercise,
demonstrated challenges in staft pro-
cesses, structure, and tools, which are
now being reviewed and addressed at the
flag /general officer level.
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Soldier assigned to 1 Battalion, 501 Aviation Regiment, transmits information via field radio during Exercise Combined Resolve VIII, at Hohenfels
Training Area, Germany, June 8, 2017 (U.S. Army/Michael Bradley)

Limitations

Working as limitations to the Chair-
man’s approach is the existing process
for exercises that are, first and foremost,
a series of exercises by a single CCMD
and focused on three things:

= exercising existing theater operation
plans and operation plans in concept
form

= CCMD staff processes

= component training objectives
(which generally revolve around the
warfight).

While these are not unworthy exercise
objectives for the commands involved,
this format routinely lacks the critical
dialogue with a higher authority, or
other interested same-tier actors. There
are few exercises with multiple CCMDs
involvement and even fewer with re-
al-world strategic policymakers involved,

but the vast majority of CCMD exercises
are limited to a single command and its
components and, necessarily, provide no
opportunity to conduct globally inte-
grated operations.

The second limitation is capacity.
A fully globally integrated exercise will
require participants to step away from
their assigned duties to engage in the
exercise. These are busy people and orga-
nizations that do not have the bandwidth
to perform their normal duties on top
of participating in time-consuming exer-
cises. This challenge will, inevitably, limit
the scope and tempo of the program. The
ideal, and the goal, is an annual global
exercise involving all, or most of, the
CCMDs, exercising a 4+1 crisis scenario
along with senior interagency partners
and allies.

A third, perhaps more fundamental,
limitation is the role of the Joint Staff in

the chain of command. Under law, the
Chairman is responsible for “formulating
policies and technical standards, and
executing actions, for the joint training
of the Armed Forces.”? This is broad au-
thority within the sphere of joint training
and includes the requirements set forth in
the 2017 JTG. Regarding global integra-
tion, the law provides, in

matters velating to global military stra-
tegic and operational integration— the
Chairman is responsible for] (A) pro-
viding advice to the President and the
Secretary on ongoing military opevations;
and (B) advising the Secretary on the
allocation and transfer of forces amony
geographic and functional combatant
commands, as necessary, to address
transregional, multi-domain, and multi-
functional threats?”
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The Chairman, then, has a critical
role regarding the deployment of forces
to achieve global integration, but is not
the decisionmaker. Indeed, as General
Dunford frequently points out, there
is only one “global integrator” within
DOD, the Secretary of Defense.?

Recommendation
The limitations in the GIE construct
should not dissuade its utilization.
Like any new concept, it requires the
necessary time, space, and iterations to
meet the Chairman’s intent. As noted,
there is no shortage of reccommenda-
tions for tackling the globally integrated
operations challenges. The risk to these
potential recommendations, while
likely well informed, is that they remain
untested. Placed into a military planning
context, choosing one of these potential
recommendations is similar to pursuing
a course of action without analyzing it.
Any potential changes to optimize
the joint force structure, or roles and

Amphibious assault exercise during Cobra Gold 2018, at Hat Yao, Thailand, February 16, 2018 (U.S. Marine Corps/Qlivia G. Ortiz)

responsibilities, is not advisable without
first testing them in a globally integrated
exercise. Because the GIE introduces
real-world strategic and operational
challenges in an exercise environment,
the lessons learned not only will uncover
how CCDRs work best with one another,
but also, through several iterations,
create a shared understanding, as well as
developing the processes, structures, and
tools necessary to achieve global inte-
gration. Using the strategic exercises to
develop methodologies to accommodate
the requirement for globally integrated
planning and operations creates an op-
portunity to help steer the joint force
through this transition.

The Chairman’s GIE approach is the
most deliberate, effective, and innovative
means to drive the necessary planning
and organizational joint force changes
to confront today’s increasingly complex
challenges. Although limitations exist
in the current construct, it remains the
ideal leadership laboratory to foster the

growth and innovation required to create
and examine the necessary connective
tissue across combatant commands, the
interagency community, and with the
Office of the Secretary of Defense. As the
GIE series develops under CJCS stew-
ardship, it will require buy-in, patience,
and dedicated participation from the
Joint Staff and combatant commanders
to reorient the joint force. The timeline,
with exercises programmed over the up-
coming years, is aggressive but necessary
to demonstrate to Congress that another
reorganizational piece of legislation is not
required or that a best solution has been
exercised and found effective. JFQ

!Valerie Strauss, “The Difference Between
‘Complex” and ‘Complicated’—and Why
It Matters in School Reform,” Washington
Post, August 8, 2014, available at <www.
washingtonpost.com/news /answer-sheet/
wp,/2014,/08 /08 /the-difference-between-
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complex-and-complicated-and-why-it-matters-
in-school-reform/?utm_term=.tfba311ad182e>.

2 Chairman of the Joint Chiefs of Staff No-
tice (CJCSN) 3500.01, 2017-2020 Chairman’s
Joint Training Guidance (Washington, DC: The
Joint Staff, January 12, 2017), 1. General Dun-
ford’s vision of this complexity is reflected in his
view that future conflicts will be “increasingly
transregional, multidomain, and multifunction-
al [TMM] as potential adversaries’ interests,
influence, capabilities, and reach extend beyond
single geographic areas and domains.”

3Joint Staff J7, Joint Force Development,
Globally Integrated Exercise Framework, infor-
mation paper, August 23, 2017. Global integra-
tion is defined as the “arrangement of cohesive
joint force actions in time, space, and purpose,
executed as a whole to address transregional,
multidomain, and multifunctional challenges.”
See also CJCSN 3500.01, 2-3.

+*CJCSN 3500.01, 2. To confront the
current challenges in the strategic environment,
the Chairman reoriented joint force planning
priorities through the adoption of the “4+1”
problem-set paradigm, around which mili-
tary planning for the four primary countries
of concern—Iran, North Korea, Russia, and
China—and the “+1” violent extremist organi-
zations is focused. The 2018 National Defense
Strategy prioritizes “long-term competition
with China and Russia,” while deterring and
countering North Korea, Iran, and violent
extremist organizations. Accordingly, what was
previously called 4+1 is now commonly referred
to as “2+3.”

51Ibid., 2-5. The instruction outlines that
“eight overarching required elements are opera-
tional areas that need focused attention within
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Soldiers with 254" Regiment (Combat Arms), New Jersey
Army National Guard, fly RQ-11B Raven small unmanned
aircraft system at Joint Base McGuire-Dix-Lakehurst, New
Jersey, July 11, 2016 (U.S. Air National Guard/Mark C. Olsen)

Moore's Law and the Challenge of
Counter-sUAS Doctrine

By Mark D. Newell

As I veflect back on four decades of service in uniform, it is clear

that the pace of change has accelevated significantly.

n 1965, Gordon Moore, co-founder

of the Intel Corporation, made his

now famous prediction that the
“number of transistors incorporated
in a chip will approximately double
every 24 months.”! More than 50 years
later, his prediction has not only held
true, but also the implications of what
is now called Moore’s Law define the
combat environment for the joint force.

Lieutenant Colonel Mark D. Newell, USAF, is a
Joint Doctrine Strategic Planner on the Joint Staff.

The continual miniaturization, mass
production, proliferation, and improve-
ment of integrated circuits and micro-
processors have introduced powerful
computing technology into every aspect
of modern life.

One of the many modern applications
of the integrated circuit is in controlling
small unmanned aircraft systems (sUAS).
Commonly referred to by the name
drones, commercially available sUAS
have increasingly become a weapon of
choice for nonstate actors with limited
resources. Their rapid evolution and

—GENERAL JosepH F. DUNFORD, JR.

innovative application have created
several challenges for a joint force tasked
to establish a defense against them. Not
least among these challenges has been the
development and dissemination of useful
counter-sUAS (C-sUAS) doctrine.

History and Context

At first glance, Moore’s Law appears to
describe the potential growth of a single
technology through miniaturization.
What is unique about the exponential
miniaturization of transistors, though,
is their foundation. Transistors form the
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basic building blocks of integrated cir-
cuits and microprocessors, which in turn
act as the computational core of almost
every piece of electronic technology.
For ecach reduction in transistor size
over the last five decades, computing
capability has increased, while produc-
tion costs have decreased. The increased
affordability for consumers has resulted
in broad market penetration. Today,
transistor and microprocessor technol-
ogy are ubiquitous; they touch every
aspect of modern life including the
weapons systems of the joint force and
its adversaries. Although it is doubtful
he understood it at the time, Moore
predicted the dawn of a technological
age no less significant than the indus-
trial revolution in the 18" century.

Despite the fact that weapons tech-
nology in every sector has transformed
rapidly over the last 50 years, the evolu-
tionary pace of sSUAS has been particularly
startling. These systems seem to have
burst onto the battlefield with remarkable
and fully developed capabilities. In truth,
this perception is not entirely accurate,
as the capabilities of today’s sSUAS were
nurtured in what amounts to a global cot-
tage research and development program.
While the weight of military effort was
focused on replicating manned aircraft
capabilities in larger UAS, anything under
50 pounds had been essentially relegated
to the realm of hobbyists.

Quietly in garages and basements
around the world, remote control aircraft
enthusiasts incorporated each advance-
ment in miniaturization and processing
capacity into their hobby. Smaller radios
allowed greater range with less weight.
Miniaturized cameras were incorporated
that could transmit real-time data to
operators wearing virtual reality headsets.
Powerful microprocessors and Global
Positioning System receivers created
aerodynamic stability and allowed com-
plex propulsion configurations and the
capability to preprogram routing beyond
radio range. These advances, along with
ever-decreasing entry-level costs, greatly
expanded the global remote-control
(RC) aircraft market.

In December 2015, the Federal
Aviation Administration (FAA)

designated RC aircraft between 0.55 and
55 pounds as “sUAS” and began regulat-
ing their activities in an effort to manage
the growing numbers operating in the
United States. As one indication of the
scale and pace of UAS growth, this year’s
FAA Aerospace Forecast predicts as many
as 4.4 million sUAS will be registered in
the United States by 2021.% If accurate,
this would amount to a 400 percent in-
crease over the next 5 years.?

Terrorism and Budget
With the steady rise of international
terrorism over the last two decades, bad
actors around the globe have actively
sought low-cost, readily available
technology that can be weaponized for
their purposes. Predictably, they have
found and embraced the sUAS as an
economical tool in their arsenal. The
decade-long pursuit and evolution of
terrorist organizations’ use of sSUAS is
detailed in a 2017 report by the Middle
East Media Research Institute.* What
began in 2004 with a 20-minute sUAS
reconnaissance over Israel by Hizballah®
has evolved to a point where so-called
Islamic State fighters routinely use
sUAS to drop grenades on U.S. special
operations forces in Iraq and Syria.°
Concerns for the future, however, lic
much closer to home as the Department
of Homeland Security has advised
American citizens that terrorist groups are
actively pursuing “new technologies and
tactics, such as unmanned aerial systems
and chemical agents that could be used
outside the conflict zones.”” While the
technology and tactics to defend against
larger UAS have existed in the form of
antiaircraft capability since the dawn of
aviation, sUAS pose a new and unique
threat. Small and maneuverable enough to
clude most surveillance and early warning
radar systems, they are also quiet and
therefore difficult to detect. In the United
States, aside from FAA registration, there
are no restrictions on the purchase of
military-grade sUAS. People interested in
acquiring a capability via the Internet will
find that they can purchase a quadcopter
with its own camera system, capable of
12-minute flights, controlled with a cell
phone, and delivered to their home for

under $180.8 On the high end of the
spectrum, 20 hours of endurance, cruising
speeds of 50 mph, and a 22-pound pay-
load can be purchased for just $17,000.°
Given the availability and capability of
these systems, the joint force, along with
the entire U.S. defense apparatus, has sig-
nificantly increased its focus on countering
their capability at home and abroad.

Change and Challenge

In keeping with Moore’s Law, the evo-
lution of sUAS technology continues to
accelerate. An examination of new, mar-
ketable ideas in the field makes one of
the better illustrations of this point. A
2014 report showed a total of five new
UAS patents were published in 2001.1°
The same report showed 12 new
patents published in 2003, 22 in 2005,
and a near perfect exponential increase
every 24 months through the end of
the reported period, where it indicated
that 372 new patents were published

in 2014." Even if each of these patents
only represents a small but measurable
increase in capability, the rate of sUAS
evolution is daunting.

The effort to establish and deploy
C-sUAS capability within the joint force
has been remarkably expeditious. Even
a casual Internet search for “C-UAS”
reveals a significant uptick in government
outreach to industry in 2016. Phrases
such as Joint Urgent Operational Need"
and government-sponsored C-UAS com-
petitions focused on evaluating “Hard
Kill” technologies' are prevalent in the
results. The same search also reveals an
outpouring of industry response. Dozens
of new technologies and adaptations
of existing ones have been rapidly de-
veloped, and just as rapidly fielded for
evaluation on the battlefield.

With the support of innovative in-
dustry partners, U.S. Central Command
is meeting the C-sUAS challenge with
deliberate action. In response to the
immediate nature of the sUAS threat,
the command has deployed over 100
different experimental C-sUAS systems
throughout the theater.'* Ranging from
man-portable to large fixed-base systems,
all are undergoing operational evalu-
ation by the joint force in the combat
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Marine with Company Bravo, 1 Battalion, 6™ Marine Regiment, prepares to fly Mark-2 Instant Eye
during Infantry Platoon Battle course as part of Deployment for Training on Fort Pickett, Virginia,
August 15, 2017 (U.S. Marine Corps/Michaela R. Gregory)

environment.'® Once sufficient data have
been collected, the field will be narrowed
and a subset chosen for larger scale pro-
duction and deployment. Were it not for
the evolutionary rate of sUAS, this pro-
cess would be relatively straightforward.
Unfortunately, as the current ex-
perimental C-sUAS systems are being
evaluated in the field, teams of designers
and engineers are already working on
the next generation. A thumb through
the science and technology periodicals
at any bookstore yields articles about
artificial intelligence, autonomous sys-
tems, swarm tactics, and more. Given the
current rate of evolutionary change, it is
entirely possible that the next generation
of sUAS technology will be deployed on
the battlefield before evaluation of the

current C-sUAS systems has completed.
This moving target, which is increasingly
harder to hit, is the challenge implied by
Moore’s Law. If there is one aspect of the
C-sUAS effort more difficult than keep-
ing pace with sUAS evolution, it might
be producing useful C-sUAS doctrine.

Doctrine and Adaptation

The concept of military doctrine bears
brief discussion because it often means
different things to different people.
There are essentially three levels of
military doctrine: Service, multi-Ser-
vice, and joint. Where multi-Service
doctrine may be specific to two or more
Services, joint doctrine is published by
the Chairman of the Joint Chiefs of
Staff for use by all the Services. Gener-

ally speaking, doctrine should be both
aspirational and instructional. It should
capture the best ideas and practices
from across the formation, boil them
down to their essences, clearly articulate
them, and present them back to the
formation as achievable goals and stan-
dard procedures. This description is in
line with the Chairman’s Memorandum
5120.01A, Joint Doctrine Development
Process, which requires joint doctrine

to reflect “extant practice” and capture
“lessons learned.”!¢ It also illustrates
how the efforts of the joint force are
synchronized through common under-
standing and expectation.

One prerequisite to capturing,
documenting, and disseminating extant
practice is the establishment of the extant
practice itself. In other words, it is difficult
to describe how things are normally done
when they are not done in any particular
way. The same can be said for the durabil-
ity of the extant practice. If the way things
are done changes at an interval shorter
than the doctrine development timeline,
any doctrine produced will be of limited
value. This is particularly challenging
regarding joint doctrine, where new
submissions are thoroughly vetted by a
joint doctrine development community
of 264 representatives from combatant
commands, Services, and other stake-
holders. Over the past 20 years, joint
doctrine development timelines have been
streamlined from 21 months in 1996, to
17 months, and again this summer to 12
months with the implementation of the
Adaptive Doctrine initiative.!” Even with
these significant improvements, capturing
rapidly evolving C-sUAS practices in joint
doctrine remains a challenge.

The approach the C-sUAS doctrine
community has taken is to balance
specificity and accuracy while favoring
timeliness. That is to say they have pur-
posely provided an intellectual framework
that allows efficient communication of
ideas in the short term, while avoiding
some of the specificity that might become
inaccurate by the time it is published.
Within the joint force, the Army gets full
credit for the groundwork that it laid in
C-sUAS doctrine. In October 2016, as
the first experimental C-sUAS systems
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were being deployed, the Army released
an unclassified C-UAS strategy that had
as its stated purpose “to integrate and
synchronize C-UAS efforts across the
Army, and to inform joint, inter-organi-
zational, and multinational partners.”'8

This was not the first C-sUAS
discussion, but it was the first broadly
disseminated and authoritative document
to outline a course forward. Not only did
it establish baseline terminology in its 13
pages, but it also laid out short- and long-
term priorities in the development of
C-sUAS capability. The value of the stan-
dard military terms and their definitions
cannot be overstated as they establish the
foundation of doctrine. Even before the
first joint publication (JP) was printed,
the Department of Defense Dictionary
was created in 1948 to allow “the joint
force to organize, plan, train, and execute
operations with a common language
that is clearly articulated and universally
understood.”"?

Armed with the baseline terminology
and concepts from the Army C-UAS
strategy, deployed forces established local
procedures from which generic tactics,
techniques, and procedures were writ-
ten. These and other tactically oriented
planning considerations were initially
captured in Army Tactical Publication
3-01.81, Counter—Unmanned Asrcraft
System Techniques, and ultimately con-
solidated into the Multi-Service Tactics,
Techniques, and Procedures (MTTP)
Manual for Air and Missile Defense.
Because joint publications are focused
on operational- and strategic-level doc-
trine, the April 2017 revision of JP 3-01,
Countering Air and Missile Threats,
provides a brief C-sUAS discussion, but
ultimately refers the reader to the MTTP
where the majority of C-sUAS doctrine
resides, pending the further development
of higher level practice.

The end result of this effort is a
framework of concepts, terminology,
definitions, considerations, and ge-
neric procedures specific enough to
be useful, yet vague enough to remain
relevant as C-sUAS technology evolves.
Although it is addressed at the joint,
multi-Service, and Service levels, C-sUAS
doctrine rarely refers to a specific C-sUAS

technology. By maintaining a conceptual
approach, this framework is presented
with the expectation that combatant
commands and deployed forces will adapt
it to their specific circumstances and ex-
perimental systems.

Conclusions
Just as the sUAS is likely to remain on
the battlefield for quite some time, so
will the changes they have illuminated
in the doctrine development process. If
Moore’s Law continues to hold true,
new technologies will increasingly be
fielded in response to emerging threats
with only the roughest outline of
employment doctrine in place. There-
fore, despite a continued and concerted
effort to simplify doctrine development,
the burden of adapting general guid-
ance to new battlefield situations will
remain heavy on the shoulders of the
men and women engaged in the fight.
Effective C-sUAS doctrine is in the
hands of deployed personnel today be-
cause doctrine developers did not wait for
the environment to match their expecta-
tions; they adapted their expectations and
the doctrine development process to the
new environment. On the modern bat-
tlefield where the technology is evolving
almost faster than it can be documented,
matching that speed with non-technology
based processes is not always an option.
Going forward, flexibility and adaptation
will be the joint force’s key to avoid being
outpaced by its own technology or that
of its adversaries. JFQ
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Soldiers from Expeditionary Cyber Support Detachment, 782" Military \
Intelligence Battalion (Cyber), provide offensive operations in support of 1t

Stryker Brigade Combat Team, 4" Infantry Division, during seizure of town at \]I
National Training Center, Rotation 18-03, Fort Irwin, California, January 18, \
2018 (U.S. Army/Adam Schinder)

Outmatched
Shortfalls in Countering Threat Networks

By David Richard Doran

ur adversaries employ threat

networks to create conditions

in the operating environment
that undermine international order
and rule of law—without triggering
a decisive military response. Taking a

Lieutenant Colonel David Richard Doran, USA, is
a Joint Strategic Planner in the Office of Irregular
Warfare, Joint Staff J7.

cue from Sun Tzu, in many areas they
are winning without fighting, but by
employing means that we consider
nonmilitary. These persistent simul-
taneous efforts unbalance joint force
footing by causing regional instability,
damage to legitimacy, degraded access,
conduits for weapons and fighters, and
ultimately pathways for attacks against
the homeland. Understanding how
adversaries use threat networks globally

to compete with us below the threshold
of traditional armed conflict is a critical
first step to identifying opportunities
to exploit, disrupt, or degrade threat
networks. However, the increasing
convergence of legitimate and illicit
networks complicates our ability to gain
the level of understanding required

to do this effectively. A dilemma thus
ensues: Commanders are encumbered
with problems for which the optimal
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(or only) solutions are often nonmil-
itary, representing a condition that is
anathema to our culture and, as such,
incongruent with our processes.

The joint force is not postured to
effectively counter these threat networks
at a level that matches, or much less over-
matches them. Historically, when faced
with emerging challenges that could
not be addressed using extant practices,
processes, or capabilities, such as the pro-
liferation of improvised explosive devices
or weapons of mass destruction, we did
not accept a casual, disjointed approach
to countering them. Accordingly, we
should not attempt to counter threat
networks through ad hoc ways and means
but rather adopt a deliberate approach,
rooted in policy, enshrined in doctrine,
instilled in our institutions, and under-
stood throughout the joint force.

Leaders and planners must embrace
a deeper understanding of the role that
threat networks play in shaping the
global environment so that they can
effectively counter them and prevent ad-
versaries from threatening U.S. interests.
Achieving this seismic shift in how we
think about threat networks will allow us
to harden our blue network, closing gaps
and seams that adversaries are otherwise
able to exploit. It requires a comprehen-
sive approach—spanning organizational,
functional, and institutional boundaries—
to develop an integrated framework for
countering threat networks (CTN).

Threat networks are described in joint
doctrine as those whose size, scope, or
capabilities threaten American interests.
These networks may include the underly-
ing informational, economical, logistical,
and political components to enable these
networks to function. These threats
create a high level of uncertainty and am-
biguity in terms of intent, organization,
linkages, size, scope, and capabilities.
They also jeopardize the stability and
sovereignty of nation-states, including the
United States.!

Consider Russian organized crime,
Chinese drug trade, North Korean
weapons proliferation, Iranian terror
exportation, financing, and recruiting by
the so-called Islamic State. What do all
of these have in common? Among other
things, they actively employ nonmilitary
enabling networks to achieve strategic
objectives within what we call the Gray
Zone, Phase 0, and competition short
of armed conflict.? Joint planners must
navigate an operating environment made
increasingly more complex by the de-
liberate employment of these networks.
Decisionmakers rely on analysts and
planners to develop comprehensive threat
pictures and associated response options
and plans, but these are often incomplete
for several reasons. First, these networks
often manifest across the spectrum of
threat activities as decentralized, fluid,
and resilient webs of loosely connected
nodes, making them hard to illuminate.
This is further complicated by the diverse
natures of these networks, which range
from illicit to legitimate or somewhere in
between, making them difficult to target.

Finally, military adversaries use them to
avoid direct military engagement (even
attribution) while gaining relative advan-
tage against the joint force, making them
hard to defeat.

As a military function, CTN is some-
what of an orphan. It is not exclusively
a problem that the joint force owns
outright, but one requiring integration of
military and nonmilitary applications of
national power. Threat networks are not
exclusively a counterterrorism problem.
We cannot waive it off as an unconven-
tional warfare problem or one with a
special operations forces solution. We
certainly cannot shrug it off as simply a
diplomatic or law enforcement problem.
We also cannot afford to pigeonhole
CTN into one or two lanes or job jars;
there must be cross-functional ownership.

We have to operationalize key players
from within each element of national
power to work together in a concerted
cffort, combining their unique skills and
authorities. It is this constellation of orga-
nizations and entities that makes up the
enterprise involved in countering threat
networks. While there is a broad range of
capabilities that can be brought to bear
in the effort, CTN skill-sets generally fall
into the following disciplines:

= threat network targeting

= counter-threat finance

= law enforcement

= counter-message

= counter—transnational organized
crime

= counternarcotics

= counterinsurgency

= counter-weapons of mass
destruction

= friendly network engagement

= counterterrorism

= social network exploitation

= publically available information
exploitation

= cyber operations

= information management

= counterintelligence.

2017 CTN Study

The Joint Staff J7 Office of Irregular
Warfare (OIW) conducted a study to
review and optimize the enterprise
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From Coordination to Collaboration to Integration
“After 9/11, the U.S. Government was compelled to confront its weaknesses
in interagency coordination, and while we have made tremendous progress in
the intervening years, I believe we have mostly exhausted the strategic value
we could derive from improved coordination. This explains why, over the past
several years, we have increasingly been using the word collaboration—which
requires far more than just information-sharing and operational synchroniza-
tion. It requires doing things together as an interagency team for temporary
but important purposes. We have made even more strategic progress because
of our transition to collaboration, but I believe we are starting to see the limits
of how far interagency elements temporarily doing things together can take us.
“My personal view is that the next necessary phase, which will admittedly be
harder than both coordination and collaboration, is integration. This will require
us to more permanently bring previously disparate elements and efforts of the
interagency community together into enduring structures and strategic missions,

where more government elements spend large portions of their careers working
This will be both difficult
and uncomfortable for many of us, but I believe that a world in which our

outside of their originating organization or agenc

future adversaries and challenges will defy both our geographic models and our
department-by-department practices on a global (as opposed to country or even

regional) scale demands this of us.”

involved in countering threat networks.3
The director of the Joint Staff tasked
OIW to examine joint force CTN
operations and activities, with the goal
of strengthening transregional collabo-
ration and integration with U.S. Gov-
ernment and other mission partners.*
The study included a literature review
and an extensive series of site visits and
stakeholder engagements with represen-
tatives from the combatant commands
and other governmental organizations.

The study identified five areas in
which the joint force is not optimized to
empower our components, institutions,
and partners to work in concert in a de-
liberate, integrated approach to address
the global array of threat networks. In
short, while there are eddies of CTN
excellence within the joint force, our
collective efforts to confront threat net-
works remain mostly aspirational and our
commitment to be a good partner in this
endeavor is imperfect at best.

First, we are not adequately inte-
grating CTN into strategy and plan
development. A common misstep by

—Lieutenant General Michael K. Nagata, USA
Director for Strategic Operational Planning
National Counter Terrorism Center

joint planners is to lump CTN and its
associated activities into some sort of
catch-all subset of counterterrorism. As
demonstrated in previous examples, CTN
applies to all challenges within the current
threat framework and conceivably any
that might emerge. Given this common
link that spans the challenges presented
in the National Military Strategy, it is crit-
ical to infuse both the approach and the
capabilities into our overarching strategy
guidance and ensure effective translation
and nesting in subordinate plans at all
levels.® These plans (for example, global
as well as combatant command campaign
plans) should effectively address the

ways our adversaries have successfully
operationalized military and nonmilitary
instruments of national power to achieve
objectives. Once CTN is firmly rooted in
plan and campaign development, regular
assessment of how we are doing should
follow.

Second, we are employing an ad hoc
approach to CTN. The joint force, and
the U.S. Government generally, does
not organize CTN activities through a

deliberate approach designed to max-
imize the benefits of combining joint
force and partner capabilities. We tend to
look at individual aspects and segments
of threat networks through functional
“soda straws.” We orient and fixate on
the commodity and do not pay sufficient
attention to the enabling networks. This
is akin to treating the symptom and ig-
noring the disease. Moreover, a holistic
regimen for treating a disease should take
advantage of all appropriate approaches,
not only those remedies that relieve the
symptom for a time. Threat networks

are like complex, adaptive, and resilient
organisms that evolve in order to survive.
The approach to treat them must be
robust enough to be formidable, yet agile
enough to keep up with their changing
modes and methods. This requires an
organizational construct that coordinates
policy and processes, prioritizes resources,
and integrates with other departments,
agencies, international partners, and even
the private sector and academia.

Third, we should become comfort-
able in supporting roles. The joint force
cannot defeat threat networks alone.

In the same vein, we cannot effectively
compete with our military competitors
without addressing the threat networks
they employ. Traditionally, we have a
bias for immediate, decisive action on
the objective. However, defeating threat
networks often requires a modicum of
patience and will not normally result in a
military finish. Thus, we have to depend
on our partners and allies to fill roles
that we cannot. Interagency teaming is
critical to countering and defeating threat
networks.

The joint force must become com-
fortable with bringing resources to bear
in support of an interagency partner
because the optimal finish might be an ar-
rest and prosecution—and the action arm
might be a law enforcement agency. This
requires enormous trust and confidence
across organizational lines. It cannot be
surged, but rather, it must be cultivated
over time in an environment that com-
pels something more than coordination
and collaboration—true integration.
Furthermore, planners cannot develop
the full range of options available against
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threat networks without meaningful part-
ner involvement in all phases of planning.
We need cross-cutting, specific policy
guidance directing increased integration
with partners across the range of activi-
ties, exercises, planning, and execution.
Most important, we need authority, flex-
ibility, and permission to support, rather
than lead, in most CTN efforts.

Fourth, we do not educate, or-
ganize, train, and manage people to
conduct CTN activities. Joint force
leaders and planners often fail to link
threat network activities directly to na-
tional security interests. Consequently,
they fail to see how countering these
networks can achieve military objec-
tives. This may be because we have
not educated our people about the
importance of these adversaries or the
capabilities resident in the joint force
and its partners. Additionally, there is
no meaningful demonstration or war-
gaming as to how these capabilities can
be integrated into operational planning
to achieve desired outcomes, such as a
scenario where the finish is not a major
military operation, but one that still
achieves its military objectives.

We do not invest in the develop-
ment of joint force personnel with
specialized CTN skills as we do with
more conventional or special operations
specialties. In the few areas where we
have invested in training (for example,
counter-threat finance, counternar-
cotics, border security), we have not
developed career tracks and incentivized
our people to stay in them long enough
to become experts. Furthermore, we
do not prioritize or synchronize liaison
officer (LNO) placement to or from
our partners and allies. This means that
the person representing DOD to our
partners may not be properly qualified
to deliver a message consistent with
Secretary of Defense and Chairman
of the Joint Chiefs of Staff guidance.
Likewise, LNOs whom our partners
embed with us may or may not be in
the best position to effectively represent
their organizations’ capabilities or au-
thorities within critical processes, such
as campaign development or opera-
tional planning.

Air Force KC-10 Extender aircraft refuels F-22 Raptor aircraft over undisclosed location, September 26,
2014, before strike operations in Syria (DOD/Russ Scalf)

We need to improve joint doctrine,
training, education, and leader de-
velopment to institutionalize general
and specialized CTN knowledge and
better integrate CTN into professional
military education. Likewise, we need
to improve career management in these
skill-sets. We also need to optimize our
LNO exchanges through a coordinated

process that ensures the messenger, and
thus the message, are properly placed.
Fifth, we do not manage and share
information well. This is not exclusively
a joint force problem, but we can at least
improve our own foxhole. The lack of
common data management across com-
batant commands, between commands
and Service components, and with
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Sailor stands watch in combat information center on dock landing ship USS Harpers Ferry in South China Sea, August 4, 2016, supporting security in Indo-
Asia-Pacific region (U.S. Navy/Zachary Eshleman)

partner organizations at best impedes
efforts to synchronize plans, activities,
and assessments. At worst, it is the critical
point of failure in successfully illuminating
and dismantling threat networks. Because
these networks operate across functional
and geographic boundaries, they stress
the Intelligence Community’s collection
and analysis networks, challenging our
capacity to triage and disseminate mean-
ingful intelligence. Vital intelligence then
dies on the vine of disjointed information
structures and outdated data management
and sharing policies.

This severely degrades the most
elemental CTN function: illumination
of the networks we need to target.
Consequently, it prevents planners and
leaders from seeing the entirety of a
given threat, including its connections to
enabling networks. We need an in-depth
study of DOD information management
policies, practices, and capabilities that
looks across communities (intelligence,

diplomatic, law enforcement, military,
and so forth), anticipates technological
advancement, and is concerned with
enabling a globally connected joint
force—and mindful of a globally con-
nected and unconstrained threat.

How to Strengthen a
Broader CTN Effort?
It is important to recognize that the
joint force is not required or expected
to do it all when it comes to CTNj it
would be impractical to try. Interde-
pendence with our partners should
be part and parcel of our paradigm.
However, we must be willing to bring
to bear our strengths that serve to
empower partners, even if it seems like
the heaviest lift in the effort at times.
This does not obligate us to take on a
leading role every time, despite expec-
tations to the contrary.

At the same time, however, we should
leverage our ability to put a problem on

the table and pull in relevant stakeholders
to do more than just admire the problem
together, but, rather, coalesce around

it and form viable solutions. Joint force
leaders should capitalize on this capacity
and look for opportunities to gain con-
sensus regarding various problem sets
and elucidate their potential as serious
national security threats.

The joint force has inherent strengths
that include the capabilities to provide
force protection; mobility; secure com-
munications; intelligence, surveillance,
and reconnaissance support; operational
planning; and logistics. The joint force can
apply these capabilities to contribute to
the effectiveness of a friendly network by

= providing planning frameworks and
support

= identifying, locating, understanding,
illuminating, and targeting threat
networks
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= assisting mission partners in count-
er-threat finance

= building partner capacity

= denying safe haven

= conducting direct action, including
capture operations and the use of
lethal force against lawful targets

= assisting mission partners in counter-
ing threat mobility and cross-border
movement, including detection and
interdiction

= identifying and understanding the
capabilities, interests, will, and intent
of friendly networks

= conducting information operations
that attack, disrupt, sabotage,
subvert, and deceive adversary
capabilities

= conducting offensive and defensive
cyber operations

= supporting and complementing U.S.
strategic messaging and communica-
tion activities.®

Conclusion

Our adversaries purposefully use threat
networks in diverse and innovative ways
to unbalance military efforts and hold
at risk our partnerships, objectives, and
even our national interests. But where
there is risk, there is often opportunity.
The joint force can take advantage of
the complex and chaotic operating
environment by pushing hard for
increased integration of efforts across
the U.S. Government and with inter-
national partners. This enhanced state
of interorganizational integration will
pay dividends in the long term, partic-
ularly against state adversaries who can
force their own whole-of-nation unity
of effort. Operation Gallant Phoenix
demonstrates how we can capitalize on
an opportunity to bring diverse func-
tional and organizational capabilities

to bear on a problem, and then apply
this model across numerous threat net-
works, irrespective of the commodity
the network moves. The expansion and
convergence of global threat networks
demand that we adapt, and the joint
force is in the best position to lead that
effort to shift the collective paradigm.
We can bring great operational capacity

CTN in Action

Operation Gallant Phoenix is a task force comprised of law enforcement,
military, and intelligence professionals from the United States and over 20

partner nations. International and interagency mission partners are collocated

in a fusion center where they benefit from the diversity of functional experts,

a collective of legal authorities, and an environment conducive to real-time

information-sharing. Stakeholders all share a common purpose and build

enduring relationships based on trust. The operation leverages unique partner

capabilities, authorities, and access in order to develop intelligence into usable

information or unclassified legal process that enables partners to finish a

target through the application of appropriate mechanisms. While the joint

force leads and facilitates this model, the interagency and international part-

ners are included at every opportunity to develop the greatest and broadest

impacts against adversaries.

and a coalescing propensity to the table,
laying the foundation for a formidable
network of cross-functional partner-
ships. Some organizational introspec-
tion is certainly required before we can
truly embrace a more integrated model.
To prevail against our adversaries in
this ubiquitous struggle, however, we
need to be open about our limitations,
address our shortcomings, and become
comfortable with and proficient in

our role as the best enabler we can be,
propelling our partners to score the big
wins. JFQ

!Joint Publication 3-25, Countering Threat
Networks (Washington, DC: The Joint Staff,
December 21, 2016), 1-1.

2David A. Broyles and Brody Blankenship,
The Role of Special Operations Forces in Global
Competition (Arlington, VA: Center for Naval
Analyses, April 2017).

3 Countering Threat Networks Study, Phase
I Report (Washington, DC: The Joint Staft,
November 17, 2017, draft report ver. 7).

*The Office of Irregular Warfare team
visited over 40 commands and organiza-
tions. Engagements with larger organizations
generally included multiple discussions with
subordinate staff elements to gain both exec-
utive and mid-level perspectives. The follow-
ing lists many of the key engagements: U.S.
Africa Command, U.S. Central Command,
U.S. European Command, U.S. Northern
Command, U.S. Pacific Command, U.S.
Southern Command, U.S. Special Operations
Command, Special Operations Command-Af-
rica, Special Operations Command-Central,

Special Operations Command-Europe, Special
Operations Command-North, Special Oper-
ations Command-Pacific, Special Operations
Command-South, Central Intelligence Agency,
Defense Intelligence Agency, Drug Enforce-
ment Administration, Drug Enforcement
Administration-Special Operations Division,
Joint Special Operations Command, National
Counter Terrorism Center, National Guard
Bureau, Joint Task Force (JTF) Ares (U.S.
Cyber Command), JTF-North, JTF-West
(Department of Homeland Security), Joint
Interagency Task Force (JIATF)-National Cap-
ital Region, JIATF-South, JIATF-West, Joint
Improvised-Threat Defeat Organization, Joint
Information Operations Warfare Center, Joint
Intelligence Operations Center (U.S. Pacific
Command), Joint Intelligence Operations
Center—Europe, Global Engagement Center
(Department of State), Narcotics and Transna-
tional Crimes Support Center (Department of
Defense), National Joint Terrorism Task Force
(Federal Bureau of Investigation), National
Targeting Center (Customs and Border Protec-
tion), Organized Crime and Drug Task Force
(Department of Justice), Army Terrorism and
Crime Investigative Unit, Center for Advanced
Defense Studies, Counter-ISIL Finance Cell, El
Paso Intelligence Center, National Intelligence
University, Operation Gallant Phoenix, U.S.
Council on Transnational Organized Crime.

5The Chairman of the Joint Chiefs of
Staff’s Five Priority Challenges: 4+1 refers to
China, Russia, Iran, North Korea, and violent
extremist organizations.

¢ Countering Threat Networks Campaign-
inyg, White Paper (Washington, DC: The Joint
Staft, December 8, 2016).

JFQ 89, 2™ Quarter 2018

Doran 33



E
Hw'i.'." %

General Joseph L. Votel, USA,
Commander, U.S. Central Command

An Interview with
Joseph L. Votel

JFOQ: You state that “by, with, and
through” is not a doctrine, but more of an
operational approach. Does there need to be
a doctrine, or would that inhibit the flexi-
bility of the approach?

Geneval Joseph L. Votel: First, the way
that I think of by, with, and through is

another way to talk about ends, ways,
and means. I look at this idea as a way to
approach some of this. That’s where we
arrive at the discussion of by, with, and
through as an operational approach. We
apply it on a broad scale now, and I do
think that it merits becoming doctrine.
When there are not a lot of other things

going on in the world, we can afford

to take a brigade and get it to focus on
something unique and let it go. But given
our commitments around the world

right now, particularly on the Korean
Peninsula, we really do need to make
some investments in how we do this. I
think what we’ve learned in [U.S. Central
Command] is that the application of by,
with, and through is really situation-de-
pendent. There isn’t a one-size-fits-all
model, but there are some basic precepts.
Adding a little rigor would be helpful.

JFQ: Do you believe the current concept
of the by, with, and through approach is
broadly applicable to the point where the
Joint force should examine its DOTMLPF
[doctrine, organization, training, mate-
riel, leadership, personnel, and facilities]
development?

General Votel: 1 do. The scale on

which we’re doing this approach in the
USCENTCOM AOR [area of respon-
sibility] merits looking at it in a broad
manner like DOTMLPE. With the Army
standing up its Security Forces Assistance
Brigade [SFAB], I think we see leadership
aspects, equipping aspects, relation-
ship-building aspects, and situational
training—and the logistics aspects that go
along with that—so I think that it is not
a one-off, but requires a much broader
approach to understand and implement.

JFEQ: Who bears the cost of this approach?

General Votel: The Services. They cer-
tainly absorb a significant cost in their
training base and force structure and all
of the things that go along with that. But
I think the combatant commanders also
share a burden in this—informing the pro-
cess and making it clear in terms of what
we need out in the theater to do this and
what the peculiarities are that ought to
be driving this. There is certainly a shared
responsibility between the combatant
commands and Services. I acknowledge
that the Services pick up the heavier bur-
den on the development of the capability.

34 Special Feature /Interview with Joseph L. Votel

JFQ 89, 2™ Quarter 2018



JFQ: What gaps do you see in the com-
mand to be able to meet this approach?

Geneval Votel: One of the gaps is having
the best-trained forces for the mission.
Our approach in Iraq and Syria has

been by, with, and through—and it has
been advising. We have leveraged good
people, really great officers, great NCOs
[noncommissioned officers] who had

to try to understand the situation and
adapt to it as much as possible. What we
ignored was all of the other stuff that
went along with making this successful:
How do our partners operate in a by,
with, and through approach? How do
they orchestrate communications? How
are they tied into enabling capabilities to
really make advise and assist work? There
are some significant gaps in that. I think
whenever we look at something like by,
with, and through and we look at that as
an extra duty or something that some-
body morphs to in a combat situation, we
are suboptimizing. Professionalizing the
approach, “doctrinalizing” the approach,
is an important step to take.

JFOQ: If by, with, and through can be re-
Souvce-intensive in training operations and
it subordinates our intevest, why is this the
way forward?

General Votel: One of the key things
we’ve learned about by, with, and through
is that he who owns the effects owns the
impact these operations generate. What
we strive to do through this approach is to
keep the ownership of the problem, and
its aftermath, with the affected people. In
Iraq, it’s the Iraqi Security Forces, and in
Syria, it’s the Syrian Democratic Forces
[SDF]. In many ways, that’s the more
burdensome aspect of military operations.
How do we transition to local governance,
local security for consolidation, stability,
and reconstruction? The earlier we can get
the local or host-nation forces involved,
the better. That’s really key. But to do
that, the approach requires advisors in

the right locations, sometimes fixed sites,
sometimes with our partners forward.
There are a variety of ways to do this. It
really is about enabling them and making

them successful. As we often talk about it,
in Iraq, our job was to help our partners
fight—not fight for them. The capabilities
to do that—whether it’s ISR [intelligence,
surveillance, reconnaissance |, the intel-
ligence system, targeting system, strike
capability, or route clearance packages to
move stuff around, plus medical capabil-
ities to take care of our people and make
sure we can respond—all have to be built
into this approach, so it is not cheap. It

is not an economy of force, but it does
remove some of the aspects of us owning
it as opposed to our partners owning it,
which is what we want.

JFQ: How do you know you have arrived
at “mission accomplished”?

General Votel: We have to identify end-
states. For example, how do we know
we’ve accomplished something in Raqqah,
in northern Syria? We know because, in
the wake of our operations, the Raqqah
Civil Council, demographically repre-
senting the people, has emerged, and #/ey
are driving the majority of the stability
operations. There is a Raqqah Internal
Security Force designed not only to sup-
port stability operations but also to protect
the population and prevent a resurgence
of [the so-called Islamic State]. When we
transition and see such indicators, that’s
what shows the approach worked. These
types of overt indicators of ownership and
moving forward with stabilization are the
strongest signs of progress.

JFOQ: In 2008, General [ David D. |
McKiernan’s staff showed him a curve on
how we were improving force structure for
the Afyhan police and army. It was a hyper-
bolic curve and at some point, the United
States would depart, and the Afghans
would have their own security. The prob-
lem was that they weve never able to show
they were making progress on the curve.
Ultimately, the locals have to own this.

General Votel: That’s right. One of the
things we have to understand is that
locals call the shots. In Iraq, we can have
a view in our mind of what the campaign

looks like and how it should unfold,

but ultimately, it’s the prime minister
and leadership who are going to make
decisions. While in that case they were
receptive to our advice, they didn’t always
take it in terms of where we should go
now and where we should go next re-
garding the nature of types of operations
we were doing. We have to recognize
that they are calling the shots, and in

the context of the broad campaign plan,
we have to recognize the proper path to
success, even if it’s not the ideal path. We
have to be willing to endorse that.

JFQ: How would you reconcile the compet-
ing national intevests between the United
States and its partners? When does this
come into consideration when developing
this velationship?

Geneval Votel: In terms of balancing our
interests versus their interests, [one way|
might be in developing a partnership.
First and foremost, it is about making
sure we know what their true motives and
intentions are—and in the areas where
we diverge, making it clear the areas we
can or cannot support. I think that’s very
important. One of the things we always
talk about is the critical skills people need
in order to apply this approach effectively.
There are three of them. One, we have
to communicate effectively with our
partners—candidly and frankly—about
the things happening and things we can
and cannot do. Second, we have to build
trusting relationships. This is #4e founda-
tion of everything. They must be able to
trust that we are going to follow through
on commitments. Third, we have to de-
velop an ability to provide advice. That’s
advisors providing advice at multiple lev-
els. Those three attributes are important
for forces and particularly for leaders in
this environment.

JFQ: Are you able to get a sense of other
nations’ by, with, and through operations
in your AOR, and how does this construct
apply to operating within the coalition? In
some cases, it is not a single country you are
dealing with, but it’s a group of countries.
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Afghan National Security Forces role players talk to combat team leader assigned to 1 Security Force Assistance Brigade during simulated event at Joint
Readiness Training Center, Fort Polk, Louisiana, January 13, 2018 (U.S. Army/Zoe Garbarino)

General Votel: With the coalition in Iraq
and Syria, we have nearly 70 countries

and entities involved. Everybody under-
stands and gets the by, with, and through
approach by combat advising, and they
generally understand the concept. It is im-
portant to understand the various national
caveats. There are national restrictions
that countries put on their forces in terms
of where they can operate or the type of
operations they can do. I will refer back to
the Inherent Resolve coalition in Iraq and
Syria, understanding the strengths and the
limitations—the caveats—for our partners
was really important. And then being able
to leverage those contributions in a way
that kept them a part of the coalition in a
valued way. We have nations whose contri-
butions are key because they stay in fixed
locations and do training for organizations
we bring to those locations. This allows
U.S. forces, once we understand coalition
capabilities, to focus on the things they can
do, which often is combat advising. Part
and parcel are national authorities. Frankly,
we’ve been well-supported in the author-
ities, so we want to employ the different
parts of the coalition in optimal ways.

JFOQ: In the same vein, what do you con-
sider a suitable partner to do by, with,
and through? What ave the national-level
sensitivities under consideration? Can
you take us through the calculus of your
partnership with, for example, the Syrian
Democratic Forces?

General Votel: 1 think the SDF is a good
example of how the by, with, and through
operational approach works. We do have
to go back to 2014 when we first had
contact with the small Kurdish element
around Kobani, with their backs against
the border absorbing a vicious assault
from the Islamic State at their prime—
when they were powerful and moving

to seize terrain. Our recognition of that
clement and our assistance to it in its
breakout from Kobani was the start. From
there, the fighters expanded into what
had been historical Kurdish areas and we
continued to support them. We learned
this was a competent, well-led force.

They were fighting on their own land, so
they were motivated and organized with
their own equipment and capabilities.
They were receptive to support. As they

continued to gain momentum, it became
apparent that this was something we could
build on. We knew our Kurdish partners
would need Arabs to operate in areas out-
side of traditional Kurdish lands. What we
saw was a really interesting dynamic with
Arab groups recognizing Kurdish success.
We had this alignment that came together
between Kurds and Arabs because they
knew they were joining a successful or-
ganization. We built on this, which was
about the time we began to recognize the
nature of this organization isn’t defined
by ethnicity, but a common enemy—the
Islamic State. That’s how we ultimately
partnered with the SDF.

Eventually, we pushed down into the
areas with Arab majorities, and we saw
the composition of the force change. It
became more Arab than Kurdish. If we
looked at the force that took Raqqah, an
Arab city, it was about 80 percent Arab
and 20 percent Kurd. Syrian Kurds always
played a key role in leadership—one of
their strengths. They communicated, they
had a broader view, and they had good,
solid coalition relationships. We build on
that. They have been very receptive to the
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advice and approach we recommended,
which was the annihilation of the Islamic
State, requiring a detailed clearance of
these areas. This was something both of
us wanted to do, so there was a natural
and successful alignment.

Obviously, the friction has been with
our [North Atlantic Treaty Organization |
partner, Turkey. Turkey does not view
the YPG [Yekineyén Parastina Gel, or
People’s Protection Units] or the Syrian
Kurds the same way. They view them
as part of a broader terrorist group, the
PKK [Partiya Karkerén Kurdistané, or
Kurdistan Workers’ Party], which they’ve
been fighting for a long time. Turkey
has a legitimate concern about its border
security, which goes toward under-
standing the dynamics and reconciling
these as we go. We see this in activities
going on today; this is not something
completely resolved. It requires a care-
ful and deliberate balance. Today, we
have two principal objectives: Support
Turkey in its legitimate concerns about
its border security to protect it from
terrorist organizations while, at the same
time, complete the military defeat of the
Islamic State. Balancing these requires a
full-court press, not just militarily but also
diplomatically and politically.

JFQ: How do you keep such o force from
shifting its mission, such as from going
against the Islamic State to doing some-
thing else counter to what the Syrian
povernment might like?

Geneval Votel: 1 think it goes back to
communication and relationships and
making sure we lay out the left and right
limits of the relationship and what we

are willing to do. We had to make some
things very clear with our partners; we
would not support operations against the
regime. That was not our mission. Our
mission is to defeat the Islamic State. We
would not support the unilateral political
ideas they wanted outside that mission.
This requires constant discussion. We
have tried to keep the focus on the defeat
of the Islamic State. Keeping ourselves
aligned on that has helped keep our part-
ners aligned as well.

JFQ: How do your chosen partners gain
legitimacy, especinlly after conflict, when
the military element of national power has
essentially completed its main task? How
do you transition from a warfighting role
back to peacetime?

General Votel: It goes back to legitimacy,
and, certainly in Iraq, the government
there has exerted its writ in these areas.
What we look for is a transition after
major combat operations have ended,
with local governance stepping forward
and local security coming into place. This
is actually a little easier in a place like Iraq
than it is in some other areas because there
is a recognized sovereign government,
there is a structure in place, and there are
provincial, district, and local government
structures. Where it does become more of
a challenge are places like Syria or Yemen
where we don’t have those, and we have
ungoverned spaces. Then we have [to] try
to develop demographically appropriate
local government structures. That’s what
we’ve tried to do, particularly in Syria. You
can see this in Raqqah, Manbij, and Deir
ez-Zor. In a number of other locations we
see local governance structures stand up
and take responsibility supported by local
security forces. It’s important to transition
security responsibilities from the broader
fighting force to local security forces
focused on protecting the population and
helping bring stability. It is a challenge

in places where there isn’t a recognized
governance structure. While that may not
be the final form that governance takes, in
my view, it’s how it begins and we have to
build on that.

JFOQ: From an American tactical point of
view, how does the American unit deploy-
ing go from no understanding of by, with,
and through to being ready to go forward
and pick up where others left?

General Votel: That is a great question. I
will just speak for my Service, the Army.
We have done a really good job of this.
When we identify replacement units, we
often see leaders communicating back
and forth to understand and gain situa-
tional awareness and an understanding of

the environment. Incoming leaders will
monitor VI'Cs [video teleconferences] to
get a head start. But the most important
aspect is training. This is the doctrinal
approach. A couple of weeks ago, the
sergeant major and I visited the Fort Polk
Joint Readiness Training Center to see
the Army’s first Security Forces Assistance
Brigade going through training. What we
saw was quite impressive. It was a pur-
posely built exercise designed to create a
number of situations and scenarios that
these advising teams would experience.
They do it multiple times, so they can
learn, get after-action reports, and then
move on to the next situation. Out of
that training, the advisor teams begin

to understand the basic precepts, the
basic things they have to do. They start
developing a capability before they actu-
ally deploy. This is the most important
thing—to make sure we have a deliberate
training path for our deploying forces. It
also requires patience. You can’t expect to
go in and have relationships immediately;
they have to be developed. Their ap-
proach may be a little different from ours,
which requires patience.

JEQ: What about this approach wounld be
applicable in some other way in a more con-
ventional war? In any way does it diminish
the ability to deter a conventional fight?

General Votel: 1 am sure it could. If

we have just taken a U.S. infantry bri-
gade and we have now given them an
advise-and-assist mission, it is a leader-in-
tensive approach. What we end up doing
is paying the price in readiness for that
organization. That is why it’s so import-
ant for the Services to look at how we
doctrinally and organizationally do this.
The first SFAB is purposely organized. It
is more efficient, and it is more effective
as to what it’s going to do. It will help
the Army preserve readiness for the other
things it needs to do.

JEQ: What have you seen in the evolution
of by, with, and through in several theaters,
that is, Iraq, Syria, and Afghanistan?
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Syrian Democratic Forces trainees, representing equal amount of Arab and Kurdish volunteers, stand
in formation at graduation ceremony in northern Syria, August 9, 2017 (U.S. Army/Mitchell Ryan)

General Votel: In our article [imme-
diately following this interview |, we
talk about three examples. Yemen, Iraq
and Syria, and Afghanistan. I am not

so sure it is as much about evolving as
about adapting. If we look at a place like
Yemen, our interests are principally fo-
cused on CT [counterterrorism]. It just
so happens there are Arab nations down
there that share the same objectives.
They have relationships with Yemen
forces on the ground. What we see is an
approach using unique U.S.-enablers.
We are providing advise and assist to
Arab partners who, in turn, are provid-
ing advise and assist to Yemen partners.
Again, we are drawing on their language
capabilities, their cultural sensitivity,
their deep understanding of tribes and
history, to help them do the CT mis-
sion. At the same time, we bring our
capabilities. That has helped build the
capability of our Arab partners. Yemen
presents a unique hybrid approach
where we enable a partner, who in turn,
enables another partner. We have had
some success.

In Iraq, there is an established army
that, when we left in 2011, had been
trained largely in counterinsurgency. In
2014-2015, they found themselves in
major combat operations. Their training
and development had to change. We had
to make them into a force that could go
in and do a 9-month operation in a city
of nearly 2 million people, Mosul, and be
able to sustain. That required a different
approach. Now that Islamic State—con-
trolled territory has been liberated, we
are going back to ensure they cannot
reemerge. We are moving from a force
doing major urban combat operations to
one doing wide-area security. We have to
be adaptable and help our partners. The
good thing is we did all of that against
the backdrop of an established military
that had a Ministry of Defense, processes,

schools, and camps that we could leverage.

In Syria, we are working with a com-
pletely indigenous capability that does
not have the backing of a state and is
very localized. This requires a different
approach. We have to build some insti-
tutional capability, places where we can

train and organize, bringing together a
number of different entities in order to
create this hybrid organization we have
referred to as the SDF. In Lebanon,
where we work with the Lebanese
Armed Forces, we take a different ap-
proach, mostly focused on training and
developing processes and capabilities to
make them able to conduct operations

as opposed to U.S. forces being with
them. The approach is adaptive in the
sense that we are learning more about the
underpinnings and precepts of by, with,
and through. Adaptability is being able
to understand our partners, the environ-
ment, the objectives, and then being able
to devise the optimized approach.

JEQ: I would like to talk about
Afghanistan. What hope do you have this
approach will improve our chances of get-
ting to some sort of peaceful resolution?

General Votel: 1 am always hopeful.
Regarding our advisory efforts, what we
are building on is an investment over

a long period of time in the Afghan
National Security Forces. We are building
on some exquisite capabilities they have.
The Afghan special operations capability
is first class. They are effective. They rely
on the coalition to help them, but they
are aggressive, and, frankly, they have

not lost a fight—and they are doing the
majority of it. We are building on that, we
are expanding that capability, and we will
continue to provide advisory capability

to them at a tactical level that will help
them stay that way. The broader Afghan
forces have improved as well. They are
offense-oriented, and the leadership in
charge of them is much younger. They
have trained under a Western standard, as
opposed to a mujahideen or an old Soviet
model. There is a generational change of
leadership here that is much more accept-
ing of the type of warfare we’re teaching.
We have things like the Afghan Air Force.
It is small, it is capable, and it is growing.
I would not want people to think the
advisory capability is all about the ground;
it is also about the air. If you want to see
Afghans really happy, it is when their A29s
are supporting their forces. This is success.
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It also translates to the maritime environ-
ment, such as the work we do with some
of the coastal forces in the Arabian Gulf.

JFQ: Are there cyber and informa-
tion-sharving challenges with this approach?

General Votel: There are cyber security
challenges in technology and certainly in
the information- and intelligence-sharing
areas. We have made improvements over
time, but we have a long way to go. I
would share with you that recently we
concluded a CIS-MOA [ Communications
and Information Security Memorandum
of Agreement] with the Egyptians that
allows us to have commonality with in-
formation processes. This is a pretty big
deal. It has taken us 20 to 25 years to get
in place. This will be a watershed for us.
We have to recognize some of our really
good partners still communicate over un-
secured, unclassified Internet. That is how
they pass their information, and we are
trying to interface with that. That poses a
significant challenge.

The sharing of information through
technology is important. If we looked at
some of our teams forward, we would
see a lot of tablets and technology, and
that is how we are communicating. There
is a training aspect to this, and there is a
network aspect. We have a lot of bilateral
relationships. Sometimes these relation-
ships do not work as well in a coalition
where we have many partners. This is
an area where we do have to continue
to work to reduce the obstacles and
frictions. There are good reasons why we
have these prohibitions and other sharing
arrangements in place. We should have
those. But we have to recognize when we
principally rely on a by, with, and through
approach, part of that is to enable our
partners with intelligence.

When I went to talk with [ Colonel
J. Patrick] Work, who led our advisory
team in Mosul, about his concerns,
he discussed managing bandwidth
and power—power generation for
their teams. Our teams are mobile and
forward, and we had to get power gen-
eration capacity to them. (By the way, we
have to make sure we logistically support

all of our forces over a broad area.) We
also need to take care of them medically.
These things add up. This is the cost we
pay for any military operation. Soldiers
still have to eat and move, even with a by,
with, and through operational approach.

JFQ: Is this just SOF [special operations
torces] on steroids? How is this different
from proxy warfare?

General Votel: 1 do not think so. We
have drawn on the SOF experience of
the Green Berets. This has been part

and parcel of their mission since they
have come into existence, so they have
developed some doctrines, some real
keen approaches, and we should leverage
those. When we look at an organization
like the Iraqi army, we simply do not have
enough SOF elements to meet all of the
partnering needs. We have to rely on our
conventional forces. It is not a replication
of SOF; it is an operational approach we
are applying in different areas.

JEQ: What about the role of women?
Several of the female commanders of the
SDEF are brigade commanders of those units
doing the fighting. In the future of by,

with, and through, do you see more roles for
female infantry commanders?

General Votel: This is important. It took
us a little while to recognize that we were
missing 50 percent of the population
because we did not have anybody who
could communicate with women and
children or communicate our objectives
effectively. As we set up the Cultural
Support Team and Marine Lioness pro-
grams, we basically increased our ability
to talk to the people, and we doubled it
immediately because we could talk with
everybody. The role of women com-
manders in the SDF is prominent, and,
moreover, the lead commanders in several
of these prominent areas were women.

I do not necessarily know we have to
correspondingly have a female advisor do
that, but it does require an understanding
of the culture. We have had some effec-
tive programs with the Afghans, helping

them develop their Cultural Support
Teams and professionally develop some
of the women in these organizations.
The program has been well accepted and
sustained. In my last AOR trip, which

I do every month, we spent some time

in Jordan. One of the events I went to
was our delivery of the top-of-the-line
UH-60 Blackhawk helicopters. They had
a demonstration as part of the ceremony,
and they had some of their pilots standing
by, and they were proud of the fact that
two of the pilots in these cutting-edge
helicopters are women. They see that
and embrace it themselves. I think it is an
important thing to reinforce.

Our partners also emulate us. One of
the key things we do and that comes out
in our by, with, and through approach
is the example we set of professionalism,
the example we set of values-based ap-
proaches to the things we do. I have had
partners tell me they want us to come
and help them with an operation. When
I ask them why, they say we bring a level
of legitimacy, and they know we are
going to hold them to a high standard,
and they will be better for it. I do not
think we can underestimate what may be
perceived as an intangible aspect of these
relationships. Our partners do emulate us
without necessarily trying to recreate us
in their own image.

JEQ: Do you have any closing remarks?

General Votel: Thanks, Bill. We
appreciate your coming down and
supporting us. This is a unique way of
approaching operations, particularly

in USCENTCOM. Even as good as

we are, we cannot replicate what our
partners bring. The idea of by, with,

and through is one that resonates in this
area. It has become the principal way

we approach things. We need to begin a
professional discussion of this and share
ideas. Ultimately, the Services will have
to want this and buy into it. Part of my
responsibility, part of my burden, is to
contribute to the intellectual discussion
of this approach. That is what Joinz Force
Qunarterly is helping us do right now. We
are very grateful for that. JFQ
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Explosive Ordnance Disposal Technician assigned to Commander,
Task Group 56.1, explains underwater navigation system to
Kuwait naval force technicians during training evolution as part
of exercise Eager Response 18, Mohammed Al-Ahmad Naval Base,
Kuwait, January 8, 2018 (U.S. Navy/Louis Rojas)

By Joseph L. Votel and Eero R. Keravuori

Our approach is by, with, and through our Allies, so

that they own these spaces and the U.S. does not.

General Joseph L. Votel, USA, is Commander of
U.S. Central Command. Colonel Eero R. Keravuori,
USA, is Division Chief of the Combined Strategic
Analysis Group, CCJ5.

—SECRETARY JAMES N. MATTIS

he U.S. Central Command

(USCENTCOM) definition of

the by-with-through (BWT) oper-
ational approach is that operations are
led &y our partners, state or nonstate,
with enabling support from the United
States or U.S.-led coalitions, and

through U.S. authorities and partner
agreements. By, with, and through has
proved agile, adaptive, and tailorable

in pursuing American interests in the
USCENTCOM area of responsibility
(AOR). Moreover, this approach will
become increasingly useful globallyin a
complex, resource-constrained environ-
ment with advantages from use before,
during, and after conflict. The U.S.
military must organize, resource, and
train the joint force to operate by, with,
and through with greater efficiency
and effectiveness with various types

of partners and whole-of-government
involvement. Executing this approach
in current and future multipolar and
resource-constrained environments
requires common understanding and
the development of joint force doctrine.

Overview

Regional conflicts can arise when state
or nonstate actors do not have the
capacity and resources to resolve their
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conflicts locally, potentially putting U.S.
interests in the region at risk. Tradi-
tional U.S. military solutions can inhibit
local responsibility for resolving those
problems and may even provide oppor-
tunities for adversaries to challenge

and reverse the legitimacy of “foreign
power” solutions. Also, despite an invi-
tation of the host government, a large
and protracted U.S. military presence
is often perceived as an invasion or an
occupation by significant numbers of
the host-country’s citizens. Aware of
these challenges, Secretary of Defense
James Mattis stated, “U.S. forces

have evolved to work by, with, and
through our allies”! and would defeat
the so-called Islamic State (IS) “by,
with, and through other nations.” The
current USCENTCOM Theater Strat-
ey states, “by, with and through’ is an
important component of our strategic
approach,”? and “we choose to prevail
‘by, with and through’ . . . nations that
share our interests.”*

As this approach gains increasing
usage, it is important to address what it
entails and its implications for the joint
force. The phrase has many potential
interpretations; therefore, along with the
definition above, a conceptual framing
of'its meaning is necessary. The BWT
operational approach seeks to achieve
U.S. national interests by engaging and
enabling partners’ local and regional
capabilities and leadership. Through
American authorities and partner agree-
ments, joint force enablers can support,
organize, train, equip, build /rebuild, and
advise partners’ security forces and their
supporting institutions from the tactical
to ministerial levels.

By, with, and through is not yet a
doctrine or a strategy or a formal military
program. Instead, it is considered an op-
erational approach to be used during the
course of security cooperation activities
or military campaigns. The approach
pursues more culturally acceptable and
durable solutions by developing and
supporting partner participation and
operational ownership. By, with, and
through is a way of conducting military
activities and operations with less direct
combat employment of U.S. forces.

Although for USCENTCOM it is mil-
itarily focused, by, with, and through
complements the whole-of-government
approach to regional conflicts that impli-
cate U.S. national interests.

With this definition and broad
concept, the discussion is presented
in two parts. In the first part, several
USCENTCOM examples are discussed
to develop a better understanding of the
BWT approach. These examples assist the
explanation of essential components in
decisions on where, when, with whom,
and how the BWT approach is used.
Based on USCENTCOM experience, the
second part identifies strategic and oper-
ational selection criteria, advantages, and
risks that must be considered at the onset
and reassessed throughout execution.
Ultimately, how this approach impacts
the joint force and considerations for
current and future doctrine and readiness
are presented.

The USCENTCOM AOR
Current examples in the USCENT-
COM AOR of BWT operational
approaches include:

= Multilayered approach to counterter-
rorism in Yemen

= U.S. Forces—Afghanistan’s Operation
Freedom’s Sentinel (OFS)

= North Atlantic Treaty Organization
(NATO) Operation Resolute Support
(ORS) in Afghanistan

= Operation Inherent Resolve (OIR) in
the campaign against IS.

After several interviews and discus-
sions with the leadership involved in these
operations, the recognized value of a
BWT operational approach is consistent,
as are some of the concerns. The compo-
sition and application of U.S. support to
cach of these conflicts are not identical.
In each, U.S. force structure and em-
ployment reflect the agile and tailorable
nature of a BWT approach and illustrate
the unique challenges that develop in the
various conflicts.

Yemen. Before exploring larger scale
efforts in Afghanistan, Iraq, and Syria,
it is worth exploring the operational
approach supporting counterterrorism

in Yemen. The BWT approach in this
case is a hybrid or multilayered example
involving a stable ally as the regional
partner, who in turn is enabling a local
partner in Yemen. This is also an example
of using the BWT operational approach
in support of aligned regional interests:
countering al Qaeda in the Arabian
Peninsula (AQAP). Specifically, the
United States contributes counterterror-
ism advising, intelligence, and logistics
capabilities to the UAE as part of an Arab
coalition targeting AQAP in Yemen.® In
an additional layer, U.S. military support
enables UAE, with its greater cultural,
historical, and tribal knowledge, in its
own BWT approach to enhance the
capabilities of local Yemeni counterterror-
ism forces in the common fight against
AQAP. Supporting allied missions by,
with, and through our regional partners
is one way to secure common interests
and share responsibility and resource
burdens. Furthermore, it exemplifies how
the joint force could use the approach to
reassure and strengthen existing alliances
and deepen interoperability as envisioned
in the 2018 National Defense Strategy.”

Afyghanistan. Contrastingly, the
Afghanistan mission gradually evolved
into a BWT approach as recognition of
the need for domestic legitimacy and
ownership increased. In 2001, the United
States entered Afghanistan to destroy al
Qaeda and defeat the Taliban without
an accurate appreciation for the Afghans’
capacity to retain these gains.® General
Stanley McChrystal, USA (Ret.), re-
flected that in Afghanistan, as in Vietnam,
the adversary was able to ratchet up and
down both the size and composition
of'its forces to counter U.S. strengths.
The U.S. military was employing greater
numbers of conventional forces and gain-
ing increasing ownership of the problem.’
In Afghanistan, this cycle culminated with
the conclusion of Operation Enduring
Freedom and the start of OFS and ORS,
both taking a BWT approach to the
problem.

ORS is established under a Status of
Forces Agreement (SOFA) between the
Afghanistan government and NATO.
The SOFA authorizes NATO forces to
provide noncombat training, advising,
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and assistance to the Afghan National
Defense and Security Forces (ANDSF).1
The United Nations Security Council
adopted Resolution 2189, welcoming
ORS as an expression of the international
commitment to Afghanistan stability and
the financial sustainment of the ANDSF
through 2020." The execution of the
current BWT approach in support of the
ANDSEF fosters domestic legitimacy and
ownership of Afghan security by its indig-
enous security institutions and bolsters
international legitimacy for the mission.

Even so,in 2016 and 2017, it was
recognized that the mission and ANDSF
were still facing challenges in maintaining
consistent progress against the Taliban.
Several of the commanders we inter-
viewed, with multiple tours in Iraq and
Afghanistan, noted that the limited mili-
tary progress of a BWT approach was not
based on the method but on the means.
The preponderance of USCENTCOM
enablers were committed to the priority
mission in Iraq and Syria, and the mission
in Afghanistan was conducted as an econ-
omy of force.'? Senior leaders determined
that, in order to achieve more durable
operational success, advisor teams were
needed at lower headquarters echelons
of the ANDSDEF. While defeating the
IS remained the priority, there were not
more advising and enabling forces for
the Afghanistan mission. Additionally,
the SOFA initially limited advising to the
ANDSEF corps or corps-equivalent level.'
In a unilateral approach, the change in
advising levels would simply be a sub-
ject of resource availability. In a BWT
approach that included a host-nation
partner and broad coalition of NATO
Allies and partners, additional negoti-
ation to modify the NATO and U.S.
bilateral agreements with Afghanistan,
and revision of coalition governments’
commitments to ORS, were necessary
preconditions to increase advising and
enabling resources.

The BWT operational approach is
adaptive to evolving operational and
tactical conditions as well as the partner’s
capabilities and limitations. In Iraq, U.S.
and coalition forces had reevaluated the
location and echelon of their support.
The result was the transition from static

forward operating base advise-and-assist
programs to expeditionary advising pro-
grams that accompanied Iraqi Security
Forces into its operations to liberate Iraqi
territory. Similarly, U.S. and coalition
special operations forces (SOF) in Syria
operated near the forward line of troops
with the partner unit of action. In Iraq,
force-protection concerns initially limited
the influence that our enablers could
provide.* It is now recognized that
partnering at the right level with the unit
of action creates better use and influence
from the enabling assets.

In the USCENTCOM AOR, this is
often, but not always, at the brigade level.
Advising with a broader set of expertise
and down to the kandak (battalion) level
in Afghanistan will be the third evolution
of this lesson, integrating the support
into echelons closer to the unit of action
to create even more proficiency and
efficiency from a BWT approach. The
impending military defeat of IS in Iraq
and Syria, and the subsequent availability
of enabling capabilities, allows for prior-
itizing resource increases in Afghanistan.
With increased enabling resources at
lower levels, the Afghanistan operational
realignment aims to further capitalize on
the BWT approach and help the ANDSF
better secure the gains on the ground.

OIR. While U.S. involvement in Iraq
started in a similar way to Afghanistan,
the operation against IS represents a
distinct change from the preceding op-
erations. The BWT approach included
ground combat by Iraqi Security Forces
(ISF) and Syrian Democratic Forces
(SDF) supported by a 60-country U.S.-
led coalition. The coalition role included
building partner capacity for ground
combat and advise, assist, accompany, and
enable missions. Additionally, coalition
fires and precision airstrikes targeted all
aspects of IS leadership, formations, infra-
structure, and resources. Backing all this
was joint sustainment, communication,
and intelligence, surveillance, and recon-
naissance forces and assets.

Iraq. In Iraq, with the U.S. an-
nouncement of OIR in 2014, the United
States also announced that the coalition
there would be supporting, not direct-
ing, operational objectives. This was a

significant change from the previous mil-
itary involvement. As Brigadier General
John Richardson points out, in 2008 the
U.S. military was still telling the Iraqi mil-
itary what to do and when to do it, even
when the Iraqis were the lead element.
Although the United States and its coali-
tion partners were building ISF capacity,
their ownership of the conflict was inhib-
ited by our lack of tactical patience to let
them lead.!® Lieutenant General Stephen
Townsend further notes that in 2007, the
Iraqis did not ask for the surge of U.S.
troops to fight the insurgency. In 2014,
by comparison, the Iraqi government
asked the world for help. The difter-
ence in operational success, Lieutenant
General Townsend states, was not in ISF
capability from 2007 to 2014. No Iraqi
unit was fully manned, equipped, or
trained in 2014, but in marked contrast
with the Iraqi units of 2007, many units
partnered with U.S.-coalition enablers
were now fully willing to fight.'® The
alignment of interest, their confidence in
our support, and the investment of the
host nation have been key to this change.
Iraq also serves as an example that
the BWT approach is not inexpensive
and not necessarily less resource-inten-
sive regarding enabling support than a
comparable unilateral action undertaken
by the U.S. joint force. The capacity of
the partner and type and stage of conflict
determine the enabling resource require-
ments. Operations like Iraq, Syria, or
Afghanistan, however, require a sufficient
level of resources for the problem to
both provide the partner an operational
advantage and sustain it until conflict
termination. Thus, the appropriate mix
and availability from a large spectrum
of enablers including airpower, artillery,
intelligence, cyber, and sustainment,
as well as possible civil, infrastructure,
and humanitarian capacities, need to be
considered before taking a BWT opera-
tional approach.!” In supporting the ISF
joint force, the cost included persistent
overwhelming support from all those
capabilities in higher levels to compensate
for the developing ground force capabili-
ties and longer operational timelines. The
resourcing cost was high, but considered
acceptable given the increased partner
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Iragi soldier assigned to 7" Iragi army division participates in assault movement training at Al Asad Air Base, Irag, January 13, 2017, as part of Combined
Joint Task Force—Operation Inherent Resolve (U.S. Army/Lisa Soy)

confidence, ownership, and success
and the much-diminished risk of U.S.
casualties.

Just as the partnerships may need
initial robust support as in Iraq, or
right-sizing increases in U.S. and coa-
lition advisor teams as in Afghanistan,
there can also be a transition to decreased
numbers. As mentioned, with the military
successes in Iraq, the need for U.S. forces
partnering below the division level is
diminishing.'® Compared to Operation
Iraqi Freedom and Operation Enduring
Freedom missions that debated the
amount and length of U.S. force presence
needed for long-term stability, in OIR
the domestic Iraqi forces are the hold,
build, and stabilize forces that can remain
indefinitely. As this continues, the transi-
tion from the BWT operational approach
suggests evolving from a BWT partner-
ship for a specific interest to a traditional

military-to-military partnership for a
range of common interests.'?

Syria. A significant difference in the
BWT approach from Iraq to Syria is the
availability of a host-nation state partner.
The United States and its coalition part-
ners determined that the Syrian regime
was either unwilling or unable to prevent
IS from launching attacks against Iraq,
the United States, and its coalition part-
ners from within Syrian territory. Because
cooperation with the Syrian regime was
politically untenable to the United States
and its partners, the coalition had to turn
to other actors on the Syrian civil war
battlefield. The considerations of suitable
partners having aligned interests meant
differentiating those forces seeking U.S.
assistance in the civil war from those
willing to focus on defeating IS. Congress
provided the executive branch the initial
Syrian Train and Equip authorities,* al-
lowing the military to start a transactional

relationship with moderate and vetted
armed Syrian opposition groups that
pledged to fight against IS rather than
the Syrian regime. This difference—part-
nering with a nonstate armed group
rather that a partner-nation’s armed
forces—required a different supporting
force structure to enable the vetted Syrian
opposition light infantry capabilities
rather than Iraq’s joint force capabilities.
The lack of host-government support
complicated logistical support and U.S.
and coalition force protection, putting a
greater reliance on SOF trainers and ad-
visors, air support, and transfers of arms
and equipment to the SDF.

While a BWT approach generates
greater domestic legitimacy for the part-
ner, the lack of U.S. short- and long-term
operational control over the partner and
its agenda can have strategic concerns.
Partnering with the SDF, led largely by
Syrian Kurds, created strategic stress with
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Turkey, which is only magnified by the
notion of SDF ownership versus U.S.
control. It also presents an ongoing po-
litical challenge to the legitimacy for U.S.
involvement from the Syrian regime and
its partners.

In Syria, the partnership with the SDF
is pragmatically focused on the defeat of
IS. The SDF’s legal status under inter-
national law and in juxtaposition to the
Syrian regime limits the evolution of the
partnership as compared with Iraq and
the government’s ISE. This is not meant
to imply that future partnerships are not
possible with nonstate groups like the
SDF; rather it implies that these partner-
ships support distinct U.S. interests with
appropriate authorities and policies. In
Syria, the United States did not select
a BWT approach simply to develop an
indigenous partner. It did so because it
was a more effective operational approach
to degrade, defeat, and destroy IS in a
country that the United States had no
diplomatic relationship with.

Host Legitimacy. In all three cases,
military gains made in support of U.S.
interests are not secure if they rely solely
on military partnership. As pointed out
in Building Armies, Building Nations,
the development and support of the
military, and the resulting legitimacy
through ownership and success in the
contflict, are not sufficient by themselves
for long-term nation-building or sta-
bility. The host-partner military needs
development of'its role as a bridge to a
national identity.?! This resonates with
Secretary Mattis’s assertion that the
American example of military and civic
leadership in shaping partners’ views
of social responsibility is as important
as the technical proficiency.?? To foster
this potential, the whole-of-government
participation in a BWT approach should
be sought from the onset. According to
Lieutenant General Terry Wolft, USA
(Ret.), the hard-won legitimacy of the
ISF and government of Iraq will not last
in the liberated areas if they are not able
to turn on the lights, get the water flow-
ing, or open the schools in a popularly
acceptable timeframe.?

U.S. and Intevnational Intevests.
Another factor existing in all of these

partnerships is the limited scope of mil-
itary interest and the tenuous nature of
the success. For instance, in Syria, the
SDF faces uncertain domestic security
due to political, ethnic, and historical
tensions separate from IS. Military ac-
tions to address these sources of domestic
SDF security exceed U.S. and coalition
authorities, which are focused on the
defeat of IS. This keeps the partnership
transactional and risks a divergence of
interests. In Iraq, internal domestic con-
cerns, including Iranian influence and
Kurdish autonomy, are reminders that
the military BWT operational approach
cannot overcome all of the domestic
tensions or issues that may have led to or
exacerbated the conditions that generated
IS. There is also a need for interagency
and international involvement on the
ground. In Afghanistan, the competing
pressures from Pakistan, Russia, and do-
mestic power competitions are somewhat
more balanced by a more robust interna-
tional commitment. Governmental and
international efforts need to join early on
and follow through beyond the limited
military role to diminish the risk posed by
rogue or revisionist actors.

Future Considerations

The BWT operational approach and the
examples of its current employment in
the USCENTCOM AOR reveal that
it encompasses a spectrum of char-
acteristics. One end of the spectrum

is the realm of low-visibility advisory
assistance by small teams, with limited
enablers, partnering with small groups
of indigenous actors like the counter-
terrorism support in Yemen. As the
conflict intensifies, U.S. involvement
becomes increasingly more overt. The
supporting leadership mix shifts from
unconventional warfare, irregular
warfare, and counterterrorism experts
to more counterinsurgency, foreign
internal defense, and conventional
offensive warfare units and leaders in
increasing numbers, as seen in Iraq
and Afghanistan. Also increasing with
expanded U.S. involvement are the
number of joint force resources like
fires, intelligence, and sustainment.
Finally, the degree of whole-of-govern-

ment involvement, as well as the size
and nature of the partner up to the host
country government, are considered.

Domestic Concerns. These concerns
are paired with factors determined from
the specific conflict situation, including
the type and stage of the conflict or
threat, availability of partners and their
current contribution or capacity, and
regional and international involvement.?*
An evaluation of the stage of contflict and
the capacity of the partner assist in deter-
mining the appropriate type of activity
required. This may include any range of
operations from building partner capacity
and security force assistance to counter-
insurgency and foreign internal defense
to offensive counterterrorism operations.
This also provides clarity to the most
constraining factor, which is the required
supporting forces and sustainment levels
needed to ensure the host partner’s prog-
ress, parity, or overmatch—and ultimately
secure the shared U.S. interest.

The U.S. national interests at stake are
determinants of where the joint force op-
erates along these spectra. These concerns
center on the value of the endstate of the
conflict to U.S. national interests and the
immediacy required. When the United
States is facing an existential threat, the
BWT operational approach is not suit-
able due to its risks from partner, rather
than U.S., ownership of the outcome.?
Similarly, if there is a vital national interest
regarding how and when the contflict is
concluded, then by, with, and through
may again not be recommended.?®

Another factor is the level and
leadership by the Armed Forces in con-
sideration of the political sensitivity of
U.S. involvement and the type of conflict.
This factor helps define the intended vis-
ibility of the American role (from limited
to overt), SOF and conventional force
mixture, number and type of enablers,
and extent of other U.S. agency involve-
ment. In times of political constraint,
providing only U.S. military supporting
capabilities reduces the political tension
of employing significant frontline combat
forces. With effective leadership and sup-
port, this may allow addressing interests
that would be less accessible through
other approaches.
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Marines with 3" Battalion, 7" Marine Regiment, Special Purpose Marine Air-Ground Task Force—Crisis Response—Central Command, conduct Tactical
Recovery of Aircraft and Personnel exercise, October 8, 2016 (U.S. Marine Corps/Trever Statz)

Leadership. A significant advantage of
a BWT operational approach is host-part-
ner ownership and durable outcome
supporting U.S. national interests. To
achieve this outcome, a BWT approach
requires a leadership actively engaged in
sourcing and coordinating the enabling
resources and advising as a trusted agent,
while allowing host partners to control
employment, timelines, and direction.”
This type of supporting leadership from
the United States leverages the capabilities
that host nations have and the primary
leadership they can contribute. This was
the case in Iraq, where the Iraqis, with
increasing confidence in committed sup-
port, selected other routes, objectives, and
timelines of their own choosing rather
than only those preferred by the United
States. Accepting host state or nonstate
leaders’ ownership of the fight reveals the
commitment and risk tolerance of host
forces in meeting their own and U.S. in-
terests. This is essential for legitimacy with
the people, one of the shared advantages
of'a BWT approach, especially in counter-
insurgency scenarios.?

Empowering the partner leadership
in this way, however, creates risk to U.S.
objectives and operational timelines.

The mitigating factors begin with first
finding a willing and capable partner
and ensuring aligned interests. Second is
sustaining a committed, reliable, and du-
rable supporting and enabling presence.?
Through the provision of sound advice
and reliable application of resources and
enablers, the American leaders involved
provide tangible value to the partner
nation, thereby allowing the development
of trust and influence on the alignment of
interests.*

Having the right quality of leaders
for this approach is essential. Licutenant
General Stephen Townsend, USA,
considers that leaders must first be
experts in their field, whether that is
direct action, fires, intelligence prepara-
tion of the battlefield, or sustainment,
and also be comfortable in a mission
command role without traditional
mission control.*! Those commanders
interviewed contend that the experience
in a supporting and advising role relied
heavily on and complemented rather than
degraded their primary wartime training.
USCENTCOM Command Sergeant
Major William Thetford, USA, noted
that significant reliance on mission com-
mand and relationship-building in smaller

dispersed formations in the SFAB would
also require high performing noncom-
missioned officers.%

Lieutenant General William Beydler,
commander of Marine Corps Forces
Central Command, commented that the
4-month Marine Expeditionary Unit
rotation cycle approach does not match
up with the importance of relationships.
A service force management process
that allows a persistent unit alignment,
as with SOF teams being sent back
to the same location, as suggested by
Special Operations Command Central
Command Sergeant Major Marc Eckard,
USA, is another possible way to address
this challenge.* Finally, the naval per-
spective provided by U.S. Naval Forces
Central Command commander Vice
Admiral John Aquilino is that informa-
tion-sharing in the maritime domain is
possible, but it is much harder to advise
and assist on someone else’s bridge.*

Regarding leadership characteristics,
Colonel Patrick Work’s Mosul experience
highlighted anticipation, agility, and
inquisitiveness as traits that improved the
support provided and the influence gained
during this approach.? Training for these
and other necessary characteristics like
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historical context, language, and culture
are more common for SOF, but are no
less important when conventional forces
are employed. This also includes the po-
tential of focusing military leaders’ careers
on developing relationships with regional
security partners and with regionally fo-
cused interagency counterparts. The force
will also need to develop ways to reward
this type of leader development.?”

Sustainment and Enablers. Another
area that impacts the success of the ap-
proach is sustainment of the host and the
enablers. Lieutenant General Michael
Garrett, U.S. Army Central commander,
notes that, at equivalent levels, the sus-
tainment force is not organized to support
the broadly dispersed footprint of a
Brigade Combat Team in this approach.®
USCENTCOM’s J4, Major General
Edward Dorman, USA, commented that
carlier involvement in sustainment partner-
ships needs consideration for operationally
effective support, resource management,
and longer term outcomes.®

The BWT approach is often mistaken
for an inexpensive approach to warfare.
This is a misperception. This approach
still requires significant financial expen-
diture. Reducing the use of U.S. forces
for direct combat operations creates less
control of the timelines and decreased
efficiency of resource expenditure.
Therefore, the duration of the conflict
and amount of resource consumption
are potential strategic risks to joint force
readiness in general and carry broader
U.S. economic implications that must
be mitigated. This requires continual
vigilance of resource consumption, since,
as the USCENTCOM J5, Major General
George Smith, USMC, cautioned, trad-
ing tactical risks for strategic ones is not a
viable long-term plan.*

The joint force can react and adapt to
meet the needs of a BWT approach when
there are limited competing requirements
and the force is given enough time.
Creating a sustained capability requires
developing the requisite capacities within
the components and a complementary
joint doctrine. The Army SFAB and Field
Manual 3-07.1, Security Force Assistance,
provide a conceptual starting point
for components for the advising role.

Lieutenant General Jeffrey Harrigian,
the U.S. Air Force’s Central Command
commander, noted that an equivalent
structure does not exist in the Air Force
and that training an indigenous air force
has significantly longer timelines.*!

Another component of risk is the
lethal threats to employed enablers.
Enablers from the joint force may include
sustainment and mobility; intelligence,
surveillance, and reconnaissance; and
kinetic and nonlethal fires. These enablers
allow our partners to sustain themselves
in the conflict. When provided with
American leadership and commitment,
U.S. partners have demonstrated in-
creased confidence and determination to
prevail. While this often lowers the risk
from employment of a comparable num-
ber of U.S. frontline ground combatants,
the lethal risk to the various types of
aircraft enablers, logistics operations, and
advisers remains significant.*?

In interviews and discussions, import-
ant considerations were voiced suggesting
that adversaries will seek ways to adapt
to and counter this approach. To begin,
Lieutenant General Harrigian describes
the enabling mission and associated de-
creased risk as relying on the assumption
of air superiority, which is no longer a
certainty.*® It is in a contested air domain
where adversary airpower may disrupt the
supply lines or degrade other supporting
forces’ freedom of maneuver. Secretary
Mattis takes a position in his Summary
of the 2018 National Defense Strateqy
that every domain is now contested.**
The joint force must factor in this state
of domains with expected adaptations by
adversaries to degrade the BWT approach
and associated exposure to enablers.

Auwuthovities and Doctrine. All
of this requires the appropriate legal
framework and authorities for partner-
ing and resourcing. A major risk is that
permanent statutory authorities do not
exist to enable partner forces in this kind
of conflict. Colonel Matthew Grant,
USA, USCENTCOM Judge Advocate,
expressed how specific legislation to
provision regular and irregular forces in
Iraq, Syria, and Afghanistan was required
in each case—and the authorities in each
instance were tailored to the particular

operational circumstances and congres-
sional concerns. As the specific situation
develops and support required changes,
however, new or revised authorities may
be necessary. Congress does not operate
at the speed of war, creating a lag be-
tween need and the legislative solution.
This presents a further requirement on
commanders and planners to anticipate
evolutions of enabling requirements
and advocate early for the necessary
authorities.

Further complicating this risk is the
lack of joint doctrine supporting a BWT
operational approach. There is need for
doctrine concerning large-scale conven-
tional forces conducting operations that
include security force assistance; building
partner capacity from the ministerial to
tactical levels; and various mixes of train,
advise, assist, accompany, and enable
missions.*®

With whom to partner our resources
carries significant implications for the
U.S. authorities granted, military re-
quirements, securing U.S. interest, and
endstate or transition. Ultimately, the
partnerships in a BWT approach change
when U.S. interests are secured or di-
verge from the partner’s interest. The
potential follow-on relationship depends
on the nature of the partner, success of
the partnership, and subsequent U.S.
interests. Transition following from
BWT partnerships augmenting stable ally
states, such as the U.S. relationship with
the UAE concerning Yemen, may be the
most straightforward. Highly transac-
tional relationships with nonstate actors
remain the more challenging to transition
without authorities or policies that follow
through. Finally, all the examples of con-
flicts and partners require avoiding the
development of dependencies and rec-
ognizing mission limitations and mission
accomplishment.

Concluding Imperative

The U.S. military has a significant role
in securing and maintaining American
national interests. The BWT operational
approach identifies partners with spe-
cific shared interests, preferably held

by them at an equal or higher national
value. The U.S. joint force leverages

46 Special Feature / The By-With-Through Oper