By William D. Bryant

n a crisp fall day in mid-Oc-

tober 1805, two fleets met to

decide the fate of Europe at the
Battle of Trafalgar.! The combined
fleets of the French and Spanish navies
were larger, with heavier and more
powerful ships, and their commander,
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Admiral Villeneuve, had even correctly
deduced the battle strategy of his
opponent. Contrary to the accepted
naval practice of lining up parallel so
that respective admirals could maintain
control, Admiral Lord Nelson divided
his smaller force into two columns
directed perpendicularly against the
enemy fleet. This produced a chaotic
but decisive battle. And even though
Nelson was killed, his more aggressive
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and self-synchronizing forces defeated
the French and Spanish fleet on a scale
not matched until modern times.

What can a battle from the age of sail
and wooden ships possibly teach us about
modern warfare? In a cyber-contested
environment and facing a competent foe,
the side that embraces the chaos, confu-
sion, and lack of control on the modern
battlefield is more likely to emerge victo-
rious, much like Nelson’s force. To win
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in the new cyber-contested battles of the
future, a combatant must still command,
but let go of control and surf the chaos.

Future Warfare
In the strategic community, conven-
tional wisdom holds that capable
nation-states will fight future wars not
only in the traditional land, maritime,
air, and space domains but also in cyber-
space. Analysts also often argue that the
United States will be at a disadvantage
in this type of warfare because it has a
higher reliance on cyberspace-enabled
systems.? Combatants will fight future
wars in all domains, but the United
States is not naturally at a disadvantage
when cyberspace conflict is included in
warfare. While it is true that U.S. forces
are heavily dependent on cyberspace,
potential foes are every bit as dependent
on their cyberspace-enabled systems,
which in some cases are more modern
and sophisticated than those used by
U.S. forces. It is important to look at
potential near-peer foes of the United
States as they actually are, not how they
were 30 years ago. Accordingly, it is
key to understand that both sides will
be dealing with a contested cyberspace
domain full of deliberate misinformation
and sabotaged systems. In this environ-
ment, victory will most likely go to the
side best able to function effectively with
high levels of fog and friction. In this
type of setting, the United States and
other nations with strong cultures of
openness, innovation, and adaptability
have some key advantages that will be
hard to replicate in less free societies. A
key element of any cyber-contested envi-
ronment is the level of fog and friction
experienced by the combatants.

Despite the hopes that some analysts
once placed on improved information
in warfare, fog and friction will greatly
increase in a contested cyberspace envi-
ronment. The concept of fog and friction
refers to the uncertainty and cumulative
small mishaps that make outcomes in
warfare difficult to predict.? Theorists
from the time of Sun Tzu have explored
ways to decrease fog and friction through
improved intelligence or better command
and control.* Some theorists around the

turn of the millennium thought that
ubiquitous semi-autonomous and smart
command and control systems would
largely dissipate fog and friction.® That
prediction turned out to be incorrect
due to unexpected advances on the of-
fensive side of cyberspace and the other
domains, which made it far casier to
penetrate operational battle networks.
When some sensors and command and
control systems give false information, fog
and friction greatly increase as command-
ers stop trusting the information they
receive and are hesitant to act on it.% This
is deeply uncomfortable for command
staffs who work hard to reduce fog and
friction, so they can carefully orches-
trate a plan that leads to a clear victory.
However, the vision of a frictionless
cybernetic war machine that flawlessly
executes some grand design was illusory
long before attackers in cyberspace could
casily insert false information and take
down command and control systems at
will.” To make matters more complex,
command and control systems are not
the only cyber-enabled systems that will
come under attack in a cyber-contested
environment.

Warfighting in and

through Cyberspace

Cyberspace attacks will affect warfighting
in different ways depending on the type
of system under attack. The different
types of systems can be broken down
into information technology (IT),
operational technology (OT), and plat-
forms.® Traditional IT systems include
the Department of Defense (DOD)
Non-Secure Internet Protocol Router
and Secure Internet Protocol Router
networks as well as I'T-based weapons
systems such as the Air Operations
Center and numerous other personnel
and logistics systems. Operational tech-
nology refers to computer-controlled
physical processes such as industrial
control systems or other types of control
systems such as building automation or
heating, venting, and air conditioning.’
This category is a relatively new one in
military circles but has achieved wide
acceptance in the civilian world. The
final category is platforms, which are

self-contained cyber-physical systems.
An F-18 fighter or Abrams tank falls
into this category. If we open the panels
and look inside an F-18, we will find

a large number of boxes full of elec-
tronic components connected by wires.
While these boxes are mostly running
specialized software and are generally
not using the Transmission Control
Protocol /Internet Protocol, they still
comprise a network and are part of

the cyberspace domain.!® Thus, these
cyber-physical systems are hybrids with
physical and cyberspace components
that combine to make a coherent whole.
Using these three categories, what will
warfare that includes modern cyber-
space forces look like?

IT systems are the most obvious and
familiar targets of cyber attack in a con-
flict. Combatants should expect creative
enemies to penetrate their I'T systems and
introduce some amount of false informa-
tion. Adding even small amounts of false
information can be extremely effective,
as it makes adversaries question all their
information.!! What would it look like for
a warfighter if 10 percent of the orders
received through command and control
systems were false and the enemy altered
5 percent of intelligence reports? Major
effects on the ability of units to maneuver
and function will occur at even low per-
centages, as a handful of false messages
will call into question the validity of all
other messages as well.'> A young, ag-
gressive infantry lieutenant may think the
unit can “fix bayonets” and take the hill
anyway, but where did the bayonets come
from? Most logistical systems will be
easy targets compared to command and
control or intelligence systems, as they
generally rely on the Internet backbone
and unsecure communication links. It is
worth mentioning again how completely
dependent the U.S. military has become
on complex cyber-enabled logistical
systems to enable warfighting in all the
physical domains. While we understand
our reliance on IT, we do not yet clearly
grasp our reliance on OT.

Adversary attacks can be devastat-
ing because operational technology is
highly vulnerable, yet it provides the
infrastructure that modern militaries

JFQ 88, 1t Quarter 2018

Bryant 29



operate on. While once considered largely
untouchable, OT systems have already
come under attack numerous times. The
heart of Stuxnet was an attack on pro-
grammable logic controllers, which are

a subset of OT.!3 The Ukrainian power
grid has also come under attack several
times, which shows that attackers can use
OT to put pressure directly on the civilian
population, much like the early days of
strategic bombing.* OT can be the “soft
underbelly” of military operations. For
example, an enemy that wanted to attack
a command center could use a sophis-
ticated social engineering attack with
multiple vectors intended to jump across
air gaps—or it could connect to the rel-
atively unprotected building automation
system and turn up the heat in the data
center and cause computer hardware to
fail. Much of OT is largely unprotected,
since engineers connected it for conve-
nience and efficiency with little thought
of security or mission impact. There is
increasing recognition of the importance
of protecting OT, but securing it will be
difficult—partially because key elements
of OT are often outside military control.
Major OT systems on which the military
relies, such as civilian power grids, are
normally defended (or not) based on
business decisions instead of national
security concerns. Attacks on OT can
cripple a combatant by removing critical
support infrastructure or by directly tar-
geting weapons systems.

An adversary can directly attack plat-
forms through cyberspace to hamstring
military forces.!® Platforms and weapons
systems now exist in the physical and
cyber worlds simultaneously and are
thus significantly vulnerable to cyber
attack. Some military planners have been
slow to recognize the danger, since they
think weapons systems such as airplanes
and ships are isolated and secure from
cyberspace threats because they are air
gapped, or physically disconnected, from
the Internet.!® Engineers also often refer
to these types of systems as standalone.
However, warfighters routinely connect
these systems to maintenance devices
that are conduits to the wider cyberspace
world, and they are thus vulnerable
to attacks through those systems. In

addition, any antenna with a processor
behind it is a potential entry point for

an adversary. Automobile hacking has
shown both these avenues of attack to be
feasible and practical.!”

Responding to Cyber Attacks
All three types of systems—IT, OT, and
platforms—will be under continuous
attack from cyberspace in a contested
cyberspace environment, but defenders
have several ways to prepare for and
fight successfully in this arena. One
option is to focus exclusively on keeping
the enemy out of important systems;
joint forces will want to exclude enemies
from their systems and networks as
much as possible. However, recent
history shows that using IT-based
defenses alone is ineffective when under
attack from less-capable adversaries
than nation-states, so it is unlikely that
this approach would work against more
capable adversaries. The best solution
to the problem of warfighting in a
contested cyberspace environment is
not a frontal assault on misinformation
and uncertainty. The answer instead
lies in an indirect approach that attacks
the problem from a different angle
and builds a force that can thrive and
maneuver in a chaotic and uncertain
environment.'®

Authors who depict warfare in a
contested cyberspace environment
often seem to forget that the United
States also has highly capable cyberspace
forces that will presumably be attacking
enemy IT, OT, and platform systems in
accordance with appropriate authorities
and the laws of war. The enemy will
be dealing with all the same issues of
compromised command and control,
intelligence, infrastructure, and weapons
systems. So if both high commands will
be essentially blind, deaf, and dumb, will
it come down to simple mass and who
can throw the biggest battalions into
the fray? On the contrary, victory will go
to the side best able to observe, orient,
decide, and act at the tactical edge in
the absence of detailed instructions or
a complete picture of the situation."
Building a joint force able to accomplish
that will require significant changes in

education, training, exercises, organiza-
tional structures, and planning.

Education

Education is a critical component of

a force able to execute on the tactical
edge because it provides a foundation
of how to think and respond to any
number of situations, whether the war-
fighter has encountered them before.
Carl von Clausewitz himself was a major
proponent of education and theory for
young officers, not because education
provided answers to tactical problems
but because it helped to guide and stim-
ulate development.?® There is no need
for more time spent on education in the
career path of a U.S. military officer—
the current sequence of professional
schools is sufficient.

What our force needs instead is a
greater emphasis on developing the types
of agile and self-synchronizing individ-
uals who can thrive at the tactical edge
when an enemy successfully attacks our
command and control systems. We need
to adjust our curriculum to place greater
emphasis on creative maneuver and find
innovative ways to achieve commander’s
intent in a contested cyberspace envi-
ronment where much of the equipment
is not functioning correctly, many com-
munications systems are unavailable, and
the enemy has compromised some of the
command and control links that appear
to be functioning.

Training

In addition to knowing how to think,
which comes from education, agile
forces must learn specific skills to cope
with a cyber-contested environment
through improved training. To be
effective, training must be realistic and
focused on those skills needed in an
environment where many systems will
be under attack. For example, modern
fighter aircraft are capable of updating
their navigation systems using a number
of methods, only some of which rely on
the global positioning system (GPS),
but operators rarely practice these
capabilities because GPS is so much
more accurate and easier to use. In a
cyber-contested environment, a pilot’s
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Servicemember from 3™ Infantry Division (left), trainer, and Servicemember of division's 2™ Battalion, 63" Armor Regiment, 3 Armored Brigade Combat
Team, observe spectrum of frequencies used in Red Team exercise (U.S. Army/Aaron Knowles)

theoretical ability to update an aircraft’s
position using ground references is of
little use if the pilot is not trained or
proficient, and that proficiency will
only come from focused training and
repeated practice.

It is important to note that there are
only a finite number of minutes in any
given day to accomplish training, and
every training event has an opportunity
cost of a training event that the individ-
ual or team did not accomplish instead.
Training for fighting in a cyber-contested
environment means that forces will train
less with everything working, and more
with backup and degraded systems.

This type of training regime will greatly
increase the joint force’s ability to fight
in a cyber-contested environment, but

it comes at the cost of proficiency and
capability when the enemy does not con-
test the environment and all systems are
working as intended. Commanders must

strike the right balance based on expected
mission sets and adversaries, but there is
some minimum level of competency in
both environments that all forces should
reach. Today, few forces deliberately train
for a cyber-contested environment at all,
so more training will be needed for this
type of warfare. Training is an important
building block that provides needed
skills, but that training will only truly take
root when the force also exercises it on a
large scale.

Exercises

Agile forces ready to execute on the
tactical edge need to put all the edu-
cation and training together in large-
scale exercises so they are familiar with
operating and self-synchronizing in
chaotic environments. Smaller exercises
are useful in a building block program,
but, much like Red Flag, maximum
learning will come from large-scale,

complex exercises.?! The rules of exer-
cises should clearly reward innovation
and agility, and referees should grade
forces against not how closely they
adhered to the plan, but how effective
they were at executing the command-
er’s intent when everything went
wrong. It is critical that these exercises
be difficult and full of surprises, much
like the enemy. If friendly forces end
up winning every exercise, the scenario
is too easy. In exercises, adversary
forces should routinely defeat friendly
forces, which will force a higher level of
learning than is generally accomplished
when the exercise invariably has the
joint force winning on the last day,

no matter how badly friendly forces
bungled things. Commanders should
replace individuals who handle their
forces poorly and who are not able

to operate effectively in a contested
environment before lives are lost in
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F/A-18C Hornet, assigned to Sharpshooters of Marine Fighter Attack Training Squadron, flies over flight deck of aircraft carrier USS George H.W. Bush in
Atlantic Ocean, January 24, 2013 (U.S. Navy/Kevin J. Steinberg)

combat. Once agile forces are devel-
oped, DOD must support them with
appropriate organizational structures.

Organizational Support

DOD needs to couple an agile and resil-
ient force with a strong organizational
structure and incentives for maximum
effectiveness. Personnel systems must
reward agile and resilient behavior in
promotions and increased responsibility
if other young leaders are going to
focus their own efforts in that direction.
Too often, military personnel systems
reward a particular behavior such as
agility of thought, but what they actu-
ally reward is precisely following a set
of rules and norms that are comfortable
for the organization. Senior leaders

will have to go beyond talking about
the importance of agility or taking risk
and failing, and start promoting those
people who do so instead of those who
follow the safer path.

As leaders are cultivated to be agile
and innovative, DOD needs to provide
them with an environment that enables
success. The joint force will accomplish a
large part of this requirement by setting
the conditions through changing from
directive to emergent planning, which
is a different type of planning than the
military typically does.?? Today’s plan-
ning focuses on detailed scenario-driven
plans that lay out precise schedules
and timelines not that different from
the Schlieffen Plan of World War I.
Commander’s intent is part of the pro-
cess, but it is only one step in a long series
that produces documents running many
thousands of pages no one reads, except
a few experts reading about their small
sliver of an operation. In a contested cy-
berspace environment, the detailed plans
will be worse than useless and will do
great harm if commanders attempt to fol-
low them in a radically changed context
from the planning assumptions. Planning

is helpful even if the actual plans are not,
as it forces stafts and maneuver forces

to think through problems to grasp the
commander’s intent and general scheme
of maneuver. These elements provide the
key to success.

The joint force has made great strides
in recent years to embrace mission-type
orders, and DOD is now discussing the
need to acknowledge and plan for com-
manders who are still in command but
cannot directly control their forces due
to a contested cyberspace environment.??
This distributed command provides field
commanders with the overall command-
er’s intent to keep them focused in the
right direction, and the structure that
allows them to self-synchronize into the
largest and most effective warfighting
clements possible in given circumstances.
Meanwhile, the theater-level commander,
who has had direct control over units in
the conflicts of the last few decades, will
at best be able to provide broad guidance
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updates while pushing resources and
reinforcements to particular geographic
areas and continuing to fight for as ef-
fective a command and control as can be
achieved.?*

Conclusion

These strategies will help set the
conditions for victory on a modern
cyber-contested battlefield. Fortunately
for the United States, we have the raw
material available to us to execute at the
tactical edge. Our population is flush
with potential young warfighters who
want to be innovative and agile and are
comfortable with a pace of change and
maneuver that was quite challenging for
carlier generations brought up in more
controlled hierarchical structures. Many
potential adversaries do not have the
same raw material because their societies
are still far more command driven and
less agile than ours. This will provide

an important edge that our potential
adversaries cannot easily replicate.

The commander who, like Admiral
Nelson, educates, trains, equips, and ex-
ercises his forces to execute on the tactical
edge and provides clear commander’s
intent while eschewing direct control is
much more likely to find victory than the
one who insists on attempting to control
forces directly in a carefully synchronized
plan. Detailed control will be impossible
in a cyber-contested environment facing
a competent foe anyway, and attempting
to achieve it will do great harm because
forces will be unable to maneuver or
self-synchronize in the absence of di-
rection from headquarters. The U.S.
military has access to a new generation of
joint warriors who, through a combina-
tion of education, training, organizational
changes, emergent planning, and new
command structures, can defeat the
Nation’s enemies and achieve national
objectives even when our operational
battle networks are under attack and de-
graded. We must now prepare the force
and teach our commanders to command
in new ways, let go of control, and surf
the chaos. JFQ
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