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Predicting the Proliferation of 
Cyber Weapons into Small States
By Daniel Hughes and Andrew M. Colarik

R
ecent analysis of cyber warfare 
has been dominated by works 
focused on the challenges and 

opportunities it presents to the con-
ventional military dominance of the 
United States. This was aptly demon-
strated by the 2015 assessment from the 
Director of National Intelligence, who 
named cyber threats as the number 

one strategic issue facing the United 
States.1 Conversely, questions regarding 
cyber weapons acquisition by small 
states have received little attention. 
While individually weak, small states 
are numerous. They comprise over half 
the membership of the United Nations 
and remain important to geopolitical 
considerations.2 Moreover, these states 

are facing progressively difficult secu-
rity investment choices as the balance 
among global security, regional dom-
inance, and national interests is con-
stantly being assessed. An increasingly 
relevant factor in these choices is the 
escalating costs of military platforms 
and perceptions that cyber warfare may 
provide a cheap and effective offensive 
capability to exert strategic influence 
over geopolitical rivals.

This article takes the position that 
in cyber warfare the balance of power 
between offense and defense has yet to 
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be determined. Moreover, the indirect 
and immaterial nature of cyber weapons 
ensures that they do not alter the funda-
mental principles of warfare and cannot 
win military conflicts unaided. Rather, 
cyber weapons are likely to be most effec-
tive when used as a force multiplier and 
not just as an infrastructure disruption 
capability. The consideration of cyber 
dependence—that is, the extent to which 
a state’s economy, military, and govern-
ment rely on cyberspace—is also highly 
relevant to this discussion. Depending 
on infrastructure resiliency, a strategic 
technological advantage may become a 
significant disadvantage in times of con-
flict. The capacity to amplify conventional 
military capabilities, exploit vulnera-
bilities in national infrastructure, and 
control the cyber conflict space is thus 
an important aspect for any war-making 
doctrine. Integrating these capabilities 
into defense strategies is the driving force 
in the research and development of cyber 
weapons.

The Nature of Cyber Warfare
Cyber warfare is increasingly being rec-
ognized as the fifth domain of warfare. 
Its growing importance is suggested 
by its prominence in national strat-
egy, military doctrine, and significant 
investments in relevant capabilities. 
Despite this, a conclusive definition of 
cyber warfare has yet to emerge.3 For 
our purposes, such a definition is not 
required as the critical features of cyber 
warfare can be summarized in three 
points. First, cyber warfare involves 
actions that achieve political or military 
effect. Second, it involves the use of 
cyberspace to deliver direct or cascading 
kinetic effects that have comparable 
results to traditional military capabili-
ties. Third, it creates results that either 
cause or are a crucial component of a 
serious threat to a nation’s security or 
that are conducted in response to such a 
threat.4 More specifically, cyber weapons 
are defined as weaponized cyber warfare 

capabilities held by those with the 
expertise and resources required to 
deliver and deploy them. Thus, it is the 
intent to possess the skills required to 
develop and deploy cyber weapons that 
must be the focus of any national secu-
rity strategy involving cyber warfare.

Notable theorists have judged that 
in cyber warfare, offense is dominant.5 
Attacks can be launched instantaneously, 
and there is rapid growth in the number 
of networks and assets requiring protec-
tion. After all, cyberspace is a target-rich 
environment based on network structures 
that privilege accessibility over security. 
Considerable technical and legal difficul-
ties make accurate attribution of cyber 
attacks, as well as precise and propor-
tionate retaliation, a fraught process.6 
There is also the low cost of creating 
cyber weapons—code is cheap—and any 
weapon released onto the Internet can 
be modified to create the basis of new of-
fensive capabilities.7 All of this means that 
the battlespace is open, accessible, nearly 

MQ-1 Predator and MQ-9 Reaper assigned to 432nd Aircraft Maintenance Squadron provided intelligence, surveillance, and reconnaissance, especially 

during Operations Iraqi Freedom and Enduring Freedom (U.S. Air Force/Vernon Young, Jr.)



JFQ 83, 4th Quarter 2016	 Hughes and Colarik  21

anonymous, and with an entry cost that 
appears affordable to any nation-state.

Strategies that rely too heavily on 
offensive dominance in cyber warfare 
may, however, be premature. Cyber 
dependence—the extent to which an 
attacker depends on cyberspace for 
critical infrastructure—is crucial to the 
strategic advantages that cyber weapons 
can provide. Uncertainty rules as the 
dual-use nature of cyber weapons allows 
them to be captured, manipulated, and 
turned against their creators.8 Equally 
important is the practice of “escalation 
dominance.”9 As shown by as yet un-
tested U.S. policy, retaliation for a cyber 
attack may be delivered by more destruc-
tive military capabilities.10 And while the 
speed of a cyber attack may be near in-
stantaneous, preparation for sophisticated 
cyber attacks is considerable. The Stuxnet 
attack required the resources of a techno-
logically sophisticated state to provide the 
expansive espionage, industrial testing, 
and clandestine delivery that were so vital 
to its success. The above demonstrates 
that the true cost of advanced cyber 
weapons lies not in their creation but in 
their targeting and deployment, both 
of which reduce their ability to be rede-
ployed to face future, unforeseen threats.

Cyber weapons are further limited 
by their lack of physicality. As pieces of 
computer code, they generate military 
effect only by exploiting vulnerabilities 
created by reliance on cyberspace.11 They 
can attack vulnerable platforms and in-
frastructures by manipulating computer 
systems or act as a force multiplier to 
traditional military assets. This may lead 
to the disruption and control of the 
battlespace, as well as to the provision 
of additional intelligence when payloads 
are deployed. These effects, however, are 
always secondary—cyber weapons cannot 
directly affect the battlefield without a de-
vice to act through, nor can they occupy 
and control territory.

Ultimately, the debate regarding the 
balance of power in cyber warfare and the 
relative power of cyber weapons will likely 
be decided by empirical evidence relating 
to two factors. The first is the amount of 
damage caused by the compromise of cy-
ber-dependent platforms. The second will 

be the extent to which major disruptions 
to infrastructure erode political willpower 
and are exploitable by conventional 
military capabilities. For the moment, 
however, it is safe to presume that con-
flicts will not be won in cyberspace alone 
and that this applies as much to small 
states as it does to major powers.

Uses of Cyber Weapons 
by Small States
To be worthy of investment, a cyber 
weapons arsenal must provide states 
with political or military advantage 
over—or at the very least, parity with—
their adversaries. To judge whether a 
small state benefits sufficiently to justify 
their acquisition, we must understand 
how these capabilities can be used. A 
nonexhaustive list of potential cyber 
weapon uses includes warfighting, coer-
cion, deterrence, and defense diplomacy. 
As cyber weapons are limited to second-
ary effects, they currently have restricted 
uses in warfighting. Their most prom-
inent effect likely will be the disrup-
tion and/or manipulation of military 
command, control, communications, 
computers, intelligence, surveillance, 
and reconnaissance (C4ISR) capabilities 
and the degradation of civilian support 
networks. Attacks on civilian infrastruc-
ture remain most feasible, and attacks 
on automated military platforms are 
possible.12 The effective use of cyber 
weapons as a coercive tool is con-
strained by the relative size and cyber 
dependence of an opponent and carries 
the risk of weapons acting in unforeseen 
ways. Both of these dependencies are 
shared when cyber weapons are used as 
a deterrent. This is due to the peculiar 
nature of the cyber domain, where both 
coercion and deterrence rely on the 
same aggressive forward reconnaissance 
of an adversary’s network. This results 
in the difference between coercion and 
deterrence being reduced to intent—
something difficult to prove. The final 
potential use of cyber weapons is as a 
component of defense diplomacy strat-
egy, which focuses on joint interstate 
military exercises as a means to dispel 
hostility, build trust, and develop armed 
forces.13 This could be expanded to 

encompass cyber exercises conducted 
by military cyber specialists. Defense 
diplomacy can act as a deterrent, but 
it is effective only if relevant military 
capabilities are both credible and 
demonstrable.14 The latter is problem-
atic. Advanced cyber weapons are highly 
classified; caution must therefore be 
exercised when demonstrating capabili-
ties so that “live” network penetrations 
are not divulged.

These four capabilities have crucial 
dependencies, all of which can limit their 
suitability for deployment in a conflict. 
First, the conflicting parties must have 
comparable military power. Disrupting 
an opponent’s C4ISR will be of little 
consequence if they still enjoy consid-
erable conventional military superiority 
despite the successful deployment of 
cyber weapons. Second, as demonstrated 
by the principle of cyber dependence, 
one state’s disruption of another’s cyber 
infrastructure is effective only if they can 
defend their own cyber assets or possess 
the capability to act without these assets 
with minimal degradation in operational 
effectiveness. Third, states must have 
the resources and expertise required to 
deploy cyber weapons, which increase 
commensurate with their efficacy. Fourth, 
cyber weapons rely on aggressive for-
ward reconnaissance into networks of 
potential adversaries; weapons should 
be positioned before conflict begins. 
This creates political and military risk 
if an opponent discovers and traces a 
dormant cyber weapon. Finally, all use 
of cyber weapons is complicated by their 
inherent unpredictability, which casts 
doubts over weapon precision and effect. 
Once unleashed, the course of cyber 
weapons may be difficult to predict and/
or contain.15 Unforeseen results may un-
dermine relationships or spread to neutral 
states that then take retaliatory action.16 
Accordingly, weapon deployment must 
follow sound strategy against clearly iden-
tified adversaries to minimize unforeseen 
consequences.

A Predictive Framework
What is offered in this section is an 
analytical framework that may provide 
a customized evaluation of whether a 
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particular small state should—or will—
acquire cyber weapons. In essence, 
what is being provided is a baseline for 
a comparative, comprehensive study on 
a state-by-state basis. The framework 
itself yields its maximum value when 
numerous states have been analyzed. 
This enables potential proliferation pat-
terns to emerge and a clearer picture of 
the threat landscape to present itself.
The outline of the basic process for 
analysis is provided in the figure.

Each step is explained by a purpose 
statement and demonstrated through a 
case study. The subject of the case study is 
New Zealand, chosen due to its member-
ship in the Five Eyes intelligence network 
and because it both self-identifies as and 
is widely perceived to be a small state.17 
Ideally, each step of the framework would 
be completed by a group representing 
a variety of perspectives from military 
forces, government entities, and academic 
specialties. There is the potential for a 
much more detailed evaluation than that 
presented, which has been condensed for 
brevity.

Step One: Identify Foundational 
Small-State Characteristics. The pur-
pose is to identify key characteristics of 
the small state within three categories: 
quantitative, behavioral, and identity.18 
Quantitative refers to measures such as 
land area, population, and gross domes-
tic product (GDP). Behavioral refers 
to qualitative metrics concerning the 
behavior of a state, both domestically 
and within the international system. 
Identity refers to qualitative metrics that 
focus on how a state perceives its own 
identity. This article proposes that metrics 
from each category can be freely used 
by suitably informed analysts to assign 
a size category to any particular state. 
This avoids the need for a final definition 

of a small state. Instead, definition and 
categorization are achieved through 
possession of a sufficient number of 
overlapping characteristics—some quanti-
tative, some behavioral, and some identity 
based.19 Quantitatively, New Zealand has 
a small population (approximately 4.5 
million), a small GDP (approximately 
$197 billion), and a small land area.20 It 
is geographically isolated, bordering no 
other countries. In the realm of behavior, 
New Zealand practices an institutionally 
focused multilateral foreign policy. It is a 
founding member of the United Nations 
and was elected to the Security Council 
for the 2015–2016 term after running on 
a platform of advocating for other small 
states. It participates in multiple alliances 
and takes a special interest in the security 
of the South Pacific.21 Regarding identity, 
New Zealand’s self-identity emphasizes 
the values of fairness, independence, 
nonaggression, cooperation, and ac-
knowledgment of its status as a small 
state.22 Its security identity is driven by a 
lack of perceived threat that allows New 
Zealand to make security decisions based 
on principle rather than practicality.23 
This was demonstrated by the banning 
of nuclear-armed and nuclear-powered 
ships within New Zealand waters, and its 
subsequent informal exclusion from as-
pects of the Australia, New Zealand, and 
United States Security Treaty. Despite 
reduced security, however, domestic 
opinion strongly supported the anti-nu-
clear policy that, along with support for 
nonproliferation and disarmament, has 
strengthened the pacifistic elements of 
New Zealand’s national identity.24

Step Two: Identify Resource 
Availability and Policy Alignment 
for Cyber Weapon Development, 
Deployment, and Exploitation. The 
purpose is to identify how the use of 

cyber weapons would align with current 
security and defense policies; whether the 
small state has the military capabilities 
to exploit vulnerabilities caused by cyber 
weapon deployment; and whether the 
small state has the intelligence and tech-
nical resources needed to target, develop, 
and deploy cyber weapons.

In key New Zealand defense doc-
uments, references to cyber primarily 
mention defense against cyber attacks, 
with only two references to the appli-
cation of military force to cyberspace. 
There is no mention of cyber weapon 
acquisition. New Zealand’s defense policy 
has focused on military contributions 
to a secure New Zealand, a rules-based 
international order, and a sound global 
economy. Because the likelihood of direct 
threats against the country and its closest 
allies is low, there has been a focus on 
peacekeeping, disaster relief, affordability, 
and maritime patrol. New Zealand’s mili-
tary is small (11,500 personnel, including 
reservists) with limited offensive capabil-
ities and low funding (just 1.1 percent 
of GDP). Accordingly, the New Zealand 
military lacks the ability to exploit vulner-
abilities caused by the successful use of 
cyber weapons.

New Zealand is a member of the Five 
Eyes intelligence network and thus can 
access more sophisticated intelligence 
than most small states. This can be used 
to increase its ability to target and deploy 
cyber weapons. It has a modern signals 
intelligence capability, housed by the 
civilian Government Communications 
Security Bureau, which also has respon-
sibility for national cybersecurity. It most 
likely has the technical capability to adapt 
existing cyber weapons or develop new 
ones, particularly if aided by its allies. 
Due to fiscal constraints, however, any 
additional funding for cyber weapons 
will likely have to come from the existing 
defense budget and thus result in com-
promises to other capabilities.25

Step Three: Examine Small-State 
Cyber Dependence. The purpose is to 
examine the small state’s reliance on 
cyberspace for its military capabilities and 
critical infrastructure, as well as its relative 
cyber dependence when compared to 
potential geopolitical adversaries.

Figure. Cyber Weapon Acquisition Framework

1. Foundational 
characteristics of the state

2. Availability and alignment
of cyber-weapon systems

3. Cyberdependence

6. Recommend or predict
acquisition strategy

5. Benefits, feasibility,
and risk

4. State behavioral
alignment
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New Zealand has moderate to high 
cyber dependence, with increasing reli-
ance on online services and platforms by 
the government, business sector, and civil 
society. This dependence will increase. 
For example, the acquisition of new 
C4ISR capabilities to increase military 
adoption of network-centric warfare 
principles would create new vulnerabili-
ties.26 New Zealand’s cyber dependence is 
further increased by limited cybersecurity 
expertise.27 It does not have obvious 
military opponents, so its relative level of 
cyber dependence is difficult to calculate.

Step Four: Analyze State Behavior 
Against Competing Security Models. The 
purpose is to analyze how state behavior 
aligns with each competing security 
model and how cyber weapon acquisition 
and use may support or detract from 
this behavior. Cyber weapon arsenals are 
used to advance political and military 

objectives. These objectives depend on 
a state’s behavior and identity, both of 
which are difficult to quantify. A degree 
of quantification is possible, however, 
through the use of conceptual security 
models. A synthesis of recent small- 
state security scholarship generates four 
models: the first focused on alliances, 
the second on international cooperation, 
and the third and fourth on identity, 
differentiated by competing focuses (col-
laboration and influence, and defensive 
autonomy).28 The alliance-focused model 
presents small states with persuasive 
reasons to acquire cyber weapons. This 
applies both to balancing behavior (that 
is, joining an alliance against a threaten-
ing state) and bandwagoning (that is, 
entering into an alliance with a threat-
ening state).29 The additional military 
resources provided by an alliance present 
greater opportunities for the exploitation 

of vulnerabilities caused by cyber weap-
ons. In the event that a cyber weapon 
unwittingly targets a powerful third party, 
a small state may be less likely to be sub-
jected to blowback if it is shielded by a 
strong alliance. Furthermore, cyber weap-
ons may be a reasonably cost-effective 
contribution to an alliance; a great power 
could even provide preferential procure-
ment opportunities for a favored ally.

New Zealand maintains a close 
military alliance with Australia and is 
a member of the Five Power Defence 
Arrangements. It also has recently signed 
cybersecurity agreements with the North 
Atlantic Treaty Organization and United 
Kingdom.30 The alliances above have 
focused on security and mutual defense 
rather than offensive capabilities. New 
Zealand does, however, have a policy of 
complementing Australian defense capa-
bilities.31 This could be achieved through 
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the acquisition of cyber weapons, so long 
as it was closely coordinated and inte-
grated with the Australian military. Thus 
this model assesses state behavioral align-
ment as medium/high and cyber weapon 
support as medium/high.

The international cooperation model 
assumes that small states can exert in-
fluence by strengthening international 
organizations, encouraging cooperative 
approaches to security, and creating laws 
and norms to constrain powerful states.32 
Small states acting under this model will 
favor diplomatic and ideological methods 
of influence. As such, they are less likely 
to acquire cyber weapons. Instead, it is 
more likely that they will try to regulate 
cyber weapons in a manner similar to the 
restrictions on biological and chemical 
weapons or by leading efforts to explicitly 

incorporate them into the international 
laws of warfare.

New Zealand usually pursues a 
multilateral foreign policy approach and 
is a member of multiple international 
organizations. It has a long history of 
championing disarmament and arms con-
trol, which conflicts with the acquisition 
of new categories of offensive weapons. 
This model assesses state behavioral align-
ment as high and cyber weapon support 
as low.

Both of the identity focused models 
(collaboration and influence versus 
defensive autonomy) are centered on 
analysis of a small state’s “security iden-
tity.” This develops from perceptions of 
“past behavior and images and myths 
linked to it which have been internalized 
over long periods of time by the political 

elite and population of the state.”33 This 
identity can be based around a number 
of disparate factors such as ongoing 
security threats, perceptions of national 
character, and historical consciousness. A 
state’s security identity can lead it toward 
a preference for either of the identity fo-
cused security models mentioned above.
Regarding collaboration and influence, 
New Zealand’s identity strikes a balance 
between practicality and principle. It 
strives to be a moral, fair-minded state 
that advances what it regards as import-
ant values, such as human rights and 
the rule of law.34 It still wishes, however, 
to work in a constructive manner that 
allows it to contribute practical solutions 
to difficult problems. The acquisition of 
cyber weapons is unlikely to advance this 
model. Thus this model assesses state be-
havioral alignment as medium and cyber 
weapon support as low.

Despite its multilateral behavior, New 
Zealand retains some defensive autonomy 
and takes pride in maintaining indepen-
dent views on major issues.35 Its isolation 
and lack of major threats have allowed 
it to retain a measure of autonomy in its 
defense policy and to maintain a small 
military. Its independent and pacifistic 
nature suggests that cyber weapon acqui-
sition could be controversial. Thus this 
model assesses state behavioral alignment 
as medium and cyber weapon support as 
low/medium.

Step Five: Analyze Benefits, 
Feasibility, and Risk for Each Category 
of Cyber Weapon Use. The purpose is to 
first identify the benefits, feasibility, and 
risk of acquiring cyber weapons based 
on each category of potential use, as 
shown in table 1. Next this information 
is analyzed against the degree to which 
cyber weapon use may support different 
security models, as shown in table 2. 
This results in a ranking of the benefits, 
feasibility, and risk of each combination of 
cyber weapon use and small-state security 
model. This is followed by an overall 
recommendation or prediction for cyber 
weapon acquisition under each security 
model and category of cyber weapon use.

Step Six: Recommend or Predict 
Cyber Weapon Acquisition Strategy. The 
purpose is to summarize key findings, to 

Table 1. Cyber Weapon Cost-Benefit Risk Matrix for New Zealand

Warfighting Coercion Deterrence Defense Diplomacy

Benefits Ability to 
complement 
military capabilities 
of allies

Cost effective 
offensive capability

Limited coercive 
ability from cyber 
weapons

Limited deterrence 
from cyber 
weapons

Deterrence from 
demonstrating 
effective cyber 
weapons via 
defense diplomacy

Feasibility Allies may 
provide favorable 
procurement 
opportunities

Appropriate 
technical and 
intelligence 
resources exist

Appropriate 
technical and 
intelligence 
resources exist

Appropriate 
technical and 
intelligence 
resources exist

Appropriate 
technical and 
intelligence 
resources exist

Risks Procurement may 

result in reduced 

funding for other 

military capabilities

Domestic 

opposition to 

acquisition of new 

offensive weapons

Cyber weapon 

acquisition 

may reduce 

international 

reputation

Cyber weapons 

exploitation relies 

on allied forces

High level of 

cyber dependence 

increases 

vulnerability to 

retaliation

Domestic 

opposition to 

acquisition of new 

offensive weapons

Security identity 

not reconcilable 

with coercive 

military actions

Procurement may 

result in reduced 

funding for other 

military capabilities

Cyber weapon 

acquisition 

may reduce 

international 

reputation

High level of 

cyber dependence 

increases 

vulnerability to 

retaliation

Procurement may 

result in reduced 

funding for other 

military capabilities

Cyber weapon 

acquisition 

may reduce 

international 

reputation

High level of 

cyber dependence 

increases 

vulnerability to 

retaliation

Lack of identified 

threats reduces 

ability to target 

and develop 

deterrent cyber 

weapons

Procurement may 

result in reduced 

funding for other 

military capabilities

Cyber weapon 

acquisition 

may reduce 

international 

reputation

High level of 

cyber dependence 

reduces deterrent 

effect
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recommend whether a small state should 
acquire cyber weapons, and to predict 
the likelihood of such an acquisition. 
The key findings are that New Zealand is 
unlikely to gain significant benefits from 
the acquisition of cyber weapons. This 
is due to its limited military capabilities, 
multilateral foreign approach, extensive 
participation in international organi-
zations, and pacifistic security identity. 
Factors that could change this evaluation 
and increase the benefits of cyber weapon 
acquisition would include an increased 
focus on military alliances, the emergence 
of more obvious threats to New Zealand 
or its close allies, or a changing security 
identity.

Therefore, the recommendation/pre-
diction is that New Zealand should not 
acquire cyber weapons at this time and is 
unlikely to do so.The framework’s output 
has considerable utility as a decision sup-
port tool. When used by a small state as 
an input into a strategic decisionmaking 
process, its output can be incorporated 
into relevant defense capability and policy 
documents. If cyber weapon acquisition 
is recommended, its output could be 
further used to inform specific strategic, 
doctrinal, and planning documents. It 

also provides a basis for potential cyber 
weapon capabilities to be analyzed under 
a standard return-on-investment pro-
curement model. This would involve a 
more detailed analysis of benefits, costs, 
and risks that would allow fit-for-purpose 
procurement decisions to be made in a 
fiscally and operationally prudent manner.

Alternatively, the framework, which 
is low cost and allows a variety of actors 
to determine the likelihood of cyber 
weapon acquisition by small states, could 
be used as a tool to develop predictive 
intelligence. Furthermore, when the 
framework is used on a sufficient number 
of small states, it could be used as a basis 
for making broader predictions regarding 
the proliferation of cyber weapons. This 
would be particularly effective over geo-
graphical areas with a large concentration 
of small states. For more powerful states, 
this might indicate opportunities for 
increased cyber warfare cooperation with 
geopolitical allies, perhaps even extend-
ing to arms sales or defense diplomacy. 
Conversely, the framework could provide 
nongovernmental organizations and aca-
demics with opportunities to trace cyber 
weapon proliferation and raise visibility 
of the phenomenon among international 

organizations, policymakers, and the 
general public. These outcomes provide 
significant benefits to the broad spectrum 
of actors seeking stability and influence 
within the international order.

Conclusion
The evolution of the various domains of 
warfare did not occur overnight. Learn-
ing from and leveraging the changing 
landscapes of war required continuous 
investigation, reflection, and formative 
activities to achieve parity, much less 
dominance, with rivals. Treating cyber-
space as the fifth domain of warfare 
requires a greater understanding of the 
battlespace than currently exists. This 
goes well beyond the technological 
aspects and requires the integration 
of cyber capabilities and strategies 
into existing defense doctrines. The 
framework we have developed has the 
potential to help guide this process, 
from strategic decision to procurement 
and doctrinal and operational integra-
tion. Similarly, its predictive potential is 
significant—any ability to forecast cyber 
weapon acquisition on a state-by-state 
basis and thus monitor cyber weapon 
proliferation would be of substantial 

Table 2. Cyber Weapon Acquisition Matrix for New Zealand

Security Model BFR Warfighting Coercion Deterrence Defense Diplomacy Overall

Alliances

Benefits Medium Low Low Medium Medium

Feasibility Medium Medium Medium Medium Medium

Risk High Very High High Low High

Recommendation/
Prediction

Further 
Investigation

No No Further 
Investigation

Further 
Investigation

International 
cooperation

Benefits Low Low Low Medium Low

Feasibility Medium Medium Medium Medium Medium

Risk High High High Low High

Recommendation/
Prediction

No No No Further 
Investigation

No

Identity and norms: 
collaboration and 
influence

Benefits Low Low Low Medium Low

Feasibility Medium Medium Medium Medium Medium

Risk High High High Low High

Recommendation/
Prediction

No No No Further 
Investigation

No

Identity and norms: 
defensive autonomy

Benefits Low Low Low Low Low

Feasibility Medium Medium Medium Medium Medium

Risk High High High Low Low

Recommendation/
Prediction

No No No No No
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geopolitical benefit. We further propose 
that decisionmakers of large, powerful 
states must not ignore the strategic 
impact that small states could have in 
this domain. We also remind small states 
that their geopolitical rivals may deploy 
cyber weapons as a means to advance 
national interests in this sphere of influ-
ence. Therefore, it is our hope that, 
as a result of clarifying the potential 
conflict space, future policies might be 
developed to control the proliferation of 
cyber weapons. JFQ
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