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Improving DOD Adaptability
and Capability to Survive

Black Swan Events

By William R. Burns and Drew Miller

rofessor of risk engineering at of the Highly Improbable* A black swan

New York Polytechnic University event is an outlier, something outside

Nassim Taleb wrote persuasively the realm of regular expectations,
about the need to prepare for catastro- ~ where nothing in the past can convinc-
phes in his seminal work on risk man- ingly point to the real possibility that
agement, The Black Swan: The Impact it will occur or persuade us we need to
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prepare for its potentially dire conse-
quences. But it is not an unpredictable
event. Most major black swan events
(the 9/11 attacks, for example) are
foreseen and warned about, but the
warnings tend to be ignored because
of strong personal and organizational
resistance to changing opinions and
outlook. Many experts describe future
threats such as bioengineered viral
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pandemics as “inevitable,” yet they
cannot predict their likelihood, and
gaining attention (let alone mitigation)
for these coming disasters is therefore
extremely difficult.

The black swan provides insights into
our tendency to avoid thinking about
and preparing for rare but potentially
catastrophic events. Taleb makes the case
that we are physically and psychologically
programmed to make common misjudg-
ments. His key point is critical for the
Department of Defense (DOD): Do not
try to predict the likelihood of a disaster,
but prepare for the impact. The most im-
portant thing DOD can do to prepare for
inherent unknowns and new technologies
capable of producing catastrophic effects
is to enhance individual and organiza-
tional adaptability and procure more
flexible, diverse weapons systems oper-
ated by more adaptable personnel.

Tasked by DOD to identify changes
to training that would produce a military
better prepared to respond to asymmetric
threats, Institute for Defense Analyses
(IDA) researchers postulated that given
the uncertainty of future threats, the key
skill or attribute that individuals, units,
and teams of commanders and leaders
need to improve on is adaptability.? IDA
defines adaptability as the capacity to
bring about an effective response to an
altered situation, a metaskill that requires
the integration of both cognitive and
relational skills. To be adaptive, leaders
at all levels, and particularly senior lead-
ers, need to apply well-developed skills
of critical and creative thinking, intuition
(pattern recognition), self-awareness and
self-regulation, and a variety of social
skills in varying combinations and across
a wide range of situations.?

This article offers eight recommen-
dations on how to make DOD more
adaptable and capable of deterring, coun-
tering, or recovering from black swan
events.

Stop Using the Traditional

Risk Matrix

The idea that we cannot predict when
and where the military will have to
respond has broad acceptance. A 2012
National Research Council report stated

that “the U.S. is not very good at pre-
dicting threats of any kind.”* Former
Secretary of Defense Robert Gates
noted, “Our record of predicting where
we will use military force since Vietnam
is perfect—we have never once gotten it
right. . . . We need to have in mind the
greatest possible flexibility and versatil-
ity for the broadest range of conflict.”®

Since black swans are “unpredict-
able,” Taleb states, “we need to adjust to
their existence (rather than naively try to
predict them).”® We should operate on
the assumption that they will eventually
occur and position ourselves to survive
them. This view calls for rejecting the
traditional two-axes risk matrix with
consequence of event on one axis and
probability of occurrence on the other.
Defining critical risks the organization
should deal with as those with high
consequences and high likelihood of
occurrence means ignoring black swans
and remaining unprepared to survive the
consequences when they occur.

Nick Bostrom, director of the
Future of Humanity Institute at Oxford
University, also argues against the
common practice of assigning low prob-
abilities to or ignoring unpredictable,
has-never-happened-before threats:

Although more rigorous methods are to be
preferved whenever they ave available and
applicable, it would be misplaced scientism
to confine attention to those visks that

are amenable to havd approaches. Such o
strateqy wounld lead to many risks being
wnored, including many of the laygest risks
confronting humanity. It wonld also cve-
ate a fulse dichotomy between two types of
risks—the “scientific” ones and the “specu-
lntive” ones—where, in reality, there is a
continuum of analytic tractability”

Dr. Bostrom argues that when we
consider the many potential sources of
existential, black swan risks, there is sub-
stantial likelihood of some great disaster:

The balance of evidence is such that it
would appear unreasonable not to assign
a substantial probability to the hypothesis
that an existential disaster will do us

in. My subjective opinion is that setting

this probability lower than 25% would be
misguided, and the best estimate may be
considerably bigher. . . . The reactive ap-
proach—see what happens, limit damayges,
and learn from experience—is unworkable.
Rather, we must take o proactive approach.
This requires foresight to anticipate new
types of threats and o willingness to take de-
cisive preventive action and to bear the costs
(moval and economic) of such actions.

U.S. conventional force technological
superiority almost demands that a de-
termined opponent use an asymmetric
attack such as weapons of mass destruc-
tion (WMD) or terrorism either to defeat
our forces or to inflict losses that lead to
loss of popular support for the campaign.
Intelligent, determined adversaries will
make their decision based on their calcu-
lation of costs and benefits influenced by
our relative vulnerability.’

We maintain robust nuclear forces not
because we estimate enemy use of nuclear
weapons is likely, but because the conse-
quences of not being well prepared could
be disastrous. We cannot predict the
likelihood of WMD attacks and should
not try. It would be wiser to assume that
an intelligent and determined adversary,
aware of our vulnerabilities, would act to
exploit them. We need the capability to
deter, defeat, and recover from the worst
threats.

Given unpredictable aspects of WMD
and new technology risks, DOD would
be better off focusing on consequences
rather than deluding itself into thinking
it could reasonably estimate likelihood of
occurrence. If an organization refuses to
abandon the standard risk matrix, then
change the definition of critical risk so
low-probability threats qualify as critical
risk. Taleb points out that, “There are
so many things we can do if we focus
on anti-knowledge, or what we do not
know.”'® While generally contrary to
DOD culture of preventing attack, for
many threats we need to prepare for
disaster recovery: “It is much easier to
deal with the Black Swan problem if we
focus on robustness to errors rather than
improving predictions.

”11
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Encourage Critical Thinking
While IDA was tasked to develop

an adaptability training strategy, its
researchers found that adaptability was
a function of not only training, but also
education and experience. Education
and training are part of a continuous
process of learning, the robustness

of which is dependent on real-world
experience. In the classroom, regard-
less of the subject, the most important
thing the student learns is to think
critically—an essential skill for adaptive
performance. Critical thinking takes
hard work to develop and constant
practice to maintain. Derek Bok,
former president of Harvard University,
observed, “Many [graduates] cannot
reason clearly or perform competently
in analyzing complex, non-technical
problems, even though faculties rank
critical thinking as the primary goal of
an education.”'? Lieutenant General
Sir John Kiszely, former director of
the Defence Academy of the United
Kingdom, recognizes the long-term
value of education in developing adap-
tive leaders:

It is important to vecognize the purpose of
this education. Its purpose is not the purist
one of the pursuit of knowledge for its own
sake, but of developing capacity for good
Judgment. Such education, therefore, has o
training dimension in that it is preparing
practitioners to exercise good judgment in
their profession, but not just in their next
J0b or deployment, but over the duration of
their career’

A superficial understanding of the
security environment and a simplistic
view of history and culture are an invita-
tion to bad judgments. The alternative is
continuous learning, an ever-broadening
perspective, and the practice of criti-
cal thinking, which allows students to
question their own thinking and that of
others.

DOD leadership should ensure that
the development and practice of criti-
cal thinking is a priority of the military
academies, the Naval Postgraduate
School, command and staff schools, and
war colleges. Books such as Thinking

in Time that teach critical thinking

and challenging assumptions and false
analogies, brainstorming, and adaptive
planning techniques should be a key part
of officer education.'* Nuclear strate-
gist Victor Utgoft suggests that DOD
should brainstorm black swan threats and
then assign them as critical and creative
thinking exercises to National Defense
University classes, charging students and
faculty to figure out how we could deal
with them.'®

Encourage and Promote
Innovation and Adaptation
Probably the best adaptive capability we
have in the U.S. military is the ability
of Soldiers and young officers to adapt
in battle. Special Forces on horseback
in Afghanistan and Servicemembers in
Iraq performing duties they had never
been trained for—improvising to deal
with bad situations—are case studies

in bold, successful adaptation. As a
particularly decisive example, when

al Qaeda in Iraq took actions that led
many Sunni insurgent allies to break
with them, Army and Marine officers
quickly adapted, moving to assist and
work with insurgents they had just been
fighting. Cooperatively, they promoted
the Anbar Awakening and its expan-
sion across Iraq. It is likely that future
studies of the Iraq campaign will con-
clude that this movement was at least as
important as the surge in U.S. forces.'

Many have suggested that adaptability
in the lower ranks was not matched by
similar adaptability in the strategic think-
ing and campaign planning of senior
leaders.!” The challenge, therefore, is to
continue promoting adaptability on the
battlefield while moving both the more
adaptable individuals and the more adap-
tive thinking from the tactical level into
the realm of operational and strategic
planning, including efforts to deal with
black swan events.

U.S. troops in the field are so good
at adaptation because they are freed from
many of the bureaucratic constraints
that are constant in a headquarters. That
bureaucracy is also what drives many
bright young officers from the military.
A 2011 Harvard study, which surveyed

nearly 250 former junior officers who

left the military between 2001 and 2010,
revealed that the second most frequently

reported reason was frustration with mili-
tary bureaucracy.'

In 2004, Leonard Wong of the
U.S. Army War College warned that
the “Army must now acknowledge and
encourage this newly developed adapt-
ability in our junior officers or risk stifling
the innovation critically needed in the
Army’s future leaders.”"? Six years later,
William Deresiewicz, a Yale professor
in a widely publicized lecture at West
Point, urged cadets to fight bureaucratic
conformity by thinking both critically
and independently, challenging routines,
and taking risks.?’ David Chu, former
head of the top DOD personnel manage-
ment office, suggested that talented and
adaptive young officers could be retained
and groomed for more senior leadership
positions by not tying them to routine
staff jobs that are a complete letdown
from their combat tours. He pointed out
that with the drawdown in Afghanistan,
more officers would become available for
nontraditional assignments that will allow
them to advance their educations and
expand their perspectives. He contends
that those officers are much more apt to
grow as leaders and be retained by the
military if they are given the opportunity
to influence their career paths and are not
penalized for time away from traditional
jobs.?!

In 2007 the Army moved in a unique
way to overcome its inability to promote
talented but unconventional thinkers.
Secretary Gates had directly challenged
Army promotion practices when he
called for “reexamining assignments and
promotion policies that in many cases
are unchanged since the Cold War.”?2
Secretary of the Army Pete Geren called
General David Petracus, recognized as
an unconventional thinker, “back from
Iraq to Washington to lead a promotion
board [fiscal year 2008 board] to pick
the Army’s new class of brigadier gener-
als—an unprecedented assignment for
a theater commander in the midst of a
war.”?® Ultimately, the board selected
several unconventional thinking colonels,
officers who had previously been passed
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USS New Jersey fires salvo from 16-inch guns during early 1984 deployment off coast of Lebanon (U.S. Navy/Ron Garrison)

over, for brigadier general. Many were
watching for Colonel H.R. McMaster,
USA, whose book Dereliction of Duty
was an indictment of military leadership
during the Vietnam War. McMaster was
a brilliant officer who did not follow the
“normal” career path to general, and he
had been passed over before. McMaster
was promoted and now serves as com-
manding general of the U.S. Army
Maneuver Center of Excellence.
Civilian leaders need to ensure that
those chosen to sit on selection boards
and the precepts given to these boards
contribute to promoting military lead-
ers who are most capable of adapting
to a rapidly changing environment and
dealing with low probability but highly
consequential events.

Continue to Improve Planning
General Dwight Eisenhower wrote,
“Plans are worthless; planning is every-

thing.”?* When black swan disasters
hit, if we have anticipated them and
conducted diverse “what if?” plan-
ning, we will be better prepared to act.
DOD switched to adaptive planning in
the 1990s. Paul Davis, an architect of
those changes, judges that the shift has
been largely successtul.?® By looking
at a wide range of scenarios and a
lot of “what if?” analyses of different
enemy actions and capability options
the United States could deploy, ana-
lysts, operators, and decisionmakers
can devise a more flexible and capable
force. Davis believes that most black
swan events can be anticipated “but not
which ones will actually occur.”?
The Office of the Secretary of
Defense (OSD) planning scenario
process and shift to improving broad
capabilities versus a force structure
focused on one specific threat scenario
(such as the Soviet invasion of Western

Europe) has improved readiness to
adapt. The Defense Department does
consider some low probability events,
but the scenario set should continue to
broaden to include more black swan
disasters such as electromagnetic pulse
(EMP) attacks, bioengineered viral pan-
demics, and overwhelming homeland
defense and recovery scenarios. OSD
scenarios are limited by not only what
is considered plausible, but also what
can be funded. A larger and more chal-
lenging set of OSD scenarios is needed
in a process that promotes adaptability
despite budget constraints. IDA devel-
oped the Integrated Risk Assessment and
Management Methodology to encour-
age evaluators to bring up all kinds of
scenarios.”” This structured approach to
interviewing, discussing, and evaluating
senior subject matter expert assessments
permits the experts to assess risks as
high as they want, unbounded by the
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simple multiplication of probability and
consequences.

Army Colonels Kevin Benson and
Steven Rotkoft call for more red teaming
to improve planning: “the Red Team envi-
sions the worst-case future. They describe
the nightmare scenario in detail . . . then
examine the plan to see how well it heads
off the events that would lead to failure.
Invariably, this leads the staff to see things
it otherwise would not.”?

Davis cautions that while the adap-
tive planning process has improved and
young military officers are good at it,
“they can get those traits beaten out of
them by working in a bureaucratic head-
quarters.”? This is another reason for the
recommendation offered later to adapt
DOD culture to promote questioning
and challenging.

Promote “FARness”

Davis’s key recommendation for
improving DOD resource management
is to emphasize “FARness”—that is,
flexibility, adaptiveness, and robust-
ness.*® This is not the norm for acquisi-
tion programs. We have historically
focused on specific threats or capability
needs and chosen the single most
capable (and usually most expensive)
system to address the threat. Taleb’s
recommendations for improving adapt-
ability and the capability to recover
from black swan disasters are applicable:
“Avoid optimization; learn to love
redundancy. . . . Overspecialization also
is not a great idea. . . . Above all, learn
to avoid ‘tunneling’—the last thing you
need to do when you deal with uncer-
tainty is to ‘focus,’ this focus makes you
a sucker. . . . Compensate complexity
with simplicity.”?!

Perhaps DOD should not pick the one
item that appears the most capable but
instead pick the top three or a combina-
tion with a broader range of capabilities,
yielding a more flexible, robust force. A
balanced, resilient force needs large num-
bers of simple, diverse systems to handle all
contingencies. Low-cost systems procured
in large numbers may not be optimal for
meeting specific known requirements,
but they may be lifesaving to preempt or
recover from black swan disasters. Recall,

2% o

too, that “known requirements” often
assume the ability to predict the future ac-
curately, a skill rarely demonstrated.
Many have warned that a high-alti-
tude EMP attack could severely damage
our high-tech conventional military
capability. Cyber attacks, viral pandem-
ics, and other disasters that shut down
our just-in-time delivery-dependent
economy might cause cascading effects
that dwarf initial damage and casual-
ties. Black swan risks and adaptability
argue for having some basic systems in
the inventory that would enable us to
operate without the Internet, overnight

Hurricane Katrina at peak strength on August 28, 2005 (NASA/Jeff Schmaltz)

deliveries, or staff who refuse to come to
work to avoid a virus.

Demand Accountability
Adaptability requires responding to
change, but in an effective manner.
Leaders should be rewarded for adap-
tive performance and held accountable
when they prove unable to adapt.’? In
The Generals, Thomas Ricks argued
that “accountability is the engine that
drives adaptability”?®? and took the
Army to task for failing to hold its
leaders accountable since World War
II. He demonstrated how a system that
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has not held leaders accountable has
produced leaders who in many cases
failed to adapt to the changing environ-
ment in which they operated, resulting
in costly failures. Not holding leaders
accountable has removed a major
incentive for leaders to adapt. Promo-
tions keep on coming even as a lack of
understanding of the operational envi-
ronment and adherence to outdated
strategies lead to unnecessary expendi-
tures and tragic loss of lives.

The military can improve its adap-
tive performance and better prepare for
a black swan event if it takes the idea of
accountability seriously. Senior leaders
should be evaluated on their success or
failure at meeting the goals and mile-
stones they have established.? Their
retention or relief should be dependent
on hard-nosed evaluations. Holding
senior leaders accountable in this manner
would also influence talented younger of-
ficers to continue their service. Aggressive
and forward-thinking young officers want
to be part of an effective organization.
The frustration of working under ineffec-
tive leaders who are unable to adapt was
borne out in Paul Yingling’s widely read
article from 2007: “America’s generals
have failed to prepare our armed forces
for war and advise civilian authorities on
the application of force to achieve the
aims of policy. . . . America’s generals
failed to adapt to the demands of coun-
terinsurgency.”® The symbiotic effect
between seniors held accountable and
imaginative junior leaders would, over
time, produce a more adaptable military
that is better prepared to deal with the
constant challenge of a changing security
environment and black swan threats.

Adopt a Policy of “Radical
Openness”

Army colonels Benson and Rotkoff
note that “Commanders require critical
thinkers who can challenge assumptions
and offer alternative perspectives,”3¢
but if traditional reluctance to ques-
tion commanders leads to self- or staff
censorship, this vital critical thinking
challenge and debate will not occur.
Outworn ideas will persist. Nobel econ-
omist Kenneth Galbraith observed that,

“faced with the choice between chang-
ing one’s mind and proving that there
is no need to do so, almost everyone
gets busy on the proof.” Chu reported
that even when he asked people for
their opinions, he often had to “pull”
their thoughts out.?” With the risks of
disagreeing with bosses, few are likely to
challenge them or to question accepted
conventional wisdom. Yingling sub-
sequently received a mediocre perfor-
mance evaluation from his commanding
general, who publically took exception
to what the lieutenant colonel wrote.?
We examined how successful and
adaptable businesses encourage people
to speak out. Hedge funds stand out as
businesses that must be especially adapt-
able to survive. Bridgewater is the largest
and arguably most successful hedge
fund. Founder and chief executive of-
ficer Ray Dalio has an aggressive culture
he promotes called “radical openness,”
which basically means that one is not only
allowed but also required to question
anything and anyone, with total disre-
gard to personal feelings or hierarchy, to
probe for weaknesses and get at the truth.
According to the Bridgewater Web site:

Above all else, we want to find out what is
true and figure out how best to deal with
it. We value independent thinking and
innovation, recogmizing that independent
thinking generates disagreement and
innovation requires making mistakes.

To foster this thinking and innovation,

we maintain an environment of radical
openness, even though that honesty can be
difficult and uncomfortable. . . . Everyone
is encouraged to be both assertive and
open-minded in ovder to build their un-
derstanding and discover their best path.
The types of disagreements and mistakes
that are typically discouvaged elsewhere are
expected at Bridgewater because they are
the fuel for the learning that helps us maxi-
mize the utilization of our potentinl.®

This policy is aggressively imple-
mented at Bridgewater.*® There is no
worse offense than failing to speak out
or analyze. One must be “hyper realistic
and hyper truthful” with cold, hard-

hitting analysis. Would we not want this

same commitment in the Intelligence
Community and DOD?

The same ruthlessness at getting to
the truth and “speaking truth to power”
regardless of hurt feelings or positional
authority was a feature of General Electric
(GE) under Jack Welch. Of 30 companies
originally in the Dow Jones industrial av-
erage, only GE has survived—a testimony
to adaptability and evidence of the conse-
quences of failing to adapt. An infamous
management rule of Welch was to fire the
lowest performing 10 percent of manag-
ers annually. He argued that firing the
low performers was not only good for the
company (and 90+ percent of the com-
pany personnel remaining) but also, in
the long run, the individuals fired.*! They
were not in the right position and could
move on to find a better fit. Bridgewater’s
Dalio makes the same argument: people
often struggle with personal problems
because they are not honest with them-
selves in focusing on harsh realities. Being
told and having to accept that one really
did make mistakes, or that one has poorly
thought-through ideas or annoying per-
sonal habits that make them less effective,
will never be enjoyable. But finding out
about issues so one can change is better
than remaining in ignorance.

DOD may not want to use the term
“radical openness” and might prefer
instead to call it “moral or intellectual
courage,” but it must seek a way to
describe the duty to speak out strongly
and honestly about improving everything
from combat and major acquisition plans
to office operations. Forcefully disagree-
ing does not require one to be rude or
disrespectful. Honesty and moral courage
should hardly be perceived as a threat to
teamwork, camaraderie, or good order
and discipline. Particularly for officers and
personnel in decisionmaking positions,
consistent with other principles of effective
leadership, DOD should create a culture
of radical openness that invites critical and
creative thinking and demands speaking
truth to power. Such openness would have
particular relevance in thinking about po-
tential black swan events where traditional
standard operating procedures may be less
likely to work and truly adaptive, perhaps
radical, change may be needed.
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USS Cole (DDG-67) conducts berth shift during port visit to Crete (U.S. Navy/Paul Farley)

Accept Disasters and

Improve Capabilities

Taleb believes the effects of black swan
events have been growing and accelerat-
ing as the world gets more complicated:
“The future will be increasingly less pre-
dictable, while both human nature and
social ‘science’ seem to conspire to hide
the idea from us.”*? Many other policy
analysts and business leaders have a
similar view. The late Aaron Wildavsky,
a president of the American Political
Science Association and author of many
books on public policy analysis, argued
for adaptiveness and resilience over
excessive regulations and restrictions

on new technologies. He believed that

enhancing the capacity to cope with and
adapt to surprises rather than trying to
prevent all catastrophes in advance was
the best course of action.** Moreover,
Warren Buffet insists that “the CEO
should regard his position #1 as the
Chief Risk Officer. Now you have a lot
of other functions too, but you should
wake up every morning and think about
‘is this place built to take everything’?”#*
Military culture understandably does
not fit with the idea of admitting that we
cannot know, cannot be prepared, and
must accept a campaign phase of recov-
ery from setbacks and defeats. Indeed,
there is no such phase in formal DOD
campaign planning. The military prides

itself on being a “can do” organization
where “failure is not an option.” Yet even
within the department, there are proph-
ets accepting the inevitability of black
swan events. In their 2012 strategic vision
report, the Defense Threat Reduction
Agency’s Joint Science and Technology
Office for Chemical and Biological
Defense wrote, “Surprise from biologi-
cal and chemical threats is inevitable.”*
As former Defense Secretary Donald
Rumsfeld put it, “The only thing that
should be surprising is that we continue
to be surprised.”*® While we must do
what we can to forestall or preempt an at-
tack, we must also prepare to be surprised
by ramping up both our ability to adapt
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as the attack is happening and our capac-
ity to recover from damage inflicted.

There are many low-cost preparations
DOD could make to improve its ability
to recover from a black swan disaster such
as a viral pandemic. There are innovative
and adaptive ways to cut costs if DOD
becomes more adaptable and innova-
tive.*” (Many years ago, the Air Force
Logistics Command developed a system
to reward individuals for not fully spend-
ing their budgets, something considered
impossible.**) With more innovative cost
savings programs and more emphasis on
simpler, flexible systems and adaptable
people, DOD can improve its capability
to deal with black swan risks.

Taleb warned that “the history of
epidemics, narrowly studied, does not
suggest the risks of the great plague to
come that will dominate the planet.”*
We, and Taleb, would argue against
“focus” on any specific threat, but we do
urge the development of more adaptable
leaders and more flexible capabilities to
be prepared to respond to the broadest
range of threats. While the Department
of Defense is the most adaptive and in-
novative Federal agency in many ways,
major improvements are still needed. JFQ
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