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President of Ukraine Volodymyr Zelensky speaks in Verkhovna Rada of Ukraine, in Kyiv, May 3, 2022 (President of Ukraine)

Executive Summary

any VIPs come to the National

Defense University to share

their views; recently, the
students and faculty had the distinct
honor to listen to Ukrainian President
Volodymyr Zelensky during his visit
to Washington in December. A packed
house heard an impassioned speech by
a man whom fate, and an aggressor,

propelled to national leadership.

The next day I was lucky enough to
be teaching some of the students who
attended the speech, and I asked them for
their impressions of the event. Even the
most stoic of my students was impressed
by the way in which Zelensky laid out

2 Forum/Executive Summary

his case for supporting his nation. In an
Airman’s view, he was looking for a solid
wingman in his nation’s fight to survive.
Everyone in that room knew the United
States, our allies, and partners have been
on Ukraine’s wing for nearly 2 years.
Our lesson that day was on Carl
von Clausewitz’s concepts, and, as you
might expect, many of the students
drew connections between the baron’s
19-century writings and today’s con-
flicts. I should not be surprised that some
things both in the human condition and
in conflict do not change. The cases of
the current global conflicts are different
in scope from the Napoleonic period, but

the impact on those involved and their
neighboring states is equally strong.
What seems to be buried from the
public discourse about support for
Ukraine, which has now been tied to
other pressing but manageable issues,
such as support for Isracl and Taiwan
as well as addressing immigration issues
related to U.S. border security, is what
that European part of our national se-
curity we have contributed to gains us
as a nation. First, every taxpayer dollar
for support to Ukraine finds its way into
the U.S. economy because we are paying
for our older weapons to be provided to
Ukraine for battlefield use. Additionally,
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those weapons in many cases were al-
ready in our stockpiles and paid for years
ago and will be replaced by new weapons
in the pipeline, in effect a modernization
speed-up for our military, which in turn
will make it more capable. A similar ar-
rangement one would assume is behind
U.S. support to Israel.

In turn, those new systems we would
provide to our joint force are built in the
United States by American workers, paid
for by the taxpayers, and in nearly all dis-
tricts represented in Congress. By helping
Ukraine (and Israel and Taiwan), we get
a jobs program for defense and related
industry workers. Most importantly, pro-
viding aid to Ukraine to fight to defend
its country means that at least for the past
2 years and likely longer, U.S. forces are
not directly in harm’s way. How could
any of that “deal” be something an
American would be against?

People in Europe at the grassroots
level in 1815, 1919, and 1945 knew all
too well the result of territorial aggres-
sion, as Clausewitz did, having fought in
more than 30 battles during that period,
a witness to death and destruction on a
massive scale. One hopes that the long-
term reward for aggressors is defeat. We
do live in difficult times that demand a
reckoning of what we as a nation really
stand for. If the United States wasn’t as
we believe we are, a shining city on the
hill, as President Ronald Reagan stated,
why would an embattled Ukrainian
president ask for our help? Seems simple
from a classic Clausewitz reading as to
what should be done.

Our Forum section brings three very
interesting articles that range from the the-
oretical to the application of technology
to conflict in the 21 century. Returning
JFQ author and strategist Lukas Milevski
takes us on a deep dive into how gray
zone operations might or might not
play out. Bringing us out to sea, Diane
Zorri and Gary Kessler discuss the impact
interference with key electronic precision
guidance can have on naval and combined
operations. Highlighting the intersection
between energy and national defense,
Steven Curtis and Peter Rocha offer us
some interesting concepts for keeping our
forces supported with small power grids.

JPME Today returns with two en-
gaging pieces on hot topics within our
colleges, one related to delivery of our
education to the next generation of se-
nior leaders and the other on how best to
consider those graduates who lead in the
cyber domain. From the U.S. Naval War
College, Kristin Mulready-Stone helps us
to better understand the path we will take
to achieving the Chairman’s required
Outcomes-Based Military Education. As
cyber was recently recognized as a war-
fighting domain, the joint force will need
leaders who innately understand how to
best leverage our capabilities. Setting out
an agenda to do so, Alfredo Rodriguez
IIT offers our war colleges several inter-
esting cyber initiatives to consider beyond
today’s limited offerings.

JFQ welcomes the opportunity in
this edition’s Special Feature to present
perspectives from another combatant
command, the U.S. Strategic Command.
In my interview with General Anthony
Cotton, he provides us with his perspec-
tive on making sure our national strategic
nuclear forces are always ready to provide
forces as necessary to assure our nation’s
joint warfighting is successful. Helping
us understand the scope of the modern
challenges, Thomas Hammerle helps us
survey the battlespace in which all forms
of deterrence will matter. In discussing
how the command views its mission,
Kayse Jansen describes the composition
of new thinking about the frameworks of
strategic deterrence. Reminding ourselves
of the dual need for strategic readiness
and nonproliferation, Jennifer Bradley
helps us see a way both to deter the use
of and to control the proliferation of nu-
clear weapons globally. Concepts are only
as good as the capabilities a nation has to
support them, and as Patrick McKenna
and Dylan Land suggest, setting re-
quirements and having an appropriate
accounting for the right number of sys-
tems needed is critical to mission success.

In Features, we offer three different
“think pieces” that span the spectrum
of concerns for the joint force, from
intellectual property rights to battlefield
medical support to how to tie a political
aim to a military objective, as Clausewitz
long ago suggested. Describing one of

the growing concerns for the joint force,
Gerald Krieger walks us through how
China views intellectual property rights.
Addressing response speed, the critical
issue in getting medical support on the
battlefield, Jennifer Gurney, Jeremy
Pamplin, Mason Remondelli, Stacy
Shackelford, Jay Baker, Sean Conley,
Benjamin Potter, Travis Polk, Eric Elster,
and Kyle Remick lay out the survival
chain they believe will best achieve a
significant reduction of permanent injury
and death from combat. One of the great
pleasures I have had in this job is pub-
lishing Milan Vego, one of our nation’s
leading strategic thinkers and professional
military education professors, who re-
turns in this issue with his views on how
we assure the link between political and
military objectives.

We close out this issue with an
excellent Recall article and three in-
formative book reviews. In our Recall
article, Jacob Ivie and Bradley Podliska
present three models of decisionmaking
from the 19™-century western plains of
the United States, using examples from
the Battle of Little Bighorn and the
Battle of the Rosebud.

And as you work through some of the
pressing issues facing the joint force, we
are here to help your ideas get a complete
and full airing out. The only way we can
change is to help each other to see the
need to do so and then suggest a proper
path to that new future. We need you to
help be a good wingman and show us
how to succeed. JFQ

—William T. Eliason,
Editor in Chief
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Sailors aboard USS Dwight D. Eisenhower stand watch as ship, along with other ships of Dwight D. Eisenhower Carrier Strike Group, transit
Strait of Hormuz, November 26, 2023; an Iranian drone came within 1,500 yards of USS Dwight D. Eisenhower as it conducted flight operations
in international waters of Persian Gulf on November 28 (U.S. Navy/Janae Chambers)

When Does Gray Zone

Confrontation End?
A Conceptual Analysis

By Lukas Milevski

he gray zone remains one of the

most fashionable strategic con-

cepts of the past few years in the
United States, similar to hybrid warfare
in Europe. It encapsulates a particular

Lukas Milevski is an Assistant Professor at
Leiden University and a Baltic Sea Fellow at
the Foreign Policy Research Institute.

subset of international relations, in the
process affecting the ideational distinc-
tion between war and peace.

Yet from its inception, the gray zone
concept has come under intellectual
fire. First, its conceptual soundness and
historical novelty were contested.! Later
criticism targeted gray zone thinking for
diverging from classical and neoclassical
strategic thinking based on the theories

of Carl von Clausewitz.? The historical
novelty and Clausewitz-deviation criti-
cisms are not particularly sound. First,
the better gray zone theorists always
acknowledged that it was not a historical
novelty but argued only that it would
come to dominate the new character

of conflict. Second, gray zone theory
rejects, to some degree, the authority of
Clausewitzian and neo-Clausewitzian

4 Forum/When Does Gray Zone Confrontation End?
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strategic theory. For gray zone advocates,
consequently, recourse to the Prussian
falls flat by default. Criticism targeting the
conceptual soundness of the gray zone
was stronger but was ultimately rather
superficial in its analysis.

Lackluster criticism does not necessar-
ily save the gray zone concept. For it to
be meaningful, the gray zone must have
a point at which it ends and turns into
something else—political consequences.
That is, gray zone activity must be able to
lead to cither success or failure. For the
concept to be useful, it must contribute
meaningfully to a theory of success, to
the creation of a coherent logic that leads
provisionally to victory—an attribute
often forgotten in strategy-making.? Gray
zone theorists recognize this. Michael
Mazarr, for instance, has suggested that
“gray zone campaigns would also seem to
call for a new theory of conflict—a set of
principles and theories of success in gray
zone environments.”*

This challenge has not yet been
satisfactorily answered. Even when under-
stood on its own terms, the concept itself
inherently inhibits a satisfactory answer.
To demonstrate, this article first discusses
conceptual analysis, its components, and
how to do it, before moving on to ex-
ploring the concept of gray zone conflict,
which is followed by a discussion of the
gray zone’s conceptual depth and the
implausibility of generating a gray zone
theory of success. The bottom line of the
gray zone is that there is no way out of
it while respecting its own self-assumed
rules. Mazarr recognized this, and his pre-
scriptions avoid addressing the gray zone
directly. But at this moment his sugges-
tions appear equally inapt and implausible.

On Conceptual Analysis
Although conceptual analysis may
sound remote from military concerns,
it is as crucial to military thought as

to any scholarly thinking because the
foundation of each activity remains fun-
damentally similar: concepts that divide
reality as we perceive it into defined and
understandable chunks. Ideas are not
necessarily right or wrong but rather
more or less useful at interpreting the
world around us. Gray zone theorists

often wield this defense when the gray
zone or similar ideas are criticized: Offi-
cials and theorists using these concepts
“are merely trying to get a handle on
what is going on, and believe that some
encompassing category—gray, hybrid,
or otherwise—can help us do it.”®
Scholarly conceptual analysis can get
complex, but for present purposes it can
be relatively simple, engaging with only
three conceptual elements: definition,
operationalization, and depth.

Concept definition and operational-
ization are mirror images of one another,
the former abstract and the latter tan-
gible. In academic literature, definition
is often referred to as intension and
operationalization as extension. Intension
is the formal, abstract definition of a
concept. Extension represents applicability
of the concept to the real world, the
set of physical objects or intangible but
still perceivable relationships that the
definition describes. First and foremost,
the definition acts as a checklist: If a
real-world phenomenon does not meet
the features present in a concept’s defi-
nition, then it cannot be an example of
that concept. The relationship between
definition and operationalization is there-
fore often inverse: the more definitional
clements there are, the more features a
real-world phenomenon must exhibit
to be considered an example of that
concept. Therefore, the more specific the
definition, the fewer actual examples or
instances of it will exist.

Conceptual depth, in contrast to defini-
tion, comprises all features that inherently
accompany the definition of a concept but
are not necessarily explicitly incorporated
into the definition itself. In exploring what
makes a concept good, John Gerring wrote
of conceptual depth that

The lnrger purpose of concept formation is
not simply to enhance the clavity of commu-
nication (by showing where, precisely, the
borders between concepts ave located), but
also the efficiency of communication. We
are looking for a way to group instances/
charvacteristics that are commonly found to-
gether so that we can use the concept’s Inbel
as shorthand for those instances/character-
istics. The utility of & concept is enbanced by

its ability to “bundle” characteristics. The
greater the number of properties shaved by
the phenomena in the extension, the greater

the depth of a concept.®

Gerring wrote, however, from the
perspective of creating concepts rather
than of exploring existing concepts; his
purpose was to bundle effectively rather
than to unpack and explore an existing
bundle. To explore existing conceptual
depth is to consider how the various
definitional attributes interact to create
meaning that is hidden by the definitional
attributes themselves. Yet hidden mean-
ing affects strategic thinking when the
concept is employed in strategic analysis.

Such hidden meanings are crucial to
strategic analysis and subsequent practice
because strategic theory is meant to inform
action. Clausewitz, who is most convincing
on the role of theory, argued that this in-
forming quality is not manifested through
principles of war or prescriptions for strat-
egy, but essentially as instinct:

Knowledge must be so absorbed into the
mind that it almost ceases to exist in a sep-
arvate, objective way. . . . Continual change
and the need to vespond to it compels the
commander to carry the whole intellectunl
apparvatus of his knowledge within him.
He must always be veady to bring forth the
appropriate decision. By total assimilation
waith bis mind and life, the commander’s
knowledge must be transformed into a gen-
wine capability”

Strategy-relevant knowledge can be
understood according to a triple-layered
structure. At the most general and ab-
stract layer are systemic knowledge and
theory in which belongs, for example,
much of Clausewitz’s On War or much
of the work of Colin Gray.® As an ex-
ample, the operational level of war is a
systemic-level concept; it affects the intel-
lectual system by which we think about
strategy. General, systemic knowledge al-
lows its users to generate context-specific
concepts to address ongoing phenomena
in specific detail. From the operational
level of war, the U.S. Army generated the
specific concept and codified doctrine of
AirLand Battle. Such concepts are then
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employed to construct specific theories
of victory to overcome and defeat the
presently identified challenge. Gray
zone contflict should probably be most
accurately understood as such a specific
concept as it reflects specific challenges
facing the United States, although it
does have potentially troubling systemic
implications regarding the boundaries
of war and peace. As such, it should be
a concept that can directly contribute to
crafting a theory of victory.

Instinct plays a role in this process
of concept generation and subsequent
theory-building, particularly but not
only in the context of generating tactical
orders based on the theory of victory.
Yet, in absorbing new ideas that appear
fit for purpose, instinct also absorbs
their hidden depths, which are not im-
mediately apparent. If those depths are
inappropriate, their absorption will lead
to inapt ways of thinking about strategic
or geopolitical challenges.

The Gray Zone and Its
Conceptual Depths

Exploring the gray zone’s elusive con-
ceptual depths requires first establishing
its definition and identifying other key
features. Unfortunately, gray zone the-
orists seem never to have developed any
concise definition but instead provide

a list of characteristics. Mazarr, among
the most sophisticated of the gray zone
theorists, offers the following features:

= pursuing political objectives through
cohesive, integrated campaigns

= employing mostly nonmilitary or
nonkinetic tools

= striving to remain under key escala-
tory or red line thresholds to avoid
outright, conventional conflict

= moving gradually toward objectives
rather than seeking conclusive results
in a specific period.’

When pushed by critics, Mazarr ad-
mitted that “[g]ray zone strategies can be
hard to distinguish from aggressive ver-
sions of garden-variety diplomacy,” but
argued that what differentiated gray zone
activities were “the coherence, intention-
ality, and urgency of these campaigns,
which is why it makes sense to discuss

the gray zone as a distinct approach to
strategy.”'® Moreover, this whole concept
sits within a much larger geopolitical
context defined by rising powers that
wish to revise the global order in some
way, but supposedly without war. Nuclear
weapons also contribute to the context
for gray zone conflict as they increase the
dangers of any escalation. Hal Brands
has noted how gray zone conflicts reflect
“some troubling weaknesses of the ex-
isting order,” notably its vulnerability to
this sort of gradualist change-making.!!
An unrecognized feature of most
hybrid and gray zone theory is that it
can inadvertently reinforce the dichot-
omous, purportedly problematic war/
peace distinction that such theory is
meant to reform.'? Nadia Schadlow,
referring to a Naval War College Review
article by Donald Stoker and Craig
Whiteside,'® discusses examples of
Chinese gray zone activities:

How would [ Stoker and Whiteside |
interpret efforts by China to encourage
Europeans to adopt Huawei’s telecom-
munications hardware—ua key part of

an unfolding competition over control of
information and data? It is not purely
“peace,” yet neither does it encompass the
violence of war; however, it is strategically
important. What would they call China’s
building of artificial islands in the South
China Sea? This is an act without violence,
but one that has shifted the status quo fun-
damentally. Is that an act of war? Or part
of a competition designed to shift circum-
stamces in Beijing’s favor, without violence?
Is that purely peaceful™*

Yet the whole basis of Schadlow’s
perspective implicitly assumes that for
something to be strategically important,
it cannot be peaceful and might even be
considered war. The problem appears
to be not the dichotomy of war and
peace as such but a specific vision of
what peace entails.!® The war and peace
distinction is unrelated to assessments
concerning the significance of interna-
tional developments; something can be
both peaceful and strategically important.
The gray zone perspective seems to
reflect the standard moral economy of

Western concept creation. One wonders
if Schadlow would consider U.S. pressure
on the Dutch semiconductor company
ASML not to do business with China or
American encouragement of protestors
on Maidan Nezalezhnosti (Independence
Square) in Kyiv in 2013-2014 to be not
purely peaceful !¢ At least some examples
of gray zone theory unconsciously adopt
problematic interpretations not only of
war, but also of peace.

Characteristic of gray zone’s concep-
tual features and context is the difficulty
of determining its end, as Mazarr
acknowledges: “[1]t can be difficult or
impossible to define ‘victory.” The goals
of traditional warfare are typically clear,
the definition of success or victory is
self-evident, and once one side has ‘won,’
it is obvious to everyone. In gray zone
campaigns, however, a clear concept of
victory can be elusive.”” He is mistaken
about “traditional warfare”; the notion
that its endings were typically unam-
biguous is historically and theoretically
untenable, too often repeated by too
many of both Clausewitz’s disciples and
critics. Nonetheless, the gray zone does
exhibit a victory problem, which gray
zone theorists have sought to resolve.

One group of authors has suggested
that

[Winning is perhaps better described ns
maintaining the U.S. Government’s po-
sitional advantage, namely the ability to
nfluence partners, populations, and threats
toward achievement of our vegional or stra-
tegic objectives. Specifically, this will mean
retoining decision space, maximizing desir-
able strategic options, or simply denying an
adversary a decisive positional advantage®

Mazarr has suggested that “gray zone
campaigns are most likely to fail when they
cannot sneak under the radar of the inter-
national system. The most important and
ultimately effective response will therefore
be to reaffirm and strengthen the norms,
rules, and institutions of the international
order.” This assessment is based on the
notion that gray zone activities are in-
herently self-defeating in the long term
and that strengthening the international
order would exacerbate this self-defeating

6 Forum/When Does Gray Zone Confrontation End?
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Russian soldiers with no insignia (so-called Little Green Men)

Stephen Foote)

characteristic—that is, addressing the gray
zone challenge requires acting beyond the
gray zone." The explicit context for the
gray zone is the world order and the stake
of the revisionist powers in that order.
According to Mazarr:

U.S. strateqy must seek to multilateralize
the international ovder, providing a more
shaved sense of ownership, and offering
peaceful and constructive quasi-revisionists
a greater swy and stake in the system. The re-
sult would be a strategy of endorsing partinl
revisionism to discvedit move radical variet-
ies, and allow rising powers to shape events
without investing in gray zone aggression.*°

Gray Zone's Conceptual
Depths and a Theory

of Success

The gray zone’s conceptual depths
have crucial implications for how strat-
egists think while using the concept.
These implications inhibit the develop-
ment of an effective “blue” theory of
success based on the gray zone concept
and in response to hostile activities in
the gray zone—although the gray zone

does not actually represent a viable
concept for a sustainable theory of
success for the Russians or Chinese,
cither. Notably, for designing a blue
theory of success, the gray zone is
implicitly conceptualized as its own
space in international relations, with

its own rules. These rules essentially
preclude the concept from being useful
for military strategy, a point conceded
implicitly by Mazarr as he also iden-
tified his own preferred theory of
success beyond the gray zone. It is not
possible to win within the gray zone,
only outside of it. Yet this external
theory of success runs up against “red”
politics and Mazarr’s own insight that
it cannot provide the adversary with his
own viable theory of success.

The entire concept of the gray zone
instills a sense of place distinct from both
war and peace. It is a bounded place
with its own rules. By implication, to
operate inside the gray zone requires
following its perceived rules. The dangers
of straying beyond it, particularly against
China and Russia, are often highlighted:
conventional war against major countries
with sizable nuclear arsenals. The danger

e =

, at Belbek Airfield, as part of Russia’s annexation of Crimea, in 2014 (Alamy/

is too grave. This sense of place affects
Western thinking in two ways: first, the
West assumes it is a shared space; second,
it encourages symmetrical thinking.

First, because the gray zone is a space,
and spaces exist independently of their
observers, we assume that all observers
recognize the space. Thus, one frequent
justification for gray zone thinking is that
“precisely because our key competitors
have developed a body of thinking related
to the gray zone, there is reason enough
to study these concepts. A central part of
strategy—whether military or grand—is
the need to understand ‘the other,” the
object of the strategy.”*! Although such
words are sensible in principle, the gray
zone and similar concepts fall flat in this
regard, as Western strategy and defense
debates—and attendant concept devel-
opment—hardly pay attention to foreign
military thinking in the first place, even
when supposedly describing that same
thinking. The result has been missteps,
such as the fabrication of the Gerasimov
Doctrine and the irony of the Russians
importing the concept of hybrid warfare,
gibridnayn voyna, from the West.?? Given
the comparatively less accessible character
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of Chinese, similar flaws likely exist in
Western writings about Chinese strategy.
Little Chinese foreign basis for a gray
zone concept has been provided.

This is not to suggest that the
Russians and Chinese do not have theo-
ries for geopolitically meaningful action
short of war but that these usually appear
still to be peacetime activities (depending
on one’s definition of peace), often with
little or even no military substance. The
Chinese “united front” aims to infil-
trate and subvert Western sociceties and
politics.?® Furthermore, some Russian
theory does distinguish between a zone
of hostile subversion separating peace
without hostility and outright war in
a way that is reminiscent of the gray
zone.?* Ironically, given this similarity,
the actual concept regularly applied to
Russia—hybrid warfare—blends war and
peace together in a way that the Russians
do not. Yet the current hybrid and gray
zone warfare debates are often little more
than active mirror imaging: “This is how
we would think about it if we were the
Russians or the Chinese.” These concepts
do not necessarily bring the West any
closer to understanding actual non-West-
ern strategic thinking, particularly when
the crucial aspect of that thinking is not
that the Russians also conceptualize an
interceding stage between peace and war
but rather the logic of that stage, what
activities it comprises and how they are
performed, and on what grounds hostile
subversion might escalate to outright war.

Second, through conceptualization
as a space, the gray zone encourages
symmetrical thinking—that the West
must respond to gray zone activities
through its own activity in the gray zone.
Mazarr does warn against this: “The most
fundamental response to this challenge
is not to become tactically brilliant in
the gray zone—it is to render the zone
mostly moot, and take advantage of
the inherent limitations and dilemmas
involved in the employment of such
strategies.”? Brands similarly argues that
the best way to address the gray zone is
to remove ambiguity, to make it less gray
and to make victim countries more resil-
ient against subversion and nonmilitary
pressure.?® Mazarr’s and Brands’s real

arena for countering the gray zone is the
international order, yet most of the work
done on the gray zone is more narrowly
operational within the gray zone—that
is, symmetrical. Some gray zone think-
ing may simply be out of necessity: the
conceptual cat is out of the bag, and it
remains the concept currently in use.?”

Within this symmetrical strategic con-
text, the assumed rules of the gray zone
take hold and condition political and
strategic behavior. Yet these guidelines
to limit one’s own military effort inhibit
strategy and the ability to overcome the
opponent’s will to resist or to continue
a gray zone campaign. Edward Luttwak
identifies the very pinnacle of strategic
performance as “the suspension, if only
brief, if only partial, of the entire predic-
ament of strategy.”?® The best strategies
generate unanswerable asymmetries or
somehow redefine the parameters of
the conflict so that the adversary cannot
respond effectively.?” Operating iz the
gray zone against a gray zone actor does
neither; the theory of success is already
oft to a poor start, a direction with which
Mazarr sensibly disagreed.

Yet, as Mazarr acknowledges, revi-
sionist powers such as Russia and China
resort to gray zone means and methods
because they cannot achieve their goals
through the existing order. Western
powers are unwilling to give up those
things—political or legal principles,
geopolitical or geoeconomic position,
and so forth—that would be required
for revisionists to achieve their goals.
Yet the gray zone concept gives no
suggestion as to why Russia or China
would give up goals that they publicly
identify as vital. For its part, the West is
highly unlikely to give up much to the
revisionists, either in terms of interests
or principles. Revisionists” goals thus
simply lie beyond the tolerance limits of
the international order.

The zero-sum nature of the gray zone
is crucial to the concept’s utility for craft-
ing a theory of success. Negotiation is
not possible in a zero-sum contest. Each
adversary identifies at the outset only two
possible results: victory or defeat. Given
the inability to either incorporate or
accommodate the revisionists, coercion

is required, but the assumed rules of the
gray zone inhibit the West from over-
coming both the opponent’s powers of
resistance and his will to resist—escalation
is considered imprudent at best and
impossible at worst, limiting the range of
available responses.

The resulting contest is unbalanced
despite its approximate symmetry. The
gray zone aggressor advances a few salami
slices at a time, altering physical realities
with comparative ease by acting where
or when the gray zone defender is not
present and presenting a fait accompli
that can be rolled back only by direct
confrontation—that is, by plausibly, if
not probably, dangerous escalation. The
defender faces much greater difficulty
preserving the physical situation, which
requires active defense to deny the ag-
gressor every inch, for an undefended
inch can be lost. Such a policy is finan-
cially costly and prohibitively materially
intensive. As a result, gray zone defenders
generally seek to bring about behavioral
change through legal arguments using
military power (the freedom of naviga-
tion voyages through the South China
Sea) or by punishing the aggressor and,
at best, limiting his resources for future
aggression (sanctions against Russia after
2014). Aggressors salami-slice; defenders
seek to exhaust politically. Crucially for
any gray zone theory of success, the con-
flict is one of endurance.

This extended duration is the product
of three factors: the aggressor’s care to
avoid escalation while continuing to sala-
mi-slice; the defender’s identical caution;
and additionally, the defender’s funda-
mental influence, of which caution is itself
a product: limited political engagement.
Thus, the issues at stake remain import-
ant enough for the West to demonstrate
interest, become involved, and contest
the outcome, but not important enough
to escalate and resolve the situation.
There are obvious reasons not to prefer
the latter: Modern conventional warfare
is costly, nuclear war is overly dangerous,
and the issue would hardly be definitively
resolved short of major regime change in
the aggressor countries, all but certainly
provoking nuclear war. As a result, gray
zone confrontation is just a political
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Taiwan Air Force F-16 monitors Chinese People’s Liberation Army Air Force H-6 bomber as it passes near Taiwan airspace, February 10, 2020
(Taiwan Defense Ministry)

holding pattern, running the clock down
because the issue can neither be solved
nor abandoned.

Mazarr emphasizes the importance of
endurance, arguing in boldface to “Make
Sure Time Is on Your Side,” although his
subsequent suggestion was, in keeping
with his preference for eschewing direct
confrontation, “to set the conditions so
that long-term social, political, and eco-
nomic trends favor the United States, its
allies and friends, and the stability of the
rules-based order”—endurance outside,
rather than inside, the gray zone.*® His
suggestion has much in common with
George Kennan’s notion of containment
during the Cold War, which was premised
on a basic theory of success emphasizing
the degree to which its own internal con-
tradictions would eventually result in its
collapse. Although others twisted Kennan’s
logic, that essential logical chain remained
intact to the end. It was a coherent theory
of success reliant predominantly on the
mere passage of time, although to many
contemporary observers, it must have ap-
peared as incredibly optimistic thinking.

Any gray zone theory of success must
face the question of who gains greater

advantage from an extended confronta-
tion, in or out of the gray zone. Within
the gray zone, time seems to benefit
the aggressor more, as salami-slicing to
change facts on the ground is generally
slow. By contrast, the value of time for
the defender is more likely to be negative:
It enables the aggressor to continue
changing physical reality, although this is
likely to be true regardless of whether the
defender sought to engage in gray zone
confrontation or not. More time does not
appear to give the defender any real ad-
vantage. Whereas the aggressor may have
conquered or built a few more islands in
the South China Sea and so advanced his
cause, for example, for the defender the
options and obstacles remain essentially
the same. The only path to success is to
imagine, as Kennan did and Mazarr does,
that time will bring change sufficient
to alter the revisionists’ aims—change
beyond the gray zone itself. The aggres-
sor retains the initiative throughout the
entire process.

The aggressor’s constant initiative
is crucial in the context of a key flaw of
gray zone aggression, which appears to
sustain this hope for change. The flaw

is that, although it is straightforward to
salami-slice territory, it does not neces-
sarily work on political will and opinion.
As time marched on after the invasions
of Crimea and Donbas in 2014, Russia
discovered the limits of subversion and
nonmilitary pressure—the self-sabotag-
ing nature of gray zone aggression that
Mazarr identified. For Russia to attempt
gradually to wear away the Ukrainian po-
litical will to join the West during a mostly
frozen conflict post-2015 and expect
results even by 2022 was a misjudgment.
Ultimately, the will underpinning political
behavior can be ground down only so

far. Ukraine’s choice to face West or turn
back East is not a decision on a spectrum,
but of kind: West or East. Such a decision
is made in a single moment, not bit by
bit, slice by slice. This is the fundamental
limit of the gray zone concept even for
aggressors: It is insufficiently decisive to
lead to major political change. Russia’s
initial approach to dealing with Ukraine,
purported to be a gray zone campaign,
sabotaged its political ambitions in
Ukraine in the longer term by divorcing
from Ukraine the most pro-Russian terri-
tories in Crimea and Donbas.
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People’s Liberation Army Air Force sends Chinese H-6K bombers and other aircraft, including fighters, scouts, and tankers, to patrol islands and
reefs, including Huangyan Dao, in South China Sea, undated (Xinhua/Alamy/Liu Rui)

Yet the result has not been a modera-
tion of Russia’s revisionist aims, as the gray
zone theorists implicitly expect to be the
result of the aggressor’s gray zone failure,
but instead an escalation to major war to
fulfill them as Russia—or at least Vladimir
Putin—ran out of political patience and
perhaps foresaw increasingly limited op-
portunities to reverse Ukraine’s trajectory
in the future. As Mazarr suggests, gray
zone aggression is not actually an effective
theory of victory for the aggressor, unless
victory is defined exclusively by conquest
of territory. Yet presumably because Russia
felt that time was on the side of the West,
it became critical to escalate to get the
desired result before it became impossible,
thereby contradicting the fundamental
assumption inherent in the gray zone
concept that the aggressor fundamentally
wishes to avoid war. The ironic result is
that the defender’s resilience within the
gray zone may well lead not to peace and a
recongciliation with the international order
but to war and an ever-widening diver-
gence from that order.

The situation is equally bleak for
the defender. As a result of the way

the concept is understood, direct con-
frontation in the gray zone is, if not
self-defeating, then essentially futile.
This suggests that the only way to beat
the gray zone is not to fight in it—but
not as Mazarr argued, by leveraging

the international system, as this appears
insufficient to alter major revisionist po-
litical goals. The answer instead appears
to be unfortunately dangerous: escala-
tion. Escalation by a defender may be
the only way to escape the gray zone to
achieve success. The gray zone aggressor,
particularly if equipped with a reserve
of nuclear weapons, poses a substantial
escalation dilemma to the defender.

Yet by acting below what the West
widely considers the threshold for war,
gray zone aggressors reveal that among
the responses they truly fear is precisely
real, significant, applied military power.
Moreover, they presumably consider the
U.S. military threat to be credible. If
neither were true, it would become more
difficult (albeit not impossible) to explain
why Russia or China would employ gray
zone methods rather than outright sei-
zure of what they want, to hold it behind

a conventional and nuclear barricade.
Gray zone aggressors pose an escalation
dilemma to the defender, but the hypo-
thetically escalating defender would reflect
the hypothetical escalation dilemma

back onto gray zone aggressors, not least
because serious escalation reflects real
political will and commitment to protect
certain outcomes. The difference between
the defender and the aggressor escalating
to war is timing: Which side is ready, and
which is unready?

Embarking on such a response to
gray zone aggression—the only viable
path to success—would clearly be a
political, military, and strategic gamble.
Of course, when faced with such a
prospective course of action out of the
gray zone, merely marking time within
it appears quite an attractive policy op-
tion—and for good reason. And even if
the passage of time generates aggressor
frustration and even resultant massive
military escalation, in the right circum-
stances this might still prove to be a
mistake for the defender to exploit—as
the West has been doing during Russia’s
reinvigorated invasion of Ukraine.

10 Forum/When Does Gray Zone Confrontation End?

JFQ 112, 1t Quarter 2024



Conclusion

To be strategically useful, concepts
should contribute in some way to the
building of specific theories of success.
Any concept that cannot do so is
unlikely to be analytically or theoret-
ically useful to practicing strategists;
relying on such concepts may cause
confusion and harm. However, such
concepts are not totally unhelpful; they
may possess high social utility within
social and political dimensions of
defense and strategy (focusing political
attention and will, justifying budgets,
and so forth).

The gray zone is one such concept.
Within its very constitution it inhibits
the creation of a theory of success that
adheres to the assumed rules of the gray
zong; instead, victory is achieved by those
who preempt the gray zone through
international resilience (Mazarr’s prefer-
ence even as an advocate of the concept)
or escalate out of it. Nevertheless, the
gray zone has been a highly fashion-
able concept within the U.S. defense
establishment, undoubtedly because of
its undeniably substantial social utility
in focusing political and bureaucratic
attention, will, and money on revisionist
challenges to the United States and the
international order it protects.

Antulio Echevarria posits that the gray
zone concept is unlikely to be killed—it
will eventually die its own natural death
when supplanted by an even more fash-
ionable concept—but we should still be
able to qualify how we use this concept:
to emphasize its social utility, its mar-
keting value, rather than its negligible
or even nonexistent strategic-analytical
merit. The 2022 National Defense
Strategy (NDS) mentioned the gray
zone 12 times in its 80 pages, yet these
mentions reflect the basic conceptual
problems identified: Both threat vectors
and the potential suite of useful instru-
ments are identified, but there is no sense
in the NDS of how the gray zone concept
can contribute to an actual theory of
success and enable the United States to
succeed. The NDS promises a substantial
amount of activity but can only weakly
imply how and why this activity would
produce success.?! JFQ
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Speedboats of Iran’s Islamic Revolutionary Guard Corps surround British oil tanker Stena Impero, in Strait of Hormuz, July 19, 2019 (Imago/Alamy)
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turies. Understanding what is real is
still a challenge for humankind. How
does the human learn to “see” through
the fog of deception? With the mind’s
ability to emphatically alter percep-
tions, modern society has become
increasingly reliant on technology. Yet
even technology can be deceptive, and,
as Sun Tzu observed, “all warfare is
based on deception.”?

Strategists have long recognized that
naval superiority and control of maritime
assets are paramount in establishing global
influence.? Alfred Thayer Mahan noted
that although navies have an essential
utility in safeguarding global trade and
communications, a small naval force
could overwhelm a much larger one by
concentrating efforts on its adversary’s
key vulnerabilities. Consequently, when
a country’s maritime assets come under
attack, it may have far-reaching geopolit-
ical, military, and economic implications.
The sinking of the USS Maine (1898)
and RMS Lusitania (1915), as well as
the attacks on the USS Maddox and USS
Turner Joy (1964), precipitated major
conflicts and sustained military campaigns.
While the U.S. Navy remains the largest
and most expeditionary force in the
world, smaller forces, malign powers, and
irregular adversaries are disrupting mar-
itime transit and naval assets using new
and innovative techniques. These tech-
niques often involve a “system of systems”
approach, where malign actors confront
adversaries through critical components
of operational systems.* Two of the most
persistent threats to maritime security and
superiority in the great systems conflicts
of the 21* century stem from vulnera-
bilities in two of the technologies that
enable position information, navigation,
timing, and situational awareness: the
Global Positioning System (GPS) and the
Automatic Identification System (AIS).?

The maritime domain is often
overlooked in its criticality to U.S. na-
tional security. Ninety percent of U.S.
import and export trade is via ship, and
the Maritime Transportation System
(MTS) contributes $5.4 trillion to the
national economy, representing about
25 percent of the U.S. national gross
domestic product (GDP). The MTS is an

expansive network of navigable channels,
ports, locks, marine terminals, marinas,
and seaways that facilitates this trade.

Like the MTS but on a global scale, the
global maritime transportation network
(GMTN )—an arrangement of seaports,
waterways, ports, and terminals that ac-
counts for over 70 percent of the value of
global trade and nearly 90 percent of'its
volume—facilitates the global economy.
These systems are complex and interde-
pendent, and much like other facets of
critical infrastructure, their constituent
parts are often undervalued in terms of
being integral components of the global
economy and strategic security. It is no
exaggeration to suggest that the MTS is
integral to our food, energy, financial, and
national security, as well as our projection
of military power around the globe.”

GPS
The world’s MTS relies on the four
major global navigation satellite
systems (GNSS)—BeiDou (China),
Galileo (European Union), GLONASS
(Russia), and GPS (United States)—for
navigation, routing, and situational
awareness at sea. A GNSS provides
position, navigation, and timing (PNT)
services that are used not only for land-,
sea-, and air-based navigation but also
for the precision timing necessary for
critical infrastructures. The importance
of timing cannot be overemphasized; if
GPS timing signals fail or are severely
impaired, there will be widespread
failure of telecommunications, financial
services, transportation, and power dis-
tribution networks, to name just a few.
GPS can offer positioning infor-
mation accurate to within 3 feet of a
receiver’s actual location.®* While such
precision might not be necessary on the
high seas (so-called blue water), accurate
PNT is essential in littoral zones (brown
water) and while traversing narrow
chokepoints and critical nodes such as
the Strait of Hormuz, Strait of Malacca,
Panama Canal, Bosporus Strait, and Suez
Canal.? GPS is widely recognized as the
best GNSS in the world in terms of accu-
racy, precision, and reliability and, for this
reason, is the most widely used system in
the world.'® GPS, however, suffers from

three vulnerabilities: jamming, spoofing,
and total system failure.

Jamming refers to a receiver being
unable to detect a legitimate GPS signal
due to interference from nearby radio
transmissions. A GPS signal is transmitted
from a satellite—at an altitude of 12,550
miles—at approximately 50 watts of
power. The signal arrives at the Earth’s
surface, however, at a fraction of a milli-
watt. Thus, a malign actor may broadcast
signals on the GPS frequencies at even a
few watts of power and overwhelm the
ability of a receiver to acquire necessary
PNT information from the GPS signal.!*

GPS jamming is not a new phe-
nomenon. While initially developed for
the military, inexpensive GPS jammers
have been available to the public—albeit
illegal to use—for well over a decade.
One of the carliest widely publicized
examples of this activity involved a person
fined in 2013 for using a GPS jammer
in the proximity of Newark Liberty
International Airport and interfering with
flight operations. Rampant GPS jamming
activities are taking place around the
world, most notably at airports, with
Norway being particularly affected.
Morecover, China, North Korea, and
Russia each have long histories of efforts
to jam or otherwise neutralize the GNSS
of other countries.'?

GPS spoofing causes a receiver to
report its location at one place when
it is in another place. In 2012, a team
from the University of Texas at Austin
first demonstrated spoofing to the
Department of Homeland Security by
spoofing GPS signals to a drone, causing
it to lose awareness of its proper altitude.
In June 2013, the same team was able
to spoof the location of the White Rose
of Drachs, an $80 million, 213-foot su-
peryacht, causing it to change course in
the middle of the Mediterranean Sea.'?
GPS spoofing is not limited to laboratory
conditions. The first large-scale public
case of GPS spoofing in the MTS was in
June 2017. M /V Atria was anchored
in the Black Sea off the Russian port of
Novorossiysk, but its GPS reported its
location as Gelendzhik Airport, 20 nau-
tical miles away. The 37.5-ton tanker was
not alone; the receivers on at least two

JFQ 112, 1** Quarter 2024

Zorri and Kessler 13



dozen other vessels placed them in the
same location.'*

The Atrin incident was neither an
isolated event nor even the first such
spoofing incident.'® In 2019, the Center
for Advanced Defense Studies released a
report describing nearly 9,900 incidents
of GPS spoofing incidents in the Black
Sea, Crimea, the Russian Federation,
Syria, and other locations as far back as
2016, all linked to the Russian military.'¢
In 2020, investigative journalists reported
that a German research vessel detected
GPS spoofing and jamming events in
many sites on its worldwide voyage in
2017 and 2018."7

Destruction of the entire GPS system
is, of course, the ultimate vulnerability.
GPS employs a constellation of more
than 32 satellites, 29 of which are in use
at any one time—a minimum of 24 are
required for the system to operate. By de-
sign, GPS is resilient to “natural” failures;
if one satellite suffers a failure, it is moved
out of position and a replacement takes
over. Yet Russia and China have both
demonstrated “satellite killer” capability,
and, since the spring of 2021, Russian
President Vladimir Putin has repeatedly
threatened to shoot down many, or all,
GPS satellites.’® GPS has no resiliency
against such a systemic failure.

The vulnerabilities of and threats to
GPS are not merely issues for the mari-
time community but affect all aspects of
modern society. There is not a concen-
trated effort to supplement or augment
GPS in the near term. While GPS is man-
aged by the U.S. Space Force, it is both a
military and a civilian asset, so something
bigger than a military solution is re-
quired.' The Russian invasion of Ukraine
in February 2022 highlighted both the
necessity of an assured PNT system and
the requirement for augmentation.?

AIS

GPS and other GNSS facilitate the
Automatic Identification System, the
global system used by ships and mari-
time authorities to maintain situational
awareness of local vessel traffic. AIS
data, as aggregated by several sites
worldwide, has evolved to provide a
historical log of a ship’s movement over

time. AIS is important for tracking ship-
ping routes, basic industry intelligence,
and awareness about shipping in general.
AIS was designed in the 1990s, primarily
in response to the oil spill that followed
the grounding of Exxon Valdezin 1989.
Required in the 2002 Safety of Life

at Sea (SOLAS) Convention, AIS has
several well-known security vulnerabili-
ties, including the lack of sender authen-
tication, message timestamps, data
validity verification, and data content
integrity. Although all large U.S. mili-
tary vessels have AIS transceivers, most
transceivers are not broadcasting most of
the time because of the warship exemp-
tion in the SOLAS requirements.?!

One carly example of a combination
of GPS and AIS spoofing is the Iranian
seizure of the United Kingdom (UK)—
flagged tanker Stena Impero. Steaming
through the Strait of Hormuz in interna-
tional waters in July 2019, Stena Impero
suddenly turned north and entered Iranian
territorial waters, where it was promptly
seized by patrol boats of the Iranian navy.
This incident was likely in retaliation for
the British seizure of an Iranian vessel car-
lier in the year due to suspected violations
of European Union sanctions.??

The episodes of spoofing continued
and morphed into more powerful dis-
plays of disruption. In July 2019, the
U.S.-flagged M/V Manukai reported a
series of false GPS and AIS readings at
the Port of Shanghai.?® Unlike previous
spoofing events that made a vessel be-
lieve that it was in the wrong place, the
Manukai saw target vessels that appeared
to be jumping around. Further analysis
of many events that occurred in the area
made it appear that the spoofed locations
appeared in circles.?* Dubbed “crop cir-
cles,” similar spoofing was found in other
locations, including Tehran. In all these
cases, the vessels were in the proximity of
the spoofing. Later analysis showed circle
spoofing occurring around Point Reyes
(just north of San Francisco), where the
spoofed vessels were as far as 10,000
miles away from the area.?®

The Port of Shanghai and subsequent
circle spoofing incidents have escalated
from spoofing vessels within the prox-
imity of the spoofer to where ships can

be anywhere on the globe relative to the
spoofed location. China is one of the
chief suspects in these circle spoofing
events. They have long been suspected of
AIS spoofing to hide their fishing fleets
that are involved in illegal, unreported,
or unregulated (IUU) fishing by showing
them to be hundreds or thousands of
miles away from their actual locations.
These episodes of AIS spoofing have
been perpetrated for many purposes,
including demonstrations of capability;
masking TUU fishing, smuggling, and
other illegal activities; and identity laun-
dering to avoid detection, sanctions, or
inspections.?® Widespread spoofing of
warships, however, represents an even
more dangerous level of escalation,
exacerbated by the fact that warships do
not always routinely broadcast AIS infor-
mation. As an example, AIS data showed
the HMS Queen Elizabeth and five escort
vessels steaming toward the Irish Sea in
September 2020, while contemporaneous
satellite imagery showed an empty ocean
in their supposed location. In fact, not
only were the six vessels not where their
AIS track put them, but they were not
even together at the time—and likely not
even actually broadcasting AIS messages.”
In this context—and that of sub-
sequent events in the area—the AIS
spoofing of North Atlantic Treaty
Organization (NATO) vessels in the
Black Sea in June 2021 takes on an
entirely different significance. Prior to a
scheduled exercise late that month, two
NATO warships, HMS Defender (UK)
and HNLMS Evertsen (the Netherlands),
arrived in Odesa (Ukraine) on the af-
ternoon of June 18. AIS tracking data
showed both ships traveling directly to
Sevastopol (Crimea) later that night,
positioned within 2 nautical miles of the
port housing the Russian Black Sea fleet
command. YouTube video, live webcam,
and other evidence, however, showed
that neither vessel left its dock. Because of
the contested sovereignty of Crimea and
the presence of the headquarters of the
Russian Black Sea Fleet in Sevastopol, the
unannounced approach of NATO vessels
into what Russia claims are its territorial
waters could well be described as an act of
provocation.?® Indeed, AIS tracks showed
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the USS Ross near Crimea about 10 days
later, although live webcams showed it at
dock in Odesa.”’

The 2021 Black Sea incident was part
of'a much larger pattern of the spoofing
of AIS tracks of warships from many
nations over the last several years.® (As
a demonstration of the ease with which
AIS spoofing can be accomplished, one
of the authors of this article showed the
spoofed track of Russian guided-missile
cruiser Moskva entering Port Canaveral
on the east coast of Florida [see figure 1]
at DEFCON’s Hack the Ship Village in
August 2021.31)

Geopolitical Risks

and Implications

Historical Pavallels. The 2021 Black Sea
incident appears to be the pre-staging

of history. The most likely source of

the spoofing of NATO vessels is Russia,
which was able to engage in saber-rattling
rhetoric in the aftermath of the events.

Although most of the world understood
that the tracks were bogus, the Russian
people likely believed the evidence of
NATO aggression. From Putin’s stand-
point, his domestic audience—not the
rest of the world—is the only audience
that needs to be convinced of anything.
It is uncertain whether the spoof of the
NATO vessels was a test of capability or if
it was intended as a pretext to war. Ifit was
the latter, it would not be the first time that
false electronic signals at sea have provided
a rationale for armed conflict. Consider
the object lesson of the Gulf of Tonkin
incidents. On August 2, 1964, the USS
Muaddox came under attack by three North
Vietnamese patrol boats. At the end of
the skirmish, all the attacking patrol boats
had been damaged, 10 North Vietnamese
sailors were killed or wounded, and one
bullet hole was found in the Maddox. This
was the first Gulf of Tonkin incident. Two
days later, the Maddox and USS Turner Joy
detected approaching North Vietnamese

patrol boats on radar. Seeing what they
thought were torpedo tracks on radar
and sonar, the vessels fired on the patrol
boats, even though neither ship nor any
U.S. naval aircraft made visual contact with
the attackers.®? This was the second Gulf
of Tonkin incident, and the precipitating
rationale for Congress to pass the Gulf of
Tonkin Resolution, escalating the mission
of U.S. forces in Vietnam.®

The second Gulf of Tonkin incident,
however, never occurred. While there
might well have been vessels around the
radar’s report, there were no attacking
patrol boats, and there were no torpe-
does. Misinterpreted and conflicting
signals intelligence from both radar and
sonar caused a response when there
was, in fact, no stimulus. Yet in a rush
to judgment—one that was politically
popular and seemed to be consistent
with enemy actions of just 2 days ear-
lier—the signals intelligence (SIGINT)
was not scrutinized, and contradictions

Figure. Spoofed AIS Track of Moskva Near Port Canaveral, Florida, August 2021
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that were known at the time were not

investigated.?* An attack—whether real or

imagined—was consistent with the narra-

tive and political winds of the day.
Implications and Countermensures.

There is great danger when the warships

of rival nations come into proximity to one

another. When operators can deliberately
alter SIGINT and navigation signals to

Ships from Standing NATO Maritime Group 2, including
Italian Navy ITS Alpino, USS Harry S. Truman, and USS
Cole, sail in formation in Mediterranean Sea, July 24,

2022 (U.S. Navy/Crayton Agnew)

skew the truth—or the perception of the
truth—the space is even more dangerous;
intentional disruptions to these systems are
provocative and have far-reaching conse-
quences. Disrupting GPS and other GNSS
creates navigational uncertainty, delays,
and inefficiency in the supply chain. The
disruptions can also cause accidents in litto-
ral and near-coastal waters, narrow straits,

and international chokepoints where ships
operate with a small margin for error. False
AIS tracks can support virulent narratives,
countering the interests of U.S. allies and
partners. Moreover, adversaries can spoof
AIS to masquerade as a much larger force
or change a ship’s navigation history. While
cyber attacks have not yet invoked a collec-
tive defense response or triggered Article
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5 of the NATO treaty, the second- and
third-order effects of these disturbances are
incalculable.®® Moreover, during each inci-
dent the U.S. Navy must quickly recognize
the threats, orient its decisionmaking, and
decide a response.

Given the ease of spoofing GPS

and AIS signals, we are in a particularly

dangerous environment. Any adversary

JFQ 112, 1t Quarter 2024

government—whether China, Iran,
North Korea, Russia, or others—could
casily enter entirely fake tracks of vessel
movements into the historical record, in
real time. Although some might debate
whether attacks on GPS and AIS are ¢
in their nature, those arguments miss the
point. The term cybersecurity is a misno-
at we must focus on is protecting

I

the confidentiality, integrity, availability,
authenticity, utility, and possession of
information and other necessary data.?
From that perspective, attacks on GPS
and AIS clearly affect multiple charac-
teristics of navigational and situational
awareness information.

Maritime cybersecurity is particularly
pertinent today given Russia’s invasion
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Sailors assigned to USS Zumwalt participate in simulated ship transit while attending Bridge Resource Management course at Navigation,
Seamanship, and Shiphandling Trainer on Naval Base San Diego, March 10, 2023 (U.S. Navy/Kevin C. Leitner)

of Ukraine. Ostensibly, one of Russia’s
pretexts for the war is the encroach-
ment of NATO on Russia’s borders.?”
Part of the demonstration of Alliance
aggression could well be the spoofing

of NATO vessels in June 2021. There

is also significant evidence that Russia is
using attacks on GPS in the war against
Ukraine, targeting aerial, artillery, and
other military systems, as well as commu-
nications systems (many of which rely on

GNSS for timing) y, Russian

jamming has at times been so intense

that it has interfered with Russia’s own
systems. When it comes to navigation,
Russia has access to the Chayka terrestrial
electronic navigation system as a backup
to GLONASS and other GNSS.*

Now, most of the GPS jamming/
spoofing mitigation strategies are short-
term improvisations. Many commercial
GNSS receivers, for example, can detect

when an incoming signal on the primary
constellation appears to be bogus. In
some cases, the receiver can switch to an
alternate GNSS constellation. There is,
however, no backup available or augmen-
tation capability in place for GPS. Prior to
nd use of GPS,
ational mari-

the widespread availability
the United States and inte
time community relied on the Long-Range
Navigation (LORAN) terrestrial-based
navigation system. The Department of
Homeland Security decommissioned
LORAN in 2010, leaving no maritime
backup to GPS.* Indeed, today many
mariners do not know how to use LORAN
devices or understand LORAN markings
.In 2018, the Trump admin-
istration mandated that the Secretary of

onact

Transportation establish a backup to GPS
via a terrestrial-based timing system,*! yet
no work has commenced on the proposed
replacement system, enhanced LORAN
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(known as e LORAN).*? Another potential
alternative to satellite-based position, nav-
igation, and timing is the use of quantum
Sensors
not fully
while there have been several proposals

positioning, yet researchers have
zed this capability. Likewise,

to secure AIS, the international standards
bodies have not been consistent in their
planning or execution.*?
Conclusion

The jamming and spoofing of GPS
and AIS information has escalated in
the last half-dozen years from simple
demonstrations of capability to truly
dangerous situations where mispercep-
tions could ignite a major conflict. The
attack surface is becoming increasingly
ubiquitous and strikes on military
assets can be staged via nonmilitary
vectors.** The U.S. defense community
can mitigate the vulnerabilities in its
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systems in several ways. First, training
and awareness can make both military
and commercial mariners aware of

the frailties of the systems. Maritime
operators and bridge officers should
have knowledge of the information
and operational technology systems
aboard their ships and the myriad ways
in which they are interconnected and
how they interact. Information secu-
rity—aware officers as well as shipboard
detection systems should be integrated
into maritime personnel and manage-
ment systems. Navigation and bridge
personnel must be able to determine
when the information displayed by
the automated systems is suspect and
must have independent means of
validating those systems. In addition,
celestial navigation techniques and

the science of inertial and hyperbolic
systems need to be integrated into the

curricula of maritime practitioners.
Furthermore, maritime naval exercises
need to include scenarios where GNSS
and AIS have been disrupted by enemy
forces and test how practitioners would
respond without current technology.
Exercises should also integrate oppor-
tunities that test the innovative capac-
ity of cyber defenders as well as their
ability to proactively target the enemy.
Next, lawmakers and funding
agencies must be convinced that if the
vulnerabilities in GPS and AIS are not
addressed in the near term, the threat
to national security is plausible and
potentially cataclysmic. This onus lies
on all PNT stakeholders, whether they
are in the military, government, or
commercial sector. Both the Chinese
and the Russians use a terrestrial-based
PNT system to augment their GNSS
systems, giving them a significant

strategic advantage over the United
States.* Instead of recommending the
short-term revival of LORAN as reserve
capability, the National Space—based
PNT Advisory Board has developed a
strategy of toughening and modern-
izing the current GPS systems until
non—GNSS PNT systems, like those that
use quantum sensing, are widely avail-
able.* Another solution would be to
integrate the National Aeronautics and
Space Administration’s Jet Propulsion
Laboratory’s Global Differential GPS
(GDGPS) across the national security
entities and critical infrastructure of

the United States. GDGPS tracks data
from all GNSS constellations and offers
corrections and real-time accuracy for
positioning applications.*’” Yet no single
entity within the U.S. Government has
been given the authority to fully imple-
ment a PNT augmentation capability or

U.S. Navy Quartermaster 3 Class Hailey Pardo shoots sunlines with sextant aboard USS Chung-Hoon, Pacific Ocean, October 8, 2022
(U.S. Navy/Kenneth Lagadi)
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oversee an integrated PNT strategy. The
full integration of the GDGPS system
across the national security architecture
would require strategic guidance and
funding. Moreover, to compete with
China, which many experts have begun
to recognize as a global leader in com-
prehensive PNT capability, the United
States needs to adopt a long-range
strategic plan for PNT at the national
level.*® This plan should recognize the
criticality of PNT to national security
and holistically work to improve all PNT
capabilities (that is, low-orbit satellites,
space-based satellites, terrestrial nav-
igation, inertial navigation, quantum
sensing, LORAN, and celestial naviga-
tion) as an integral system of systems.

Alternatively, AIS security solutions
are highly likely to yield positive gains to
commercial industries. Competitive bids
for AIS systems should integrate security
measures, such as public-key or asym-
metric cryptography, digital signatures,
or a combination of the identity-based
authentication that is commonplace in
commercial applications, computers,
and on mobile phones.* Yet securing
AIS might be an even harder problem
to solve because it demands interna-
tional agreement within two United
Nations organizations—the International
Maritime Organization is responsi-
ble for SOLAS and the International
Telecommunication Union for the AIS
over-the-air protocol.*® Mitigating this
challenge will require a clear vision and
proactive leadership.

Because of the grave danger that
GPS and AIS weaponization entails, it
is essential that policymakers and mari-
time operators understand not only the
risks and implications of these threats,
but also the mitigation techniques and
countermeasures that add resilience
to the warfighter. Moreover, the U.S.
Government needs to address the sig-
nificant advantage that our adversaries
have developed in PNT resilience and
augmentation. The redundancies and
security initiatives may be costly, yet
both PNT resilience and augmentation
and AIS security measures are vital for
protecting our nation’s critical assets and
mitigating a future conflict. JFQ
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Linemen contracted by U.S. Army Corps of Engineers prepare to be sling-loaded from helicopters to inspect tops of high-voltage transmission

towers and anchor lines that hold them in place after roughly 80 percent of grid was affected by storms, Aguadilla Pueblo, Puerto Rico,

February 16, 2018 (U.S. Army Corps of Engineers/Michael N. Meyer)
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he Department of Defense maintain security and access to opera-
(DOD) needs a new approach to  tional energy. Recent natural disasters
electrical grid infrastructure to and cyber attacks have exposed the

vulnerability of the current system,
posing threats to military operational
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which is increasingly vulnerable to
failures. The problems experienced to
date could be exponentially worse if
targeted by a sophisticated adversary
with advanced offensive cyber capabil-
ities, such as Russia or China. Simul-
tancously, the growth of renewables
and increased DOD demand for car-
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bon-free energy create challenges and
opportunities for operational energy.
To date, only a small fraction of work
has been done to create a system for
DOD energy that is robust, respon-
sive, and reliable.

A Defense Energy Architecture (DEA)
should address these issues by providing a
comprehensive approach to microgrid im-
plementation for defense installations and
deployable energy capabilities. A DEA
would simultaneously deliver increased
infrastructure security and carbon-free en-
ergy with an advanced microgrid system
based on small modular reactor (SMR)
nuclear power and renewables, such as
wind and solar, when they are available.

A DEA should also emphasize the devel-
opment of energy storage applications
beyond batteries, specifically hydrogen. A
fully integrated system of baseload (that is,
on all the time) electricity production, re-
newables, and energy storage is necessary
to maximize the benefits to DOD in both
permanent installation and expeditionary
environments. The focus of a DEA should
be on efficient resources based on the
requirements of each base in which the
microgrids would be employed.

DOD needs to advance microgrid sys-
tems for several reasons. First, DOD has
energy assurance and resilience needs that
significantly exceed most civilian require-
ments, and it therefore requires a separate
system for energy production and storage.
Second, as one of the largest single energy
consumers in the world, DOD has the
scale to create a market demand signal
strong enough to encourage private in-
vestment and drive down hardware costs.
Finally, with suitable guidance, DOD
could move quickly to reach net-zero car-
bon goals for energy production.

The defense grid system and energy
production mechanisms must improve to
increase resilience to natural disasters and
terrorist attacks on the national grid and
integrate clean energy improvements in
a cogent manner. This article defines the
concept of a Defense Energy Architecture
that may guide the construction of mi-
crogrid systems to supply desired energy
production while supporting energy
independence, security, resiliency, and
affordable power. We further recommend

that DOD integrate emerging energy con-
cepts, in both garrison and expeditionary
environments. Advances in modern energy
technologies provide many opportunities
for DOD to modernize, increasing secu-
rity and operational capabilities.

DOD Reliance on the
National Electric Grid
System and Vulnerabilities
The national grid was designed with
one purpose: to deliver electric power
from the source of production to end
users. However, at the time of its cre-
ation, there was little thought given to
things such as redundancy in natural
disasters and certainly none given to
potential problems that could not be
imagined at the time, such as cyber
attacks and electromagnetic pulse
(EMP) weapons. For the security of the
Nation, DOD must ensure that it has
continuous access to energy, making the
entire defense system more robust and
able to withstand the emerging threats
of 21%-century warfare.

America’s electrical grid is the sys-
tem that powers the garrison operations
of DOD and provides a platform for
the application of military power world-
wide. For decades, the reliability of the
grid system was such that the military
was confident that when electricity was
needed, it would be there. However,
this basic assumption is being ques-
tioned as the national grid ages, shows
vulnerabilities, and grapples with the
challenges of incorporating distributed
electricity-generating sources like solar
and wind energy.! These shortcom-
ings—coupled with the realization that
the existing system is vulnerable to
disruptions from incidents both natural
(hurricanes and solar flares) and man-
made (cyber attacks and EMPs)—call
for more direct control by DOD of
energy production systems.

However, rather than simply moving
ahead with its current course, DOD
should embrace best-in-class technolo-
gies to ensure that it is moving forward
with the best solutions. Morcover, the
system needs to be flexible enough
to incorporate new technologies as
they evolve to ensure that best-in-class

remedies are delivered to address the
changing nature of power generation
and increasingly sophisticated potential
attacks on critical infrastructure.

The current grid system struggles
to deal with vulnerabilities that could
disrupt power and harm American
security, including potential attacks by
foreign adversaries or terrorists. For
many, Superstorm Sandy in 2012 was a
wakeup call—it demonstrated a potential
for widespread damage that could affect
the national electrical grid, leaving 8.5
million people without power across
21 states.? However, to those watching
closely, Sandy was not an anomalous
event but rather more of a culmination of
a long-term trend that has revealed how
susceptible the grid is to disruption from
severe weather, including wildfires and
extreme temperatures.? The potential for
disruptive events seems to be increasing.

As devastating as these natural events
have been, many national security experts
predict that damage from man-made
attacks could be multiple times worse.
The insurance company Lloyd’s of
London has modeled a plausible scenario
in which a cyber attack on the Eastern
Interconnection, which services approx-
imately half of the United States, could
leave large areas—including dozens of
military installations—without power
for days.* This is not a distant theoretical
scenario: Russia has already demonstrated
the ability to successfully attack electrical
grid infrastructure in Ukraine, and China
is believed to have similar offensive cyber
capabilities.® Additionally, the ransom-
ware attacks on Colonial Pipeline in 2021
demonstrated that criminal organizations
and other nonstate actors also possess the
tools to sow chaos in American energy
infrastructure.® The national grid is sus-
ceptible to large-scale disruption, whether
from devastating natural weather events,
military attacks from near-peer compet-
itors, or terrorists or international crime
syndicates. Therefore, response readiness
largely depends on a secure supply of
electricity from the main grid.

We know that the military is suscep-
tible to the same threats that menace
civilian energy infrastructure. In recent
years, weather events have disrupted
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energy service to military installations,
such as Tyndall Air Force Base during
Hurricane Michael in 2019 and Joint
Base San Antonio—-Lackland and others
during the winter storms of February
2021.7 While the effect on operations
was relatively minor in these instances,
it does not take much to imagine that
targeted attacks on military infrastructure
could be orders of magnitude more
harmful and severely impact readiness.
DOD recognizes this possibility and
has conducted a series of exercises to
better understand “the growing threat
associated with natural or nefarious
events . . . such as missions being sepa-
rated from access to the national grid.”®
The effects from such events could have
major consequences on the military’s
ability to respond rapidly to crises.

Defense Energy Architecture
The goal of a DEA is to ensure that the
advancement of microgrids for DOD
use is comprehensive and standard-
ized. A microgrid can be defined as “a
local energy grid with control capa-
bility, which means it can disconnect
from the traditional grid and operate
autonomously.” For our purposes, we
believe this encompasses both energy
generation and storage. Defining the
concept must not only focus on near-
term needs, but also keep options open
for future adaptations. It is beyond

the scope of this article to prescribe
what a fully functional standard for a
DEA would look like. However, we
can outline key principles that must be
addressed to answer the challenges that
face the future of DOD energy systems.

Floating solar microgrid consisting of 2,700 solar panels on lake at nearby Camp Mackall
provides clean energy to Fort Liberty, North Carolina, July 28, 2023 (U.S. Army/Jason Ragucci)

The following should be considered as
the essential tasks for a DEA to address
the emerging energy needs:

= provide carbon- and pollution-free
energy and baseload power as much
as possible

= provide continuous energy on
demand

= provide defense against attacks
and resilience in the case of natural
disasters

= provide expeditionary capability.

Provide Carbon and
Pollution-Free Energy

In recent years, DOD has increasingly
focused on the potential threats posed
by climate change. An example of this

is the Army Climate Strategy, which

set goals for 100 percent carbon- and
pollution-free electricity for Army
installations by 2030.'° Given this policy
priority, we believe a DEA should follow
the same path. The current focus for

the source of this energy is renewables,
primarily solar and wind. However, wind
and solar power suffer from the fact that
they are intermittent (they supply energy
only about 30 percent of the time, and
wind is not predictable). This creates
reliance on fossil fuel-based electrical
plants to meet operational demands for
energy, which not only runs counter to
low carbon goals but also maintains the
vulnerable linkage to the main grid.

An ideal solution to this intermittency
problem is to use small modular reactors
(SMRs) to integrate baseload nuclear
energy as the carbon-free backup for solar
and wind. In 2021, 60 percent of the
clectricity generated in the United States
came from natural gas and coal.!! So when
renewables are not available in the desired
amount, DOD and other electricity con-
sumers plug into a system that generates
over half'its power from carbon-producing
and -polluting resources. Instead of back-
ing up renewables with fossil fuels, SMRs
can assure that clean energy is available
on demand. This shift would allow DOD
to phase out fossil fuels in the energy mix
over time. Each individual installation
could be configured to maximize the
natural resources available—for example,
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Participants of Active Communications International’s 9" National Conference on Microgrids toured the Otis Microgrid, DOD's first wind-
powered microgrid, which provides energy resiliency for 102" Intelligence Wing's intelligence, surveillance, and reconnaissance missions, April
16, 2019, at Joint Base Cape Cod (Massachusetts Air National Guard/Thomas Swanson)

relying more on wind for installations on
the Great Plains. Once the optimal mix
of renewables is designed, SMRs would
be deployed to make up the balance. The
units are modular and can be added to
provide more energy. This would enable
DOD installations to sever themselves
completely from the national grid over
time and achieve clean energy goals.

Provide Continuous

Energy on Demand

A second aspect of a DEA is to ensure
the availability of continuous opera-
tional energy. Again, the intermittent
nature of renewables causes issues with
instantaneous accessibility to energy. For
an organization with 24 /7 operational
needs, this would not do. Much of the
DOD focus thus far has been to look at
battery storage to preserve the electricity
generated by solar and wind sources.!?
However, lithium-ion batteries, which
are the current state of the art, are best
suited for intra-day storage, as their
ability to store energy competitively is
capped at around 8 hours.!? In a normal
operating environment, this is possibly
adequate since it provides overnight
storage and dispersion when demand

for electricity is low. However, in a crisis
scenario when high energy loads are
present around the clock, this may lead
to shortfalls. In addition, if a natural
disaster took solar and wind capabilities
offline, battery storage capability would
be diminished rapidly after only a few
hours. Therefore, a truly independent
microgrid system should have autono-
mous power that could be provided in
the case of a prolonged interruption.
While SMRs are ideal for providing
continuous energy, a microgrid system
should have backup power available in
case the unit does need to go offline for
any period. As stated, batteries have lim-
ited ability to provide anything beyond
intra-day energy storage, which itself'is a
system vulnerability. Hydrogen has much
greater capability to integrate with a micro-
grid system to meet energy storage needs.
Hydrogen can be produced by splitting
water molecules (H,0) into their compo-
nent parts of H, and elemental oxygen.
When this is done with renewable electric-
ity, the resulting hydrogen is carbon-free or
“green.” Once hydrogen is formed, it can
store energy indefinitely.'* Therefore, H,
could maximize the total amount of energy
produced by renewables.'®

Furthermore, hydrogen can be
produced by nuclear power, so it is also
carbon-free and can store an almost un-
limited amount of energy. Infrastructure
investments would be required to store
the hydrogen in a safe manner, but this
is currently done globally in many indus-
tries that use hydrogen. If the SMR ever
went down, hydrogen could provide a
long-term bridge of operational energy
until the issue was resolved. Though
currently less efficient for short-duration
storage than batteries, the flexibility that
hydrogen provides in a microgrid system
makes it extremely valuable for energy as-
surance. In fact, coupling hydrogen with
battery storage may provide the most
overall benefit for the entire system.

Provide Security

and Resiliency

A third requirement for a microgrid
system for defense use is the ability to
safeguard it from potential attacks. We
have noted that one of the vulnerabili-
ties of the current grid is susceptibility
to cyber attacks. The nature of warfare
is constantly evolving. A World War
I-era general transported to the 21¢
century would barely recognize how
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warfare is conducted in the age of long-
range missiles, precision-guided muni-
tions, and stealth bombers. It is not
difficult to believe that future warfare
may become as unrecognizable to us,
since the main contested spaces in the
future might not be air, land, and sea
but space and cyberspace.

A tipping point may have been
reached already with advances in the so-
phistication of offensive cyber capabilities
and society’s increasing reliance on digital
technology.'® The national electric grid is
vulnerable because of age and the threat
to the Supervisory Control and Data
Acquisition (SCADA) control system
from cyber attacks. An additional threat
comes from EMP weapons, which deliver
a pulse of energy from a nuclear or elec-
tromagnetic detonation “that creates a
powerful electromagnetic field capable of
short-circuiting a wide range of electronic
equipment,” including computers and
telecommunications equipment.” The
conventional grid is exposed to EMP at-
tacks in the form of high-voltage control
cables and transformers that regulate the
grid. High-voltage transformers take 2
years to build, and the United States is
inadequately stocked with backup trans-
formers. Thus, a large-scale EMP attack
could bring down a large section of the
grid for an extended time.!8

Certainly, military operational readi-
ness would suffer if military installations
were still integrated in the national grid
at the time of such an attack. Again, this
is not a scenario found only in science
fiction novels and dystopian Hollywood
films. Today, China is already believed to
possess super-EMP weapons and to have
developed procedures to execute a first
strike.' This rationale is arguably enough
for DOD to explore alternative power
delivery systems to maintain response ca-
pabilities in the event of such an assault.

Fortunately, a microgrid system based
on SMR technology has significant defen-
sive advantages to the national grid. First,
by definition, a microgrid is a discrete
system that provides power locally. An
SMR acts as an “island of power,” which
decouples from the larger grid and from
other military installations, so a successful
attack on one installation would be an

isolated incident and not a systemic fail-
ure. In the case of a cyber attack or EMP
detonation on the larger grid infrastruc-
ture, a military microgrid would simply
not be affected because it is separate from
the rest of the system.

Direct cyber attacks on microgrid
infrastructure are also possible, but this
infrastructure is more resilient because
of its independent computer control. We
recommend that both buried SMRs and
underground power lines are a standard
part of a DEA microgrid configuration.
By virtue of being below surface, they
are less vulnerable to overhead EMP
explosions, which is not an option for
systems based on solar panels and wind
turbines. Increased sophistication and
sheer volume of monitoring sensors
required on a large grid necessitate the
automated monitoring capabilities of a
SCADA system. Automation not only
provides efficiency of operation but also
affords efficiency of disruption if cyber
security systems can be breached. A series
of smaller grid systems could be better
protected individually, thus vastly increas-
ing cyber security.?’ Furthermore, the use
of hydrogen as an energy storage medium
provides a long-term reservoir of energy,
and if the SMR were taken offline for a
period, a reversible hydrogen stack could
return the stored power in the form of
electricity, assuming no damage to the
transmission infrastructure.

Provide Expeditionary
Capability

The fourth concept underpinning the
DEA is the idea that any investments
in energy production and storage
systems should be applicable in expe-
ditionary environments as well as at
installations after the strategic systems
become mature. The military uses doc-
trine, organization, training, materiel,
leadership, personnel, and facilities
(DOTMLPF) to assess organizational
systems and the resources required to
support those systems. DOD should
avoid redundancy of DOTMLPF for
separate systems for energy production
and delivery in garrison and expedition-
ary environments. This just represents
waste and opportunity cost.

Second, the challenges faced in
deployed operations are equally well
addressed by the microgrid systems that
we advocate. In the wars in Afghanistan
and Iraq, powering forward operating
bases was one of the most challenging
and deadly aspect of the conflicts.

Diesel generators and vehicles required
constant fueling, which gave the enemy
ample opportunity to attack resupply
convoys. The Army Environmental
Policy Institute calculated that every 39
fuel-resupply missions resulted in a U.S.
casualty.?! These are lives that are lost

or irreparably changed, and no price tag
can be placed on them. Additionally, it
has been estimated that the financial cost
of delivering fuel to the end user in the
operational theater exceeded $400 per
gallon.?? Given the personal and fiscal
costs that result from current in-theater
energy systems, the clear challenge is to
develop systems that remove military
operations from the “tether of logistics”
as much as possible. This would not only
save blood and treasure but also enhance
operational flexibility of commanders
since they would experience more auton-
omy in deploying forces.

In addition to installation energy
systems, SMRs have the potential to act
as the centerpiece of deployed energy
systems. As DOD better understands the
capabilities of mobile reactors, we expect
to see the technology migrate further to
the tactical level. The Navy is certainly
no stranger to small nuclear reactors,
as they have been employed in the
fleet since the USS Nawutilus launched
in 1955. Project Pele, conducted by
DOD,?? envisions an SMR that can
be used at remote operational bases.?*
Analysis has shown that SMR technology
allows for production units that are small
enough to be moved by a heavy truck
but are large enough to produce up
to 20 megawatts of energy, enough to
power an Army division headquarters.?®

As discussed, an SMR can be buried
underground, making it a hard target in
a deployed environment. While SMRs
address the need for a forward operat-
ing base’s energy, they do not directly
address vehicle mobility. However, the
electricity from nuclear generation can
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Technical Sergeant Marquelle Willis, 23 Civil Engineering Squadron, Moody Air Force Base, Georgia, Prime BEEF, electrical systems
noncommissioned officer in charge, works to repair high-voltage power lines supplying electricity to tent city, Tyndall Air Force Base, Florida,
October 28, 2018, after Hurricane Michael (U.S. Air Force/Kelly Walker)

be used to power electric and hybrid
electric vehicles that the U.S. military is
already experimenting with.?® As stated,
nuclear energy can be used to create
hydrogen and other fuels, and higher
operating temperatures of SMRs are
ideal for producing hydrogen. Because
hydrogen is energy-dense, it can extend
the operational range of vehicles. In fact,
H, is nearly three times as energy-dense
as petroleum diesel, which means less
refueling and fewer halts in missions for
refueling operations.?” These expanded
operational capabilities are simply not
available with batteries, which have
one-hundredth the energy storage ca-
pacity of hydrogen on an equal-weight
basis.?® The nuclear-hydrogen synergy
could provide all the energy needed for
military operations in deployed envi-
ronments and eliminate the fossil-fuel
supply chain altogether.?” We believe a
Defense Energy Architecture should un-
equivocally embrace an SMR-hydrogen
system in deployed operations to save

lives and resources and increase opera-
tional range and flexibility.

DOD Role in Advancing
Energy Technology

Both SMRs and green hydrogen pro-
duction can be considered emerging
commercial technologies. That is, there
are commercial units available, but

the industries have not yet scaled to
optimize production costs. The general
trend in technologies over time is to
become smaller and cheaper as the
technology evolves. However, this takes
place only if demand for the product is
such that the product is seen as having
long-term profitability, and companies
have the incentive to invest in research
and development that keeps technology
moving forward.

The military operates nearly 800 in-
stallations worldwide.*® If even a fraction
of these installations were to develop
SMR capabilities, it would provide a clear
signal to producers and investors. The

first SMRs would be much less risky to fi-
nanciers if they had long-term contracted
customers once completed. In fact, the
Special Capabilities Office (SCO) within
the Office of the Secretary of Defense has
already narrowed the selection for the first
such SMRs to two commercial designs
under Project Pele.3 However, this proj-
ect cannot be seen as a one-off event if the
scale benefits for DOD are to be realized.
Project Pele could drive the procurement
of the first few units within years and lay
out a comprehensive plan for future pur-
chases in the out years. A similar effort to
identify promising hydrogen technologies
would serve to spur investment and bring
down costs for long-term, flexible ener-
gy-storage options.

The current moment is favorable
for this transition in energy systems.
SMR designs are being developed by
more than 50 startup companies with
private capitalization of greater than $2
billion.? Instead of paying for the entire
technological development cost, the
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Marine Corps Colonel Thomas M. Bedell (right)

, commanding officer of Marine Corps Air Station Miramar, and Mick Wasco (MCAS), MCAS

Miramar energy program manager, discuss microgrid and its benefits at station's Energy and Water Operations Center, on MCAS Miramar, San
Diego, California, January 21, 2022 (U.S. Marine Corps/Jose S. GuerreroDeLeon)

military need only pay for the adaptation
to military standards. Based on this,

the SCO predicts the initial non-Navy
military SMR market will be 300 units
and the civilian market 1,000 units.?® The
Department of Energy (DOE)’s Office of
Nuclear Energy is already collaborating
with the SCO to move the project for-
ward and coordinate national laboratory
efforts. In fact, the coauthor has person-
ally been involved in extensive meetings
at Creech Air Force Base, Nevada, to
discuss the possibility of “assured energy”
being supplied to the base through a pro-
totype SMR as early as 2030.

Similarly, there is much interest in
advancing green hydrogen technology.
DOE has launched an initiative called the
Hydrogen Shot to reduce the production
cost of green hydrogen by 80 percent
by 2030.3* Furthermore, the Inflation
Reduction Act has announced an in-
vestment of up to $8 billion in creating
regional hydrogen hubs.* These programs
will stimulate significant private investment
as well and help advance the current state
of hydrogen technology. DOD can draft
oft these efforts to ensure that developing
hydrogen technologies meet the military

specifications of an advanced microgrid
system. The carlier the demand signal
from the military (vs. DOD hoping for
the appropriate solutions to emerge or-
ganically), the more likely that customized
offerings will be available. DOD can play
an important role in providing a market
for these emerging technologies.

Conclusion

For the military, energy is the lifeblood
to maintain military capabilities. In the
event of a large-scale natural disaster or
infrastructure attack, the military needs
to maintain its own systems to ensure
readiness. For these reasons, DOD needs
to keep advancing SMR-based microgrid
systems with adequate long-term energy
storage in the form of hydrogen. For
strategic facilities, this would mean that
bases control their own destiny without
counting on an ever more vulnerable
electric grid. With SMR microgrids, mil-
itary bases can isolate their power supply
from the grid when necessary. In fact,
during crises, excess power could be sup-

plied to the civilian sector as it is available.

DOD should double down on the
current efforts of developing microgrids

to increase the resilience of its installa-
tions, retain the ability to deploy forces
globally when needed, and provide
expeditionary power without exposed
refueling logistics. The benefits would
be multifold. In addition to decreasing
vulnerability, DOD adaptation of SMR-
based microgrids would allow the military
to meet clean energy goals and separate
itself from carbon-producing fossil fuels.
Increased DOD adaptation would drive
demand, resulting in greater competi-
tion and lower prices. Furthermore, it
would serve as a model to civilian energy
planners who could observe the positive
outcomes and adapt the technology to
civilian requirements.

The military has already determined
that SMR microgrids have merit, as
evidenced by the maturing of Project
Pele. The final solution to base supply of
clectricity should consider long-term effi-
ciencies to the military of the 21% century.
All sources of clean energy integration
should be considered on a case-by-case
basis to meet the individual needs and
priorities of each base mission. Success
could drive a successtul transition to tacti-
cal use of SMR microgrids as well.
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The national electric grid is becoming
vulnerable because of age and the threat
of the SCADA control system being com-
promised through cyber attacks, EMP
disruptions, intermittent power outages,
or terrorist threats. Military electric power
supply, both strategic and tactical, must
adapt to this reality and plan for increased
future use of microgrids within a gener-
ation in the name of mission assurance.
Awailability, affordability, and uninter-
rupted power are the force multiplier
requirements governing the transition
away from legacy systems toward inde-
pendent microgrids. It is critical that a
transition to a defined Defense Energy
Architecture, based on these principles, be
developed and implemented soon. JFQ
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Then Chairman of the Joint Chiefs of Staff General Mark A. Milley congratulates National War College graduate during National Defense
University's 2023 graduation ceremony, June 8, 2023, on Fort Lesley J. McNair, Washington, DC (NDU Audio Visual)
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significant overhaul of how they dem-
onstrate to the Joint Staff that they are
fulfilling their mission of educating and
developing leaders from the U.S. joint
force, interagency community, and offi-
cers from allied and partner countries
around the world. These institutions
of higher education operate under the
Officer Professional Military Education
Policy (OPMEDP), the latest version of
which is OPMEP Foxtrot (OPMEP-

F).! Under previous versions, JPME
programs were required simply to dem-
onstrate they were covering the content
that congressional statutes require them
to deliver. That process was assumed
sufficient to ensure that the programs
were teaching what needed to be
taught and that students were learning
what they needed to learn. OPMEP-E,
released on May 15, 2020, introduced
a wholesale change in how JPME pro-
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grams will have to prove to the Joint
Staff that they are accomplishing their
objectives, specifically by demonstrat-
ing their graduates have reached the
appropriate level of achievement on
defined learning outcomes. Mandating
that JPME programs adopt this process
represents a shift to outcomes-based
military education (OBME).?

This shift in methodology brings
JPME in line with standard practice
across postsecondary education in civil-
ian academia—not only in the United
States but also in higher education
across much of the world—through a
practice commonly known as assessment
in outcomes-based education.? This
article serves as a primer on this kind of
assessment for JPME faculty and admin-
istrators and anyone interested in JPME.
It introduces some of the terminology,
explains some of the benefits, provides
a brief historical overview, points out
strengths in the shift to OBME so far,
and identifies caveats as JPME progresses
through the shift to OBME.

In civilian higher education, the terms
assessment, outcomes-based education, and
variations such as outcomes assessment are
used interchangeably. The fundamental
intention underlying assessment is to
ensure that students are in fact learning
what their professors, departments, and
programs intend for them to learn. This
represents a change in emphasis in JPME
programs’ accountability from merely
proving they are covering the required
content to additionally providing evidence
that graduates have reached a sufficiently
high level of achievement of Program
Learning Outcomes (PLOs) through a
process referred to as measuring outcomes.
In other words, JPME programs now
are not only required by statute to cover
certain content and assign, grade, and
provide feedback on papers, exams, and
other projects, but they must also institute
a new evidence-based process specifically
designed to determine whether students
are reaching a sufficiently high level of
achievement on what their programs in-
tend for them to learn, as articulated in a
program’s learning outcomes.

The Joint Staff coined the term ouz-
comes-based military education to describe

this expansion in focus from content
alone (covering statutory requirements)
to content and outcomes (covering the
content and demonstrating students have
learned what they are supposed to learn)
under OPMEP-F. Central to this process
is that all programs develop their own
PLOs that accurately reflect their unique
emphases on areas such as maritime
power, airpower, land-based warfare,
intelligence operations, or cyber warfare,
among others. Variations among the
programs are expected and valued, with
the caveat that all PLOs must sufficiently
align with six Joint Learning Areas identi-
fied by the Joint Staff.* This is necessary
since all programs are delivering JPME,
and there must be enough commonality
among them to ensure that graduates
from every school have the requisite
knowledge and abilities in areas that in-
clude jointness, warfighting, strategy, and
the profession of arms.®

There are many challenges associated
with a shift to outcomes-based educa-
tion, not least of which is ensuring that
administrators, faculty, students, and
external stakeholders not only appreciate
the value of assessing outcomes but also
understand the difference between grad-
ing assignments and assessing outcomes.®
A common response from faculty hearing
about assessment for the first time is, “I
assess my students all the time. I grade
their papers and exams, I evaluate their
understanding of the readings through
their class participation, and I assign
grades. I’m assessing them.” But grading
is 720t outcomes assessment.

One vivid example of how assess-
ment provides different information than
grading presented itself at the Naval War
College early in our assessment efforts.
All the JPME core departments devel-
oped their Course Learning Outcomes
(CLOs), which articulate what students
should know and be able to do at the end
of a particular course, as opposed to PLOs,
which define what they should know and
be able to do after taking all the required
courses in a JPME program. One of the
departments had carefully developed
CLOs that were an accurate reflection of
what the department intended students
to learn. But when it came time to map

existing course assignments to those
CLOs—ensuring that each assignment is
clearly linked to one or more of the CLOs
and allows students to demonstrate suffi-
cient achievement of those CLOs through
their coursework—this department found
that the research paper that students spent
most of the term working on did not ac-
tually align with any of the department’s
declared CLOs. This meant that a student
could write a very good research paper,
get a high grade on it, learn a great deal
about the topic, but not make progress
toward achieving the CLOs, despite
having devoted dozens or hundreds of
hours over the course of many weeks to
research and writing.

That is, the department discovered it
had assigned a task that was insufficiently
connected to what that department
thought its students should learn. If any
assignment—Ilet alone the most time-
consuming assignment in a course—does
not contribute to a student achieving
the outcomes of a course or a program,
this is a problem that must be remedied.
Simply grading the research papers had
not revealed the problem. Developing
outcomes and assessing students’ mastery
of those outcomes through the research
paper, on the other hand, threw the
problem into stark relief.”

Realizing that an assignment does not
directly contribute to students’ achieving
the specific course or program outcomes
does not necessarily mean the faculty
should eliminate the assignment—in-
stead, they should adjust so it clearly
aligns with CLOs and PLOs. In the case
of this course’s research paper, one pos-
sible fix would be to change the guidance
to students on appropriate research topics
so that conducting research and writing
the paper contribute to a specific course
learning outcome. In this example,
the assessment process made clear that
although the research paper was not in
line with intended learning outcomes,
relatively minor adjustments would solve
the problem, strengthen student learning,
and improve mastery of outcomes.

This kind of revelation about the util-
ity of an assignment can easily be missed
in the absence of a carefully designed
assessment process. Nevertheless, until
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the process is developed, operationalized,
and generating useful data and insights,
faculty resistance in both civilian and
military schools to a new outcomes-based
assessment requirement is common,
expected, and often pronounced. This

is unsurprising since a new mandate to
conduct assessment affects all teaching
faculty, occupying time they could other-
wise devote to teaching, research, writing,
and publishing, and it can feel like just the
latest arbitrary requirement that nonedu-
cators are inflicting on educators. Many
faculty believe outcomes-based assess-
ment will simply go away if they ignore

it long enough. JPME programs should
be prepared for similar faculty responses
based on a decades-long pattern of such
a response in civilian higher education.
Tammie Cumming, L. Jay Deiner, and
Bonne August emphasize the importance
of respecting people’s time when shifting
to outcomes-based education, noting;:

Colleges and universities ave busy places
where everyone is balancing multiple
competing priovities; time is the greatest
commodity. Faculty, staff, and administra-
tors will quickly come to vesent anything that
requires a large investment of time for little
payoff. Thevefore, it is critical to examine
the assessment process to make suve that busy-
work and time buvdens ave minimized 3

The requirement to assess learning
outcomes is new in JPME, and many
faculty are unaware of how standard these
outcomes-assessment requirements are in
higher education. The fact that outcomes
assessment is so well established in civil-
ian academia means that there are many
lessons that JPME programs could and
should learn from their civilian counter-
parts, such as avoiding making outcomes
assessment more time-consuming than
necessary and other pitfalls.

Even many faculty involved in out-
comes assessment at civilian institutions,
however, are unaware of its long history,
and it is worth having some familiar-
ity with it. What is recognizable today
is that outcomes assessment in higher
education developed over the course
of several decades and has endured
and grown for 30 years. In “History

and Conceptual Basis of Assessment in
Higher Education,” Peter Ewell and
Tammie Cumming provide a detailed
overview of strategies designed to remedy
an array of problems in postsecondary
education from the 1960s onward that
were the unintentional starting point of
outcomes assessment. The issues included
“academic and social integration” on
campuses to prevent student attrition,
mandatory program evaluation that came
with large-scale Federal programs in the
1960s and 1970s, and “the wider move-
ment toward ‘scientific’ management that
quickly found applications in higher edu-
cation in the form of strategic planning,
program review, and budgeting,” among
others.” Ewell and Cumming emphasize
that the methods developed in an effort
to solve such problems coalesced over the
course of a few decades into a methodol-
ogy for outcomes assessment.

Three different approaches to assess-
ment appeared in the 1970s and 1980s,
all of which endure in different contexts,
but they are not all part of assessment
in postsecondary education today. The
first focuses on an individual student’s
learning and is rooted in “development
over time and continuous feedback on
individual performance.” The second is
now inextricably linked to accountability
in K-12 education and was designed not
“to examine individual learning, but rather
to benchmark school and district perfor-
mance.” The third “defined assessment
as a special kind of program evaluation,
whose purpose was to gather evidence
to improve curricula and pedagogy. . . .
This tradition focused on determining
aggregate not individual performance.
By the mid-1980s there was enough
(though by no means universal) discussion
in higher education circles of improving
student learning through outcomes assess-
ment that the First National Conference
on Assessment in Higher Education,
cosponsored by the National Institute
of Education (NIE) and the American
Association for Higher Education, was
held in Columbia, South Carolina, in fall
1985. Ewell and Cumming make clear
that “the proximate stimulus for the con-
ference was a report called Involvement in
Learning,” published by NIE in 1984:

»10

Three main vecommendations formed its
centerpiece, strongly informed by vesearch
wn the student learning tradition. In

brief, they were that higher levels of stu-
dent achievement could be promoted by
establishing high expectations for students,
by involving students in active learning
environments, and by providing them with
prompt and useful feedback. But the veport
also observed that colleges and universities
as institutions conld “learn” from feedback
on their own performances and that ap-
propriate vesearch tools were now available
for them to do so."!

The feedback that colleges and univer-
sities could glean from assessment would
allow them to adjust not only content but
also teaching methodologies when the as-
sessment data they gathered showed that
in an aggregate sense, students were not
learning everything their degree programs
intended them to learn. This is the piece
that evolved into the approach that is now
nearly universal in civilian higher educa-
tion and that informs the Joint Staff’s
guidance for JPME institutions to follow
as the schools shift to OBME.

Determining the gaps in student
learning can allow departments and pro-
grams to home in on a content area that
needs greater emphasis or a pedagogical
method that might need adjustment.'?
The shift to focusing on assessment
processes and measuring outcomes took
higher education away from an earlier
input-based standard—a different set
of metrics that did almost nothing to
demonstrate that students had learned
what they were supposed to learn.
Before the 1980s, as Kenton Fulcher
and Caroline Prendergast make clear in
their book on improving student learn-
ing, “institutional quality was evaluated
almost entirely on inputs (e.g., number
of faculty holding doctoral degrees, test
scores of incoming students) and outputs
(e.g., graduation rates, employment rates
of graduates).”'3 Faculty credentials are
important. Students graduating and find-
ing employment are also important. But
these inputs and outputs do not provide
any evidence that students have learned
what is necessary for them to do “what is
essential for all students to be able to do
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Naval War College holds commencement ceremony for College of Naval Command and Staff and College of Naval Warfare 2023 graduating
classes, June 16, 2023, on board Naval Station Newport, Newport, Rhode Island (U.S. Navy/Kristopher Burris)

successfully at the end of their learning
experiences,” which is the central re-
quirement of outcomes-based education,
the approach to education the Joint Staff
has now embraced.'*

That said, there needs to be more to
the outcomes-assessment process than
simply developing assessment mecha-
nisms and compiling data in line with
the practice of outcomes-based educa-
tion. Compiling the data on mastery of
outcomes does not in any way guarantee
better results in teaching and learning
than the inputs-outputs approach. The es-
sential—and frequently overlooked—final
step in the process is to evaluate the data
and adjust curricula and teaching method-
ologies to improve student learning, which
would lead to higher levels of student
mastery of the outcomes. There are plenty
of examples of colleges and universities
devoting countless hours of faculty time
to assessing outcomes and compiling data,
then failing to close the loop. That is, they
fail to come up with effective processes to
evaluate the data and to apply the lessons
the data yield back into the curriculum in
ways that result in better student achieve-
ment of outcomes.’® As Fulcher and
Prendergast succinctly state, “Assessment

should not be treated as an end unto itself.
Instead, the rightful emphasis should be
placed on improving student learning.”*¢
Their research followed an important
2018 National Institute for Learning
Outcomes Assessment (NILOA) report

that concluded:

While use of assessment vesults is increasing,
documenting improvements in student
learning and the quality of teaching falls
short of what the enterprise needs. [In a
2017 NILOA survey ], provosts provided
numerous examples of expansive changes
at their institutions dvawing on assessment
data, but too few had examples of whether
the changes bad the intended effects.”

Closing the loop by improving stu-
dent learning is the most crucial step;
if this step is overlooked or carried out
half-heartedly or ineffectively, all the
faculty time devoted to coming up with
learning outcomes, measuring those
outcomes through well-developed as-
sessment mechanisms, and compiling the
data would ultimately amount to nothing
more than wasted time. Adjustments
need to be made, and then programs
must reassess the outcomes to determine

whether student achievement on out-
comes improved.

Wanda Baker of Council Oak
Assessment pointed out at the fall 2021
annual Assessment Institute at Indiana
University—Purdue University Indianapolis
that colleges and universities have been
measuring outcomes and compiling data
and filling countless binders with data that
then sit on shelves in someone’s office, ul-
timately accomplishing nothing. But when
the data sits on a shelfin a binder and does
nothing to help students learn what they
should be learning, it boils down simply to
a box-checking exercise to keep accredi-
tors off an institution’s back rather than
an admittedly time-consuming but worth-
while enterprise to improve teaching and
learning.'® Wasting faculty time by failing
to close the loop is an endstate JPME
institutions must avoid.

Encouraging Signs

Guidance so far from the Joint Staff
J7 on how programs should make the
transition to OBME has been clear
and overall positive.' Those who
drafted OPMEP-F did a thorough job
of educating themselves on outcomes
assessment, and the document does
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General Darren W. McDew, then commander of U.S. Transportation Command, Scott Air Force Base, lllinois, presents lecture to Marine Corps
War College students at Dunlap Hall, Marine Corps University, Quantico, Virginia, March 6, 2018 (U.S. Marine Corps/Kathy Reesey)

capture its true intent and purpose,
aligning with the assessment scholarship.
OPMEP-F also comes with a procedures
manual, published on April 1, 2022,
which gives detailed instructions on how
to develop learning outcomes, provides
guidance to ensure the outcomes align
with institutions’ and programs’ mission
statements, and defines seven milestones
cach program has to pass to achieve full
certification from the Joint Staff J7.2°
Programs have 6 years from the publica-
tion of the OPMEP-F manual to com-
plete this process.?! This is ample time,
particularly given that a near-final draft
of the manual was sent to all JPME pro-
grams in summer 2021. Even though
the manual had not yet been signed,
some JPME institutions were able to
start the milestones process in summer
and fall 2021 based on its guidance.
Even institutions that were not yet ready
to begin the process were able to make
progress toward the early milestones
with the draft manual in hand, meaning
all schools and programs will have more
than 6 years to gain OBME certification.
A central component of the mile-
stones process is the requirement to
report PLO assessment data for 4 full
years before a program can achieve
full certification under OBME. This

requirement is appropriate for two
reasons. First, that amount of time will
allow programs to test their assessment
mechanisms and make any necessary
adjustments to ensure they are effec-
tive in assessing PLOs and generate the
necessary data on student learning and
achievement. Second, and just as impor-
tant, the literature on closing the loop
makes clear that improved learning can-
not happen in 1 year, rarely happens in
2 years, but takes 3 or more years before
efforts to improve curricula or method-
ologies will show up in the data.?> With
4 years of data, JPME programs that
develop sound processes for closing the
loop will be able to report on the early
signs of how effective their OBME prac-
tices are and what they intend to do to
make them even more robust. This will
be true for 10-week and 10-month resi-
dent programs and for distance programs
that take longer to complete.

Another important part of the OBME
certification process is that the OPMEP-F
manual specifies that JPME programs will
report on their 4 years of assessment data
in biennial reports, not annual reports,
reporting 2 years of data at a time.?

This provides time to assess PLOs and
reflect on the significance of the data,
so programs can develop a clear plan on

how to close the loop to improve student
learning. Indeed, the definition of assess-
ment in OPMEP-F is, “The systematic
collection, review, and use of information
to improve student learning.”?*

The review and use of the infor-
mation collected through assessment
requires deliberation and reflection time.
By year 4, there should be opportunity
for programs to have adjusted to close
the loop and for those efforts to show
up in the data. This process will by no
means be complete at the time of the
second biennial report, but for programs
that take this challenge seriously, the
4 years of data will provide sufficient
evidence for the OBME review teams,
the Military Education Coordination
Council Working Group (MECC WG),
and the J7 to determine whether each
program’s assessment process is in line
with guidance in OPMEP-F and the
manual and sufficiently well developed to
warrant full certification under OBME.

But the need to close the loop on
student learning, although present in
OPMEP-FE, does not currently receive
enough emphasis. As civilian institutions
have learned—often painfully—collecting
and reporting outcomes data does not,
in and of itself, bring improved student
performance on outcomes. Improving
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student learning takes time and effort,
and sometimes initial efforts to improve
wind up failing.

Caveats

It will be crucial, however, for the
members of OBME teams, the MECC
WG, and the J7 to recognize that a
rigid expectation of rapid improvement
will undermine the whole process. This
could be challenging in an educational
system whose faculty and administra-
tion report to flag and general officers,
many of whom will be in place for only
2 or 3 years, and some of whom might
demand faster results. Likewise, those
with final authority for JPME in the J7
and the Joint Chiefs of Staff are also flag
and general officers who might have
similar inclinations.

In the context of the return of strate-
gic competition with China and Russia,
there is a sense of urgency for JPME to
ensure that it is preparing future lead-
ers for the new environment right now,
and that expectation is understandable.
Curricular changes in JPME programs to
incorporate more China-focused content

are well underway, and there are also
discussions about increasing Russia con-
tent. Although curricular changes cannot
happen overnight and a mandate from
above to inject certain content into the
curriculum cannot be implemented when
the curriculum is already finalized for an
academic term, reasonable changes can
happen from one year to the next.

But the data on which learning
outcomes show insufficient student
achievement must be permitted to speak
for themselves, as faculty and programs
implement adjustments to program deliv-
ery over the course of 3 to 4 years: initial
assessment to determine the baseline, fol-
lowed by intervention intended to bring
improvement, followed by reassessment
to determine whether improvement oc-
curred. This involves a continuing cycle of
gathering and analyzing data, attempting
to close the loop, then repeating the pro-
cess to guide the next effort to close the
loop. This process must be intentional,
deliberate, and data-driven. Demands that
the loop be closed without enough time
to develop the right solution for a particu-
lar pedagogical shortcoming or curricular

National Defense University’s College of International Security Affairs hosts its annual Thesis Symposium, where students from Class of 2019

present their theses to faculty and fellow students, June 5, 2019 (NDU/Katie Persons Lewis)

omission, or that a reassessment happen
before the remedy has had time to affect
outcome achievement, will sabotage the
entire assessment process.

The importance of the “feedback-
improvement loop” is spelled out clearly
in the OPMEP-F manual.?® It is impor-
tant, however, to emphasize that the
focus needs to be on longer term rather
than shorter term improvement. The
OPMEP-F manual states formative assess-
ments that reveal shortcomings during a
student’s time in a JPME program allow
“a corrective feedback loop to ensure
learners achieve mastery of the materi-
als before graduating” and that faculty
“use formative assessments to identify
when their students are straying from
the path of PLO mastery and intervene
appropriately.”?® Even though formative
assessments will point out some individual
problems and allow some course correc-
tion, it is not reasonable to assume that
all students will achieve mastery on a//
PLOs every year. (This is true at all levels
of education, civilian and military.) But
assessing outcomes at the aggregate level
will provide insight into shortcomings

2
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Servicemember asks question of Major General James E. Taylor, Inter-American Defense College director, at event held for Army War College
students at National Defense University, Washington, DC, February 3, 2023 (U.S. Air Force/Mozer 0. Da Cunha)

in the courses or program, rather than
at the individual level. And by necessity,
the greater focus in improving student
learning will have to be on making im-
provements year by year, not day by day,
because, as stated, it takes time to inter-
pret assessment data and determine what
teaching methodology and curricular
adjustments will yield a higher percentage
of students mastering learning outcomes.
In addition to resisting the temptation
to force a faster feedback-improvement
loop, there are other caveats for JPME
programs and senior leaders to keep in
mind if OBME is to succeed. First and
foremost, as stated in OPMEP-F, the
process must remain faculty-driven, from
developing and adjusting the PLOs to
implementing and adjusting assessment
mechanisms to creating assessment
rubrics. JPME faculty have the clearest
understanding of their curricula. For
institutions to develop appropriate PLOs,
assessment mechanisms, and rubrics, the
faculty must not simply be involved, but
they must also have the lead and work
across departments to develop and refine
PLOs, assessment mechanisms, and the
feedback-improvement loop. Typically, in
both civilian academia and JPME, PLOs
for programs that include courses from

more than one department are developed
through coordination, often in the form
of an assessment committee that has
representatives from all departments.
Although the products the faculty de-
velop must be subject to the review and
approval of the administration, faculty
experts must be the primary developers.
There are potential pitfalls, however,
to placing faculty at the center of devel-
oping assessment processes. Some may
have prior assessment experience from
civilian or military institutions of higher
education where the approach too often
has been all about compliance—the inef-
fective practice of compiling assessment
data on outcomes because an accreditor
requires it but failing to apply that data to
learning improvement. Promoting that
mindset in the OBME context would be
a mistake. Others may believe they do not
need any further professional develop-
ment to improve student learning. As
Fulcher and Prendergast point out:

[Many faculty] bave a good sense of
students’ needs. It is unsurprising, then,
Sor them to expect they could invent ef-
[fective interventions without veviewing
additional literature. Certainly, we
would anticipate that some interventions

developed this way would lead to successful
learning improvement projects. However,
reseavchers avound the world have spent
untold howrs cumulntively studying in-
terventions velated to a massive array of
educational topics and skills. Why not take
the time to learn from this work from the
beginning of the intervention development
stage? Why not combine lessons from the
literature with lessons from instructors’
experiences and wisdom??

Why not, indeed? There are two
great starting points for faculty develop-
ment in assessing and improving student
learning. One is the annual Assessment
Institute in Indianapolis, which has
multiple tracks that focus on different
aspects and different stages of the assess-
ment process. Each year the Assessment
Institute has sessions appropriate for
assessment newcomers, seasoned experts,
and everyone in between.?® The second
consists of professional organizations
that specialize in teaching, learning, and
assessment. These organizations have
websites with a wide array of assessment
and learning improvement materials,
and they frequently collaborate to pro-
duce such resources. The Association
for the Assessment of Learning in
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Higher Education has worked with the
American Association of Colleges and
Universities, NILOA, the American
Institutes for Research (now part of
Cambium Learning Group), and the
POD Network (North America’s largest
educational development community)
to assist institutions of higher education
in developing and refining their faculty
development and assessment processes.?’

JPME institutions should not try
to reinvent the wheel but can draw on
extensive assessment expertise that has
developed in civilian higher education
in the past few decades to develop and
refine OBME assessment mechanisms.
Reading the literature is an important
first step, but there are experts who can
be brought to JPME campuses to do
small- and large-group faculty develop-
ment sessions tailored to whatever stage
a particular program has reached in
assessment. Some of these experts will
also be experts on Officer Professional
Development (OPD), but given how
long outcomes-based education and as-
sessment has been going on in civilian
academia, JPME institutions can also
benefit from assessment experts who
do not have OPD experience. JPME
programs that ignore the deep well of
experience and expertise that genuine
assessment experts at civilian institutions
possess would sacrifice important oppor-
tunities to learn from them.

Moreover, JPME institutions must be
willing to invest in necessary technology
and human capital. In a 2021 Assessment
Institute session, Glenn Phillips, then
of Howard University, made clear that
when an institution needs additional
resources for implementing effective
assessment mechanisms, the administra-
tion sometimes offers to hire a person
or two, when the actual requirement is
a technological tool to allow existing
personnel to manage, process, and inter-
pret vast quantities of data.3® Conversely,
leadership might offer a tool when ad-
ditional hires are necessary. These are
not always easy waters to navigate, but
faculty, staft, and administrators involved
in assessment must be prepared to make
a convincing case on value versus cost for
the resources they need.

Finally, informal collaboration among
JPME programs is already happening
and should become more common.
Although the Naval War College’s
institutional accrediting agency did
not require outcomes assessment until
recently, most other JPME programs’
accreditors did. This means that most
JPME institutions have been doing some
form of outcomes assessment for several
years and already had PLOs and data
collection processes in place. Although
the Naval War College had to start from
the beginning, other JPME colleges and
programs have had to make substantial
changes to bring their practices in line
with OBME as spelled out in OPMEP-F.
Several of us involved in bringing our
programs in line with OBME regularly
have conversations with colleagues at
other institutions on what their assess-
ment mechanisms are, how many people
they have who work on assessment, what
kinds of technological tools they use to
facilitate the process, and other matters.
One peer institution generously allowed
us to observe part of its end-of-year PLO
assessment process when the COVID-19
pandemic forced it to shift online, which
made it easy for us to observe. This kind
of cooperation across colleges and pro-
grams, combined with a concerted effort
to familiarize ourselves with the literature
and best practices, will bring better re-
sults for us all.

As JPME I and II programs continue
to develop and refine their assessment
processes, they must do their best to
incorporate the lessons learned at other
institutions that are further along in
the process and be open to bringing in
outside experts from civilian academia
to make this possible. The improvement
and innovation track of the Assessment
Institute—which focuses on applying
assessment data to improve student learn-
ing—is still new, dating to only 2018. As
a result, the scholarship on implementing
the feedback-improvement loop remains
limited. It would behoove JPME pro-
grams not only to embrace this part of
OBME carlier rather than later for the
benefit of their students and programs
but also to avoid wasting time and
getting negative reviews from OBME

teams. This means reviewing the existing
literature and being prepared to innovate
with methods rooted in what has worked
so far. Fulcher and Prendergast bluntly
state, “Given the paucity of learning
improvement examples, it is safe to say
that the traditional assessment model

has not successfully guided [assessment]
practitioners to the promised land of
learning improvement.”? Progress in this
area stalled because of the pandemic but
is back on track now. To do right by our
students, JPME faculty, staft, and admin-
istrators will have to embrace established
best practices, keep up with the develop-
ing literature on learning improvement,
and innovate new methods and practices
to do our part to ensure the joint force is
fully prepared for strategic competition
and the next war. JFQ

! The 23 programs are listed in the official
document, Chairman of the Joint Chiefs
of Staff Instruction (CJCSI) 1800.01F,
Officer Professional Military Education Policy
[OPMEP-F] (Washington, DC: The Joint
Staff, May 15, 2020), appendix B to enclosure
A, A-B-1-A-B-11, https:/ /www.jcs.mil /
Portals/36,/Documents/Doctrine /education/
¢jesi_1800_01f.pdf.

2The initialism OBME appears 20 times in
OPMEP-F and 229 times in its accompanying
procedures manual. See Chairman of the Joint
Chiefs of Staff Manual (CJCSM) 1810.01,
Outcomes-Based Military Education Procedures
for Officer Professional Military Education
(Washington, DC: The Joint Staft, April 1,
2022), https: //www.jcs.mil /Portals /36 /
Documents/Library/Manuals /CJCSM%20
1810.01.pdt.

3From January 2010 through October
2013, the Organisation for Economic
Co-operation and Development (OECD)
conducted a feasibility study and published
three volumes of results from its Assessment
of Higher Education Learning Outcomes
(AHELO) project “across diverse national,
cultural, linguistic, and institutional contexts,”
which demonstrates how widespread
assessment in higher education has become.
See AHELO Feasibility Study Report, vol.
1, Design and Implementation: Executive
Summary (Paris: OECD, 2013), 2, https://
www.oecd.org/education /skills-beyond-
school/AHELO%20FS%20Report%20
Volume%201%20Executive%20Summary.pdf.
For links to all three volumes, see “Testing
Student and University Performance Globally:

JFQ 112, 1** Quarter 2024

Mulready-Stone 37


https://www.jcs.mil/Portals/36/Documents/Doctrine/education/cjcsi_1800_01f.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/education/cjcsi_1800_01f.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/education/cjcsi_1800_01f.pdf
https://www.jcs.mil/Portals/36/Documents/Library/Manuals/CJCSM%201810.01.pdf
https://www.jcs.mil/Portals/36/Documents/Library/Manuals/CJCSM%201810.01.pdf
https://www.jcs.mil/Portals/36/Documents/Library/Manuals/CJCSM%201810.01.pdf
https://www.oecd.org/education/skills-beyond-school/AHELO%20FS%20Report%20Volume%201%20Executive%20Summary.pdf
https://www.oecd.org/education/skills-beyond-school/AHELO%20FS%20Report%20Volume%201%20Executive%20Summary.pdf
https://www.oecd.org/education/skills-beyond-school/AHELO%20FS%20Report%20Volume%201%20Executive%20Summary.pdf
https://www.oecd.org/education/skills-beyond-school/AHELO%20FS%20Report%20Volume%201%20Executive%20Summary.pdf

OECD’s AHELO,” OECD, June 2014,
https://tinyurl.com/mvcavk7v. In addition,
the United Nations Educational, Scientific,
and Cultural Organization (UNESCO)
advocates for outcomes assessment in education
globally and includes links to publications on
assessment in the Asia-Pacific, Latin America,
and sub-Saharan Africa regions on its website.
See “Resources on Learning Assessment,”
UNESCO, May 11, 2023, https://www.
unesco.org/en/learning-assessments/
resources. U.S. publications on assessment
often refer to the existence of assessment
across continents and some of the differences
that exist from one country to another. See,
for example, Clifford Adelman, To Imagine a
Verb: The Language and Syntax of Learning
Outcomes Statements, Occasional Paper No. 24
(Urbana, IL: University of Illinois and Indiana
University, National Institute for Learning
Outcomes Assessment [NILOA], February
2015), 4, 6; Daniel J. McInerney, “Historical
Study in the U.S.: Assessing the Impact of
Tuning Within a Professional Disciplinary
Society,” Tuning Journal for Higher Education
6, no. 1 (November 2018), 23-24.

*The emphasis on joint professional military
education (JPME) programs maintaining their
uniqueness is explicit in CJCSI 1800.01F, 3.

5Six Joint Learning Areas are identified
in OPMEP-F: strategic thinking and
communication; the profession of arms; the
continuum of competition, conflict, and war;
the security environment; strategy and joint
planning; and globally integrated operations.
For full details on what these areas should entail,
sce CJCSI 1800.01F, A-A-1-A-A-2.

¢On the importance of “communicating
eftectively about student learning,” see Natasha
A. Jankowski et al., Assessment That Matters:
Trending Toward Practices That Document
Authentic Student Learning (Urbana: University
of Illinois and Indiana University, NILOA,
January 2018), 25-26.

7The instructional design community of
practice frequently refers to this process as
the ADDIE Model, which stands for analyze,
design, develop, implement, and evaluate. The
model assists instructors in putting together
courses that meet the needs of students and
programs and includes methods to determine
not only whether a course has accomplished
its goals but also how to make improvements
the next time the course is taught. For more
on the ADDIE Model, see “ADDIE Model,”
University of Washington—-Bothell, 2023,
https:/ /www.uwb.edu/it/addie; Amanda
Kathryn Nichols Hess and Katie Greer,
“Designing for Engagement: Using the ADDIE
Model to Integrate High-Impact Practices
Into an Online Information Literacy Course,”
Communications in Information Literacy 10,
no. 2 (2016), 264-282.

8 Tammie Cumming, L. Jay Deiner, and
Bonne August, “Case Study: The New York
City College of Technology Approach to

General Education Assessment,” in Enbancing
Assessment in Higher Education: Putting
Psychometrics to Work, ed. Tammie Cumming
and M. David Miller (Sterling, VA: Stylus
Publishing, 2017), 171.

?Peter T. Ewell and Tammie Cumming,
“History and Conceptual Basis of Assessment
in Higher Education,” in Enhancing Assessment
in Higher Education, 4-5. The NILOA website
provides free access to many assessment
articles and materials, including an excerpted
version of Ewell and Cumming’s “A Historical
Overview of Assessment: 1980s-2000s,” in
Enhancing Assessment in Higher Education,
https: //www.learningoutcomesassessment.
org/wp-content/uploads /2019 /08 /
Assessment-Briefs-History.pdf.

1 Ewell and Cumming, “History and
Conceptual Basis of Assessment in Higher
Education,” 8. Keston H. Fulcher and Caroline
O. Prendergast provide good clarifying
examples of the first (continuous improvement
of individual students’ performance) and third
(focusing on the aggregate data of all students’
learning to achieve “learning improvement
at scale over the course of multiple student
cohorts”) approaches in their book Improving
Student Learning at Scale: A How-To Guide
for Higher Education (Sterling, VA: Stylus
Publishing, 2021), 8-9.

' Ewell and Cumming, “History and
Conceptual Basis of Assessment in Higher
Education,” 7. Emphasis added.

12 Because all students in JPME programs
are adults, technically the term here should
be andragogy instead of pedagogy. But it is
common practice simply to use the word
pedagogy when referring to teaching students
of all ages, not just children.

13Fulcher and Prendergast, Improving
Student Learning at Scale, 10. For a helptul
explanation of the difference between outputs
and outcomes, see Ewell and Cumming,
“History and Conceptual Basis of Assessment in
Higher Education,” 15-16.

“For the full definition of outcomes-based
education included in OPMEP-F, see CJCSI
1800.01F, GL-6.

!5 Fulcher and Prendergast, Improving
Student Learning at Scale, 11-13.

161bid., 140. Fulcher and Prendergast draw
extensively on a paper by Thomas Angelo that
is more than two decades old and was on the
leading edge of emphasizing the importance of
closing the loop on assessment to ensure that
the improvement of student learning would
be the fundamental purpose of assessment. See
Thomas A. Angelo, “Doing Assessment as if
Learning Matters Most,” AAHE Bulletin 51,
no. 9 (May 1999), 3-6, https: / /www.aahea.
org/articles/angelomay99.htm.

7 Tankowski et al., Assessment That Matters,
26.

18Wanda K. Baker, “Assessment 101—Part 1
of 2 (Learning Outcomes),” Session 01A, 2021
Assessment Institute in Indianapolis (virtual),

hosted by Indiana University—Purdue University
Indianapolis (IUPUI), October 24, 2021.

On the slow pace of change from institutions’
motivations to conduct assessment being
entirely to comply with accreditors” demands to
a balance between compliance and improving
learning, see Jankowski et al., Assessment That
Mastters, 3, 6, 8-9, 14, 16, 20, 29.

1977 is the directorate for Joint Force
Development and “is responsible for the
six functions of joint force development:
Doctrine, Education, Concept Development
and Experimentation, Training, Exercises, and
Lessons Learned.” See “Lt. Gen. Dagvin R.M.
Anderson,” The Joint Staff, August 2022,
https:/ /www.jcs.mil /Leadership /Article-View/
Article /2308664 /1t-gen-dagvin-rm-anderson/.
For additional information, see “J7 Joint Force
Development,” The Joint Staff, n.d., https://
www.jcs.mil /Directorates /J7-Joint-Force-
Development/.

20 CJCSM 1810.01.

21Tbid., 1.

2 See Keston H. Fulcher and Caroline O.
Prendergast, “Six Questions to Guide Your
Learning Improvement Process,” Panel 14L,
2021 Assessment Institute in Indianapolis
(virtual), IUPUI, October 26, 2021.

23CJCSM 1810.01, enclosure B, B-A-2.
Programs will still report on “compliance with
legislative and OPMEP requirements for high-
quality delivery of Joint education.” See also
CJCSM 1810.01, F-A-1. The annual reports are
separate from the biennial reports on assessment
data.

2 CJCSI 1800.01F, glossary, Part 11—
Definitions, GL-3.

*See CJCSM 1810.01, A-1-A-3, D-1,
E-A-4.

20Ibid., A-1.

*”Fulcher and Prendergast, Improving
Student Learning at Scale, 104.

2To see the full programs for recent

“Assessment Institute Website,” https://
assessmentinstitute.iupui.edu.

» Stephen P. Hundley, Susan Kahn, and
Jeffery Barbee, “Meta-Trends in Assessment:
Perspectives, Analyses, and Future Directions,”
in Trends in Assessment: Ideas, Opportunaities,
and Issues for Higher Education, ed. Stephen P.
Hundley and Susan Kahn (Sterling, VA: Stylus
Publishing, 2019), 195.

30 See Glenn Phillips, “Picking the Provost’s
Pocket: Navigating Politics and Finance to
Secure New Assessment Technologies,” Panel
14S, TUPUI 2021 Assessment Institute in
Indianapolis (virtual), TUPUI, October 26,
2021.

31 Keston H. Fulcher and Caroline O.
Prendergast, “Lots of Assessment, Little
Improvement? How to Fix the Broken System,”
in Hundley and Kahn, Trends in Assessment,
160.

38 JPME Today /A New Form of Accountability in JPME

JFQ 112, 1t Quarter 2024


https://tinyurl.com/mvcavk7v
https://www.unesco.org/en/learning-assessments/resources
https://www.unesco.org/en/learning-assessments/resources
https://www.unesco.org/en/learning-assessments/resources
https://www.uwb.edu/it/addie
https://www.learningoutcomesassessment.org/wp-content/uploads/2019/08/Assessment-Briefs-History.pdf
https://www.learningoutcomesassessment.org/wp-content/uploads/2019/08/Assessment-Briefs-History.pdf
https://www.learningoutcomesassessment.org/wp-content/uploads/2019/08/Assessment-Briefs-History.pdf
https://www.aahea.org/articles/angelomay99.htm
https://www.aahea.org/articles/angelomay99.htm
https://www.jcs.mil/Leadership/Article-View/Article/2308664/lt-gen-dagvin-rm-anderson/
https://www.jcs.mil/Leadership/Article-View/Article/2308664/lt-gen-dagvin-rm-anderson/
https://www.jcs.mil/Directorates/J7-Joint-Force-Development/
https://www.jcs.mil/Directorates/J7-Joint-Force-Development/
https://www.jcs.mil/Directorates/J7-Joint-Force-Development/
https://assessmentinstitute.iupui.edu
https://assessmentinstitute.iupui.edu

—_—
&
g oy

o

Players participate in Defend Forward: 2019 Critical Infrastructure War Game at U.S. Naval War College, July 25, 2019, Newport, Rhode Island

(U.S. Navy/Tyler D. John)

Accelerating Cyber Leader

Development
A Call to Action for Service War Colleges

By Alfredo Rodriguez Il

yber leaders find their organiza-
C tions under constant cyber attack

from millions of daily intrusions
disrupting everything from our elec-

Alfredo Rodriguez Il is the Enterprise Cyber

Workforce Program Manager at Headquarters,

U.S. Marine Corps, Deputy Commandant for
Information, Workforce Division.

toral system to our social media feeds.
The 2007 cyber attacks on Estonia, the
set of cyber attacks on Iran’s nuclear
enrichment facility at Natanz, and the
2014 Sony Pictures data hack are a

few headlines at the tip of the iceberg.
Today, cyberspace provides both
technological opportunity and vulner-
ability. Electronic banking, utilities,

health care—everything seems increas-
ingly dependent on a network of digital
devices that store, process, and analyze
data. The frightening reality is that the
Nation is adrift in a dangerous cyber-
space domain, a warfighting domain
that stores, processes, and analyzes data
under the uncertain eye of ill-prepared
senior cyber leaders. This article is
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Marines and civilians with Marine Corps Cyberspace Warfare Group and Marine Corps Cyberspace Operations Battalion compete in Cyber Flag
23-2, at undisclosed location, August 7, 2023 (U.S. Marine Corps/Brian Stippey)

squarely focused on a recommendation
to deliberately develop senior cyber
leaders within the Department of
Defense (DOD) to win in this danger-
ous battlespace.

Despite robust defensive capabilities
in this domain, attacks on the United
States persist. The attackers operate on
the digital battlefield without the worry
of legal ramifications. In an era of strate-
gic competition, Chinese operators push
to steal intellectual property and continue
to inch closer to economic and military
parity with the United States. Russian
operators and their proxies overtly dam-
age public trust in the integrity of the
U.S. election process and democratic
institutions overall.! U.S. infrastructure is

relentlessly probed, and criminals lever-
age global networks to steal assets from
individuals and companies alike. This en-
vironment has the potential to mute the
military instrument of power in its tradi-
tional sense. Those who understand how
cyberspace shapes the world will adapt
methodologies, doctrine, and practices to
ensure their militaries can meet the chal-
lenges. The opening letter from Senator
Angus King (I-ME) and Representative
Mike Gallagher (R-WT) in the U.S.
Cyberspace Solarium Commission
highlighted what is at stake: “The status
quo is inviting attacks on America every
second of every day. The status quo is a
slow surrender of American power and
responsibility. We all want that to stop.”?

Current Posture

The 2019 National Defense Authoriza-
tion Act (NDAA) charted the first U.S.
Cyberspace Solarium Commission to
address cyberspace challenges. This
commission was an initial step at the
national level to define the strategic
approach to defend the United States
against cyber attacks of significant
consequence.? The Solarium report
discusses the implementation of national
policies to recruit, develop, and retain
cyber talent and deepen the range of
candidates for government service. Sim-
ilarly, the DOD Cyber Strategy states:

The Department will adapt its institutional
culture so that individuals at every level ave
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knowledgeable about the cyberspace domain
and can incorporate that knowledge into
their day-to-day activities. Leaders and their
staffs need to be “cyber fluent” so they can
understand the cybersecurity implications

of their decisions and ave poised to identify
opportunities to leverage the cyberspace
domain to gain strategic, operational, and
tactical advantages®

Operations in cyberspace must be
treated like operations in the other do-
mains; that is, the Services must commit
to the unique career fields for cyberspace
officers. These officers will lead or advise
on how cyberspace could help influ-
ence joint operations. There is a focus
on providing highly trained, technically
skilled personnel at the enlisted and war-
rant officer ranks, and the Services can
do the same for cyberspace officer career
development. Like the other domains,
cyberspace requires joint officers who are
developed across their careers to prepare
them to lead at senior levels in command
and staff assignments.® Current DOD
cyber workforce publications seek to stan-
dardize the cyber workforce and establish
the foundation on which operational
forces will build. These publications are
the authoritative DOD reference for
coding cyber positions. They are also the
foundation for enterprise qualifications
for those who operate, support, and lead
in the cyber domain. Services will now
be accountable for the development and
qualification of the employees covered by
this DOD Cyber Workforce Framework
(DCWE). Specifically, the publications
codify the cyber work role for leaders and
mandate their development.

In pursuit of implementing the
DCWE, how can DOD leverage the
professional military education (PME)
infrastructure to develop cyberspace
senior military and civilian leaders? How
do we prepare senior cyber leaders who
will employ or advise on cyberspace and
information-related capabilities in sup-
port of adaptive joint operations, strategy
development, and other national security
activities? These gaps prompted DOD
to charter a RAND Corporation study
to examine its educational institutional
approach to cyberspace at the Joint PME

Phase IT and graduate levels.® The study,
published just after my research into this
article was concluded, recommended the
same expansion this article argues for.
Service war colleges should imple-
ment a dedicated cyberspace strategic
studies track aligned with the DOD
Cyber Workforce Framework to develop
cyberspace leaders. This pathfinder effort
would shape joint PME and the future
developmental ecosystem for cyberspace
leaders. There must be alignment among
our national and DOD strategies, joint
PME guidance, and DOD cyberspace
workforce directives to build such a
program. This article introduces national
perspectives on cyberspace, describes
current DOD cyberspace workforce
directives, and then details how the cur-
rent joint PME apparatus is well suited

to educate future cyber leaders. It con-
cludes with a recommendation on how
the Service war colleges can meet DOD
requirements by instituting a cyberspace
strategic studies track to help DOD suc-
ceed in the highly contested cyberspace
warfighting domain.

The Cyberspace

Leadership Challenge
National and DOD Perspectives. Global
digital connectivity has brought us
tremendous economic growth, techno-
logical dominance, and improved quality
of life. The U.S. Cyberspace Solarium
Commission report describes the vul-
nerabilities that come from people’s
increasing connections and the data

they exchange. It notes that the cyber
landscape requires a level of data security,

Figure. Cyberspace Strategic Studies Course

Essentials Proposal

Cyber
Operating
Environment

Campaigning
in Cyberspace

Nat'l/DOD
Cyber Strategy

War College

Foundations

Int’l
Challenges in
Cyberspace

Cyber
Law/Policies

Cyber Power
and Conflict

Note: Blue represents common course content. Green represents specialized course content.

Created by author.

JFQ 112, 1t Quarter 2024

Rodriguez 41



resilience, and trustworthiness that
neither our government nor the private
sector alone is equipped to provide.” This
landscape offers adversaries unique instru-
ments of coercion, sabotage, espionage,
and extortion used for digital, economic,
and social overmatch.

The power and reach of cyber opera-
tions are growing, and other nations or
nonstate actors can pressure the United
States without committing military force
or declaring their intent. The Interim
National Security Strategic Guidance
describes this landscape as a “revolution

in technology that poses both peril and
promise”—a race by global powers to
develop and deploy emergent technolo-
gies.® The Joint Operating Environment
2035 describes the future of science,
technology, and engineering as the
means to reach technological parity and
the ways that allow adversaries to chal-
lenge U.S. interests.” Warfare in 2035
will be defined by the use of force to
disrupt global commons and a contest
for cyberspace. The Joint Concept

for Operating in the Information
Environment refines a central theme to

address this challenge and achieve endur-
ing strategic outcomes.!?

To succeed, the joint force must
build cyberspace into operational art to
design operations that deliberately lever-
age the informational aspects of military
activities.!! Leaders must understand
cyberspace and informational aspects
of military activities and informational
power, defined as to “acquire, process,
distribute, and employ data to enhance
combat power.”!? This understanding
requires the Services to integrate physical
and informational power into training

Airman 1* Class Aden Gonzales of 83 Network Operations Squadron participates in 688" Cyberspace Wing's 4" annual tactical-level exercise
“Savage Cerberus 23, in San Antonio, Texas, May 12, 2023 (DOD/Nadine Wiley De Moura)
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and education pipelines, preparing

cyber leaders as multidomain warriors.
Innovation and the consistent integration
of informational power in operational
situations would provide commanders
with a broader range of options that
maximize military power.’® The role of
cyber leaders within this environment
demands cognitive dedication to the fluid
environment and its integration across all
domains. Our current education of senior
cyber leaders at Service war colleges must
deliver on this demand signal.

Wheve We Stand Today. The
Cyberspace Solarium clearly stated
that the U.S. Government is poorly
positioned to lead in cyberspace with
the speed and agility needed to secure
its interest.'* The Solarium report sug-
gests the government is weighed down
by industrial-age bureaucracy, laws, and
norms.'® The insufficient number of
cyber professionals in Federal service is
hampering national efforts, and the re-
port cites over 33,000 unfilled cyberspace
positions in the U.S. Government.'¢

Difficulties in recruiting and retaining
cyber talent are also impacting the Services.
Retaining and developing personnel who
employ cyberspace tools are so pivotal that
the fiscal year 2022 (FY22) NDAA calls for
DOD to assess its current cyber and infor-
mation warfare curriculum across the joint
education apparatus. The NDAA explicitly
directs DOD to assess whether its current
senior-level schools have the right cur-
riculum and are the appropriate institutions
for its delivery.!” A new strategic posture
is needed to position cyberspace as a warf-
ighting domain with a commanding view
of this rapidly evolving landscape.

The Solarium’s key recommenda-
tion centered on the human capital
dimension. Recommendation 1.5 states
that the United States needs to recruit,
develop, and retain a cyber workforce
capable of building a defensible eco-
system and enabling the agile, effective
deployment of all tools of national
power in cyberspace.'® Specific to this
recommendation is the reinforcement
of the National Institute of Standards
and Technology role and the use of its
National Initiative on Cybersecurity
Education (NICE) workforce framework

nationwide. The framework is the
foundation for describing the tasks,
knowledge, and skills required to per-
form cybersecurity work. It is also the
cornerstone that enables organizations
to develop their workforce to perform
cybersecurity work and helps them deter-
mine the appropriate learning activities
to advance their knowledge and skills.
Specifically, the NICE framework is

the organizing principle for the current
DOD requirement to develop the cyber

workforce, especially senior cyber leaders.

Today, none of the Services provides
a dedicated program, beyond optional
concentration studies and online certi-
fications taken separately from PME, to
meet this obligation at the place where
most senior uniformed and civilian cyber
officers are deliberately developed—the
Service war colleges.

Currvent DOD Requivements. A
recent National Cyber Strategy (2018)
stresses the development of a superior
cybersecurity workforce as a security
advantage. It further states that the
United States will “fully develop the
vast American talent pool, while at
the same time attracting the best and
brightest among those abroad who
share our values.”" The strategy em-
phasizes that the Federal Government
must use the NICE framework to stan-
dardize identifying, hiring, developing,
and retaining a talented cybersecurity
workforce. Success in the cyber domain
will depend on the DOD ability to
cultivate a high-quality workforce and
develop leaders who can integrate new
capabilities and adopt emergent ap-
proaches. At the time of its publication,
there was no holistic DOD guidance
that specifically addressed the scope of
the cyberspace workforce beyond the
information assurance sector.

So how does DOD develop its
cyber talent and align with the NICE
framework? Focus area one of the
DOD cyberspace workforce strategy
establishes a cohesive set of DOD-wide
cyberspace workforce management is-
suances, the DOD 8140 publications.
These publications address the demand
to reevaluate staffing requirements,
realign personnel within cyberspace

work roles (codified in the DCWEF), and
retain qualified personnel. In coopera-
tion with U.S. Cyber Command, DOD
integrated a complete set of cyberspace
work roles and qualification require-
ments into the overarching DCWE. The
DOD 8140 publications are broken
into the following three interrelated di-
rectives, instructions, and manuals:?°

= DOD Directive 8140.01, Cyberspace

Workforce Management (signed

October 5, 2020)

e authorizes the DOD Cyberspace
Workforce Management Board

e cstablishes elements in the cyber
workforce

e identifies roles and responsibilities
within DOD

e defines the cyberspace workforce.

= DOD Instruction 8140.02, Ident:-
fication, Tracking, and Reporting of

Cyberspace Workforce Requirements

(signed December 21, 2021)

e offers guidance for identification,
tracking, and reporting of DCWF
work roles

e identifies military and civilian
requirements

e provides the foundation for devel-
oping enterprise baseline cyber-
space workforce qualifications.

= DOD Manual 8140.03, Cyberspace

Workforce Qualification and Man-

agement Program (signed February

15,2023)

e assigns responsibilities and pro-
cedures for qualification of the
cyberspace workforce

e describes foundational (knowl-
edge), residential (capability), and
continuous development/qualifi-
cation requirements

e includes military, civilian, and
contracted personnel.

The DOD 8140 publications address
the full spectrum of the cyber workforce.
The cyberspace workforce comprises
personnel who build, secure, operate,
defend, and protect DOD and U.S.
cyberspace resources; conduct related
intelligence activities; enable future
operations; and project power in or
through cyberspace.
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The DCWE represents a comprehen-
sive standardized way to describe DOD
cyber work with the intent to get the
right people in the right positions. This
framework allows Services to identify,
track, and report cyberspace workforce
personnel and their qualifications as
required by the Federal Cybersecurity
Workforce Assessment Act of 2015. The
forthcoming DOD 8140 manual will
list tasks and knowledge, skills, and abili-
ties (KSAs) for 54 work roles within the
DCWE. The DCWFE features 54 work
roles across 5 areas:

= cyber IT

= cybersecurity

= cyber effects

= cyber intelligence
= cyber enablers.?!

Though the cyber leader work role is
of great importance, future senior civil-
ians and O6s may find themselves in the
cyber policy and strategy planner role or
any acquisition and project management
role in support of major cyber and tech-
nology initiatives. Recently, the DCWF
has been updated through a process
known as DCWF Refresh and is codifying
even more cyber leader roles for data and
artificial intelligence.?? These work roles
are given three-digit codes, commonly
referred to as “cyber coding.”

Per DOD 8140 publications, cyber
coding is intended to help identify, track,
and report qualifications for personnel
who perform cyberspace work roles using
the authoritative personnel and manpower
databases. The established codes will
denote the work performed and corre-
sponding proficiency level. This effort is
ongoing, and the Services have achieved
only the initial coding of the workforce. In
2021, over 120,000 military and civilian
positions in DOD were cyber coded—and
that does not count the military positions
in the Army, U.S. Cyber Command, and a
couple of others that were still working on
completing military coding via their man-
power systems.?® Despite the missing data,
the report is a good indicator of the size of
the cyberspace workforce across DOD.

The DCWE and its cyber coding
effort represent the DOD require-
ment to standardize cyber workforce

management. Each cyber work role has

a definition, a list of core and additional
tasks, and KSAs that describe what is
needed to execute critical functions and
measure proficiency.?* Cyber leaders

are not exempt from the requirement.
Extrapolating from the same DOD cyber
coding report, the breakout of cyber
positions coded as an “executive cyber
leader” represents over 700 positions.
The Army data, once complete, will

raise those numbers considerably. The
demand signal to ensure senior cyber
leaders are fully qualified per DOD 8140
publications is apparent. Even without
the final Army coding numbers, this rep-
resents a diverse and expanding number
of senior cyber leader positions across
DOD. Furthermore, in addition to using
the DCWF to manage cyber workforce
development and performance, the
Services are directed to confirm compli-
ance as an element of mission readiness.>
The current apparatus for DOD leader
development, joint PME, is tailored to
meet this challenge.

Joint Education and Cyber. Joint
PME is continuously refining the art and
science of warfighting, particularly em-
bracing technology and its integration to
achieve mission success. The 2020 Joint
Chiefs of Staft (JCS) vision and guidance
for PME claborates that changes in the
character and conduct of war demand
“continuous integration of national
instruments of power and influence in
support of national objectives . . . [and] a
deeper understanding of the implications
of disruptive and future technologies for
adversaries and ourselves.”?

Today’s environment requires criti-
cal study of the information instrument
of power, requisite cyber capabilities,
and evolving technologies. To that end,
the JCS vision lays out clearly that PME
programs must provide graduates the
knowledge and skills to prepare them
for service as joint warfighting leaders,
senior staff officers, and strategists who
“anticipate and lead rapid adaptation
and innovation during a dynamic period
of acceleration in the rate of change in
warfare under the conditions of Great
Power competition and disruptive tech-
nology.”?” The DOD chief information

5

officer (CIO) further echoes this task

in his lines of effort (LOE) to meet the
DOD Cyber Strategy. Of note is LOE
8—sustain a cyber workforce. This LOE
has a specific objective to enhance the
quality of the cyber education continuum
across DOD. The LOE’s relevant subob-
jectives include:

= 8-5-2: Enhance the cyberspace cur-
riculum at joint PME schools by
incorporating realistic and relevant
case studies

= 8-5-3: Develop the concept for
establishing a leadership-level cyber
strategy development and planning
framework into course curriculum
at joint and Service-sponsored func-
tion courses

= 8-5-4: Incorporate cyber mission,
roles, and responsibilities into
required leadership training plans
and curriculum.?

For the Service war colleges to
execute this intent, their vector must
coincide with the Chairman of the Joint
Chiefs of Staft instruction on officer
PME. The May 2020 release describes an
outcomes-based approach across six joint
learning areas (JLAs). The intent of the
national and joint cyber visions and the
DOD CIO LOEs can be translated across
three of the six JLAs:

= JLA 3: The Continuum of Competi-
tion, Conflict, and War. The instruc-
tion describes joint leaders who use
their knowledge of the nature and
character of war to determine the
challenges to U.S. national interests,
evaluating the best use of the mili-
tary instrument of power to achieve
national security objectives.”” Cyber
technology contributes significantly
to the evolution of war and global
competition. Senior cyber leaders
must shape the transition from the
current cyber posture to a posture
suited for the changing character
of war. DOD Cyber Strategy LOE
8-5-2 is perfectly matched and can
be met by this JLA.
JLA 4: The Security Environment.
The instruction describes the evalua-
tion of innovative and technological
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Marine Corps Corporal Joshua Mackaman, cyberspace warfare operator with Defensive Cyberspace Operations, Force Headquarters Group,
Marine Forces Reserve, helps civilian with computer network analysis hacking game called “Packet Inspector” at DEF CON 31, Las Vegas, Nevada,
August 11,2023 (U.S. Marine Corps/Jonathan L. Gonzalez)

forces that pose threats, opportuni-
ties, and risks.?® Senior cyber leaders
are entrusted to lead and advise on
cyber threats and opportunities.
DOD Cyber Strategy LOE 8-5-2
and 8-5-4 can both be supported by
this JLA because senior cyber leaders
must understand their role in tackling
the evolving security environment.
JLA 5: Strategy and Joint Planning.
The instruction describes joint offi-
cers who design all-domain plans

across the spectrum of conflict.?!
Cyber is a warfighting domain per
the numerous national and joint
strategies previously discussed.
Senior cyber leaders must account

for this domain in all phases of plan-
ning. DOD Cyber Strategy LOE

JFQ 112, 1t Quarter 2024

8-5-3 fits in and can be met by
this JLA because the cyber domain
permeates strategy, operations, and
tactics in all other domains.

The Chairman’s instruction lists the
National Defense University’s College of
Information and Cyberspace (CIC) as the
only institution educating senior leaders
in the cyberspace domain. This exclusiv-
ity matches neither the evolving security
environment nor the cyber workforce per
the DOD 8140 publications and recent
coding data. The cyber domain has grown
exponentially and, as noted before, perme-
ates strategy, operations, and tactics in all
domains.? Cyberspace cannot be taught at
only one location for those few who were
selected to attend CIC. Based on the 2021

RAND study, DOD covers an estimated
62 percent of the estimated yearly military
demand for joint PME (JPME) 11, result-
ing in officers in cyber and information
roles likely to receive only general PME .33
CIC is a modest, at best, proportion of
the JPME II graduate population. To
date, the U.S. Army War College, Air
University, and Naval War College do not
have a dedicated track to develop cyber
leaders. By leveraging the JLAs, every
Service war college can help meet the
requirement to deliberately develop senior
cyber leaders per the DOD cyber strategy
and inform the DOD response to the
FY22 NDAA assessment of cyber educa-
tion at the Service war colleges. Cyber
topics integrated into the general JPME I1
curriculum are no longer sufficient.
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What Is a Cyber Leader?
Recommendations

To adapt senior-level PME to meet the
intent of the requirements established in
national policy documents and framed
in the DOD 8140 publications, the
cyber leader work role must be defined.
The current DCWEF cyber leader work
role summary is the foundation for the
proposed recommendations. That is, the
cyber leader executes decisionmaking
authorities and establishes vision and
direction for an organization’s cyber
and cyber-related policies, resources,
and/or operations while maintaining
responsibility for risk-related decisions
affecting mission success.

A synthesis of the available KSAs for
Federal cyber leader work roles and the
recent CIC learning outcomes helps
establish a baseline for the proposed
cyberspace strategic studies track.?* The
following are recommended learning
outcomes for this proposed track:

= cvaluate the national security envi-
ronment with an emphasis on the
effect of cyberspace operations and
related evolving technologies on all
instruments of national power

= integrate joint doctrine perspec-
tives into cyberspace operations and
strategy

= analyze the critical aspects of
cyberspace operations, technology,
theories, laws, and policies in the
development of national and Service
strategies, joint operations, and other
DOD activities

= cvaluate and mitigate potential
vulnerabilities of cyber capabilities,
applications, and innovative and
technological forces that pose
threats, opportunities, and risks to
joint operations

= apply principles of strategic leader-
ship, decisionmaking, and ethical
conduct regarding cyber capability
employment.

As with any educational program, the
challenge is to balance breadth and depth
of knowledge. These learning outcomes
set a path for success in balancing, on
the one hand, the complementary set of
essential KSAs to develop and defend the

cyber environment with, on the other
hand, strategic leadership underpinnings
to influence departmental culture and
military strategy.

This recommendation could be
implemented with the help of the cyber
resources and experts each Service has
at its various educational institutions.
Additionally, this reccommendation
positions CIC to reinvigorate its role
as a “center of excellence” and support
curriculum development, research op-
portunities, and Service war college
partners—another shared conclusion with
the RAND study.*® The recommendation
is both broad enough to allow for flexible
implementation and detailed enough to
allow for rapid implementation. There
is no intent to swap or remove from an
already crowded Joint Staff-directed cur-
ricula, only to use it as the foundational
block in a dedicated track to narrow the
focus on cyberspace and information. It
parallels existing space, maritime, national
security, and other differentiated tracks
and shares the same intent: to prepare
senior leaders in those areas demanding
differentiated deliberate development.

The first step is establishing (or rees-
tablishing) a cyber lead at each Service
war college. This senior cyber leader will
be a prominent on-staft advocate for
cyber domain education while champion-
ing learning outcomes for senior cyber
leaders, helping graduates meet DCWF
cyber leader work role qualifications, and
collaborating with intra-Service and inter-
Service cyberspace educators. This track
should include officers and civilians from
cyber, information, space, acquisition,
and information technology occupational
specialties to bring in varying perspec-
tives and prepare the full range of senior
cyber leaders coded as such in the DCWE.
This specialized track builds on the war
colleges’ current joint strategy and leader-
ship curriculum by adding the unique
perspectives and challenges cyberspace
and information warfare present. It adds
the origins of the cyberspace operational
environment and national and DOD
cyber strategies. It also seeks to incorpo-
rate curriculum on cyber technological
capabilities, laws, policies, and data analyt-
ics. This could potentially include short

trips to Service, DOD, and Department
of Homeland Security cyber operations
facilities, research laboratories, and industry
partners. These trips and collaborative
sessions with industry partners and other
Federal agencies would prepare students to
meet the NDAA requirement of expanded
engagement outside DOD to explore dif-
ferent cyber capabilities and methods.?

Students in this track who are
required by their Services to present
research papers will focus on cyber and
information domain challenges. The
specialized track prepares students to
provide cyber analysis and expertise
during wargaming exercises, based on
cach of the war colleges’ curricula. The
proposed course essentials for the cyber
strategic studies track are depicted in the
figure and require further refinement
from Service cyber institutions as well as
recommendations from CIC. Adopting
this reccommendation ensures all learning
objectives are met, and graduates will
meet the DCWF Service requirements for
the cyber leader work role.

Conclusion
Cyberspace has increasingly changed
the way that war and global competi-
tion have evolved. The digital environ-
ment, initially designed to expand ideas
and interaction, is now being used to
circumvent U.S. sovereignty across all
instruments of national power. It is an
understatement to claim the introduc-
tion of cyberspace as a domain has
had disruptive effects across the rest
of the warfighting domains. Carl von
Clausewitz warned that “all planning,
particularly strategic planning, must pay
attention to the character of contempo-
rary war.”¥ French academic and mar-
tyred World War II partisan Marc Bloch
wrote of “theorists who were bogged
down in errors engendered by the faulty
teaching of history” and “the smell of
decay rising from the Staff College,”
providing a harsh bridge from Clause-
witz to modern criticisms from senior
DOD officials.?® DOD must adapt and
innovate or find itself reacting to more
attentive and agile actors.

The DOD cyber strategy LOEs
and the 8140 publications set out the
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requirement to establish governance
and structure for management of the
cyber workforce and provide the founda-
tion for qualification and development.
Paramount to this effort is the develop-
ment of joint senior cyber leaders. This
is so critical that the DCWF designated
a specific cyber leader work role. Leaders
set culture, and we must ensure senior
cyber leaders are fluent in the technolo-
gies, risks, and strategic cyber applications
across all domains. Service war colleges
are positioned to lead the DOD ef-
fort to develop senior cyber leaders to
meet directives and find solutions that
could develop each new generation of
cyberspace leaders to succeed in this
transformational warfighting domain.
To accelerate the transition from the
force we have to the one required to win
in cyber competition and conflict, the joint
force must look beyond the rapid acquisi-
tion of ships, tanks, and planes. It must
demonstrate an unwavering and growing
commitment to deliberately developing
senior cyber leaders who will shape this
warfighting domain that permeates stra-
tegic, operational, and tactical levels in all
other domains. Service war colleges can
lead the way by pathfinding a dedicated
cyberspace strategic studies track. JFQ

Thanks to Colonel Mark D. Cogyins,
USAF, Ph.D., Dr. Carl J. Horn, and
Professor Gene C. Kamena from the Air
War College for theiv thoughtful comments
and suggestions vegarding themes and
ideas for this article.

! Angus King and Michael Gallagher,
co-chairs, Cyberspace Solarium Commission
Report (Washington, DC: U.S. Cyberspace
Solarium Commission, March 2020), 8,
https://cybersolarium.org/wp-content/
uploads /2022 /05 /CSC-Final-Report.pdf.

2Ibid., 1.

3Ibid.

* Summary: Department of Defense Cyber
Strategy (Washington, DC: Department of
Defense, 2018), 5, https://media.defense.
gov,/2018/Sep/18,/2002041658/-1/-1/1/
CYBER_STRATEGY_SUMMARY_FINAL.
PDF.

5 Brett T. Williams, “The Joint Force

Commander’s Guide to Cyberspace
Operations,” Joint Force Quarterly 73 (2™
Quarter 2014), 14, https: //ndupress.
ndu.edu/JEQ/Joint-Force-Quarterly-73 /
Article /577499 /the-joint-force-commanders-
guide-to-cyberspace-operations/.

¢ Quentin E. Hodgson et al., Educating
for Evolving Operational Domains: Cyber and
Information Education in the Department
of Defense and the Role of the College of
Information and Cyberspace (Santa Monica,
CA: RAND, 2022), iii, https: //doi.
org,/10.7249 /RRA1548-1.

7 Cyberspace Solavium Commission Report, 1.

8 Interim National Security Strategic
Guidance (Washington, DC: The White House,
March 2021), 8, https: / /www.whitchouse.
gov,/wp-content,/uploads /2021 /03 /NSC-
1v2.pdf.

¥ Joint Operating Environment 2035: The
Joint Force in a Contested and Disordered World
(Washington, DC: The Joint Staft, July 14,
20106), 3, https://www.jcs.mil /Portals /36 /
Documents/Doctrine /concepts/joe_2035_
julyl6.pdfrver=2017-12-28-162059-917.

10 Toint Concept for Operating in the
Information Environment (Washington, DC:
The Joint Staff, July 25, 2018), 8, https://
www.jcs.mil /Portals/36/Documents/
Doctrine /concepts/joint_concepts_jcoie.pdf.

U Tbid.

12Tbid., viii.

1 1bid., 9.

1% Cyberspace Solarium Commission Report,
16.

Ibid., 15.

eTbid., 16.

7 National Defense Authorization Act for
Fiscal Year 2022 (NDAA FY22), Pub. Law
117-81, 117® Cong., 1+ sess. (December 27,
2021), 489.

8 Cyberspace Solavium Commission Report,
43.

Y National Cyber Strategy of the United
States of America (Washington, DC: The
White House, September 2018), 17, https://
trumpwhitehouse.archives.gov/wp-content/
uploads/2018 /09 /National-Cyber-Strategy.
pdf.

2William Hess and Alfredo Rodriguez
111, “USMC DOD 8140 OPT Presentation,”
USMC DOD 8140 Working Group,
Headquarters Marine Corps, Washington, DC,
June 14, 2021, 4.

21 “DOD CIO Cyber Workforce
Management,” Defense Workforce Council
presentation, Pentagon, Washington, DC;,
August 2021, 3.

2«POD CIO Cyber Workforce News,”
Defense gov, October 2020, https: //dodcio.
defense.gov/Portals /0 /Documents/Cyber/
WorkforceNewsletterOctober2020.pdf.

23 Patrick Johnson, chief, Workforce
Management Directorate, DOD-CIO, email
to author, October 7, 2021; Department of
Defense Inspector General (IG), Audit of

the Department of Defense Recruitment and
Retention of the Civilian Cyber Workforce
(DODIG-2021-110) (Washington, DC:
Government Publishing Office, August 2,
2021),1, 2, 8,11-12, 26, 28. The IG report
redacted the numbers. Mr. Johnson provided
releasable numbers in the email.

2 Department of Defense Instruction
8140.02, Identification, Tracking, and
Reporting of the Cyberspace Workforce
Requirements (Washington, DC: Department
of Defense, December 21, 2021), 9.

% 1Ibid., 6.

26 Developing Today’s Joint Officers for
Tomorvow’s Ways of War: The Joint Chiefs of
Staff Vision and Guidance for Professional
Military Education and Talent Management
(Washington, DC: The Joint Staff, May 1,
2020), 3, https://www.jcs.mil /Portals /36 /
Documents,/Doctrine /education/jcs_pme_tm_
vision.pdf?ver=2020-05-15-102429-817.

271bid., 4.

#«POD CIO Cyberspace Strategy Lines
of Effort, LOE 8 Summary,” Department of
Defense CIO, October 4, 2019, 3.

2% Chairman of the Joint Chiefs of Staff
Instruction 1800.01F, Officer Professional
Military Education Policy (Washington, DC:
The Joint Staff, May 15, 2020), 26.

0 7bid., 25.

31 Ibid.

32 Joshua A. Sipper, “It’s Not Just About
Cyber Anymore: Multidisciplinary Cyber
Education and Training Under the New
Information Paradigm,” Joint Force Quarterly
100 (1* Quarter 2021), 53, https://ndupress.
ndu.edu/Media/News/News-Article-View/
Article /2497154 /its-not-just-about-cyber-
anymore-multidisciplinary-cyber-education-
and-training/.

3 Hodgson et al., Educating for Evolving
Operational Domains, 28.

3 Carl J. Horn, “College of Information
and Cyberspace Update,” National Defense
University, August 7, 2019, 6.

% Hodgson et al., Educating for Evolving
Operational Domains, 37.

3 NDAA FY22, 492.

3 Carl von Clausewitz, On War, ed.
and trans. Michael Howard and Peter Paret
(Princeton: Princeton University Press, 1989),
220.

3 Marc Bloch, Strange Defeat: A Statement
of Evidence Written in 1940 (New York:
Norton, 1999), 125.

JFQ 112, 1t Quarter 2024

Rodriguez 47


https://cybersolarium.org/wp-content/uploads/2022/05/CSC-Final-Report.pdf
https://cybersolarium.org/wp-content/uploads/2022/05/CSC-Final-Report.pdf
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF
https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577499/the-joint-force-commanders-guide-to-cyberspace-operations/
https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577499/the-joint-force-commanders-guide-to-cyberspace-operations/
https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577499/the-joint-force-commanders-guide-to-cyberspace-operations/
https://ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-73/Article/577499/the-joint-force-commanders-guide-to-cyberspace-operations/
https://doi.org/10.7249/RRA1548-1
https://doi.org/10.7249/RRA1548-1
https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joe_2035_july16.pdf?ver=2017-12-28-162059-917
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joe_2035_july16.pdf?ver=2017-12-28-162059-917
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joe_2035_july16.pdf?ver=2017-12-28-162059-917
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joint_concepts_jcoie.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joint_concepts_jcoie.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/concepts/joint_concepts_jcoie.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
http://Defense.gov
https://dodcio.defense.gov/Portals/0/Documents/Cyber/WorkforceNewsletterOctober2020.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/WorkforceNewsletterOctober2020.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/WorkforceNewsletterOctober2020.pdf
https://www.jcs.mil/Portals/36/Documents/Doctrine/education/jcs_pme_tm_vision.pdf?ver=2020-05-15-102429-817
https://www.jcs.mil/Portals/36/Documents/Doctrine/education/jcs_pme_tm_vision.pdf?ver=2020-05-15-102429-817
https://www.jcs.mil/Portals/36/Documents/Doctrine/education/jcs_pme_tm_vision.pdf?ver=2020-05-15-102429-817
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2497154/its-not-just-about-cyber-anymore-multidisciplinary-cyber-education-and-training/
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2497154/its-not-just-about-cyber-anymore-multidisciplinary-cyber-education-and-training/
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2497154/its-not-just-about-cyber-anymore-multidisciplinary-cyber-education-and-training/
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2497154/its-not-just-about-cyber-anymore-multidisciplinary-cyber-education-and-training/
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2497154/its-not-just-about-cyber-anymore-multidisciplinary-cyber-education-and-training/

An Interview with
Anthony J. Cotton

Joint Force Quarterly: As the com-
mander of U.S. Strategic Command
[USSTRATCOMY], how do you view the
threats and challenges your command faces?

Geneval Anthony J. Cotton: Our threats
are not isolated to one command or

nation. These global challenges require a
concerted effort to strengthen not only
deterrence but also partnerships with our
allies and partners. For the first time, the
United States faces two major nuclear
powers that could operate at any level or
domain of conflict to meet their national

General Anthony J. Cotton, USAF, is Commander of U.S. Strategic Command.

objectives. We are now in a multipolar
world with potential adversaries that
could threaten the United States, our
allies, and our partners with nuclear
weapons and nonnuclear capabilities that
could have devastating impacts.

The National Defense Strategy is clear
that the most comprehensive and seri-
ous challenge to U.S. national security is
the PRC [People’s Republic of China]’s
coercive and increasingly aggressive
endeavor to refashion the Indo-Pacific re-
gion and the international system to suit
its interests and authoritarian preferences.
The PRC is the most serious challenge
to U.S. national security holistically. We
have seen incredible growth in China’s
nuclear arsenal, and it shows no signs of
slowing down. It has a bona fide nuclear
triad, and its increasingly provocative
rhetoric and coercive activity in the Indo-
Pacific region threaten a free and open
Indo-Pacific.

But it is not just a matter of the PRC.
Russia continues to present a strategic
deterrence challenge, posing an immedi-
ate and persistent threat to international
peace and stability. North Korea is also
a growing concern. Although it doesn’t
have the capability or capacity of Russia
or China, North Korea is expanding its
nuclear capabilities and missile technol-
ogy. It is also increasing its aggressive
rhetoric and actions toward Japan, South
Korea, and the United States.

Taken piece by piece, this situation is
already a concern. But we must look at
the whole and realize all three actors are
increasing their levels of cooperation with
one another. We recently saw China and
Russia conduct a combined naval patrol
that sailed near Alaska and the Aleutian
Islands. We’re also witnessing an expand-
ing military partnership between Russia
and the DPRK [ Democratic People’s
Republic of Korea], where North Korea
is agreeing to support Russia’s war in
Ukraine. These challenges will continue
to grow and evolve and so will our
capabilities. That’s why integrated deter-
rence is so important; it brings together
all military domains and instruments of
power, along with those of our allies and
partners, to deter the range of threats we
face today and in the future.
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nany years during the 3
even during times of tension, the United
States and Russia had o continuing din-
logue on nuclear arms control, leading to
several agreements that dramatically limited
the numbers and types of nuclear weapons
and delivery systems. How do you view the
prospects for arms control agreements in the
Sfuture, not only with New START but also
with other states besides Russin?

General Cotton: USSTRATCOM’s
mission is to reduce the risks of strategic
attacks on the United States, its allies,
and partners. I view arms control as a
complementary effort, seeking the same
objective by reducing the number of

threats and enabling strategic stability
dialogues with potential adversaries. Any
arms control negotiations must address
the reality of two major nuclear powers.
As always, my command stands ready to
support the Department of State.

JFO: The pressuve of & growing vange of
threats from several states as well as non-
state actors has led to questions about how
the curvent triad of U.S. nuclear forces,
first fielded in the Cold War, add
different world. Could you discus
modernization of U.S. nuclen

shape the international secuvity environ-
ment in the future?

General Cotton: It is important to state
our legacy systems are safe, secure,

effective, and credible. We’re recapital-

izing every leg of the nuclear triad and
the corresponding nuclear command,
control, and communications [NC3]
architecture to ensure our continued
ability to serve as a bedrock of national
security. These long-term investments
will ensure a predictable, stable, and ef-
ficient nuclear force for decades.

The B-21 Raider, Sentinel, our
next-generation ICBM [intercontinental
ballistic missile |, the new Columbin-class
ballistic missile submarine, B-52 com-
mercial engine replacement program,
AGM-181 Long-Range Standoft missile,

Airmen from 90" Maintenance Group maintain and repair intercontinental ballistic missiles on alert status, December 18, 2019, within Francis E.
Warren Air Force Base, as part of Air Force Global Strike Command (U.S. Air Force/Abbigayle Williams)
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Ohio-class ballistic missile submarine USS Louisiana transits Puget Sound following 41-month engineered refueling overhaul at Puget
Sound Naval Shipyard and Intermediate Maintenance Facility, February 9, 2023 (U.S. Navy/Brian G. Reynolds)

and the next-generation nuclear com-
mand, control, and communication
systems represent an era of significant
transformation of U.S. nuclear forces.
Our deterrence will only strengthen as we
transition to these new systems that will
be even more capable and synchronize
our capabilities. The modernization of
the nuclear triad, the weapons complex,
and the infrastructure is critical to not
only our nation’s security but the security
of our allies and partners as well.

JFQ: Can you discuss the importance of
the overall modernization effort and your
ability to sustain support from the Services

over the next decade to field those new
systems, given the pressuves each faces with
other modernization requivements?

General Cotton: Modernization is not a
matter of “Can we?” It is a matter of “We
must.” Our nation’s security, and the se-
curity of our allies and partners for whom
we provide extended deterrence, depends
on it. This is a once-in-a-generation evo-
lution, so we’re not just setting ourselves
up for success; we are creating the new
foundation for the next generation.
We’re modernizing all legs of the triad
at the same time. This includes resourcing,
manpower, delivery, infrastructure, and
support facilities. We are working with

our Service partners to ensure alignment
across the board, so our legacy systems
remain effective as we transition into the
modernized systems. We are spending an
incredible amount of time to ensure we do
not miss a step in the transition process.
The Navy and Air Force are watching their
efforts closely because they’re the ones
that present forces to me, which I present
to the President, as required.

JFQ: What is your assessment of
USSTRATCOM’s ability to gain and
maintain situational awareness now that
U.S. Space Command and U.S. Space
Force have been established?
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General Cotton: The situational aware-
ness of USSTRATCOM is strong

due to the collaboration within the
Department of Defense, specifically
with U.S. Space Command and U.S.
Space Force. For example, the Space
Force’s overhead persistent infrared sat-
ellites and ground-based radars provide
strategic and theater missile warning.
Combatant commands receive this
information for awareness and conduct
analysis and assessments to understand
the strategic and tactical implications of
space-related developments. Moreover,
I look forward to the Next-Generation
Overhead Persistent Infrared program,
which will enhance our nation’s situ-
ational awareness capabilities.

JFEQ: With the episodes of threats of nuclear
weapons from Russia during its war on
Ukraine and from the continuing missile
lnunches from North Korea, how has your
command worked with allies, partners,
and neighboring states to reassure their

governments of U.S. support to help reduce
their defense concerns?

Generval Cotton: Alliances and partner-
ships are key to protecting the rules-based
international order. The strength of our
alliances and partnerships gives us the
asymmetric advantage that our competi-
tors do not enjoy. For example, in 2023,
we saw the first SSBN [ ballistic missile
submarine | port visit to South Korea

in 40 years, an SSBN port visit to the
United Kingdom, the first B-2 deploy-
ment to Iceland, a B-52 deployment to
Indonesia, multiple bomber task force
missions in the European and Indo-
Pacific regions, and countless exercises.

I believe these and other examples of
assurance missions bolster our deterrence
cfforts around the world.

In addition to these operations, I
recently had the opportunity to visit the
Republic of Korea and Japan, where I
met with senior military and government
leaders to reaffirm, face-to-face, our com-
mitment to extended deterrence.

We have liaison officers from Australia,
Japan, the Republic of Korea, and the
United Kingdom, all of whom work

closely with us daily. It garners trust among
alliances and creates relationships that are
key to integration and collaboration.

JFOQ: Could you discuss the growing chal-
lenges of cyber threats and the ability to
assure intelligence, surveillance, and recon-
naissance information flows to support
your forces and how the other combatant
commands, particularly U.S. Cyber
Command, help USSTRATCOM achieve
situational awareness?

General Cotton: Cybersecurity is not
static. Adversaries and bad actors con-
stantly evolve their practices, which is

a continual concern. However, it goes
back to the regular collaboration that
happens at the combatant command
level and at all levels in every Service. 1
speak with General [ Paul M. | Nakasone
[commander of U.S. Cyber Command,
director of the National Security Agency/
chief of the Central Security Service |
regularly, and our J6 directorate, which
maintains USSTRATCOM’s command,
control, communication, and computer
systems. Also, our Nuclear Command,
Control, and Communications Enterprise
Center, which oversees the department’s
NC3 enterprise, works with U.S. Cyber
Command often to ensure we remain
ready and capable. Cybersecurity is inter-
woven in everything that we do.

JFOQ: Leadership at your level depends

on the people who work for you. Given the
various impacts of demographic trends in
the United States and the frequent reports
of shortages in qualified vecruits for the
Services, could you give us some of your in-
sights into how you attract the military and
civilian talent needed to meet your mission?

General Cotton: Leadership at all levels,
from the squadron to the combat-

ant command, depends on a talented
workforce. It is no secret that recruiting
numbers are down, but America’s mili-
tary strength is built on a foundation of
exceptional people—both military and
civilian. Attracting talent to meet our
nation’s strategic deterrent mission is

a top priority, and we continue taking
steps to ensure we have the right force
for the future.

We are engaging talent where they
are—at think tanks, on college campuses,
at military units around the world—and
having conversations about the critical
work being done at the command. We
are reaching people at local job fairs,
advertising available positions on our
social media platforms, and directly hiring
qualified personnel for specific roles. The
Omaha area is a great place to live and
work, so we routinely partner with local
government, civic, and civilian leaders in
the greater Omaha metro community to
highlight how the area is a leader in qual-
ity of life and national security.

This year is the 50" anniversary of the
all-volunteer force, and for 50 years, our
nation has been in good hands, and we
will continue to be in good hands. We
have no option.

The men and women of
USSTRATCOM are the foundation for
the capabilities that underpin our na-
tion’s strategic deterrence, and they do
this in an environment that continues
to grow even more complex and chal-
lenging. If T issue an intent, the Soldiers,
Marines, Sailors, Airmen, Guardians,
and civilians within the nuclear enter-
prise will complete the mission. The
reason I know that is due to the extraor-
dinary leaders we have. From the most
junior to the most senior, I trust all of
them in their abilities to execute.

We are all ambassadors of the military,
the command, and the mission. In that
sense, we are all recruiters, so the shortfall
is on us. We need engaged, skilled, and
dedicated people to continue to join the
nuclear enterprise, so it is clear we need
to share our experiences. It is a matter
of getting out in our communities, talk-
ing with our peers in the Services, and
explaining the what and why of the mis-
sion—and why Omaha, Nebraska, is such
a great place to serve. JFQ
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China's People’s Liberation Army Rocket Force during military parade at Zhurihe Training Base in Inner Mongolia Autonomous Region, July 30,
2017 (Xinhua/Alamy/Wu Xiaoling)

Wicked Deterrence Challenge
The Changing Strategic Landscape

By Thomas Hammerle

The most pressing strategic challenge facing our vision is from powers that layer authorvitarian governance
with a vevisionist foreign policy. It is their behavior that poses a challenge to international peace and
stability—especially waging or prepaving for wars of aggression, actively undermining the democratic
political processes of other countries, leveraging technology and supply chains for coercion and repression, and
exporting an illiberal model of international order. Many non-democracies join the world’s democracies
in forswearing these behaviors. Unfortunately, Russia and the People’s Republic of China do not.

—NATIONAL SECURITY STRATEGY

Major Thomas Hammerle, USA, is a Strategic Intelligence Officer at U.S. Strategic Command.
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he National Security Strategy of

the United States laid out that

the Nation is entering a decisive
decade—not only for itself but also for
the world.! The current era of strategic
competition is characterized by the
reemergence of a geopolitical contest
between powerful states over the
shape of the future global order. After
World War I1, the Allies established a
rules-based international order rooted
in cooperative values and predicated
on a framework of diplomatic and
economic rules, led and enforced by
like-minded nations. This system has
enabled decades of prosperity for all
nations that have elected to participate,
but it is now under stress by revision-
ist nations. The People’s Republic
of China (PRC), Russia, and North
Korea are each intent on changing the
international order to achieve their
national ambitions.

The changing strategic environment
has created a wicked deterrence challenge
that will test the United States and its
allies. These revisionist states are dissatis-
fied with the current international order
because they see it as a threat to their
own national objectives. Their ambitions
pose a direct strategic challenge to the
continued security of the United States
and its allies because these nations are
increasingly capable and willing to use
force as a coercion mechanism. Russia
is openly flouting international laws and
norms—including its own commitment
to the 1994 Budapest Memorandum—by
invading Ukraine, violating its sover-
eignty and attempting to annex territory
by force. China seeks to establish its own
sphere of influence in the Pacific region
that excludes the United States and
Western influence while also attempting
to resolve territorial disputes through
coercion and threatening behavior. The
most serious component of these strate-
gic challenges for the United States is the
modernization and expansion of both
Russia’s and the PRC’s nuclear arsenals.
For the first time in its history, the United
States is simultaneously facing two ad-
versarial nuclear peers whose aspirations
directly challenge U.S. national values
and threaten U.S. allies.

Wicked Deterrence Challenge
A wicked problem is one that is difficult
to solve because of its complexity,
incomplete and changing information,
multiple stakeholders, competing and
conflicting objectives, clash of cultures,
or the unprecedented or novel nature
of the situation.? Deterrence, by its
very nature as a function of influence
over leadership decisionmaking, is a
wicked problem. Leadership decision-
making can be impacted by numerous
unique factors, making the application
of deterrence strategy more art than
science. As Keith Payne writes, “There
are few, if any, universal constants in
this regard; instead, there is a wide
variety of operating factors, some seen,
others unseen, that can vary greatly
across time, place, and opponent, and
may be decisive in determining if and
how deterrence will function.”?

The emergence of the multilateral
strategic environment and the need to
deter many nuclear actors simultaneously
while continuing to assure allies require
the United States to rethink its deter-
rence policy. How does deterrence policy
need to adapt to address the changing
multi-actor environment? To begin to
answer this question, analysts must start
with building an understanding of the
strategic environment, including a deep
understanding of individual nations and
the specific leaders the United States
seeks to deter. While this understanding
will never be perfect, it will reduce igno-
rance and provide a basis for designing a
tailored deterrence policy.

People’s Republic of China

The PRC’s meteoric rise has been moti-
vated by its perceived need to restore

its rightful place in the world order—to
right the wrongs done to China during
its so-called Century of Humiliation.
While former Chinese leader Deng
Xiaoping articulated the PRC’s strategy
as one of patience—the famous “hide
and bide” strategy—current President
Xi Jinping has abandoned this approach,
instead seizing the opportunity to
achieve his Chinese Dream of the “great
rejuvenation of the Chinese nation.”*
However, Xi views the current world

order as an unacceptable impediment
to China’s geopolitical ambitions and
the United States as a direct threat to
its national security.® The PRC views
Western and particularly U.S. influence
in the Pacific region as a violation of its
right to act as the regional hegemon
and an impediment to unification with
Taiwan. Xi envisions China as the right-
ful preeminent Asian and global power.
Xi’s bolder, more confrontational
strategy has provoked responses both
from regional nations concerned about
their sovereignty and security and global
nations invested in the current rules-
based international order.

The PRC has repositioned itself
politically, economically, and militarily to
better enable it to achieve its aspirations.
The People’s Liberation Army (PLA) has
undertaken a holistic military moderniza-
tion of both its conventional and nuclear
capabilities. Modernization efforts have
been under way for decades, but they
have increased to an alarming pace under
Xi’s leadership. The PRC has sought
to develop an ability to forcibly expel
Western forces and ultimately to prohibit
their reentry into the region for the pur-
pose of securing its ambitions. Nuclear
weapons forces are “a strategic pillar of
China’s great power status,” the linchpin
in excluding U.S. and Western interfer-
ence, and ultimately serve as the backstop
to achieving its ambitions.®

The PLA’s rapid development of its
nuclear arsenal is the fastest peacetime ex-
pansion of a nuclear arsenal the world has
witnessed, going from just a few hundred
weapons at the end of the Cold War era
to a projected 1,500 by 2035 if its current
pace continues unabated.” These devel-
opments will match, and in some areas
qualitatively exceed, equivalency with the
United States. Xi has stated that he be-
lieves a robust nuclear weapons program
is critical to the PRC’s ability to counter
the United States in the Pacific region. To
this end, the PRC is investing in and ex-
panding the number of'its land-, sea-, and
air-based nuclear delivery platforms and
constructing the infrastructure necessary
to support this major expansion.®

The PRC’s nuclear strategy has been
relatively consistent since it first acquired
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nuclear weapons in 1964, relying on a
minimum deterrence strategy made cred-
ible by a small nuclear arsenal capable

of delivering a secure second strike. The
PRC’s declared no-first-use policy further
reinforced this public commitment to
maintaining a nonaggressive position.
However, the PRC’s rapid nuclear expan-
sion calls into question whether the PLA is
still committed to this strategy.” In his tes-
timony before the House Armed Services
Committee, General Anthony Cotton,
commander of U.S. Strategic Command,
articulated this point, stating, “The PRC’s
actions are wholly inconsistent with its
long-professed policy of minimum deter-
rence.”'? The expansion of the PRC’s
nuclear arsenal opens myriad possibilities
of ways it could adapt its strategy to both
deter and coerce other nations. However,
due to a lack of transparency and an
unwillingness to engage in dialogue, it is
unclear what the PRC’s intentions are.!!

The PRC’s potential to change its
nuclear strategy cannot be understated in
the maturing global circumstances. PLA
officers are writing publicly about the
need to articulate conditions under which
nuclear first use may be permissible or
even desirable. These include exceptional
scenarios such as conventional defeat
threatening regime survival, conventional
attack on a nuclear scale, or attacks on
PLA strategic forces.'? As a result, the
durability of the PRC’s long-honored
no-first-use policy may soon be limited or
deficient. While PRC debate surrounding
this policy gets the most attention from
strategists and policymakers, there is also
debate surrounding its “sole purpose”
policy, with PLA strategists debating the
benefits of using nuclear weapons to deter
conventional conflict.'® The active debate
in the PRC about changing its nuclear
policy coupled with a lack of transparency
and communication increases uncertainty
and the potential for instability.

The discovery of 300 new potential
intercontinental ballistic missile (ICBM)
silos brought into sharp relief the extent
of the PRC’s nuclear modernization and
expansion.'* When complete, these silos
will provide the PRC with persistent read-
iness and the ability to conduct extremely
rapid launch sequences. In addition to

investing in fixed silos, the PLLA Rocket
Force is investing in road mobiles and
expanding the number of launchers and
crews in each unit at an unprecedented
rate.'® The PLA Navy’s six Jin-class bal-
listic missile submarines (SSBNs) rotate
through near-continuous deployment
equipped with JL-2 submarine-launched
ballistic missiles (SLBMs), though this
platform is vulnerable as it needs to
enter the open Pacific in order to target
the United States. However, the PLA
Navy is building the Type 096 SSBN,
which will carry the updated JL-3 SLBM
capable of targeting the United States
from Chinese littoral waters, significantly
increasing the survivability of its sea-based
deterrent.'® Finally, the PLA Air Force is
reestablishing its air leg with the updated
Ho6-N bomber, which will complete a
true regional triad. It is also developing
a new strategic bomber, the H-20, but
while specifications are still unknown, it
is clear that the PRC is intent on obtain-
ing a credible global triad.'” Beyond a
traditional triad, the PRC is developing
additional capabilities such as hypersonic
missiles, fractional orbital bombard-
ment systems, and the Dong Feng-26
medium-range ballistic missile with both
conventional and nuclear payloads that
could be swapped quickly in the field.'®
While these capabilities are not novel, they
all have the potential to be destabilizing.
At the same time the PRC is mod-
ernizing its nuclear capabilities, it is
modernizing the command and control
infrastructure to support it. Investments
in ground-based large phased-array radars
and the ability to detect ballistic missile
launches with geostationary satellites have
provided the PRC with a comprehensive
carly warning capability.!” These capabili-
ties make credible the PRC’s desire to shift
to a “launch on warning” nuclear posture,
increasing the potential for miscalculation.
The U.S.-China Economic and Security
Review Commission detailed the risk with
such a posture, stating that the “difficulties
associated with learning to operate such a
system could generate false alarms about
nonexistent incoming nuclear attacks,
potentially triggering a nuclear exchange
between China and the United States.”*
The PRC’s unwillingness to enter

risk-reduction dialogues and complete
refusal to enter arms control negotiations
mean these risks are left unaddressed.

Russia

The challenges posed by Russia to the
rules-based international order have
been on full display since at least 2008,
with Russia’s invasion of Georgia, and
again in 2022 when President Vladimir
Putin began his “special military opera-
tion” in Ukraine to halt Kyiv’s economic
and cultural progress toward the West.
Putin views the U.S.-backed rules-based
international order as a threat to the
Russian way of life. It is his intent to
renew the Russkiy Mir, the Russian
world, and restore Russian prestige and
cultural and political influence in the
vein of previous Russian empires.?!

The current revisionist and irredentist
narrative in Russia argues that Russia is
a victim of U.S.-European hegemony
and is besieged by North Atlantic Treaty
Organization (NATO) expansion in
its periphery, a direct threat to the goal
of reestablishing the Russian world.

The war in Ukraine is a direct result of
this perceived threat. Non-NATO and
non—European Union states with strong
relationships with the West, in general,
have been less susceptible or receptive
to Russian influence, thereby diminish-
ing Russia’s status in its near abroad. At
the prospect of further NATO enlarge-
ment, Putin felt threatened to the point
of taking belligerent action. According
to Dmitri Trenin, a member of Russia’s
Foreign and Defense Policy Council,
“What Russia craves is respect. It does
not want to be a junior partner—it wants
to be an equal.”??

Despite significant initial gains in
Ukraine, the Russian war effort has
endured countless tactical, operational,
and strategic setbacks and has begun
to show clear signs of devolution into a
protracted slog reminiscent of the Korean
War in the 1950s. A significant portion of
Russia’s conventional capability has been
degraded and destroyed by the ongoing
conflict in Ukraine, which could increase
Putin’s reliance on nuclear capabilities
for Russia’s defense. The continued use
of nuclear saber-rattling by Putin and
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H-6K strategic bomber of China's People’s Liberation Army Air Force (Stocktrek Images, Inc./Alamy)

other Russian officials has effectively de-
terred Western intervention and heavily
influenced the type of military assistance
the West is willing to provide to Ukraine
and undermined Ukrainian resistance.?
As evidenced by steadily increasing eco-
nomic and material support from NATO,
the effectiveness of these nuclear threats
is eroding. Putin’s legitimate reliance on
nuclear weapons, however, coupled with
robust nuclear signaling should not be
ignored or dismissed out of hand because
Russia’s nuclear weapons arsenal remains
a significant existential threat to the
United States and its allies throughout
Europe and the Pacific region.

The capability and credibility of
Russia’s strategic and tactical nuclear
forces make them a serious concern that
cannot be ignored. Russia continues to
invest substantial resources to expand and
modernize its strategic and nonstrategic
nuclear capabilities. Russia’s modernization
plan, which has been in the works for over
a decade, includes improving each leg of its

triad of nuclear delivery systems and devel-
oping new and novel nuclear capabilities.
For example, the Sarmat is a new silo-based
ICBM that will be capable of carrying up
to 10 nuclear warheads.?* Russia’s strategic
submarine fleet will include an entirely
new Dolgorukiy class of SSBN submarines
equipped with SS-N-32 Bulava nuclear
ballistic missiles by 2028. The Tu-160M
supersonic strategic bomber aircraft has
extended range and is equipped with more
capable onboard systems than previous
iterations, and 10 are already in the field.?
The modernization of the Russian nuclear
force has increased the capability and cred-
ibility of Russia’s nuclear triad.

In addition to modernizing its legacy
systems, Russia is developing and improv-
ing its hypersonic and other novel delivery
systems. These include new systems such
as the Avangard hypersonic glide vehicle,
the Kinzhal air-launched ballistic missile,
and the Tsirkon land-attack cruise missile.
Furthermore, Russia maintains over 2,000
non-treaty accountable—often referred

to as tactical or nonstrategic—nuclear
weapons that provide diverse and flex-
ible use and deterrence options. In fact,
it is this very threat of tactical nuclear
weapons that has caused NATO nations
to revitalize focus on both their conven-
tional and nuclear capabilities to ensure
that the Alliance possesses a credible
deterrent.?® Both Russia’s strategic and
tactical nuclear weapons are backed by a
body of doctrine that explicitly lays out
the conditions for nuclear use, including
possible first use in response to threats to
the “existence of the state.”?”

Since 1972, the relationship between
the United States and the Soviet Union,
later the Russian Federation, has been
partially stabilized by a series of arms
control agreements that provided mecha-
nisms for building trust and reducing
risk by allowing some strategic predict-
ability in the relationship. For the first
time in more than 40 years, U.S.-Russia
relations lack the stabilizing guardrails
of these arms control treaties. The last
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remaining arms control treaty regulating
U.S. and Russian strategic forces, New
ST, , has suffered due to the U.S.
support of Ukraine after the Russian
invasion. Shortly afterward, Russia began
refusing onsite inspections by U.S.
personnel allowed by the treaty. Later,
Russia “paused” its compliance with
New START and has since refused to
begin negotiations to extend or modify
the agreement, which is set to expire

in February 2026.8 The expiration of
strategic treaties with Russia will not only
end self-imposed restraints, potentially

spurring an arms race, but will also elimi-
nate one of the most important conduits
for communication between the United
States and Russia and set conditions for
dangerous miscommunication, misunder-
standing, and miscalculation.

North Korea
North Korea has posed a consistent
threat to the United States and its allies

Tu-160M strategic bomber of Russian
Air Force flying over Russia (Stocktrek
Images, Inc./Alamy)

since the 1953 armistice. The nature

of this threat has oscillated between
moderate and acute but has remained
consistently hostile. The persistence of
the threat and more acute emerging chal-
lenges have unfortunately allowed some
to become numb to the true severity

and magnitude of what a conflict with
North Korea could mean for the region
and the United States. Conversely, North
Korean leader Kim Jong Un does not
waver in his focus on the United States

as the perceived preeminent existential
threat to his nation. To secure his power
and protect his regime, Kim continues to
invest in and grow North Korea’s nuclear
arsenal. The growth of North Korea’s
nuclear power goes beyond security. Jung
H. Pak, a Fellow at the Brookings Insti-
tution, observed, “[Kim] has elevated
and embedded nuclear weapons in both
the popular consciousness and the ideo-
logical, physical, and cultural landscape,
enshrining them in North Korea’s consti-
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tution and has effectively linked them to
the country’s perception of prosperity.”?
Along with advancing weapons de-
velopment, North Korea has continued
to advance its nuclear program, accelerat-
ing its testing program while refining its
nuclear doctrine. North Korea enshrines
its nuclear doctrine into law, the most
recent update occurring in 2022 with
the establishment of the State Policy and
Nuclear Forces. This law served as an
update to the 2013 Law on Consolidating
Position of Nuclear Weapons State. While
the 2022 law remains consistent with
the earlier version in affirming the role of
nuclear weapons in deterring aggression or
responding if deterrence should fail, it also
outlined the situations that could warrant a
preemptive nuclear attack.3® Most concern-
ing, the 2022 North Korean law details
the potential for an automatic nuclear re-
sponse—often referred to as a “dead man’s
hand” mechanism—should military com-
manders be unable to communicate with
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leadership in Pyongyang during a conflict.
This severely complicates the deterrence
and escalation management strategies of
the United States and its allies.™

Doubts regarding the credibility of
North Korea’s nuclear capability should
be discarded. Each successive under-
ground nuclear test has produced a larger
yield, with North Korea’s last test in
2017 producing a yield of approximately
250 kilotons—10 times larger than
the bomb used at Nagasaki in 1945.3
Furthermore, North Korea’s delivery
systems continue to advance as the nation
adheres to an aggressive testing sched-
ule. In 2022, North Korea conducted
nearly 100 missile tests, more than it
had ever conducted.®® North Korea is
developing ICBMs capable of holding
the United States at risk and several in-
termediate- and medium-range ballistic
missiles capable of targeting South Korea
and Japan. It is also pursuing an SLBM
capability, which would increase the

survivability of its deterrent.?* Estimating
the size of North Korea’s nuclear arsenal
is exceedingly difficult, as the regime

is even less transparent than that of

the PRC. That stated, North Korea is
thought to have anywhere from 35 to 65
warheads today, with the ability to add
up to 18 more warheads per year.*® The
international community should no lon-
ger consider Kim a proxy of the Chinese
Communist Party or a buffer state pup-
pet and must not ignore North Korea’s
unique national objectives.

Complexity in the Multi-
Actor Strategic Environment
The PRC, Russia, and North Korea
represent primary nuclear security
concerns for the United States and its
allies because of those states’ abilities
to threaten existentially and coerce
effectively. In the developing multi-
actor environment, U.S. relationships
with each of these states do not happen

in a vacuum. The strategic environ-
ment contains other nuclear weapons
states, including U.S. allies the United
Kingdom and France. India and
Pakistan are de facto nuclear weapons
states, as they are not signatories to
the Nuclear Nonproliferation Treaty
(NPT), nor are they recognized as
sanctioned nuclear weapons states by
the NPT, as they acquired their capa-
bility after 1970. There are also addi-
tional nations that may desire nuclear
weapons—adversaries such as Iran.

For its part, the United States extends
deterrence with its nuclear umbrella
through collective defense treaties
to the 31 (soon to be 32) nations of
NATO, as well as Japan, South Korea,
and Australia. Thus, the deterrent rela-
tionships are never bilateral, as is often
misremembered about the Cold War era,
but instead contain the security concerns
of multiple actors. As numerous deter-
rence scholars have expressed, including
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People’s Liberation Army Rocket Force displays its intermediate-range ballistic missile Dong Feng-26 during military parade in front of Tiananmen
Gate during military parade to celebrate 70* anniversary of People’s Republic of China, in Beijing, October 1, 2019 (UPI/Alamy/Tom Walker)

Thérese Delpech, this multi-actor strate-
gic environment “may make a situation
more unstable . . . as [multiple actors]
introduce more variables” into deterrence
strategies.® In U.S. deterrence efforts,
cach deterrence relationship must be
tailored for each state or actor and must
consider the nearly incalculable positions
of allies and partners as well as coopera-
tors, competitors, and adversaries.
Cooperation between the United
States and its traditional allies remains
strong and continues to grow. However, in
the maturing multi-actor deterrence reality,
there is increased cooperation between and
among the historically fiercely independent
PRC, Russia, and North Korea in instances
where their strategic objectives align. These
adversaries also have their own strategic de-
terrent relationships beyond those with the
United States. China, India, and Pakistan
form a deterrence triangle that features
China’s and Pakistan’s increasing coopera-
tion while both actively deterring India and
cach other. This makes the second- and
third-order effects of strategic choices as
critically important as any deliberate direct

effort. Actions taken by the United States
to assure an Indo-Pacific ally could inspire
the PRC to adjust its deterrent strategy,
which could trigger India to adjust its de-
terrent strategy, causing a ripple effect into
its deterrent relationship with Pakistan.
Understanding how the relationships

of adversaries, allies, partners, and third
parties are interrelated and connected is
necessary to operate in the multi-actor
strategic environment.

Conclusion

Deterrence has been the cornerstone of
the National Security Strategy (NSS) of
the United States since defense strate-
gist Bernard Brodie declared, “Thus

far the chief purpose of our military
establishment has been to win wars.
From now on its chief purpose must be
to avert them. It can have almost no
other useful purpose.” As we traverse
what the NSS has declared as a decisive
decade, the nature of deterrence strat-
egy is changing. The emergence of a
multi-actor strategic environment with
two nuclear-peer adversaries and numer-

ous other proliferation challenges poses
a truly wicked problem that requires a
concerted effort to unravel. Given the
complexity of the problem, the best that
can honestly be expected is probably an
increase of understanding and a reduc-
tion of uncertainty. This begins with
understanding each unique adversary
and the relationships that influence
strategic decisionmaking with that state,
and evaluating which circumstances can
maintain a U.S. and allied advantage.
The PRC and Russia pose the greatest
threat to the United States and its allies,
but they are not the only threats. North
Korea is growing its nuclear arsenal and
lowering the threshold for nuclear use. In
addition, how these adversaries interact
with each other will further challenge
deterrence strategies. As the national
objectives of the PRC, Russia, and
North Korea align, increased instances
of cooperation, coordination, or (poten-
tially) alliance may emerge. Finally, these
relationships are not immune from the
influence of other actors in the strategic
environment. India and Pakistan can
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affect the Sino-American deterrence
relationship and vice versa. The incom-
patible visions for the international order,
conflict of values, and clash of cultures
are the hallmarks of this decisive decade.
The United States and allies must adapt
deterrence strategies to these changing
circumstances.

In 1966, in his Day of Affirmation
Address to the University of Cape Town
in South Africa, Robert F. Kennedy
stated, “Like it or not, we live in interest-
ing times. They are times of danger and
uncertainty; but they are also the most
creative of any time in the history of
mankind.”* Today, the United States
and allies face another time of danger
and uncertainty. While it is filled with
wicked deterrence challenges, the United
States and allies have a history of facing
challenges with courage and creativity.
Building a shared understanding of the
challenge is the first step of meeting the
challenges of this decade. JFQ
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B-2 Spirit assigned to 509" Bomb Wing takes
off from Joint Base EImendorf-Richardson,
Alaska, July 19, 2023, as part of bomber Agile
Combat Employment exercise (U.S. Air Force/
Patrick Sullivan)

New Strategic Deterrence

Frameworks for Modern-Day
Challenges

By Kayse Jansen

nce again, the United States must

contend with the prospect of

conflict with a strategic adver-
sary. In fact, the Nation must consider
the potential for conflict with multiple
strategic competitors that are all increas-

Kayse Jansen is Senior Technical Advisor
in the Plans and Policy Directorate at U.S.
Strategic Command.

ingly reliant on nuclear weapons to
achieve their national objectives. Russia’s
enduring reliance on its nuclear arsenal
and China’s dramatic nuclear expan-
sion mean that, for the first time in its
history, the United States will soon face
two nuclear peers. North Korea’s accel-
erating nuclear capability further com-
plicates an already challenging security
environment. Even more alarming: All
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three potential adversaries are expanding
the breadth and depth of their relation-
ships and areas of cooperation.

Today’s threat landscape stands in
stark contrast to the profile of threats fac-
ing the United States and its allies just 10
years ago and is the catalyst driving bipar-
tisan support for the Nation’s wholesale
nuclear recapitalization. Over the next 20
years or so, the Department of Defense
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(DOD) and the Department of Energy
will replace every U.S. nuclear weapons
system (except for the B-52, which is get-
ting renovated); modernize the associated
nuclear command, control, and com-
munications architecture; and revitalize
weapons production infrastructure. These
cfforts will ensure credible and effective
forces for decades to come. Yet an often
overlooked but equally important aspect
of the enterprise requires the same level
of focus and energy—intellectual capital.
Decades of fighting militarily inferior
adversaries with little to no concern of
strategic escalation have atrophied the
intellectual frameworks required to deter
and, if necessary, fight today’s potential
adversaries. Paths to nuclear use, strate-
gies that simultaneously account for
prevailing conventionally while deter-
ring strategic attacks, and concepts to
restore deterrence should an adversary
choose strategic escalation are among
the most important considerations
the United States must contend with
in an era of intensifying Great Power
competition. So along with modern-
izing the hardware and software of the
U.S. nuclear enterprise, we are called to
revitalize our cognitive approaches. This
requires the national security community
to understand the character of today’s
security environment, revisit and refresh
enduring deterrence truths, and explore
new deterrence frameworks necessary for
modern-day challenges.

A New and Complex
Security Environment
“Deterring strategic attacks against the
United States, Allies, and partners™ is
one of the top DOD priorities. Adjec-
tives preceding the word deterrence
often evoke confusion, debate, and
misinterpretation, so for the purposes
of this article, strategic deterrvence
simply refers to deterring strategic
attacks. Any use of nuclear weapons
against the United States, its allies,

or partners would be considered a
“strategic attack,” but not all potential
strategic attacks involve the use of
nuclear weapons. In fact, U.S. policy
is intentionally vague in defining what
constitutes a strategic attack. In large

part, this is due to a necessary level of
humility, realizing we might not know
how to characterize a nonnuclear stra-
tegic attack until one occurs. Given the
rapid advancements in technology and
a dramatic increase in reliance on those
technologies, there is a growing range
of scenarios that could be strategic in
nature but are not well understood
today. Regardless of our ability to know
these scenarios, the United States still
seeks to deter their emergence.

Today’s security environment is one
of intense complexity. Such complexity
stems not only from the myriad threats
facing the United States and its allies
and partners but also from the number
of potential adversaries capable of carry-
ing out those threats—that is, strategic
competitors. Further complicating the
issue is the growing cooperation between
our strategic competitors centered on a
common goal to upend and replace the
liberal rules-based international order
or simply minimize or eliminate U.S.
influence in their near abroad. In short,
we face a congested and compounding
security environment.

Congested. U S. relations with its
strategic competitors are becoming in-
creasingly strained. Individually, China,
Russia, and North Korea are all capable
of conducting strategic attacks against the
United States or its allies and partners.
Iran could also be classified as a strategic
actor because of its regional missile capa-
bilities. The “so what?” emerges when we
connect the dots—that the potential for
crises and armed conflicts is increasing for
all strategic competitors. While simultane-
ously deterring all these actors is difficult,
the challenge is more complicated.

Compounding. We can no longer
consider potential adversaries purely as
separate and distinct challenges that can
be addressed via individually tailored
strategies. As China, Russia, North
Korea, and even Iran expand cooperation
with one another, they are becoming
increasingly united, at least in their proxi-
mate security objectives. There is building
momentum in the global adversarial
system that will continue to challenge the
liberal rules-based international order.
The result is a threat environment in

which the collective actions of multiple
strategic competitors maneuvering in
coordination is more complex than
confronting multiple strategic actors
individually. Taken a step further, should
simultaneous crises or conflicts develop,
they will not be isolated events. At a
minimum, U.S. actions and messages
aimed at one will be seen and interpreted
by others, but even this is insufficient to
capture the compounding nature of the
security environment. The risk of op-
portunistic escalation in those crises and
conflicts, whether coordinated or other-
wise, is growing. Stated differently, the
decision calculus of a potential adversary
regarding an escalation choice is likely in-
fluenced and potentially emboldened by
the existence of other like-minded actors
revolting against the status quo.

If the challenges of today’s security
environment are fundamentally more
complex than in previous eras, what are
the implications for deterrence? Which
aspects of deterrence theory and practice
still hold, and which require moderniza-
tion? This article seeks to distinguish
between the truths of deterrence theory
that remain valid and worthy of review
and the applications of that theory
that must evolve to meet modern-day
challenges. To that end, the article
introduces new strategic deterrence
frameworks with the goal of advancing
efforts to develop holistic, multiactor
strategic deterrence concepts fit for to-
day’s security environment.

Deterrence Foundations:
Enduring Truths

Contemplating future deterrence strate-
gies requires recalling basic deterrence
principles that remain fit for purpose.
These include the fundamentals of
deterrence theory that have held since
the advent of nuclear weapons, the
nature of deterrence evolution across
the spectrum of conflict that points to
the relationship between deterrence and
compellence, and the interplay between
deterrence and other national security
strategies such as competition and
warfighting that can either be mutually
supportive or in tension. While endur-
ing, some truths have been skewed
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or simplified over the decades, so the
Nation has not seriously considered
them. Thus, the following sections not
only reintroduce some of these truths
but also emphasize nuances that have
been diminished or dismissed during
the time of U.S. unipolarity.

Detervence Theory Fundamentals.
Deterrence is an intentional act or
set of actions aimed to influence
adversaries’ decisionmaking, so that ad-
versaries choose restraint over aggression.
Influence is directed at four factors of a
decision calculus: costs of action, costs of
restraint, benefits of action, and benefits
of restraint. These costs and benefits are
based on a decisionmaker’s perceptions.
With this being the case, effective deter-
rence relies on identifying and accurately
evaluating aspects of an actor’s strategic
culture and vital interests, which influ-
ence its value judgments, risk-taking
propensity, and myriad other factors
shaping its decisionmaking processes.

A common shortcoming of deterrence
strategies is the tendency to project one’s
own values and ways of thinking onto the
target, resulting in ineffective deterrence
operations or misclassification of a poten-
tial adversary as irrational.

Deterrence strategies too narrowly
focused on cost imposition (that is, influ-
encing an adversary’s perceived costs of
action) and benefit denial (influencing an
adversary’s perceived benefits of action)
may also be insufficient in effectively

Figure 1. Evolution of Deterrence to Compellence
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influencing a decision, especially when
matters of national security are on the
line. In such scenarios, a potential ad-
versary’s perceived costs of inaction (the
consequences of doing nothing) are
critical drivers of deterrence failure. If a
decisionmaker is convinced that the costs
of doing nothing are simply unaccept-
able, then it may very well risk incurring
whatever costs an opponent has threat-
ened to impose. Simply put, the certainty
of the consequences facing an adversary if
it does not act may outweigh the uncer-
tainty of consequences if it does act.

Detervence Across the Spectrum of
Conflict. A second basic principle is that
multiple deterrence objectives exist simul-
taneously and evolve in priority and nature
according to the level of aggression in
play. Simultanecous deterrence objectives
include deterring aggression deterring
armed conflict, deterring limited tactical
nuclear use, deterring nonnuclear strategic
attack, and deterring large-scale nuclear
use. In peacetime, all these objectives
exist, but those focused on higher levels of
escalation are not as urgent because they
are at a much lower risk of failure. Thus,
while deterring strategic attack is always a
U.S. objective, the risk of such an attack
day to day is near zero, so activities and
messaging are primarily aimed at deterring
aggression that could lead to a crisis. A
corollary to this principle is that deterrence
does not fail all at once but in stages.
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The nature of deterrence objec-
tives also evolves. Should a deterrence
objective fail, one seeks to restore it. If
deterrence of armed conflict fails, one
engages in operations, activities, and
investments aimed at restoring that
deterrence or, stated differently, com-
pelling de-escalation and, ultimately,
termination of the conflict. Thus, the
nature of deterrence objectives, once
overcome, evolves into a compellence
objective (see figure 1). This is true
even of deterring strategic attacks.
Should an adversary conduct a strategic
attack, nuclear or otherwise, the United
States does not simply respond by es-
calating to the highest levels of nuclear
use but responds in a way that seeks to
restore deterrence of strategic attacks.
The evolution of deterrence objectives
will likely not be so linear—there are no
laws of physics requiring a stair stepping
(or ladder climbing) escalation path.
But more on that later.

Deterrence and compellence are
two sides of the same coin. Both rely
on threats and promises to influence an
adversary not to take an action or to stop
aggressive actions.? I call this deterrence-
based influence (DBI), from here forward
used interchangeably with deterrence.
Whereas deterrence approaches revolve
around “if you do not, I will not” (that is,
promise-based messaging regarding costs
and benefits of restraint) and “if you do,
I will” (threat-based messaging regarding
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Ohio-class ballistic-missile submarine USS West Virginia conducts port visit at U.S. Navy Support Facility Diego Garcia during scheduled patrol,
Diego Garcia, British Indian Ocean Territory, October 25, 2022 (U.S. Navy/Jan David De Luna Mercado)

costs and benefits of action), compel-
lence centers on “if you do not stop, 1
will not stop” (threat-based messaging
and actions regarding costs and benefits
of action) and “if you stop, I will stop”
(promise-based messaging and actions
regarding costs and benefits of restraint).
An influencer must be credible not only
in its threats but also in its promises.
Detervence—Competition—
Warfighting. The final enduring
principle is that deterrence, from the
U.S. perspective, is not the same as
competition or warfighting, or even
preparation for warfighting. DBI de-
pends on the adversary’s point of view.
Competition and warfighting center on
one’s own competencies, capabilities,
and capacities. While typically assessed
in comparison to a potential adver-
sary’s competencies, capabilities, and
capacities, competition and warfighting
sufficiency are ultimately determined by
one’s own perspectives, national goals,
strategy, policy, and ways of warfare.
This is why simply preparing for war is
not a sufficient deterrence strategy. It
considers only one’s own perspective
of readiness and, in doing so, addresses

only half of a potential adversary’s
decision calculus via threats of cost im-
position and benefit denial.

Competition activities and warfare
preparation can, and often do, support
deterrence by positively influencing an
adversary’s perceived costs and benefits
of action. However, these activities can
also undermine deterrence by negatively
influencing an adversary’s perceived costs
and benefits of restraint. Competition
activities may remove opportunities for
collaboration, thereby removing any po-
tential benefits of restraint. Competition
activities may also undermine a potential
adversary’s vital national interests and its
perceived security, thereby exacerbating
potential costs of restraint. At the same
time, activities geared toward warfare
preparation may risk worsening perceived
costs of restraint if they are perceived as
closing a window of opportunity or are
interpreted as offensive in nature rather
than defensive.

Competition and warfare prepara-
tion, if unconstrained, risk undermining
deterrence. Thus, it is critical that security
strategies recognize and balance the in-
terplay among deterrence, competition,

and warfighting. As discussed in the next
section, this interplay presents a dilemma
in the day-to-day DBI period.

New Strategic Deterrence
Frameworks

Modernized strategic deterrence frame-
works are necessary to analyze and
navigate a new and changing security
environment characterized by increas-
ingly aligned strategic competitors
armed with a growing range of escala-
tion options. The goal of introducing
new frameworks is to equip the national
security community with fresh ways to
think about strategic deterrence and,
ultimately, develop modern DBI con-
cepts and strategies that address today’s
complex, congested, and compounding
security environment.

Escalation Dynamics. Developing
effective deterrence strategies requires
understanding the nature of escalation
dynamics. When considering the poten-
tial for conflict with a strategic adversary,
escalation dynamics are best characterized
by chaos theory, where certain proper-
ties of a chaotic network (unfortunately)
apply quite well.
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First, a chaotic network is one in
which the future state of a system is un-
predictable. DBI relies on understanding
an adversary’s perceptions and is there-
fore already challenged by a high level of
uncertainty. The challenge grows when
seeking to understand, and then influ-
ence, perceptions in a crisis or conflict,
when stress is elevated and the reality of
not knowing the adversary’s strategy or
intent comes to fruition.

Uncertainty is a defining attribute of
potential crisis or conflict with a strategic
competitor; it was not a driving factor in
the war on terror or other conflicts the
Nation faced over the last few decades.
Indeed, these battles contained their own
complexities and challenges, but none
of them risked escalation to a strategic
level. Each adversary was constrained by

its limited capacities and capabilities, and
all were inferior to the United States and
its allies and partners. The result was total
domination on the battlefield with no
concern of strategic escalation. This is not
the case when considering conflict with a
strategic adversary, where uncertainty ex-
ists across the entire spectrum of conflict
and grows with each level of aggression.
Uncertainty is depicted as cones in figure
2, distinct inflection points where the
adversary can escalate at a time and place
of its choosing (that is, points 1, 3, 5, and
7). Points 2, 4, and 6, along with their

coordinating green off-ramps, depict U.S.

attempts to de-escalate, or compel termi-
nation, of varying levels of aggression.

It is important to recall just how
significant the concept of uncertainty
is in the arena of strategic deterrence.

Figure 2. Two-Party Escalation Dynamics
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Full-scale armed conflict between two
nuclear-armed adversaries has no historical
precedent. How such a conflict pro-
gresses, whether the capacity for nuclear
use results in uncontrolled escalation or
extreme restraint, is hypothetical. Thus,
deterrence strategies must be flexible to

a wide range of potentialities. Concepts
such as “escalation management” or
“escalation control” are outdated in this
context. Rather, new concepts such as
“escalation maneuver” are necessary to
create a sense of adaptability to uncontrol-
lable factors. Innovations in nonnuclear
capabilities and growing reliance on space
and cyber further exacerbate potential
uncertainties, namely, the form that non-
nuclear strategic attacks will take and the
extent of their impact on populations and
national decisionmakers.
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Airman 1%t Class Jackson Ligon, left, and Senior Airman Jonathan Marinaccio, 341 Missile Maintenance Squadron technicians, connect reentry

4

system to spacer on intercontinental ballistic missile during simulated electronic launch Minuteman test, September 22, 2020, at launch
facility near Great Falls, Montana (U.S. Air Force/Daniel Brosam)

The second attribute of a chaotic
network is a sensitivity to initial condi-
tions. In short, slight changes to system
inputs can result in dramatically different
futures. Applying this characteristic to
escalation dynamics reveals that the entire
spectrum of conflict is interconnected.
Activities conducted today, and activities
that occurred in the past, influence the
path of escalation in the future or whether
escalation occurs at all. As a result, strate-
gists must consider the tradeofts between
taking risks now versus taking risks later.
In some circumstances, it may be neces-
sary to take provocative actions early, as
the consequences of escalation are more
acceptable in crisis than they would be
in conflict. This is called forward con-
nectivity, but there is also backward
connectivity. Backward connectivity refers
to the impact that future potentialities
have on activities conducted today. This
is not a new concept. During the Cold
War, for instance, it was described as the
nuclear shadow: the capacity of a nation
to escalate to the highest levels of ag-
gression both enables and restrains its
behavior in every scenario short of that
extreme. As a result, strategic deterrence

is concerned not only with the potential
of strategic attack but also the potential
of a crisis or conflict in the first place, and
even the nature of competition in the gray
zone leading to a crisis. Furthermore,
deterrence strategies must heed the way
conflict is prosecuted, realizing the way
in which the actor achieves objectives at
the tactical /operational level influences
an adversary’s decision calculus regarding
the need or opportunity to escalate to the
strategic level.

The chaotic nature of escalation
dynamics with a strategic adversary
may lead to extreme nonlinear escala-
tion rather than the stair-stepping (or
ladder-climbing) escalation displayed in
figures 1 and 2. The potential for extreme
jumps in aggression also depends on
things such as the adversary’s risk-taking
propensity; warfighting strategy and the
role of'its nuclear weapons therein; force
composition and posture; and perceived
consequences of defeat and prospects
for success. It also depends on the ad-
versary’s view of U.S. will and resolve.
These factors contribute to the potential
of nonlinear escalation, as displayed in
figure 3. Here, the adversary perceives

rapid escalation to tactical nuclear use
as necessary to establish a warfighting
advantage and, otherwise, avoid certain
defeat (point 3).

An adversary conducting such
extreme escalation is a possibility too
often dismissed in our war games, plans,
and strategies. When it comes to crisis
or conflict with a strategic competitor,
traditional warfighting strategies that
attempt to overwhelm and defeat at the
tactical /operational layer with no regard
to the strategic layer are dangerously
insufficient. As discussed in the next sec-
tion, the challenge becomes prevailing
in the tactical /operational and strategic
layers simultaneously.

DBI Periods. Understanding escalation
dynamics provides insight into the inter-
play among varying levels of aggression. As
mentioned, key inflection points denote a
leader’s intentional decision to escalate to
a higher level of aggression.? These escala-
tion points result in distinct DBI periods:
day-to-day, active, intrawar, and restore
(see bottom of figures 2 and 3).

Each DBI period prioritizes dif-
ferent objectives and holds its own
challenges. As a result, each requires
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Figure 3. Nonlinear Escalation
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a crisis. The challenge of this period is
maintaining and upholding deterrence
objectives while competing with potential
adversaries. Competition strategies seck
to advance one’s own position relative to
another’s. Such advantages may include
diplomatic relationships and agreements,
geographical accesses and territorial
claims, military capabilities and capacities,
global economic influence, and scientific
and technological advancements. In
Great Power competition, the ultimate
issue at stake is the international order.
All these competition objectives run the
risk of elevating a competitor’s cost of

Extreme stakes and perceived
necessity drives rapid escalation to
tactical nuclear strikes to avoid defeat.

Crisis " -\‘

Unable to deter large-
scale nuclear attacks

Restore
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restraint. Thus, day-to-day strategies
must manage the tension between com-
petition and deterrence.

The priority objective in the active
period is deterring escalation of an existing
crisis into full-scale armed conflict. When
in a crisis with a strategic competitor, the
challenge becomes balancing the need
to be decisive with the risk of triggering
unnecessary or unintended escalation.
Uncertainty of the adversary’s intent can
risk, on the one hand, indecision or insuf-
ficient responses to effectively demonstrate
stake and will, resulting in the adversary
escalating from a perceived position of
strength or advantage (for example, per-
ceived opportunity for a fait accompli). On
the other hand, uncertainty of adversary
intent can risk overly aggressive actions
that drive the adversary to escalate into an

Two-Party Escalation Dynamics: Nonlinear Escalation

Compel conflict
termination

unnecessary conflict when, perhaps, the
competitor had limited aims to restore or
protect national interests that were achiev-
able short of all-out contflict.

Another important consideration for
adversary intent is deciphering whether a
decision to prosecute conflict has or has
not been made. If the adversary has not
made the decision, then the primary ob-
jective remains deterring armed conflict. If
the adversary has made the decision, but
has not yet fully carried it out, then the
primary objective becomes compellence,
or convincing the adversary to change its
mind regarding escalation. Recognizing
which is called for—deterrence or
compellence—is critical to successful
influence. Where deterrence approaches
are typically more passive, compellence
approaches are active. Where deterrence
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approaches are largely messaging-based,
compellence approaches execute previ-
ously messaged threats.

In the intrawar period, the primary
DBI objective is deterring strategic attack.
Depending on the adversary, this could be
nuclear, nonnuclear, or both. The intrawar
challenge, therefore, is prevailing at both
the tactical /operational and strategic levels
of war. The tactical /operational level fo-
cuses on battlefield advantages on land, on
or under the sea, in the air, in space, and
in cyberspace. Regardless of domain, the
tactical /operational layer is about correla-
tion of forces and capability integration to
prevail militarily against the adversary. In
doing so, the objective is to compel adver-
sary leadership to de-escalate, but it takes
a conventional approach in doing so (that
is, strategic influence first requires tactical /
operational victory).

The strategic layer focuses on influ-
encing adversary leadership regardless of
force correlation. It may include the same
military domains, but their application is
designed to directly influence the adver-
sary’s key decisionmaker(s). In addition,
diplomatic, informational, economic, and

Air Force B-52H Stratofortress assigned to 23 Bomb Squadron
prepares to refuel with KC-135 Stratotanker assigned to 91t
Expeditionary Air Refueling Squadron in U.S. Central Command
area of responsibility during Bomber Task Force mission, March
12,2023 (U.S. Air Force/Diana M. Cossaboom)

other tools are used to convince adversary
leadership to refrain from escalation or
turn the adversary’s escalatory behavior
around. How to defeat the adversary
operationally, while convincing it not to
use the means available to escalate out of
such defeat, is a wicked problem and the
dilemma of the intrawar period.

Finally, the restore period includes
two key DBI objectives. The first is to
compel termination of ongoing but lim-
ited strategic attacks, and the second is to
deter large-scale, existentially threatening
strategic attacks. The challenge in this pe-
riod is correcting the failure(s) of previous
strategic deterrence attempts in @ manner
that does not result in further escalation.

If efforts leading to the adversary’s
strategic attack were insufficient (for
instance, inadequate execution) or incor-
rectly focused (wrong perceptions), how
do deterrence planners course correct?
The correction cycle may go like this: If
an adversary calculated the consequences
of its action prior to decision and those
consequences were acceptable, then
restoring strategic deterrence requires
a response that “fixes” those specific

perceptions. However, recall the grow-
ing uncertainty of such an environment:
Determining what those perceptions
were, and what they might be now,
is extremely difficult. Alternatively, if
the adversary’s strategic escalation was
from a position of necessity (that is,
consequences of restraint were unaccept-
able), then the question at hand is what
response (to include self-restraint) might
case those pressures, if one even exists?
The worst-case scenario is responding in
a way that inadvertently exacerbates con-
sequences of inaction to an extreme that
drives large-scale existential escalation.
Interwar Dynamics. As complex as
two-party escalation dynamics and DBI
periods are, it gets worse when consider-
ing the potential for simultaneous crises or
conflicts. Multiple priority DBI objectives
would exist, and the challenges of an indi-
vidual DBI period would be complicated
by the challenges of others. Moreover, the
escalation dynamics of one conflict may

interfere with the dynamics of another. An
adversary’s perceived need or opportu-
nity to escalate may be influenced by the
events occurring in another conflict.
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New strategic deterrence frameworks
must be tailored not only to distinct
potential adversaries but also to the
dynamics of specific DBI periods by
adversary. In general, approaches for day-
to-day DBI are not sufficient for active,
intrawar, or restore. We cannot continue
the same deterrence activities that were
occurring before conflict during conflict,
just to a greater extent. Approaches to
cach DBI period’s challenges must be
as unique as the challenges themselves.
The same applies to whether there is a
single crisis or conflict or multiple. If
there are multiple, approaches to one
must account for the others. In such
circumstances, the United States will
be pursuing multiple objectives simul-
tancously, within and across different
adversaries, with potentially varying pri-
orities and DBI periods.

Grappling with deterring multiple
strategic adversaries under a range of
diverse scenarios elevates the importance
of understanding interwar dynamics.
Interwar deterrence comprises strate-
gies to deter secondary, tertiary, or any
additional crises and conflicts from
emerging when already engaged in one.
It also includes deterring or compelling
termination of parallel, duplicative, or
opportunistic escalation across multiple
ongoing conflicts.

Complexity grows as the number
of strategic adversaries increases, their
level of coordination deepens, and the
range of their escalation options expands.
In crises or conflicts, this complexity
manifests as a high level of uncertainty
regarding potential escalation pathways
that the United States must consider and
seek to influence. It also increases risks
of compounding escalation dynamics.
Compounding escalation dynamics may
induce higher levels of aggression when
multiple strategic adversaries are engaged
than would exist when confronting a
single competitor.

The extent to which compounding
escalation dynamics emerge likely de-
pends on the nature of the relationship
between strategic adversaries. Figure
4 exhibits the range of these potential
relationships and possible timing of
simultaneous crises or conflicts. In gen-
eral, the risk of compounding escalation
dynamics increases as relationships move
from misaligned to aligned.

To add another layer of complexity,
historical evidence shows these relation-
ships as dynamic. Relations between
and among competitors may and would
likely evolve according to the level of
aggression. What might start as non-
aligned and uncoordinated crises may
develop into aligned and coordinated,

Figure 4. Spectrum of Relations
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Modern DBI Formula
In a multiparty environment, where the
United States will be required to pursue
multiple DBI objectives simultancously
across varying levels of aggression, the
traditional deterrence formula of “deter
actor X from action Y in situation Z”
is outdated.* Rather, a new formula is
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tial or ongoing crises or conflicts. A
modern DBI formula follows:
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B-21 Raider is unveiled to public at ceremony on December 2, 2022, in Palmdale, California (U.S. Air Force)

Operations typically designed and /or
executed in a particular fashion for a spe-
cific actor must now be crafted to achieve
a multiadversary eftect. This could result
in scenarios risking a lower level of ef-
fectiveness against the primary adversary
for the sake of achieving a greater, mul-
tiactor influence. Alternatively, it could
result in operations that require a higher
level of aggression than would otherwise
be necessary but are now appropriate for
2" or n' party influence. Whereas tai-
lored deterrence strategies traditionally
focus on a singular adversary, modern
DBI frameworks must have the flex-
ibility and creativity to address multiple
adversaries simultancously.

Conclusion: Necessary Shifts
The unique challenges of today’s
security environment necessitate an
integrated approach to deterrence.
Integrated deterrence uses all elements
of national power, along with those of
U.S. allies and partners, to deter across
the spectrum of conflict. Such an inte-
grated approach is critical to influencing
all four elements of multiple potential
adversaries’ decision calculi under a
range of circumstances.

Shifting from a singular focus to a
multiactor scanner will be the most diffi-
cult hurdle to overcome. Shifting requires
intellectual diligence and creativity. More
fundamentally, it requires fighting the
urge to simplify the problem. Too often
we narrow our strategy development to

fit resource constraints under the way
things are typically done. Today’s strate-
gists, however, must recognize the threats
as they are and face head-on the reality of
a complex, congested, and compounding
security environment.

Fortunately, there are some best
practices that will help. First, let the
worst-case scenario become the planning
scenario. Specifically, stop restricting
analytic curiosity of adversary partner-
ships and alliances, the scale and scope of
such relationships, and the timing of their
emergence. A simple review of history’s
wars shows partnerships and alliances
form and separate according to individual
actors’ security needs. The statement
“They would never” should be prohib-
ited from the modern strategist’s lexicon.

Second, analyze the interconnectivity
of potential adversaries. Understanding
an adversary means considering the range
of possible paths to escalation with the
range of possible conjoining crises or
conflicts. In an era of Great Power com-
petition, where the vital national interests
of multiple strategic adversaries converge,
it is prudent that we connect the dots to
see the entire threat landscape.

Finally, increase understanding of
potential adversaries’ strategic cultures.
Understanding a competitor requires
understanding its unique history, values,
and practices. This should guide strategy
development across all DBI periods but
may be especially critical for intrawar,
restore, and interwar strategies.

A new security environment de-
mands assessing our strategic deterrence
approaches to identify the truths that
are enduring, the assumptions that no
longer hold, and the frameworks that
require an overhaul. What was sufficient
for previous threat environments is not
sufficient today. JFQ

12022 National Defense Strategy of
The United States of America (Washing-
ton, DC: Department of Defense, 2022),
https://media.defense.gov,/2022 /
Oct/27,/2003103845/-1/-1/1,/2022-NA-
TIONAL-DEFENSE-STRATEGY-NPR-MDR.
PDF.

2 Another form of compellence, which is
not included here, is influencing another to
take actions it does not want to take.

3While accidents or unauthorized actions
may also lead to escalation, these instances fall
outside the scope of this article, as their results
are unintentional or at least not the intention of
the leader whose decision calculus is the target
of strategic deterrence frameworks. Neverthe-
less, these unintentional or unauthorized paths
to escalation are necessary to consider and
mitigate for a comprehensive security strategy.

* Detervence Operations Joint Opernt-
ing Concept, Version 2.0 (Washington, DC:
Department of Defense, December 2006),

52, https://www.jcs.mil /Portals /36 /Docu-
ments/Doctrine /concepts/joc_deterrence.
pdfrver=2017-12-28-162015-337.
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Preventing the Nuclear Jungle
Extended Deterrence, Assurance, and
Nonproliferation

By Jennifer Bradley

oday, most people do not remem-
—|_ ber a time when the United

States was not allied with the
North Atlantic Treaty Organization
(NATO), Australia, Japan, and the
Republic of Korea. As these alliances

Dr. Jennifer Bradley is a Senior Deterrence
Analyst in the Plans and Policy Directorate at
U.S. Strategic Command.

span over seven decades, it is easy to
take for granted that the relationships
will continue as they always have into
the future. In fact, this phenomenon is
not as common as it may seem, as only
a handful of alliances have had this kind
of longevity in the modern era.! Based
on shared values, common interests,
and a shared threat perspective, these
alliances have had the safe, effective,
and reliable nuclear deterrent of the

United States throughout the decades
to serve as the cornerstone of the secu-
rity guarantees provided. The changing
security landscape and the emergence
of the two-peer nuclear environment
will challenge extended deterrence in
ways not yet well understood. This
requires reexamining deterrence strate-
gies and potentially acquiring new
capabilities to effectively assure allies
and close the growing “assurance gap.”
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U.S. Policy of Extended
Deterrence

The U.S. policy of extended deterrence
was born out of the overwhelming
conventional threat posed to Western
Europe by the Soviet Union at the
dawn of the Cold War. To deter Soviet
invasion and expansion, the United
States extended nuclear deterrence
abroad. NATO was created as a nuclear
alliance in 1949, with nuclear deter-
rence made credible by U.S. nuclear
forces forward-deployed to NATO
serving as the foundation of the collec-
tive defense agreement.? The policy of
extended deterrence was not limited

to Europe. In the Pacific, to defend
against growing threats from China and
North Korea, the U.S. nuclear umbrella
expanded to include Australia, Japan,
and South Korea, with U.S. nuclear
weapons forward-deployed to South
Korea, though without NATO-style
nuclear-sharing arrangements and fully
under U.S. control.

The policy of extended deterrence
remains a key component of the security
strategy of the United States and its al-
lies. The 2022 Nuclear Posture Review
released by the Joseph R. Biden admin-
istration affirms the U.S. commitment
to extended deterrence, stating that
the United States would “[ensure] our
strategic deterrent remains safe, secure,
and effective, and our extended deter-
rence commitments remain strong and
credible.”® Furthermore, allies under
the nuclear umbrella have reiterated
the importance of relying on the U.S.
extended nuclear deterrent for their
security. The Secretary General’s 2022
annual report reaffirmed NATO’s status
as a nuclear alliance, stating, “As long as
nuclear weapons exist, NATO will remain
a nuclear alliance.”*

In 2023, the Washington Declaration
affirmed that South Korea “has full
confidence in U.S. extended deterrence
commitments and recognizes the impor-
tance, necessity, and benefit of its enduring
reliance on the U.S. nuclear deterrent.”
Japan’s Defense White Paper provides a
summary of a U.S.-Japan defense ministe-
rial meeting in which Japan “stated that
bilateral efforts at various levels to ensure

nuclear deterrence remains credible and
resilient [are | more important than ever
under the current international security sit-
uation.”® And finally, Australia’s National
Defence Strategic Review states, “In our
current strategic circumstances, the risk
of nuclear escalation must be regarded as
real. Our best protection against the risk
of nuclear escalation is [ U.S.] extended
nuclear deterrence.””

Both the United States and its al-
lies remain committed to extended
deterrence, but changes in the security
environment mandate a review of
the consultative mechanisms and the
forces available, as they remain largely
unchanged from when they were ad-
justed after the conclusion of the Cold
War. During the Cold War, extended
nuclear deterrence was made credible by
forward-deploying nuclear weapons into
Europe and the Pacific. However, as the
security environment changed after the
collapse of the Soviet Union, the United
States shrank its nuclear footprint, re-
turning most of its nuclear weapons from
Europe, and retiring the Tomahawk
nuclear sea-launched cruise missile
(TLAM-N).® While these decisions made
sense for the security environment that
they were made in, that era has passed.
Renewed focus on ensuring the credibil-
ity of extended deterrence is necessary to
assure allies of their security in a chang-
ing security environment.

Challenges to Extended
Deterrence

Russia’s invasion of Ukraine brought
into sharp relief the challenges that the
United States and its allies face from
revisionist powers dissatisfied with

the international system. Threatening
nuclear weapons use against both NATO
and non-NATO states has become com-
monplace for Russian officials—a threat
made credible by a robust nuclear mod-
ernization program focused on improv-
ing existing forces and developing novel
capabilities.” More concerning, the poor
performance of Russian conventional
forces in Ukraine may lead Russian mili-
tary strategists to rely more heavily on
Russia’s expansive tactical and strategic

nuclear capabilities to compensate for
weakness in its conventional forces.
While the prospects of China’s forced
unification with Taiwan have dominated
security analysis in the last few years,
China’s ambitions extend much fur-
ther and include reforming the global
governance system to be more in line
with its interests. These interests include
establishing its own sphere of influence,
which places China at odds not only with
its regional neighbors concerned about
their sovereignty and access to natural
resources but also with global nations
committed to the rules-based interna-
tional order.!® The revelation of Chinese
ambitions has been underscored by
full-scale conventional and nuclear mod-
ernization and expansion. Due to a lack
of transparency, China’s intentions for its
nuclear force remain opaque. However,
cach year the Department of Defense’s
report, the Military and Security
Developments Involving the People’s
Republic of China, increases its estimate
of the future size of China’s nuclear arse-
nal, with the 2022 report stating China
could possess a nuclear stockpile of 1,500
weapons by 2035.!! The rapid growth of
China’s nuclear arsenal allows it to adapt
its nuclear strategy in any way it deems
necessary to address its security concerns
and achieve its strategic objectives.
When comparing the challenges
posed by Russia and China to those of
North Korea, it is tempting to dimin-
ish the threat because it is not to the
same scale. But that could be a mistake.
Continued advancements in North
Korean missile technology and growth
of'its nuclear force means that it poses a
credible threat to the homelands of the
United States and our Indo-Pacific al-
lies.'> Moreover, North Korea’s nuclear
doctrine calls for “preemptive and offen-
sive nuclear strike,” with credible nuclear
forces capable of preemptive attack and
nuclear warfighting.'®* Coupled with
North Korea’s history of provocation,
the potential for miscalculation on the
Korean Peninsula continues to increase.
While it is customary to examine each
threat separately, the threats become
more acute when examined together.
Furthermore, strategists must consider
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Maintainers assigned to 393 Expeditionary Bomb
Squadron prepare B-2 Spirit for its first hot pit
refueling at @rland flystasjon, Brekstad, Norway,
August 29, 2023 (U.S. Air Force/Heather Salazar)

the potential for these adversaries to work
in unison to achieve their aspirations,
especially given that each adversary has
identified the United States and its allies
as security threats and an impediment to
achieving its national security objectives.
Prior to Russia’s invasion of Ukraine,
China and Russia released a communiqué
describing their relationship as a no-limits
friendship. While the latest communiqué
reframed the relationship as a “compre-
hensive partnership,” what is clear is that
cooperation between these two states will
continue and grow for the foreseeable fu-
ture."* While North Korea’s relationship
with China and Russia has often been
volatile, with North Korea always careful
not to become overly reliant on—and
therefore vulnerable to—both nations,
recently it has increased its overtures of
cooperation to build strategic partner-
ships with both China and Russia.!® The
prospect of cooperation and potentially
collaboration between or among these
nations will challenge extended deter-
rence in the next decades.

The Assurance Challenge

The terms extended detervence and assur-
ance are often used interchangeably, but
while the concepts are related, they are
focused on different audiences. Extended

deterrence is directed at influencing
adversaries to prevent attacks on allies,
while assurance is directed at convinc-
ing allies of U.S. commitment to their
defense. Just as deterrence is a cognitive
function in the mind of the adversary,
assurance is a cognitive function in the
mind of the ally. Both rely on perceptions
of the capability, credibility, and will of
the United States to defend its vital inter-
ests and meet its security obligations.

Assuring allies is inherently difficult.
While Thomas Schelling’s Nobel Prize—
winning research on deterrence described
the benefits of uncertainty or “the threat
that leaves something to chance” for
deterrence, assurance of allies requires a
greater level of certainty and credibility
because allies are unwilling to leave their
security to chance.'® Nor should they
be expected to. This challenge has been
deliberated for decades, with analysts
and policymakers debating the ques-
tion, “Would the United States sacrifice
San Francisco for Tokyo or Boston for
Prague?” It is a question that generates
tremendous anxiety for the allies under
the nuclear umbrella because their secu-
rity depends on the answer.

This anxiety is made substantially
worse because the most likely pathways
for potential nuclear use begin with

regional conventional conflict escalating
to limited nuclear use, meaning that our
allies are on the frontlines for this threat.
Compounding this anxiety are the invest-
ments both Russia and China have made
into low-yield theater nuclear weapons.
These weapons can hold the allies at risk
and grow North Korea’s nuclear arsenal
while potentially lowering the threshold
for use. Furthermore, deterring opportu-
nistic aggression in one theater while the
United States is fully engaged in another
will challenge extended deterrence,
heightening allies’ anxiety and decreasing
their confidence in extended deterrence
meeting their security needs.

Risk to the Nonproliferation
Agenda

The 2022 National Defense Strategy
reiterates the U.S. commitment to
nonproliferation of nuclear weapons,

a commitment the United States has
held since the mid-20t™ century. A key
driver for providing a nuclear umbrella
for allies was to reduce the necessity

for them to develop their own nuclear
capabilities to meet their security needs.
This allowed allies to forgo their nuclear
ambitions and accede to the Nuclear
Non-Proliferation Treaty as nonnuclear
states, strengthening the nonprolifera-
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tion regime. In fact, the Department of
State has stated, “Nuclear umbrella secu-
rity agreements, whether unilateral or
multilateral, have been, and are expected
to continue to be, effective deterrents to
proliferation.”” The risk if allies under
the nuclear umbrella lose confidence in
extended deterrence, determining that
their security needs are no longer met
by U.S. guarantees, could potentially
put pressure on allies to develop their
own nuclear weapons, undermining the
nonproliferation regime.

Recently, this risk has become more
acute. President Yoon Suk Yeol of
South Korea suggested in 2023 that the
Republic of Korea may have to consider
building its own nuclear weapons to
confront its deteriorating security envi-
ronment. These suggestions came after
the announcement that South Korea will
stand up its own Strategic Command in
2024 charged with the mission of address-
ing the North Korean nuclear threat and
commanding the South’s strategic forces,
to include conventional ballistic missiles,
missile defenses, and space and cyber
capabilities, to name a few.!® These moves
have been popular with the public, with
polling suggesting the South Korean pub-
lic overwhelmingly supports the country’s
acquiring its own nuclear deterrent.'”

While South Korea has the most
public support for developing a nuclear
capability, it is not the only nation under
the nuclear umbrella contemplating such
a move. The governments of both Japan
and Australia, traditionally staunchly
against building a nuclear capability of
their own, have more openly discussed
the merits of, at a minimum, nuclear-
sharing agreements. Some in the Japanese
government have been more forward
leaning. Former Japanese Defense
Minister Shigeru Ishiba stated in 2017,
“Japan should have the technology to
build a nuclear weapon if it wants to do
$0.”7?° Moreover, it must be noted that
these nations are more than technically
capable of developing nuclear weapons
and it is political considerations that have
served as a restraint. As those political
considerations continue to change, they
may no longer serve as a restraint but as a
catalyst for proliferation.

Mitigating the Risk

to Assurance

Assuring our allies is an imperative, not
only for the health of the nonprolifera-
tion regime but also for the continued
strength of the alliance relationships.
The benefits that the United States
receives from strong alliances are numer-

ous. These relationships contribute to
global stability and prosperity by binding
powerful nations together with a shared
vision and purpose. Also, by building
militaries that are interoperable and exer-
cising in peacetime, these alliance rela-
tionships increase the involved nations’
overall military strength, thus enhancing
deterrence. Failing to mitigate the risk to
assurance could introduce stress into the
alliances, undermining cooperation and
creating the potential for global instabil-
ity with the increased risk of arms races
and growing competition.

To address the challenge, the United
States must remain committed to the
nuclear modernization program. The
potential for productive relationships with
Russia and China, the focus on the war
on terror, and continued conflicts in the
Middle East resulted in decisions for nu-
clear modernization being delayed. While
the programs are under way, they are at a
point that any delay in funding or techni-
cal issues may result in an increase in risk.

While it is imperative that the mod-
ernization program stays on track, the
decisions for the program were made in
2010, in a more benign security envi-
ronment. Since that time, the increased
aggression of Russia, the strategic
breakout of China, and the continued
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Ohio-class ballistic-missile submarine USS Kentucky arrives for port visit in Busan, Republic of Korea, July 18, 2023 (Screenshot/U.S. Navy
Video/Adam Craft)

advancement of North Korea’s nuclear
program require the United States and
allies to reevaluate their strategy to con-
front these new security threats. NATO
has begun that process with the Vilnius
Summit Communiqué, announcing

a new generation of strategic plans to
increase readiness and improve deter-
rence of threats.?! However, any new
strategy must address the risk to extended
deterrence of the two-peer environment
and the risk of opportunistic aggression
from one adversary if the United States is
engaged with the other. Therefore, any
strategy for Europe must consider the
risk of opportunistic aggression in the
Indo-Pacific region and vice versa. This
will place additional demands on both the
allies and the United States to ensure an
effective deterrent.

Although it is tempting to imme-
diately discuss the capabilities needed
for extended deterrence and assurance,
ensuring that the strategy is sound is a
necessary first step. This leads to a more
fruitful debate on what capabilities are
needed to make the strategy credible.
While each leg of the triad is being re-
placed, a mix of both conventional and
nuclear capabilities is necessary to meet

both the military and political require-
ments for extended deterrence. Militarily,
the forces must be survivable and prompt
while also capable of holding a variety
of adversary targets at risk. Strategically,
the forces must provide a persistent
presence, be visible to the adversary,
while also being acceptable to the ally
and potentially providing the option for
burden-sharing.?? Through consulta-
tions, the United States and allies should
develop a suite of capabilities to make
the extended deterrence strategies cred-
ible. Working directly with allies will also
enhance assurance.

Consulting with allies is impera-
tive for assurance, and to that end, the
United States is modernizing and
enhancing the processes for consulta-
tions within the alliances. Today, these
processes are quite different between
the Indo-Pacific allies and the NATO
allies. There may be benefits in creating
NATO-like consultative mechanisms
and processes for the Indo-Pacific al-
lies. This would increase assurance
by ensuring allies feel that they are
actively involved in decisions affecting
their security. Additionally, building
mechanisms to conduct combined

deterrence planning across deterrence
periods and spectrums of conflict will
better allow the alliances to integrate
deterrence operations. The Washington
Declaration has laid the foundation for
building these mechanisms with South
Korea, announcing the establishment of
a Nuclear Consultative Group charged
with increasing nuclear dialogue, infor-
mation-sharing, and strategic planning.?®
Finally, the security environment neces-
sitates that NATO allies and Indo-Pacific
allies work together to address security
threats. Strengthening relationships
across regions and nations will enhance
deterrence throughout an increasingly
interconnected security environment.

Conclusion

The grand bargain of extended deter-
rence is a unique aspect of U.S. alli-
ance relationships. Elaine Bunn, the
former Deputy Assistant Secretary for
Nuclear and Missile Defense Policy,
testified before Congress on this phe-
nomenon, remarking:

1 have come to believe that extended deter-
rence is amazing from both sides. We have
our non-nuclear allies, who have forsworn
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their own nuclear weapons and rely on
another country, the U.S., in high-end
situations, including nuclear attacks on
their own territory and people. And it is
amazing that the U.S. takes on the risk
and responsibility of putting its own forces,
even its population and territory, at visk on
behalf of an ally. And that is an amazing
fuct to the point that some, in the past, have
found it incredible*

The emerging two-peer environment will
increasingly challenge this “amazing”
agreement.

The credibility of extended deterrence
is being directly tested by our potential
adversaries as they pursue their goals that
increasingly challenge the security of the
United States and its allies. The conse-
quences of failing to assure allies could
dramatically change the international
environment. Failing to address the chal-
lenges to assurance increases the risk of’
nuclear proliferation by allies. General
Cotton testified to this risk, stating, “The
credibility of our extended deterrence
commitments is not only part of the na-
tion’s ironclad commitment to our allies,
but it’s also essential in limiting prolifera-
tion of nuclear weapons.”?® Mitigating
this risk requires reexamining our strate-
gies, designing an extended deterrence
posture with both conventional and
nuclear weapons to achieve that strategy
while modernizing the alliance structures
and consultative mechanisms that in-
crease alliance integration. This requires
the United States to be open and increase
consultations, especially with our East
Asian allies, on nuclear deterrence strate-
gies and their respective employment.

Every contflict the United States has
fought since World War I has involved
allies. They are the greatest asset of the
United States, and it is easy to take the
U.S. alliance system for granted because
of the longevity of the relationships.
However, in the next decades, the
challenges to extended deterrence and
assurance will only increase. The United
States needs to take proactive action now
to enhance extended deterrence and
mitigate the risk to assurance to ensure
our allies that the U.S. commitment is
“ironclad.” Failing to close the gap might

have consequences that could dramati-
cally reshape the security environment.
During World War 11, Winston Churchill
observed, “There is only one thing worse
than fighting with allies and that is fighting
without them.”?¢ By placing alliances on a
solid footing for decades to come, priori-
tizing extended deterrence and assurance
will ensure that the United States does not
face Churchill’s worst-case scenario. JFQ
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tional order pose discrete challenges
to U.S. national security and that of
its allies and partners. The most con-
sequential shift may be the pace with
which the People’s Republic of China
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(PRC), the Russian Federation, and
the Democratic People’s Republic of
Korea (DPRK or North Korea) are
expanding and diversifying their stra-
tegic capabilities, each increasing its
reliance on nuclear weapons to achieve
national objectives. When viewed in
their totality, such changes constitute
a generational challenge for which the
United States must develop a prevailing
national strategy.

Nuclear weapons and their unique
deterrent effects have long been the
cornerstone of U.S. national security and
a steadfast pillar of international stability.
The United States has, for decades, sought
to maintain a safe, secure, and effective
nuclear force.! As U.S. competitors,
principally China and Russia, modernize
their nuclear weapons complexes and field
advanced nonnuclear strategic capabilities,
U.S. leaders recognize that “deterrence
now demands far more coordination, in-
novation, and cooperation from us all.”
In such an environment, the United
States must continue reassessing the role
and effectiveness of nuclear forces in
safeguarding America’s vital interests—in
part by implementing “integrated deter-
rence” as outlined in the U.S. National
Defense Strategy.?

Some analysts may observe China,
Russia, and North Korea augmenting
their nuclear arsenals and missile capa-
bilities and justifiably conclude that the
United States needs to increase the size
of'its own nuclear stockpile. While the
balance of nuclear forces is a key input
into deterrence calculations, emergent
geostrategic risks are not just nuclear.
Strategic deterrence involves confidence
in being able to cover targets and ex-
ecute deliberate nuclear plans, but a
larger set of considerations necessarily
affect the probability of U.S. deter-
rence success or failure. A prescient
and responsive U.S. strategy cannot
focus solely on the quantity of nuclear
weapons because some potential threats
cannot be credibly deterred by simply
having more nuclear weapons. To be
clear, debates surrounding nuclear force
sizing are necessary—but nuclear weap-
ons alone may not solve 21%-century
deterrence challenges.*

This article proposes an approach to
nuclear force sizing debates based on a
framework built on four analytic dimen-
sions: overarching risk management
approaches; deterrence and assurance
objectives; strategic force employment
guidance; and operational constraints.
The answers to key questions across these
dimensions provide a structure to inform
debates about the appropriate size and
characteristics of U.S. nuclear forces.
Only after clarifying U.S. objectives
across these dimensions and focusing on
key considerations therein should policy-
makers enter nuclear force sizing debates.
The resulting analysis does not advocate
for any policy position or hypothesize
the “correct” number of nuclear forces.
Instead, the purpose of the framework is
to focus nuclear force sizing debates on
more fundamental assumptions regarding
the role of nuclear weapons in achieving
U.S. national security objectives.

Strategic Environment

The PRC, under the leadership of
General Secretary Xi Jinping, is accel-
erating its military modernization
programs, with many anticipating
dramatic changes to Beijing’s nuclear
force composition.® The U.S. Depart-
ment of Defense (DOD) estimates

that “the PRC’s operational nuclear
warheads stockpile has surpassed 400”
and “will likely field a stockpile of about
1,500 warheads by its 2035 timeline,”
if current trends continue.® Meanwhile,
Russia is completing a decades-long
nuclear modernization program and
continuing to invest in a growing arsenal
of more than non-treaty-accountable
(colloquially referred to as nonstra-
tegic, or tactical) nuclear weapons.”
The DPRK has also made “significant
advances over the past two decades in
developing a nuclear weapons arsenal,”
with some estimating that Pyongyang
has sufficient fissile material to build 45
to 55 nuclear weapons, with 20 to 30
potentially assembled.?

The PRC, Russia, and the DPRK
are also raising the salience of nuclear
weapons in their military strategies “to
secure coercive and military advantage
against the United States, and its allies,

and partners.” Beijing has engaged in as-
sertive behavior in the Taiwan Strait and
the Indo-Pacific region, Russia’s Vladimir
Putin has heightened nuclear risks in his
attempts to dissuade continued Western
support for Ukraine, and Kim Jong Un
oversaw the passing of a new law that ex-
pands the conditions under which North
Korea would use nuclear weapons.'?

Numbers Debates

Some analysts contend that if the most
consequential potential U.S. adversaries
are developing more nuclear weapons,
so should the United States. Such argu-
ments are not without basis. The 2010
New START Treaty limits U.S. nuclear
forces to 1,550 deployed strategic
nuclear weapons and 800 deployed

and nondeployed delivery vehicles.

The world has changed significantly

in the past 14 years, and the risks to
deterrence have unambiguously grown.
Others may look to the Treaty on the
Prohibition of Nuclear Weapons—
which currently has 92 signatories—and
Russia’s nuclear intimations in Ukraine
to argue that the world needs to
decrease the number of deployed nuclear
weapons.

Numbers of nuclear weapons can
inform and shape strategy, but no matter
the frame of reference, secking more or
fewer nuclear weapons is not a strategy
in and of'itself. It is a desired endstate.

If every challenge could be overcome
through strategic nuclear deterrence, a
simple answer of adding more nuclear
weapons to the deployed U.S. stockpile
would be an obvious solution. But there
are many risks that nuclear weapons alone
cannot overcome and many consider-
ations that go into determining which
force postures and employment guide-
lines are achievable. This is not to argue
that other capabilities, either military or
nonmilitary, can replace the unique deter-
rent effects of nuclear weapons. Rather, as
U.S. national guidance has focused lead-
ers on a strategy of integrated deterrence,
it is imperative to understand where and
how other capabilities can support the
U.S. nuclear enterprise in deterring stra-
tegic attacks against the United States, its
allies, and its partners.
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Debating the merits of different
nuclear force sizes without clear reflec-
tion back to underlying U.S. strategic
objectives puts the cart before the horse.
Nuclear force sizing debates can distract
from much more important discussions
about underlying assumptions and beliefs
about the role of nuclear weapons in U.S.
national security.

Before advocating for nuclear force
sizes, analysts should identify the at-
tributes and characteristics of nuclear
weapons most relevant to achieving U.S.
objectives set by broader national security
strategies. The appropriate composition
of U.S. nuclear forces must factor in
considerations across dimensions of risk
management; deterrence and assurance
objectives; strategic force employment;
and operational constraints. By analysts’
following an analytical method, the
necessary attributes and characteristics
of nuclear forces should become clearer.
Such an approach drives strategy debates
and not just force sizing debates.

Proposed Framework

The following section proposes a frame-
work to refocus U.S. nuclear policy and
strategy debates on key questions across
interdependent and interrelated analytic
dimensions: risk management; deterrence
and assurance objectives; strategic force
employment; and operational require-
ments. Risk management refers to the
overarching strategy for navigating geo-
political, technological, programmatic,
and operational risks. Deterrence and
assurance objectives help determine the
capabilities necessary to prevent strategic
attack on the United States and its allies
and partners. Based on the profile of risk
and the identified objectives, policymak-
ers outline strategic force employment
guidance for a given challenge. Such
guidance and analysis must consider the
operational requirements of maintaining
a particular posture or executing certain
plans. Key considerations within each
dimension guide discussions to the heart
of many assumptions about the required
size of the U.S. nuclear arsenal by isolat-
ing where and how nuclear weapons are
most useful in achieving national security
objectives—and where they are not.

The questions outlined below may
not—and in some cases should not—be
precisely answered in public forums.
Policymakers prefer to build in ample de-
cision space for leaders, particularly where
nuclear weapons are concerned, and
explicit answers to the questions in each
dimension could constrain that decision
space. If] for example, the United States
outlined exactly what it sought to deter,
potential adversaries may perceive false
comfort in misbehaving under those de-
terrence thresholds, which could impinge
on other national interests.

Risk Management
Considerations

Risk management has been a key com-
ponent of U.S. national strategy and
nuclear force sizing debates for more
than 30 years. Reframing policy and
strategy choices as an exercise in risk
management emphasizes the trade space
between different possible solutions
and requires policymakers to evaluate
a broader set of capabilities in pursuit
of that solution. Risk management
requires leveraging U.S. capabilities
across the interagency community and
among international allies and part-
ners—one of the primary objectives of
integrated deterrence. For example,
shaping potential adversaries’ percep-
tions is a key objective of deterrence.
If the objective is framed as a nuclear
policy choice, proposed solutions may
help to adjust the number of deployed
nuclear weapons. If, however, the chal-
lenge is posed as one of risk manage-
ment, there is more space to evaluate
other means of influence (for example,
diplomacy, economic punishments, or
incentives). Both approaches may yet
result in a similar recommendation,
but intentionally framing objectives
through a broader risk management
lens requires analysts to examine how
nuclear weapons fit among other U.S.
instruments of power.

The proposed framework focuses
on four categories of risk: geopolitical,
technological, programmatic, and op-
erational.!! China’s nuclear expansion is
an example of a realized geopolitical risk.
Technological risks include those that

could undermine the effectiveness of U.S.
nuclear weapons systems, such as break-
throughs in advanced missile defenses.
Programmatic risks refer to potential
delays in U.S. nuclear modernization
programs. Operational risks encompass
delays to force generation, force availabil-
ity constraints, unanticipated changes to
operational requirements, and so forth.
Each category of risk has implications for
determining the appropriate attributes
and characteristics of U.S. nuclear forces.
Geopolitical Risk. Different actors’
behaviors shape geopolitical trends and
in turn condition the nature of states’
interactions, the profile of developing
risks, and balances of power around
the world—depending on the rela-
tive successes or failures of a particular
country’s goals. Given this, geopolitics
shape the strategic landscape and in-
herently underwrite all dimensions of
policy and strategy analysis as well as
other risk factors. Emergent risks and
potential threats that warrant a deter-
rence policy derive from the geopolitical
environment. The security landscape
shapes allies and partners’ risk assess-
ments as well the perceived credibility
of U.S. commitments. The objectives
guiding targeting and strategic force
employment guidance are derived from
geopolitics. Operational considerations
necessarily reflect the geopolitical land-
scape because it is the environment in
which operations must be conducted
today and planned to be executed in the
future. Key questions include:

= What risks to U.S. national security
may materialize from geopolitical
change?

= To which of these risks can nuclear
weapons policy and strategy be cred-
ibly applied?

= For which risks are nuclear weapons
insufficient?

By answering these questions, analysts
may begin to identify the attributes of a
nuclear force necessary to achieve U.S.
national security objectives. The last
question in particular helps identify areas
in which other instruments of power may
be more useful than nuclear weapons
alone in achieving U.S. objectives.
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Air Force B-2 Spirit assigned to 509" Bomb Wing taxis at Joint Base Elmendorf-Richardson, Alaska, July 18, 2023, as part of bomber Agile

Combat Employment exercise (U.S. Air Force/Julia Lebens)

Technological Risk. Disruptive
technologies have the potential to
alter geopolitics in unpredictable ways.
Applying advanced technologies—such as
artificial intelligence, quantum comput-
ing, autonomous vehicles, and entangled
digital platforms, among others—to
military operations challenges core as-
sumptions about escalation dynamics
and system vulnerability. Successive U.S.
administrations have sought to capture
the cross-domain deterrence challenges of
technological change within their national
defense strategies, “integrated deterrence”
being the latest manifestation. A growing
portfolio of novel delivery systems also
has important implications for deterring
strategic attacks. Such innovations could
further complicate an already precari-
ous geopolitical balance by influencing
conflict dynamics, gray zone escalation,
systems reliability, and war planning,.
Deploying a nuclear force that can adapt
to such technological change should be a

key objective for U.S. policy and strategy.
Key questions include:

= What present and future technologi-
cal trends pose the greatest risks to
U.S. national security?

= What role can nuclear weapons
have in mitigating such risks? How
might changes to U.S. nuclear forces
(either in number or posture) affect
technological risks?

= What technological risks is the
United States willing to accept?

Programmatic Risk. The most im-
portant considerations of programmatic
risk for nuclear force sizing are those
concerning the time schedule for new sys-
tems coming online. The United States
remains committed to fielding a triad of
strategic nuclear capabilities composed
of a sea leg (ballistic missile submarines),
an air leg (weapons delivered via B-2 and
B-52 strategic bombers), and a ground
force of intercontinental ballistic missiles

(Minuteman IIT), complemented by
forward-deployable dual-capable aircraft
(DCA). The nuclear modernization pro-
gram covers all three legs of the nuclear
triad and DCA capabilities; their sup-
porting nuclear command, control, and
communications network; and the un-
derlying industrial base required to meet
production demands. Nevertheless, mod-
ernization and recapitalization efforts do
influence the flexibility of U.S. nuclear
forces and the capacity to field more or
fewer at any given time. The answers to
the following questions highlight ways in
which programmatic risks could affect the
desired size and posture of U.S. nuclear
weapons. Key questions include:

= How might delays in nuclear mod-
ernization and recapitalization pro-
grams affect currently fielded forces?

= Would adjustments to force size and
posture mitigate some of those risks?
If so, to what end?
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U.S. Air Force 23 Bomb Squadron B-52H Stratofortress, two German air force Panavia
Tornados followed by two German air force Eurofighter Typhoons, and one Belgian air force
F-16 Fighting Falcon fly in formation over Germany during Bomber Task Force mission, August

24,2022 (U.S. Air Force/Michael A. Richmond)

= What are other risks associated
with the transition to replacement
weapons systems?

Opevational Risks. Any change
in nuclear policy has implications for
operational requirements. These opera-
tional considerations (for example, how
many personnel are needed for a certain
posture) are explored below. Changes
to policy and strategy in peacetime or in
carly stages of crisis necessarily affect force
availability and flexibility during times of
increasing tensions or conflict. There is a
risk of resource (mis)allocation because of

deliberate force structure decisions that
could affect nuclear operations. It is there-
fore important to explore the operational
risks associated with changes in nuclear
policy long before analysts advocate for
such changes. Key questions include:

= What redundancies or reinforcing
attributes are necessary in the force
to minimize, or distribute the burden

of, operational risks?

How do other mission sets (for
example, conventional theater war)
affect availability of capabilities to
support nuclear operations?
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= How does the possibility of unantici-
pated operational risks affect the nec-
essary characteristics and attributes of
the U.S. nuclear force?

Deterrence and Assurance
Considerations

Detervence. Deterring strategic attack
remains the cornerstone of U.S. national
security. Even in the most benign security
environment, the United States would
seek to deter strategic attacks against itself
and its allies and partners. Not every po-
tential threat, though, is grave enough to
justify an explicit U.S. deterrence policy;
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deterrence is inherently costly. There

are risks associated with carrying out a
threatened (or implied) response if deter-
rence fails. Punishment is not, however,
the only means of deterrence. The United
States can deter certain behaviors if it can
convince the potential actor that it will
be denied the benefits of acting in the
first place, but that involves investing in
means to deny those benefits. Regardless
of the means of deterrence, the United
States must have sufficient stake in the
consequences of a particular behavior to
be willing to inherit the risks associated
with responding or make the necessary

investments to deny successful manifesta-
tion of the behavior in the first place.
Determining which risks the United
States would have the capability and will
to deter is a key component of identifying
the desired characteristics and attributes
of nuclear forces. Key questions include:

= What actions does the United States
seek to deter?

= Which of those actions can nuclear
weapons credibly and effectively deter?

= To which potential threats is the
application of nuclear deterrence
insufficient or noncredible?

= Where and how might a potential
adversary perceive a plausible advan-
tage of “breaking” U.S. deterrence?

= Are there certain periods (for
example, peacetime, intrawar) where
deterrence failure is more likely?

Assurance. Assurance is not only
about military capabilities; it also relies
as much on policy and strategy. During
the early Cold War, for example, U.S.
policy relied on threats to initiate general
nuclear war against the Soviet Union
if Moscow invaded West Germany.'?
While the United States certainly had
the capabilities to execute such a mission
and the Soviet Union ultimately did not
invade West Germany, some U.S. allies
questioned “American firmness” on its
extended deterrence policy.'?

Assurance comprises efforts to con-
vince allies and partners that the United
States has the capability and will to incur
the risks of deterring attacks on their
countries. Allies and partners may be
more assured if they believe their national
security is a U.S. vital interest and that
the United States can deter efforts to
undermine that interest. Assurance con-
siderations are thus intrinsically bound
to core U.S. deterrence objectives. If the
United States, its allies and partners, and
a potential adversary all perceive U.S.
strategy as credible, both deterrence
and assurance objectives are satisfied.
However, deterrence alone does not
suffice for assurance. If only the United
States and a potential adversary perceive a
U.S. strategy as credible, assurance objec-
tives may not be met even if deterrence is
successful. Key questions include:

= Does assurance require nuclear force
adjustments beyond those required
for deterrence?

= Are allies convinced that potential
adversaries perceive U.S. extended
deterrence commitments as credible?
If not, why not?

Strategic Force Employment
Nuclear weapons force employment
guidance is signed by the U.S. Presi-
dent and further refined by the U.S.
Secretary of Defense and Joint Chiefs
of Staff.'* Planners then “develop
specific military objectives . . . that are
designed collectively to achieve specified
endstates.”"® Once identified, objectives
guide planners as they develop options
to achieve them.'® Analysts advocating
for particular nuclear force sizes must
first account for these force employment
considerations because “U.S. strategy
for nuclear employment informs its
force sizing and posture decisions.”!”
Simply put, strategic force employ-
ment guidance is driven by strategic
and military objectives. Any nuclear
force should maintain the capability
to achieve those objectives to include
directed flexibility in achieving them.
Guidance directs some flexibility (that
is, providing multiple options to the
President), and the force composition
enables flexibility (even in cases when
it is not directed). Such flexibility can
change over time, cither due to direc-
tion, changes in force composition, or
adversary action. Yet nuclear weapons
are part of a broader array of strategic
capabilities, and therefore other tools
may be able to support nuclear force
employment in achieving a desired
objective. For example, improvements
in nonnuclear weapons systems may
decrease the number of nuclear weapons
necessary to satisfy a particular objec-
tive. Whether or not some of these
conventional capabilities can be reserved
for executing strategic objectives has
implications for nuclear force sizing.
Strategic force employment consider-
ations for nuclear force sizing require that
analysts focus on objectives identified by
higher leadership, evaluate the attributes
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and characteristics necessary to achieve
those objectives, and assess how other ca-
pabilities can support such missions. Key
questions include:

= How does the United States priori-
tize different political and military
objectives with the nuclear force?

= How much flexibility (that is, ability
to achieve objectives under different
conditions and in different ways) is
desired in the U.S. nuclear force?

= To what extent can the employment
burden be mediated by nonnuclear
capacities (that is, are nonnuclear
capabilities considered a replace-
ment for or augmentation to
nuclear capabilities)?

= What objectives does the United
States need to be able to achieve
against countries simultaneously (if
any)?

= What forces would be required to
immediately address escalation?

= What forces would be required
to maintain/restore deterrence
thereafter?

= What objectives does the President
want to achieve?

= What adversaries does the President
direct planning against?

Operations
Any desired nuclear posture requires
additional forces beyond those deployed

and additional support capacity beyond
nuclear weapons themselves. For
example, increasing and sustaining the
alert level of the bomber force would
require an increased number of air
crews and tanker availability. Similarly,
the United States may need more
submarines than are at sea day-to-day
because maintenance and upgrade
schedules restrict all submarines from
always being at sea.

The central question is: What are
the operational demands of achieving a
particular force posture? More precisely,
what are the operational requirements
of increasing or decreasing the num-
ber of deployed x on yalert status (x

Defender with 5* Bomb Wing guards entry control point during Global Thunder 23, at Barksdale Air Force Base, Louisiana, April 14,2023 (U.S. Air

Force/James Thompson)
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representing the nuclear delivery system,
yrepresenting desired alert status)? The
precise answer to most of these questions
is not publicly available, but even outside
analysts must consider the operational
implications of any desired change in
force posture—whether in number or
alert status. Key questions include:

= What operational requirements must
be met to present the nuclear force
as desired?

= What is the desired alert posture of
nuclear forces?

= If the force is generated, how long
must/can it be operated in that
state? How long will it take to regen-
crate afterward?

= How much of the force needs to be
postured in a survivable mode at a
given time?

= How much flexibility is needed in
how nuclear operations are executed?

Conclusion

Primary U.S. competitors are augment-
ing their strategic capabilities and mag-
nifying the salience of nuclear weapons
in their national strategies. The result-
ing geopolitical risks are compounded
by an unpredictable technological
future and internal programmatic and
operational risks relating to U.S. stra-
tegic forces. Within this context, the
United States must continue meeting
its deterrence and assurance objectives,
retaining the ability to execute strategic
force employment guidance, and navi-
gating operational constraints. In devis-
ing approaches to such an amorphous
strategic environment, analysts must
reframe nuclear force sizing debates
around fundamental disagreements

and assumptions regarding the role

of nuclear weapons in achieving U.S.
national security objectives.

The proposed framework identifies
four analytic dimensions (risk manage-
ment; deterrence and assurance; strategic
force employment; and operations), and
key considerations therein, to structure
debates about the appropriate attributes
and characteristics of the U.S. nuclear
force. Risk management approaches ac-
centuate ways in which other instruments

of national power can help mitigate
geopolitical, technological, program-
matic, and operational risks. Highlighting
deterrence and assurance requirements
focuses thinking on core objectives for
U.S. strategic capabilities. The principles
and policies shaping strategic force
employment focus on the underly-
ing requirements for nuclear weapons
directed by U.S. leaders. Operational
considerations require analysts to account
for operational constraints of fielding a
particular force composition.

Key questions across each dimen-
sion reveal important assumptions and
differences in beliefs about the neces-
sary attributes and characteristics of
U.S. nuclear forces. By highlighting the
component parts driving U.S. policy and
strategy, analysts can structure conversa-
tions about U.S. nuclear forces in a way
that maximizes their utility and policy rel-
evance. Using such a framework is critical
to ensuring that U.S. leaders understand
the full ramifications of any changes to the
composition of U.S. nuclear forces with-
out getting lost in numbers debates. JFQ
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Chinese model promotes smartphone outside electronics center notorious for selling fake, gray market, and pirated electronics, in Beijing,
September 27, 2015 (Stephen Shaver/UPI)
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technology, and quantum computing.
U.S. leaders and the Taiwan Semi-
conductor Manufacturing Company
recently announced that Taipei would
invest $12 billion to open a semicon-
ductor facility in Arizona to support
5G and other advanced technologies
in the United States and revised the
investment in late 2022 to include a
second semiconductor chip plant for a
total investment of $40 billion.! The
first plant will produce 4-nanometer
chips, while the second will produce
the industry’s most advanced chips at
3 nanometers to meet the U.S. annual
demand of 600,000 wafers per year.?

The PRC’s growing influence has
generated a cottage industry of scholars
and writers who do everything from
explaining the inner workings of the
Chinese Communist Party (CCP) to
exposing threats posed by Chinese ter-
ritorial ambitions and the pending eclipse
of the United States as a global power.
President Xi Jinping stated in 2014 that
the first-mover advantage would go to
“whoever holds the nose of the ox of
science and technology innovation.”?
American leaders must better understand
China’s quest for technological superior-
ity and intellectual property and continue
modifying policies more aggressively.

Data indicate that the PRC contin-
ues to be guilty of flagrant intellectual
property theft (IPT), forced technology
transfers, and trademark and intellectual
patent infringement (IPI). While it is
outside the scope of this article, many
factors are involved, and U.S. busi-
nesses might be partially responsible for
lackadaisical agreements and protection
processes in their quest for market access
in China. Nevertheless, a 2016 report is-
sued by the U.S. Chamber of Commerce
Global Intellectual Property Center in-
dicated that approximately 86 percent of
counterfeit goods continued to emanate
from the PRC.* Simply looking at China
as the source of counterfeit products
might suggest that IPT is rampant and
that little has changed.

However, another aspect of China’s
growth is missed. The CCP is commit-
ted to leading and innovating in several
high-tech sectors, which will continue to

drive increased intellectual property (IP)
protection for Chinese and foreign com-
panies. The data support a shift toward
greater protection of intellectual property
and patents within the country. Chinese
companies are becoming more protective
of their IP, and there were three times as
many IP-related lawsuits filed in 2020 as
in 2016.5 Hence, it is worth exploring the
transformation of intellectual property
rights (IPR) in China, particularly given
the increased competition and restrictions
on American high-tech products. This is
driving China to find international and
internal replacements to mitigate risks to
Chinese interests.

This article focuses on progress
in China’s protection of intellectual
property. Specifically, it looks at China’s
changes toward protecting IP as the PRC
continues to drive economic growth as
one of the world’s leading economies.
Today in China, the reality of IPT is
somewhat more complex. Some Chinese
companies that are global leaders—such
as Huawei, with its 5G network chips—
are built on government subsidies and
nontariff barriers to create national cham-
pions under the protection of the state.
As James Lewis reported in 2020, China
does not hesitate to use “unfair practices
and policies to advance its firms, extract
concessions, or block competition by
foreign companies in China.”” This has
become more typical of foreign compa-
nies’ challenges in China’s markets.

The PRC has made significant
progress toward greater IP protection
and will continue to do so. However, it
might not become an innovation hub
because of stringent centralized control
by the CCP. China’s vast resources
and population mean that the PRC
will seize and dominate some sectors
simply because of scale. Several implica-
tions for U.S. national security demand
modification and substantial changes
to American research and development
(R&D) programs. Three suggestions are
advanced herein to ensure America retains
a competitive edge: increase funding to
the Defense Advanced Research Projects
Agency (DARPA); increase funding to
university and college R&D programs;
and expand and redefine the Advanced

Robotics for Manufacturing Institute to
follow the model (which is explored later)
of Germany’s Fraunhofer-Gesellschaft,
which began in 1949 as a nonprofit orga-
nization and became one of the world’s
leading applied research organizations. A
rudimentary historical framework helps us
grasp the distinct differences in Chinese
culture that are easily overlooked.

Background

Chinese education and administrative
vocations historically focused on rote
memorization in imperial China as early
as the Tang dynasty during the late
classic period (618-907 CE). During
the imperial period, candidates had to
pass an examination to demonstrate
basic knowledge of Chinese classics to
qualify for employment in government
jobs. Memorizing information was
prized, and original thoughts, synthesis,
and analysis were not valued. Vestiges
of the system still exist in the PRC and
Taiwan (Republic of China). However,
the influence of Marxism and Leninism
and the importance of a single version of
truth became the core of PRC society.

Furthermore, the Cultural Revolution
(1966-1976) under Chairman Mao
Zedong purged academics and innova-
tive thinkers while promoting blind
obedience to communist ideology, as
presented by Mao. Taiwan charted a new
democratic path that embraced capital-
ism, innovation, and global collaboration,
and still does today. This explains why
it is one of a handful of countries that
dominates advanced microchips 7 nano-
meters and below.® It is worth noting
that although China is the world’s largest
consumer of semiconductors and chips,
it has yet to develop facilities to fabricate
more advanced chips. The PRC relies on
advanced chips from other countries to
support its supplies.

Given China’s historical focus on
memorizing facts rather than critical
thinking and creativity for its citizens, is it
only natural that it was slow to catch on
to the notion that ideas are the property
of individuals? As Lawrence Page writes,
“An arguable effect of these values is
that the perceived need to protect IP
is outweighed by the tendency toward
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placing collective duties above individual
rights.” With the growth of industrial
production in the 1980s and 1990s,
China’s developing economy snowballed
through counterfeiting, mimicry, and
reverse-engineering products to provide
cheaper alternatives globally. One of the
consequences of the practice was that
many companies sought to make money
quickly rather than build quality products
and establish brand names and long-term
relationships with consumers. !
Intellectual property primarily refers
to patents, copyrights, trademarks,
and trade secrets, though these terms
are not mutually exclusive or easily
defined. The U.S. relationship with
China over trade imbalances and IP has
been tense recently. It is easy to jump
to conclusions and condemn China for
insufficient IPR, but the details must be
set in context. lan Harvey and Jennifer
Morgan point out, “All too often, fair
concerns about the ability of Western
companies to compete with Chinese
ones, or fears about the outsourcing of
production to take advantage of cheap
labor, are miscategorized as IPR issues.
Although not plentiful, some studies have
demonstrated that it is not uncommon
for “complaints” from U.S. senior
business executives to be based on a lack
of understanding of 1P, as well as their
role in further exacerbating the problem
in China, which can often be a result of
weak patents and oversight in registering
patents in China.!? More detailed analysis
helps sort the facts from fiction.

»11

Transforming IP

Before 1984, patent laws did not exist
in China. The growth of intellectual
property in China made tremendous
progress in the 1980s and 1990s, with
Chinese representatives attending all
international IPR conventions. Before
this period, China was listed as one of
the top violators of IP, driven mainly
by movie and software violations.
Numerous fines and court judgments
imposed on Chinese companies—
ranging from infringements on the
Walt Disney Company’s IPR by
manufacturing and selling unlicensed
products to 200,000 unlicensed copies

of Microsoft’s Disk Operating System—
were common. However, the penalty
did not outweigh the benefits in many
cases. To cite one example, the fine for
pirating was only $2,500.' Flagrant
violations by Chinese companies
continued to generate tensions with
larger foreign companies. In the late
1990s, it was clear that Beijing was
progressing toward raising standards
and cleaning up trade practices to
open markets worldwide. During this
window, China began passing trademark
laws (1982) and patent laws (1984),
and establishing special IP courts in five
regions: Hainan, Guangdong, Fujian,
Beijing, and Shanghai.'* The German
government also helped China establish
an electronic patent database in 1995. A
software title verification office created
in Beijjing in May 1997 primarily served
as a liaison for U.S. software companies.
Subsequent revisions to China’s
copyright laws were expanded in 2001
to include online copyright protection.!®
The U.S.-China agreement in
December 2001 marked China’s entry
into the World Trade Organization
(WTO), ushered in a wave of changes,
and solidified the basis and guidelines
for the Chinese socialized market. The
PRC formed the General Administration
of Quality Supervision, Inspection,
and Quarantine department to assess
21,000 technical standards while revising
9,000 others to bring various industries
in compliance with WTO rules.'®
However, central to China’s entry into
the world economy was maintaining a
developing-country status that conveyed
more lenient policies.!” China corrected
several unfair trade practices, but the
CCP’s desire to boost economic growth
outweighed the anticipated costs. Entry
into the WTO helped China’s exports
and increased participation in a larger
global market, ultimately refining its
competitive edge. The growth in Chinese
exports is illustrative and showcases the
Chinese transformation driven by its
entry into the WTO, although the rapid
growth created problems. In 1998,
Chinese exports were USD 320 billion,
surging to over USD 600 billion in
2005, though stimulating foreign direct

investment in the Chinese economy also
doubled to over USD 100 billion.'#

The PRC’s watershed moment for
IP began in 2005, as it established the
milestones of China’s IP protection strat-
egy. China’s State Council announced
the Intellectual Property Strategy Action
Plan (2014-2020), which guided the
goals and steps for program implementa-
tion.” The key objectives of the program
were to increase China’s creation of 1D,
enhance the integration of IP into the
industry, improve the protection of IP,
and create a system to manage it.>* While
the improvements in IP protection were
noticeable, there were still several gaps
and continued infractions.

One of the PRC’s greatest chal-
lenges to IP protection is impossible
to eradicate. The CCP is intrinsically
tied to IP courts and the country’s
legal system. While the courts might
not have complete autonomy, the Party
will be forced to reduce corruption and
respond to public demands. Although
many changes have taken place in
China, there will always be isolated
pockets or areas difficult to control. For
example, the Chinese city of Putian is
known as the counterfeit-sneaker capital
of the world, where corruption in courts
and political interference by influential
companies are ubiquitous, despite ef-
forts to eradicate the problem.?!

In 2015, Peter Yu wrote about re-
ports of IPT in China: “As troubling as
these developments have been, China
has also slowly, and somewhat para-
doxically, emerged as one of the world’s
leading intellectual property powers.”??
The riddle is more easily explained by
the size of the Chinese government and
the vast territory that must be moni-
tored for violations. In other words,
China is improving IPR, though its
government structure hampers it. James
Brander, Victor Cui, and Ilan Vertinsky
note, “A key institutional characteristic
of China that impairs adherence to inter-
national IP protection is the fragmented
nature of its governance system. The
central government, provincial govern-
ments, and individual ministries within
government have competing and over-
lapping areas of authority.”??
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Assembly plant workers assemble engines at Geely Automobile Manufacturing Plant, March 14, 2017, Linhai, Zhejiang Province, China (Jenson/
Shutterstock)

Despite this challenge, China con-
tinues to make regular improvements
to IPR. Local government officials can
find local consumer demands more
compelling than the rules and regula-
tions established by Beijing, invoking
the famous Chinese expression, “The
mountains are high, and the emperor is
far away.” Nevertheless, national interest
drives the protection and enforcement of
IPR, while China’s strong central govern-
ment provides a more responsive policy
with fewer of the operational constraints
present in the United States or Europe.

While China continues to be the
home to manufacturing most of the
world’s counterfeits, it also has a long
history of IPT and forced technology
transfers as a condition for foreign com-
panies to operate in China. According
to the Office of the United States Trade
Representative (USTR)’s April 2019
Specinl 301 Report, the Chinese govern-
ment uses “joint venture requirements,
foreign investment restrictions, and ad-
ministrative review and licensing processes
to force or pressure technology transfers
from American companies.”** While not

all intellectual property is forced from
companies, joint ventures between for-
cign and Chinese companies and foreign
direct investment provide a mechanism
to collect IP. Intellectual property covers
various categories, including copyrights,
trademarks, and is patents. China’s focus
on critical high-tech sectors began in
2015 as part of the 13™ and 14" Five
Year Plans, and is outlined in its Made
in China 2025 (MIC2025) program,
which focuses on innovation that dictates
tighter IP protection.?®

The Agreement on Trade-Related
Aspects of Intellectual Property Rights
(TRIPS) and the World Intellectual
Property Organization provide criti-
cal documents for creating responsible
IP regulation. Both recognize several
types of intellectual property and rights,
though most are captured in IP in mo-
tion pictures, art, literature, software,
music, chemicals, and trademarked goods.
Still, emerging technologies will force
consistent revisions to these documents.?®
The PRC is shaping norms, as it has spon-
sored revisions to the TRIPS agreement
shaping the nuances of future patents in

biological and genetic research.?” The
PRC’s MIC2025 seems to garner large
shares of emerging technologies that en-
compass biological and genetic research.

In 2005, the PRC became the world
leader in IP-related lawsuits, a trend that
continues today. China’s leadership in
patent protection, coupled with its strong
government and industry linkages, sug-
gest more resources will be devoted to
critical industries such as Al and robotics.
China’s creation of USD 1.55 trillion
government guidance funds captures the
scale of the problem and the volume of
resources the CCP is devoting to techno-
logical innovation.?®

Statistics published by the PRC’s
State Intellectual Property Office show
increased patent infringement seizures
and court cases. Additionally, litigation
by foreign plaintiffs against Chinese de-
fendants grew from 177 filings in 2006
to 745 cases in 2015.?° For these reasons,
a more thorough review of the nuances
of IPT in China is crucial. At the same
time, the number of registered patents in
China highlights the progress and strides
in patent protection.
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Maglev train exiting Shanghai Pudong International Airport, China, on May 20, 2006 (Courtesy Alex Needham)

USTR’s Special 301 Report placed
China on the “Priority Watch List.” The
report cited examples of China commit-
ting intellectual property infringement
and other concerns.* The USTR docu-
ment recognized China’s governmental
changes, claiming that “China failed to
make fundamental structural changes to
strengthen IP protection and enforce-
ment.”3! While the report captured a few
bright spots, the details of IP changes in
China are overlooked.

To stimulate innovation and entre-
prencurs, China recognizes that it must
protect these innovations from internal
and external competitors by more ef-
fectively managing IP. In a meeting with
the Politburo, Xi Jinping announced
that China must have more robust laws
to improve the business environment
and strengthen IP rights domestically
and abroad.?? The PRC’s technologi-
cal innovation and MIC2025 hinge on
innovation in critical high-tech sectors
vulnerable to IPT and represent a threat
to national objectives outlined by the
CCP. MIC2025 was released in 2015
and reflected the CCP’s 10-year plan
to update Chinese manufacturing and
focus on the top tier of value-additive
manufacturing with more complex and
sophisticated products. Many industries

tie into the fourth industrial revolution
that will integrate big data, cloud com-
puting, and other emerging technologies
into the global supply chain.?* China is
already leading in some areas, such as

5@ technology. Peter Yu wrote in 2017,
“Among corporate applicants . . . Huawei
Technologies and ZTE Corporation had
the world’s first- and second-largest vol-
umes of international patent applications,
respectively.”3* At least in communica-
tions infrastructure, Chinese innovation
appears among some of the top compa-
nies in the world.

As businesses expand into new areas,
the CCP recognizes that IPT reduces
company profits and might deter foreign
and Chinese software companies from
investing further in innovation directed
at China’s consumers. The PRC’s com-
mitment to acting as the leader in many
high-tech industries underscores its
voracious appetite for attaching strings to
deals with Western companies to ensure
that they sign technology transfers as a
condition for doing business in China.
America is not alone in facing chal-
lenges with doing business in China, and
German lobbyists are vocal about the
difficulties. However, the conversation
has shifted from IP to forced technology
transfer agreements, which appears to be

expected as China attempts to comply
with international norms.

Although it took place in 2001, an
example of how Chinese companies
interact with the West to conform to the
law is illustrated by the German consor-
tium ThyssenKrupp-Siemens (TKS).%
TKS signed a contract with China to
build a maglev (magnetic levitation)
train with more than 200 kilometers of
track at the cost of over EUR 20 billion.
Shortly after starting the project, China
demanded a significant discount due
to technical issues with similar systems
in Europe. Less than a year after the
track was completed, Chinese techni-
cians reverse-engineered the track and
cars, producing an eerily similar pro-
totype, canceling the more significant
construction contract. Despite these
frustrations, TKS eventually completed
a much shorter (30-kilometer) track
to the Shanghai airport and received
a fraction of the quoted price.?® These
events capture the gauntlets many
Western companies face when doing
business in China. A 2019 U.S. Business
Council survey produced only 5 percent
of respondents who were approached
about signing such agreements, sug-
gesting that China’s companies have
become more subtle in acquiring foreign
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technology, representing a slight shift
in policy to moving away from foreign
direct investment.?

Nevertheless, the high-speed rail
(HSR) example portends another
challenge. Once China borrowed and
reverse-engineered rail technologies,
its HSR industries took oft. The PRC
created extensive rail networks and now
is home to one of the largest and most
modern global rail systems. Chinese com-
panies also began to bid on international
rail projects and undercut other countries.
The net result is that between 2008 and
2014, China became the world leader in
HSR, with over 11,000 kilometers of do-
mestic track rated at speeds greater than
250 kilometers per hour.*® Because of
China’s economies-of-scale advantage, it
is now the industry leader, specializing in
low-cost track installation and networks.
The PRC has pioneered ultrafast networks
with trains capable of traveling up to
360 kilometers per hour, all at a fraction
of the cost of rival companies in Europe
and North America.* The HSR industry
might become increasingly common as
China dedicates its vast economy and
financial resources to other sectors.

Patents

China’s commitment to becoming a
technological leader and global innova-
tor is driving an increase in registered
patents, which stood at 13,751 in
1998, and with an astonishing 353,313
by 2012.#° According to the World
Bank, by 2019, Chinese patent applica-
tions more than tripled to 1,243,568.*!
While the sharp increase in patent appli-
cations does not necessarily translate
into patent grants and true innovation,
it does represent a trend. The number
of registered patents increased by 122
percent between 1998 and 2012,
reinforcing changes in China as the
CCP attempts to stimulate innovation
and establish a creative environment
like that in the West. The World Intel-
lectual Property Organization database
highlights in 2022 that IP filings for
Chinese residents were 1,464,605,
though only 798,347 patents were
granted.*? This suggests that many
patent applications are frivolous and

useless for industry and consumers.
The top Chinese patent applicants are
Huawei, BOE Technology Group,
Guang Dong Oppo Mobile Telecom-
munications, and ZTE Corporation,
dwarfing all other patent applications.*?
The sharp increase in patent applica-
tions comes with associated problems,
as authors Brander, Cui, and Vertinsky
highlight: “The large surge in patenting
in China without developing a matching
institutional capacity to examine pat-
ent applications properly contributes to
patent thickets (that is, dense webs of
overlapping rights), which increase litiga-
tion and reduce the system’s capacity to
protect legitimate IPRs.”** According
to the Congressional Research Service,
in 2019 the United States led in the
number of patent applications filed
under the Patent Cooperation Treaty
(PCT), an international patent system,
with 52,005 PCT applications filed, but
it was closely followed by China (with
50,563 applications) and Japan (with
47,888).** Intellectual property drives in-
dustrial growth and is an integral part of
economic growth, higher wages, and ex-
ports, which are crucial to maintaining a
competitive edge in the global economy.
In 2019, the PRC revised the trade-
mark law and passed an anti—unfair
competition law to prosecute those who
leak trade secrets. In 2020, revisions to
the patent law reduced the burden of
proof for defendants, making it easier
to file complaints with patent courts.
Copyright law penalties for damages were
raised tenfold to RMB 5 million (USD
773,000).% The importance of IP is not
lost on China’s leadership; the emphasis
on fostering innovation and the need to
protect Chinese entreprencurs are partially
responsible for increasing IPR disputes in
China. IP lawsuits are rising in Chinese
courts, among both Chinese and non-
Chinese plaintiffs. For example, there were
only 177 cases in 2006, but by 2015, the
number of cases had grown to 745.# The
numbers have increased dramatically over
the past few years. In 2019, for instance,
Chinese courts reported 22,722 new cases
involving patent disputes, with 3,176 new
1P cases filed with the highest court in
China, the Supreme People’s IP Court.*

China’s recent quest to lead in key
technology sectors outlined in MIC2025
will continue to drive changes to improve
IP protection. The 10 industrial sectors
that China is targeting are information
technology (Al), robotics, green energy,
aerospace, ocean engineering, railway
equipment, power equipment, medical
devices, agricultural machinery, and new
materials (which involve chemistry, phys-
ics, and metallurgy).*” Several Chinese
companies are currently leaders in some
of these technologies. A few examples
are Baidu (Al and autonomous vehicles),
SMIC (semiconductors), DJI, and
Megyvi (Al and drones). It should also
be mentioned that many more Chinese
companies are also applying to American
and European patent offices.

Two conclusions are possible based
on these challenges in China. One that
appears the most likely is that China
will naturally conform to international
standards for IP once it creates the appro-
priately scaled institutional framework to
support the workload and infrastructure.
However, Brander, Cui, and Vertinsky
make different predictions for the future
of Chinese IP protection. They argue
that the PRC will adopt international
standards only once the Western world
applies significant pressure, specifically
through the TRIPS agreement, which
must be updated and renegotiated.>
The original agreement was established
in 1995 and covered many types of 1D,
though technological innovation cre-
ated new fields with the rapid growth of
advanced technologies. The new agree-
ment should specify what is and is not
admissible for protection, mainly with
the emerging field of biological entities.
They correctly argue that as a global
leader, China must be a stakeholder in
all processes and negotiations involving
international bodies and institutions.

IP protection must be balanced and
implemented so that patents are not
granted in a comprehensive manner that
would stifle research and innovations,
particularly in technological sectors. It is
possible to create a rigid patent system
where monopolies might be held by a
large company that impedes innovation
of other firms and future research while
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also stiffly regulating “patent trolls or
assertion entities” that never produce
anything tangible, impose taxes, and as-
sess fees on companies.®! Brander, Cui,
and Vertinsky argue that standards for
granting patents in the United States and
China are too lenient and low, while a
single standard needs to be modified as
20-year patent protection from the filing
date might not make sense.?? They miss
the rapidly evolving high-tech industry
that should be captured by a limited span,
given the nature of the business and rapid
transformation of some sectors. A 5-year
window might be more viable.

The 2019 creation of an IP tribunal is
a step in the right direction and allows ap-
peals to local judgments to the Supreme
People’s Court through connections to
high-level members of the CCP.5® Reports
show that as many as 19 more courts will
be debuted soon.** An off-the-record case
lodged by an American company against
one of China’s tech Brobdingnagians in
a large city undermined this small win
when local police omitted U.S. repre-
sentatives from communications while
negotiating privately with the court, and
the case was dismissed.*®

The future of IPR in China looks
promising, though there are still chal-
lenges. Over the past few years, China has
made tremendous strides to safeguard 1P
locally to protect Chinese entrepreneurs
and globally by creating specialized IP
courts, a Supreme Court IP tribunal, and
a host of laws and regulations regarding
1P However, Beijing’s IP infrastructure
is integrated into the legal system, which
the CCP closely monitors. Another more
potent criticism is that online infringe-
ment is more prevalent and harder to
regulate. At the same time, China’s lack
of'a “civil discovery process would man-
date a philosophical shift in the country’s
legal system, one that would empower
the plaintift over the defendant. . . . So
far, China has not indicated that it is will-
ing to move in that direction.”®”

China’s famous WeChat platform
protects users from companies looking
for infringement while allowing users to
create multiple accounts to effectively
generate anonymous transactions, which
are difficult to track back to counterfeit

product sales.’® Nevertheless, developed
regions of China reveal a court system
of good quality, and the cost of IP litiga-
tion is a fraction of that in the United
States. At the same time, judgments are
often processed fast by international
standards, with most resolved within a
year.*® In 2005, China became the world
leader in IP-related lawsuits, a trend that
continues today.® On further inspec-
tion, China’s large economy is growing
rapidly, and it is making changes to

IP protection that are reasonable and
consistent with any Western standards.
The media and politicians depict China
in an unfavorable light that ignores the
tremendous strides made as the country
takes the stage as one of the most power-
ful economies globally.

Some critics look at the Great
Chinese Firewall and strict controls of
the CCP and the tremendous focus
placed on a homogencous society that
controls risk-taking and limits creativity.
They conclude that such a culture can
never truly be innovative, or at least that
innovative breakthroughs that impact
the world will be rare. This was the
conclusion reached by Carly Fiorina,
former chief executive officer of Hewlett-
Packard from 1999 to 2005.

Conclusion

While China is making strides in pro-
tecting IP and patent applications, the
implications for U.S. companies are
concerning. Intellectual property is

the linchpin of innovation. American
analysts should be less concerned with
China’s IPI issues and more mindful
of internal changes and the strides the
CCP is making toward safeguarding ID.
China’s increase in patent applications
should be concerning and underscores
the improvements inside China for
greater IP protection. That Chinese
entreprencurs are also registering
patents in the European Union and the
United States is also an indication that
change is brewing below the surface

in China regarding IP. The roughly
20,000 new court cases involving
patent disputes indicate a shift in the
PRC. The creation of special IP courts,
with 19 more planned, foretells further

patent and intellectual rights protection
in the country.

China’s quest to be a global leader
in emerging technology, such as Al and
other high-tech industries (10 integral to
the CCP’s Made in China 2025 plan),
means that it might succeed in many
areas. While the United States has led in
these technologies for many years, the
CCP is focused on making strides in these
sectors. Furthermore, the PRC is dedi-
cating significant investment dollars to
the program and allocation of “govern-
ment guidance funds.” These funds are
public-private investments that, as of the
first quarter of 2020, registered RMB 11
trillion (USD 1.55 trillion).®? These funds
are directed toward developing industries
critical to the PRC’s national security,
from semiconductors to Al. In addi-
tion to special funds directed to R&D,
the Chinese government offers direct
subsidies and tax rebates to companies in
key industries. China’s advantage is that
it can and will heavily fund these sectors,
whereas the U.S. Government has out-
sourced much R&D to the private sector.

In the United States, the commercial
sector drives much of the technological
sector, while funding to defense agen-
cies and research has waned. Due to IP
concerns, many American companies are
secretive with research programs and do
not focus on the specialized military appli-
cations that support and address emergent
military requirements. To bolster military
applications to robotics and Al, the United
States needs to increase DARPA’s funding
to at least $10.5 billion over the next 5
years, and it should be expanded along the
so-called Fraunhofer model—a reference
to the Fraunhofer-Gesellschaft—to focus
on the warfighter and key emerging fields
in applied science.®

The interests of U.S. companies and
the government are often at odds. This is
not a problem with authoritarian govern-
ments like China. In the United States,
due to concerns about IP, some compa-
nies, such as Google (2015), elected not
to renew contracts with the government.
Google’s actions were driven by its
purchase of several robotic companies in
2013, though it continues to bid on some
military contracts.®* It has also declined
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to participate in Department of Defense
robotics events, such as DARPA’s robot-
building contest, and refuses government
funding.®® Google has declined to share
information and does not participate in
and collaborate with the close-knit robot-
ics community, which some critics suggest
can slow the advancement of research in
the field. China’s government and central-
ized control mean that the country does
not have to struggle as much against the
competing interests of private companies.
While the United States needs to
increase funding to DARPA, reinforcing
and publicizing public-private partner-
ships would bolster American research
efforts in crucial high-tech areas. America
lacks a large organization like Germany’s
Fraunhofer-Gesellschaft that integrates
the private and public sectors to con-
centrate on multiple areas of advancing
applied science. However, there are a
few examples, such as the Advanced
Robotics for Manufacturing (ARM)
Institute—one of the few large Federally
funded collaborative projects focusing
on manufacturing—though America
needs more such programs. While ARM
expanded to cover other areas and was
instrumental in assisting the Department
of Defense’s response to the COVID-19
pandemic, it is insufficient to address

emergent technologies and research
growth.® However, if the program were
expanded and altered, it could bolster
American innovation and ensure that the
United States retains leadership in vital
technological sectors.

Better examples of private research
partnerships with the government might
only raise political hackles if the focus is
on something other than the defense in-
dustry. Germany’s use of research to stay
relevant and retain jobs and manufactur-
ing in the face of Chinese competition is
helpful. While there are several factors at
work, R&D programs bolster innovation
and research for the industry.

One such program is the Fraunhofer
model, which began in 1949 as a non-
profit organization and became one of
the world’s leading applied research
organizations. According to the 2020
Fraunhofer Annual Report, the orga-
nization’s 75 institutes and research
units throughout Germany have 28,000
employees, operating with a research
budget of EUR 2.8 billion (USD 3.6
billion).%” It continues to expand, receiv-
ing a large portion of its income through
industry and government projects.
America needs a similar organization
that an expanded ARM could fill, which
would pay dividends specifically with

applied research that overlaps with the
MIC2025 core projects.

While expanding DARPA and in-
creasing funding will help, it might not
be enough to counter China’s resources,
such as the USD 1 trillion that the CCP
allocated toward government guidance
funds. University R&D is another area
that has gradually increased from approxi-
mately $60 billion in 2007 to almost $77
billion in 2017, with half coming from
the Federal Government.®® The Federal
Government can increase funding to
colleges and universities, which peaked
at 73 percent in the late 1960s and had
ebbed and flowed to a level of 53.5 per-
cent as of 2017.% In 2020, total R&D
investments were at $708 billion, with
$517 .4 billion from business, $142.8
billion from the public sector, $22.6 bil-
lion from higher education, and $25.1
billion from nonprofit organizations.”

A key opportunity is increasing funding
from the government, which is quite low,
hovering around 5 percent consistently
since 2006.”! Today, the private sector
invests 3.6 times as much money as the
U.S. Government. This leads to critical
industries outsourcing elements of manu-
facturing to the lowest bidder in other
countries. During the COVID-19 pan-
demic, American leaders and the public
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became painfully aware of strained supply
chains for medical supplies and drugs
and of U.S. reliance on other countries.
However, the lion’s share of attention
over the past few years has centered on
the semiconductor industry. The danger
of having high business R&D investment
and low government investment, which
Darrell M. West pointed out, is high-
lighted by these examples.”

In the upcoming geopolitical contest
with China, it is crucial to remember
American strengths. Several advantages
include geography, the U.S. dollar as the
world leader in currency reserves at 64
percent, and innovation with tech giants
such as Google, Facebook, and Amazon.
On the other hand, China is rapidly
advancing with companies such as Baidu,
Alibaba, and Tencent. The United States
must make similar adjustments, while
encouraging the private sector to partici-
pate and providing grants for research
in areas where it wants to assume global
leadership. Increased funding for military
research and a return to expanded fund-
ing for DARPA could bolster American
research in key high-tech sectors with
military applications. China’s leaders are
dedicating over a trillion dollars to crucial
industries. While the United States can-
not match these investments dollar for

dollar, we can leverage ingenuity and
the inventive spirit that is the core of
American culture if we start now.

While there continue to be IPR viola-
tions in China, China analysts need to be
more mindful of China’s rising influence
in generating intellectual property. The
reality is that China’s growing influence in
patent applications and innovation is the
real threat. Although still relevant, China’s
intellectual property theft is a distraction
and largely hype. Chinese companies will
secure a larger share of patents in high-
tech fields. This threat is real, while the
PRC’s IPT has largely evaporated. Urgent
changes are necessary for U.S. R&D pro-
grams. Time is not on America’s side. JFQ
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Special Amphibious Reconnaissance Corpsmen assigned to November Company, 3™ Raider Battalion, provide tactical combat casualty care training
to Soldiers of 1t Battalion, 102" Cavalry Regiment, during routine deployment to Somalia, August 24, 2019 (U.S. Navy/Patrick W. Mullen [l1)
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decide, and act” faster than the enemy
to employ the required force (for
example, lethal versus nonlethal) to
achieve operational overmatch. Follow-
ing his lead, we propose the concept
of'a “survival chain” as the medical
equivalent that could provide combat
casualty care support to the “kill
chain” to gain and maintain medical
overmatch on future battlefields.

The Department of Defense Joint
Trauma System (JTS) was created to pro-
vide optimal care to the wounded on a
battlefield. The current National Defense
Strategy anticipates future threats of
large-scale combat operations (LSCO)
against peer adversaries that may limit
overall freedom of maneuver for medical
evacuation, increase survivability risk of
medical units, and limit timeliness and
robustness of critical medical logistics.
Thus, the JTS must continue to evolve
and embrace the concept of Medical
Performance Optimization (MPO) to
adapt to this new operational reality.

MPO captures the intent of the JTS
as a “continuously learning health sys-
tem” to evolve the speed at which it can
cycle through near-real-time data capture,
analysis, and adaptation of knowledge
and material solutions to optimize battle-
field trauma care. Like the “understand,
decide, and act” of the kill chain, JTS
MPO will be the survival chain that
relies on rapidly closing the JTS MPO
cycle via “observe, orient, decide [or
understand ], and act” (the JTS OODA
loop).? Therefore, the purpose of this
article is to inform military leadership
about the risks to optimal combat ca-
sualty care in potential future LSCOs
and to provide a focused discussion of
potential solutions to gain and maintain
medical overmatch in the survival chain
on the 21%-century battlefields.

Reframing Current
Challenges

Casualty care on the battlefield is based
on the JTS performance improvement
cycle (MPO) overlaid on the North
Atlantic Treaty Organization’s Roles
of Care guidelines.? The JTS mission
includes overall clinical care optimiza-
tion of the battlefield trauma system

by providing clinical data collection
and analysis, “loop closure” feedback
to medical commands, identification of
gaps in knowledge and skills for further
research, best practice clinical guide-
lines, quality improvement, and inform-
ing education/training.* The JTS MPO
process must continuously and rapidly
optimize battlefield trauma care—that
is, continuously enhance the survival
chain to gain and maintain medical
overmatch to address the volume of
casualties expected for an LSCO.

The crux of the current challenge is
that the past two decades of war in the
Middle East have resulted in the focus
on a conflict in which there are robust
medical resources, fixed Role 3 combat
support (Role 3 fucilities are equivalent
to multidisciplinary general hospitals),
field hospitals in relatively safeguarded
locations, as well as a hierarchical trauma
system in which casualties move along a
continuum of care with increasing capa-
bility at each level of care (figure 2).

The JTS performed well in the recent
conflicts, but the reality of future land or
maritime LSCOs drives the challenges we
now face to prepare the system to deliver
the excellent care expected from our
Servicemembers and our nation. Data
integration and technology are integral
to MPO for our system to observe (col-
lect real-time, relevant data), orient (or
understand via rapid data analysis), decide
(increase speed and accuracy of deci-
sions), and act (treat casualties) to meet
the expectation of leaders to decrease
force attrition from injury and maximize
its lethality. As Brose notes, “The prob-
lems facing the U.S. military are now
taking on a fundamentally different and
greater sense of urgency, and it goes be-
yond emerging technologies.”

The goal of the JTS in preparing for
LSCOs is a more effective survival chain
not only to provide new technologies that
improve the deployed medical system
but also to continue to evolve the cur-
rent system by enhancing real-time data
acquisition for MPO. As Brose describes
for increasing lethality, solutions that
improve survival and force regeneration
may involve novel medical innovations,
new mechanisms by which to deliver

already proven medical interventions, and
modernization of trauma medical systems
involving nontraditional architectures that
are not platform-centric.® Therefore, in this
article, we focus on the three most urgent
challenges to providing a survival chain in
support of future military operations:

= point-of-injury care
= casualty evacuation care
= surgical care.

Challenge 1: Point-

of-Injury Care

Initial casualty care at the classic Role

1 (Role 1 care includes medical treat-
ment, initial trauma care, and forward
resuscitation) will face many challenges
that are typical of a force-on-force bat-
tlespace.” We know from data developed
during the war on terror that most
preventable deaths (88 percent) occur
in the field, that is, the time between
the point of injury to the first treatment
facility (Role 2).® Therefore, the chal-
lenges during this phase of trauma care
will be essential to illuminate gaps in
education, training, and research to gain
overmatch in LSCOs.

Muain Risks and Potentinl Mitigating
Measures Duving Point-of-Injury
Casualty Care.

= Death from massive bleeding

e Increase Tactical Combat Casualty
Care training for nonmedical per-
sonnel to control hemorrhaging
and free up line medics to care for
the more seriously wounded

e Train and equip combat medics
for blood transfusion, walking
blood banks, and additional
hemorrhage control techniques
and simultaneously develop novel
technological solutions for bleed-
ing control and delivering blood’

e Develop novel antishock drugs,
blood products or alternatives,
and advanced clotting technology
to mitigate combat deaths from
hemorrhage.'°

= Large casualty volume
e Ensure more sophisticated training
for combat medics on knowledge
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Soldiers assigned to Army Reserve
participate in Tactical Casualty Combat Care
course at Joint Base McGuire-Dix-Lakehurst,
New Jersey, September 10, 2023 (U.S. Air
Force/Matt Porter)






and skills in triage (the sorting of
casualties by the severity of injury)
involving an intentional transi-
tion from optimal care for each
individual casualty to “the greatest
good for the greatest number”

in mass casualty incidents (when
the number of casualties outstrips
resources available)!!

e Develop simpler and more func-
tional models for triage that may
involve swift identification of
those who are ambulatory or dead
first, then stable or unstable, and
increasing knowledge of resources
readily available to the triage team!?

e Develop best practices in the care
of the injured in mass casualty
incidents to clear the battlefield of
hundreds (or thousands) of casu-
alties and simultaneously provide
care and maximize the force.

= Lack of resources

¢ Integrate remote-piloted aircraft
or other technology for medical
logistics support in denied and
hostile environments

e Develop clinical decision-support
tools for personnel working with
limited medical resources

e Develop real-time monitoring and
decision support tools for medical
assessments and interventions.

Challenge 2: Casualty
Evacuation Care

The next phase of care conventionally
involves the movement of casualties
from the immediate area of active
conflict to one that can render more
advanced trauma care and damage
control resuscitation. However, during
a large-scale force-on-force fight with
adversaries that possess comparable
long-range fire technology and air-
power, challenges might arise that
could diminish this potentially lifesav-
ing evacuation capability. As a result,
this phase of care, still classically con-
sidered Role 1 care, will include Pro-
longed Casualty Care (PCC) through
eventual medical evacuation when
available.'® In this phase, medics will be
faced with caring for casualties beyond

doctrinal timelines with large volumes
of casualties and resource constraints—
in other words, more complex care with
less resources.

Muain Risks and Potentinl Mitigating
Measures to Casualty Evacuation and
Prolonged Casualty Care.

= Denied operating environment

e Increase knowledge and skills
required by combat medics to
perform PCC to extend typical
hold and evacuation times until a
more advanced resuscitation and
surgical care capability can arrive
or be reached™

e Develop the means to employ
telehealth and decision support in
austere environments to augment
medical care further forward

e Improve clinical data capture
through real-time, automated
documentation for ongoing care
and for MPO.

= Risk of air maneuver/ground

movement

e Develop automated medical care
technology for aerial and ground
vehicles and include environmen-
tal surveys for railways as a poten-
tial means for medical evacuation
of large numbers of casualties

e Employ remote-piloted aircraft for
medical resupply to include blood
products that could be delivered
on demand to forward locations

e Evolve Patient Evacuation Coordi-
nation Cells that include real-time,
intelligent tasking that accounts
for both clinical and operational
factors in optimal timing and des-
tination for patient movements.

» Lack of communication/command

and control

e Develop counter-electronic/
counter—cyber warfare technolo-
gies to protect and ensure clinical
and operational medical com-
munications are available and not
compromised

e Consider a battlefield medical
command and control element,
linked with the JTS, with real-

time situational awareness of the
battlefield and, with oversight
to best match patient evacuation
timing, clinical care required,
as well as the right destination
medical capability for the best
outcomes

e Develop a method of automated,
real-time tracking of casualties
across the battlespace.

Challenge 3: Surgical Care
Although most combat casualties who
succumb to their injuries do so at Role
1 before they arrive at a surgical capa-
bility, the concept of Role 2 and Role
3 care remains critical to the remain-
der of survivable injuries.'® Without
damage control and definitive surgery,
a casualty may initially survive but then
die of bleeding or long-term trauma
complications, such as infection and
organ failure. For example, a casualty
with a bleeding liver may receive the
appropriate initial treatment to prolong
life until reaching a facility capable

of surgery, but that injury could only
be more definitively controlled by a
surgeon opening the abdomen and
manually controlling the ongoing
bleeding. Due to this situation, survival
will be compromised without timely
surgical intervention. However, on the
potential peer contingency battlefield,
Role 2 facilities and advanced surgical
teams will face challenges.

Risks and Potentinl Mitigating Measuves
for Initial Lifesaving Surgical Cave.

= Operational training/interoperability

e Re-emphasize organizing, train-
ing, and equipping small surgi-
cal teams that could optimally
perform as both a surgical team
and as an operational element'®

e Optimize surgical teams that
have access to work together in
high-volume trauma centers and
conduct specific training to attain
the clinical and operational capa-
bility required

e Conduct research and data
analysis to better understand what
capability is required and how
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to best employ surgical teams in
future operations

e Improve the ability of surgical
teams to capture data in future
operations to be used for MPO.

= Maintaining casualty care expertise

e Increase opportunities for deploy-
ing medical personnel to work
individually and as teams in mili-
tary Medical Treatment Facilities
or in military-civilian partnerships

¢ Continue to leverage the Joint
Knowledge, Skills, and Abilities
Program Management Office
as the means to measure clinical
specialty-specific medical readiness
and provide clinical deployment
readiness assessments

e Research and develop technology
that could augment clinical care
through telementoring, telerobot-
ics, augmented reality, or other
emerging solutions.

= Risk of far-forward-deployment

e Consider surgical teams with doc-
trine akin to a quick reaction force
with the capability to move on the
battlefield alongside operational
clements to mass for casualty care
at decisive points and then dis-
perse when complete to minimize
the risk of exposure

e Establish international partnerships
in geostrategic locations that could
then be leveraged as a regional
trauma capability while minimizing
our military footprint!”

e Research and develop telesurgery
capability for far-forward surgical
locations to limit risk to surgeons
and medical teams.

Conclusion: Closing

the Survival Chain to
Support the Kill Chain

The JTS has proved its effectiveness

at decreasing death on the battlefield
since its inception in 2005, and thus
the organization was codified into doc-
trine in 2016. While the JTS provided
tremendous advances over the past 20
years in combat, the next conflict might
last for less than 2 years but have 10
times as many combat casualties as the

last two decades. The JTS must con-
tinue to evolve through its MPO cycle
to meet these anticipated challenges,
most urgently for point-of-injury care,
care during casualty evacuation, and
surgical care as discussed.

We must actively seek to maintain our
ability to optimize survival on the battle-
field by decreasing warfighter attrition
and thus producing the operational effect
of maintaining combat strength. This is
the mission of the Joint Trauma System.
With the support of military leadership,
the JTS could continue to evolve to sup-
port this critical role. The MPO concept
is the cycle of near-real-time data collec-
tion and analysis, novel knowledge and /
or material solutions, and rapid integra-
tion into battlefield trauma care (the JTS
OODA) that would enable the JTS to
adapt and react quickly when needed. By
leveraging the existing processes of MPO
and enhancing its speed of loop closure,
the JTS would provide the survival chain
that could gain and maintain medical
overmatch on future battlefields regard-
less of the challenges presented. JFQ
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Converting a Political-to a
Military-Strategic Objective

By Milan Vego

olitical objectives are usually

achieved by using one’s military

power. Converting political
objectives into achievable military-stra-
tegic objectives is the primary respon-
sibility of military-strategic leadership.
This process is largely an art rather
than a science. There are many poten-
tial pitfalls because much depends on
the knowledge, understanding, experi-
ence, and judgment of military-strate-

Milan Vego is Admiral R.K. Turner Professor of
Operational Art at the U.S. Naval War College.

gic leaders. Most often, mistakes made
are only recognized after setbacks or
defeats suffered during the hostilities.
Despite its critical importance, there is
no consensus on the steps and methods
in converting political- into military-
strategic objectives. There is scant
writing on the subject in either doctri-
nal documents or professional journals.

Political vs. Military
Objectives

Any war is fought to achieve certain
political objectives, which may be
described as securing important national

or alliance /coalition interests in a
certain part of a theater. When aimed
to achieve national interests, a political
objective is strategic in scale. Its accom-
plishment could have a radical effect
on the course and outcome of a war.

In his seminal work On War, Carl von
Clausewitz (1780-1831) wrote that
“no one starts a war—or rather, no one
in his senses ought to do so—without
first being clear in his mind what he
intends to achieve by that war and how
he intends to conduct it. The former

is the political purpose; the latter its
operational objective.”! He observed
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that “the political object—the original
motive for war—will thus determine
both the military objective to be
reached and the amount of effort it
requires.”? Political objectives may be
purely political. However, they are often
combined with ideological, geopolitical,
economic, financial, social, ethnic, and
religious objectives.

A military-strategic objective is end-
ing the enemy’s organized resistance
and thereby achieving a major part of a
given political-strategic objective. Yet the
entire political objective is not accom-
plished unless military-strategic success
is consolidated during the posthostilities
(or stabilization) phase of a war. A mil-
itary-strategic objective must a/ways be
subordinate to a given political objective.
The British theoretician B.H. Liddell Hart
cautioned that political leadership must
make sure that political objectives of a war
are achievable with military means that
are currently or will soon be available. He
warned that policy should “not demand
what is militarily—that is, practically, im-
possible.” The “war aims must be adopted
to limitations of strength and policy.”?

In the case of continent-size countries,
such as the United States or the Russian
Federation, or of the oceanic theaters
(for example, the Atlantic or Pacific), the
possibility exists of having a war in two
or more war theaters. Then, for each of
them, a single military-strategic objec-
tive must be determined. In World War
11, the United States had two national
military-strategic objectives: uncondi-
tional surrender of the Axis powers in
Europe (Nazi Germany and Italy) and
in the Pacific region (Imperial Japan).*
Then, in each theater of war, there would
also exist two or more theater-strategic
objectives—whose accomplishment would
result in the destruction of a major part
of the enemy forces and then set condi-
tions for a posthostilities phase in a given
theater of operations. Their accomplish-
ment would have a radical effect on the
course and outcome of a war in a given
theater. It would also signify a major
phase in a war. In a theater of operations
with a large population and developed
infrastructure (“developed” theater), such
as was Western Europe in World War 11

or the Iraqi theater of operations in 2003,
the theater-strategic objective is subordi-
nate to a given political objective (which,
in turn, is subordinate to the national
or alliance /coalition political-strategic
objective) (see figure 1). In contrast, in a
sparsely populated theater with little or no
infrastructure (“undeveloped” theater),
as were the Solomons, central Pacific, and
Papua New Guinea in World War 11, the
theater-strategic objectives would be pre-
dominantly or exclusively military.

In the offensive phase of the war
in the Pacific (after August 1942), the
Allies had in the Pacific Ocean area three
theater-strategic objectives: defending
Alaska and the Aleutians, capturing the
Solomons archipelago, and capturing
the Japanese strongpoints in the central
Pacific. In the Southwest Pacific area,
the Allies had two identifiable theater-
strategic objectives: capturing Papua New
Guinea and the Philippines. The final
theater-strategic objective for the Pacific
Ocean area command was capturing,/
neutralizing the southern approaches to
the home islands (Formosa, Iwo Jima,
and Ryukyus) and then, jointly with the
Southwest Pacific area’s forces, assault-
ing and occupying the home islands.
This part of the theater-strategic objec-
tives was made unnecessary after atomic
bombs were dropped on Hiroshima and
Nagasaki in August 1945.

Prerequisites

Among the main requirements for
determining a realistic military-/
theater-strategic objective are sufficient
military capabilities, sound prediction of
the duration of a war, accurate strategic
intelligence, and realistic political /
military assumptions. The accomplish-
ment of a military-strategic objective is
predicated on having sufficient military
capabilities. The greater one’s numeri-
cal /qualitative superiority, the more
ambitious the military-strategic objec-
tives that might be accomplished. For
German Field Marshal Helmuth von
Moltke, Sr., the main requirement for
a war was numerical superiority of the
Prussian armies. This was achieved by
general conscription. Moltke’s aim was
to defeat an enemy army in a “single
powerful blow.” At the same time, the
importance of numerical superiority
should not be overstated. Experience
shows that in many cases, superior
numbers are of no avail.

In evaluating overall strength of
friendly and enemy forces, a great deal
of attention must be paid to intangible
elements, such as morale and discipline,
will to fight, skills of the leaders, and
soundness of doctrine. These factors
are often more critical than numeri-
cal strength. Sometimes, the spiritual
strength of an army may balance other

Figure 1. Military Theater-Strategic Objectives
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deficiencies. The influence of a single
personality may also greatly enhance
the capabilities of the entire army

and even the entire state.® Experience
shows that numerically weaker forces
could often defeat a much larger force
because of the better quality of their
leaders and the better training, mo-
rale, and discipline of their troops. In
Germany’s invasion of France, Belgium,
the Netherlands, and Luxembourg

in May 1940, for instance, the ratio

of attacker to defender was 0.7 to 1,

or 3,740,000 Allied soldiers (includ-
ing 2,240,000 French troops) facing
2,760,000 Germans. The Allies had a
3-to-2 superiority in artillery pieces.
However, France had only 3 armored
divisions (plus 1 more created during
the campaign) against Germany’s 10
panzer divisions.® The German success
in that campaign was due more to much
higher quality of leadership, doctrine,
combat training, and morale /discipline
than to materiel.

In some cases, as the war on the
Eastern Front in 1941-1945 illustrates,
the sheer number of troops, tanks, guns,
and aircraft is simply overwhelming, no
matter what the skills of the commanders
and rank and file, morale and discipline,
or training and soundness of doctrine of
the opposing force. The Germans had
assigned 145 divisions (including 19 pan-
zer divisions and 14 infantry motorized
divisions) with 3.2 million men (out of a
total 3.8 million) for the invasion of Soviet
Russia in June 1941.7 They also had a
small contingent of Romanian and Finnish
forces, but the effectiveness of their equip-
ment and combat was well below that
of the Germans.® The German Eastern
Army (Ostheer) was superior in combat
experience to the Red Army. Except
for nine security divisions (Sicherungs-
Divisionen),’ all other German divisions
were fully equipped with modern weap-
ons. The training and confidence of the
German troops were high. German leader-
ship, especially at the operational level, was
superior to leadership of the Red Army.!
The German high commanders were
experienced in maneuvering large, motor-
ized forces, and the individual German
soldier was self-confident. The Germans

believed that the element of surprise in
launching the invasion would probably
compensate for some of the German nu-
merical inferiority.!!

In their invasion of Ukraine in
February 2022, the Russians mobilized
between 150,000 and 190,000 men.*?
They faced initially a 250,000-man
Ukrainian army.'® The Russians employed
seven combined arms armies and elements
of two others plus one guards tank army.
They also deployed airborne, naval infan-
try, and Spetsnaz light infantry around
Ukraine’s borders.'* The Russians not
only had numerically inadequate forces to
defeat and effectively control Ukraine—a
country covering some 233,000 square
miles (600,000 square kilometers) and
with a population of about 41 million (in
January 2022)—but they also grossly un-
derestimated the Ukrainian ability to use
skillfully their smaller but better trained
and highly motivated forces both in de-
fense and on offense.

One of the most important factors in
determining a military-strategic objec-
tive is to have a realistic assessment of the
duration of & pending war. Ideally, this
should be based on a consensus between
military leaders and civilian security of-
ficials. Yet sometimes a single powerful
ruler, as was Adolf Hitler or Joseph Stalin,
and his inner circle might arbitrarily
decide the duration of a pending war.
Major pitfalls are the gross underestima-
tion of the enemy’s capabilities and the
will to fight. In his decision to invade
Soviet Russia, Hitler expected that the
entire campaign would not last more
than 8 to 12 weeks.!® The German high
command shared these views. So it was
not surprising that for the Germans, the
Soviet abundance of natural resources,
number of divisions, tanks, aircraft, and
vast distances could be safely disregarded.
Although the German generals might not
have had full knowledge of the Soviet ca-
pabilities, they still should have known the
limitations of their own forces. To achieve
a decisive victory, they needed a much
larger force in their Eastern Campaign.
Yet the Germans started it with a force
slightly larger than in their campaign in
the West in 1940, especially in terms of
numbers of panzers and aircraft.'®

Prior to the invasion of Ukraine on
February 24, 2022, Russian leadership
made an incorrect assumption about the
duration of the war. Russian intelligence
assumed that there would be no serious
Ukrainian resistance, that some units with
a Russian-speaking population would
refuse to fight, and that the Russian pop-
ulation in the eastern provinces would
welcome Russian troops as liberators.”
A captured Russian document in March
2022 stated that by the 10" day of the
invasion, the Russian forces would transit
to stabilization operations. They would
“proceed to the blocking and destruc-
tion of individual scattered units of the
[enemy] Armed Forces and the remnants
of the nationalist resistance units.” The
Russian “special services” would be used
for establishing occupation administra-
tion on the “liberated” territories.'®

In other cases, military leadership
was correct in its assessment about the
duration of the war but decided to open
hostilities because of the anticipated
negative trend in the correlation of
forces. In 1941, most of the Japanese
high command assumed that a war with
the Western powers would be long. Yet
the longer Japan waited to initiate a war
against the United States, the dimmer
the prospects for success because of ac-
celerated U.S. rearmament. This was
especially the case in naval strength. In
1941, the Imperial Japanese Navy had
some 70 percent of the tonnage of the
U.S. Navy. However, the U.S. plan for
a two-ocean Navy in July 1940 called
for a 70 percent increase in U.S. naval
tonnage. By 1943, the ratio for Imperial
Japanese Navy to U.S. Navy would be
reduced to 50 percent, and in 1944 to
30 percent. The Japanese were not real-
istic in their assumptions that by quickly
capturing the central and southwestern
Pacific and then fortifying these positions,
they would force the Americans into a
protracted island-by-island slog. They
also erroneously believed that the cost of
the struggle would be beyond America’s
willingness to pay.”

Optimally, one should possess accu-
rate, timely, and relevant intelligence on
the enemy’s military-strategic capabili-
ties. This is often not possible because
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President Woodrow Wilson asks Congress to declare war on Germany, April 2,1917 (Library of Congress, colorized)

there are so many variables involved

in intelligence assessment—and intel-
ligence is rarely perfect. Both accurate
and inaccurate, and sometimes wide of
the mark or misleading, statements are
part of the same strategic assessment.
Exaggeration of friendly capabilities
and underestimation of those of the
enemy are common. The lack of good
intelligence is often the reason for
underestimating the enemy’s military
capabilities, as the example of the
Russian military in the Far East in 1904
illustrates. Russian commanders had
only the barest of information concern-
ing Japan. They had inaccurate numbers
of divisions and capital ship disposi-
tions.?’ At the same time, Tsar Nicholas
IT and his inner circle had a strong belief
that Japan would not dare take up arms
against the all-powerful Russian army
and navy. One exception was General
Aleksey P. Kuropatkin, minister of war,
who did an inspection tour of East Asia
from May to July in 1903. He reported
that Russian forces were in a good state
but that the Japanese army was equally
strong. Kuropatkin argued that war

with Japan should be avoided at all
costs. At an important meeting in Port
Arthur in early July 1903, Kuropatkin’s
views were endorsed. However, the
war with Japan became inevitable after
carly August 1903, when Vice Admiral
Yevgeni 1. Alekseyev was appointed as a
viceroy in the Far East with headquar-
ters in Port Arthur. He maintained hard
and unyielding policies during negotia-
tions with Japan.?!

During planning for the invasion
of Soviet Russia, the Germans greatly
underestimated the numerical strength
of the Red Army in western Russia.
The Supreme Command of the Army
(Oberkommando des Heeres, or OKH)’s
intelligence department estimated that
the Soviets deployed 147 divisions plus
39 to 40 independent brigades. However,
the Soviets deployed in four western mili-
tary districts 180 divisions and 44 to 45
independent brigades.?? In January 1941,
the OKH’s intelligence estimated the
Red Army’s strength as 150 rifle divisions
(including 15 motorized and 32 cavalry
divisions and 36 motorized brigades).??
After mobilization, the Soviets would

have a total of 209 divisions (107 rifle di-
visions in the first wave, 77 rifle divisions
in the second wave, and 25 rifle divisions
in the third wave).?*

In the later phase of planning, the
OKH?’s intelligence estimated that the
Red Army deployed in western Russia 213
divisions (including 25 divisions against
Finland and in the Transcaucasus). In
the area between the Baltic and the Black
seas, 204 divisions (133 rifle divisions, 24
cavalry divisions, 10 tank divisions, and
37 motorized divisions) were deployed.
No estimates were made for the second
wave of the Red Army’s strength after
mobilization.”® The OKH’s intelligence
believed that from the Asian theater the
Red Army could bring in 38 divisions (25
rifle and 8 cavalry divisions and 5 motor-
ized brigades) of the third wave. Some of
them could be used against the Germans
after the nonaggression pact with Japan
was signed in April 1941.2° However, the
Soviets had 303 divisions in June 1941, or
93 more than the Germans believed. The
Germans estimated that the Soviets had
some 10,000 tanks, but the real number
was 23,100; the number of aircraft was
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estimated as 6,000 (5,500 frontline),
of which some 3,300 were deployed in
western Russia. However, the Soviets had
some 20,000 aircraft in their inventory,
including 9,300 in western Russia.?”

Another problem is the tendency to
focus on the enemy’s intentions instead
of'its capabilities. This has probably been
the cause of more major military failures
than any other intelligence deficiency. It
is common to make an error in estimat-
ing the enemy’s intentions because of
one’s inability to think from the enemy’s
frame of reference. The British made such
an error in January 1940 regarding pos-
sible German landings in Norway. They
firmly believed that the Germans would
not intervene in Scandinavia if their iron
ore imports were not endangered or if
the Allies did not establish a naval base on
the Norwegian coast.?®

In the absence of reliable informa-
tion, military commanders and their
staffs must make certain strategic as-
sumptions that might be true or only
partially true, or even entirely false.

= B ..'I“—'- S LSRR
Brigadier General Courtney Whitney; General Douglas MacArthur, Commander-in-Chief, United Nations Command; and Major General Edward
M. Almond observe shelling of Inchon from USS Mount McKinley, September 15,1950 (U.S. Army)

Realistic military-strategic assump-
tions have a critical role in determining
military-strategic objectives. Yet this is
often not the case for a variety of rea-
sons, such as wrong perceptions, racial
prejudice, a sense of cultural superiority,
or relying on suspect historical prec-
edents. In 1941, the Germans believed
that the Soviets had a limited reconstitu-
tion and mobilization capacity and that
they would get little support from the
Western Allies.?” The German percep-
tion of the poor state of the Soviet
military was based on its experiences
with the Russians in World War I and
the Freikorps (Free Corps) fighting in
the Baltics in 1919. The Germans were
also influenced by the information the
Japanese shared about interrogations of
a high-ranking Soviet defector (General
Genrikh S. Lyushkov, the Soviet secret
service chief'in the Far Eastern Army,
who defected to the Japanese in June
1938).3° The German military was aware
of Stalin’s purges of the Soviet officer
corps in 1937-1938, and that led them

(not unreasonably) to believe that the
Soviet military was weak. The Germans
also assumed that a surprise attack would
lead to a swift victory. This wishful
thinking led to a lack of planning for
fighting in the Russian winter and for ig-
noring German logistical shortfalls.?! For
his part, Stalin was well informed about
the scale of the German buildup in the
cast but made a fatal error in believing
that Hitler did not plan to attack.??

In preparing for their invasion of
Ukraine, Russian leaders made several
false political and military assumptions.
The Central Intelligence Agency direc-
tor testified in early March 2022 that
Vladimir Putin “was confident that he
had modernized his military, and they
were capable of quick and decisive victory
at minimal cost.”* These assumptions
possibly determined and imposed un-
realistic objectives and timetables on
the Russian military. The Russians also
vastly underestimated the quality, morale,
and determination of Ukraine’s armed
forces—a clear evidence of hubris.?*
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The Process

Ideally, the process of converting a
political objective to a military-strategic
objective should consist of several
mutually related and consecutive steps.
It should result in determining the
main and alternative military- or the-
ater-strategic objectives. In a war, one’s
main strategic objective should not be
too obvious. Liddell Hart observed
that an alternative objective would
provide “the opportunity of gaining an
objective, whereas a single objective,
unless the enemy is helplessly inferior,
means the certainty that you will not
gain it—once the enemy is no longer
uncertain as to your aim.”%

The process should start by conduct-
ing a strategic estimate in a pending
theater of war (see figure 2). That es-
timate is normally a part of the overall
strategic estimate (that encompasses not
only military but also nonmilitary aspects
of a strategic situation). Normally, a
military-strategic estimate should encom-
pass a thorough assessment of friendly,
enemy, and neutral forces, plus the effect
of the physical environment (terrain,
oceanography, climate /weather) on their
employment in combat. For both friendly
and enemy forces, their strengths and
weaknesses /vulnerabilities should be

identified and evaluated. Special attention
should be given to intangible elements of
both friendly and enemy forces.

For converting a military-strategic
objective to theater-strategic objectives,
an estimate of the military situation
should be conducted for a given theater
of operations. Then each theater-strategic
objective should be in consonance with a
given political objective in the respective
theater of operations. The military- or
theater-strategic estimate should end with
conclusions and recommendations (or
lines of effort) for essential aspects of the
military-strategic situation.

Military-strategic leadership must
carefully analyze the content of political
objectives issued by the highest politico-
military leadership. The primary purpose
is to identify those parts of political objec-
tives that require the use of military force.
Normally, one’s sources of military power
would be used to obtain political or
ideological dominance of a certain area,
overthrow the enemy regime, change the
enemy’s social system, or impose control
of the enemy’s economic resources.

In the next step, the main purpose
of a given political objective should be
evaluated. Generally, an offensive political
objective would require the accomplish-
ment of offensive military-strategic

objectives. For their “first operational
stage of the war” in 1941-1942, the
Japanese selected offensive military stra-
tegic objectives: to gain mastery of the
Far East area by destroying U.S. power in
the western Pacific and British forces in
the Far Eastern waters and cutting their
respective sea communications with these
areas and land communications from
India to China (the Burma Road).*® In
November 1941, the central Japanese
army-navy agreement specified that the
war objectives were “reduction of founda-
tion of U.S., British, and Dutch power in
Eastern Asia, and occupation of Southern
Areas.”¥ The U.S. Joint Staff directive
of July 2, 1942, to General Douglas
MacArthur, Supreme Commander,
Southwest Pacific Area, stated that his
ultimate (theater-strategic) objective was
“seizure and occupation of New Britain—
New Ireland-New Guinea area.”®
Sometimes political-strategic objec-
tives were offensive, but they were not
supported by offensive military-strategic
objectives. Russia’s political objectives in
its war against Japan in 1904-1905 were
clear: maintain control over Manchuria
and decisively repel Japanese advances.
Yet the Russian military-strategic objec-
tive was defensive: retain control of
the positions they already held in Port

Figure 2. Steps for Converting a Political Objective to a Military-/Theater-Strategic Objective
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Arthur, the Trans-Siberian Railway,
Vladivostok, and other concessions on
the Yalu River.® Russia’s proper military-
strategic objectives were destruction of
the Japanese forces in Manchuria and
obtaining/maintaining control of the
Yellow Sea and the Sea of Japan.

Defensive military-strategic objectives
are usually selected by the side on the
strategic defensive. They could sometimes
be combined with some preparatory
measures to go on the offensive. The
Combined Chiefs of Staffs directive to
Admiral Chester W. Nimitz, Commander
in Chief, Pacific Ocean Areas/U.S.
Pacific Fleet, on March 30, 1942, stated
the following objectives:

o) Hold the island positions between the
United States and the Southwest Pacific
Area necessary for the secuvity of the line
of communications between those regions;
and for supporting naval, air and am-
phibious operations against Japanese
forces; (b) Support the operations of the
forces in the Southwest Pacific Area; (c)
Contain Japanese forces within the Pacific
Theater; (d) Support the defense of the
continent of North America; (¢) Protect
the essentinl sea and aiv communications;
and (f) Prepare for the execution of major
amphibious offensives against positions
held by Japan, the initial offensives to be
launched from the South Pacific Aven and
Southwest Pacific Area.*

Sometimes, the weaker side had a
defensive political objective, but the only
way of accomplishing it was by going
strategically on the offensive. In the
American Civil War (1861-1865), the
Confederate states had a defensive polit-
ical-strategic objective: force the Union
to recognize Confederate independence.
However, this could be accomplished
only by selecting an offensive military-
strategic objective.*!

Like a political objective, a mili-
tary- /theater-strategic objective may
be unlimited or limited. An unlimited
objective would be selected if the politi-
cal objective is to overthrow the enemy’s
government and /or social system or
capture a major part of the enemy’s terri-
tory. In a case of war between two strong

opponents, accomplishing an unlimited
military strategic objective would usually
result in a long war requiring maximum
exertion of all spriritual and material
resources of a nation or an alliance /coali-
tion, as the war on the Eastern Front in
1941-1945 illustrated. In other cases,

a much stronger side might accomplish
its offensive and unlimited political- and
military-strategic objectives relatively
quickly, as the German invasion of
Poland in September 1939, Norway in
April 1940, and Yugoslavia and Greece
in April 1941 demonstrated.

In its invasion of Ukraine, Russia
initially selected offensive and unlimited
political and military-strategic objectives.
Putin expected to capture Ukraine’s
capital Kyiv quickly and install a compli-
ant government. He reportedly believed
that the Ukrainian military would be
ineffective and that the Ukrainian politi-
cal leadership could be easily replaced.*?
Rapid takeover of Ukraine would present
the West with a fait accompli.*?

In a war fought for limited political
objectives, a military- /theater-strategic
objective would also usually be limited.
One normally does not risk all for limited
political objectives, nor does one com-
mit all his sources of power in such a
war.* Accomplishing a limited military-/
theater-strategic objective would require
low to modest use of military power, ef-
forts, and time. A state might not need to
pursue an unlimited military-strategic ob-
jective by trying to destroy the enemy’s
forces and seek their surrender. Liddell
Hart wrote that a state seeking not con-
quest, but the maintenance of its security
would accomplish its military-strategic
objective if the threat is removed and
“if the enemy is led to abandon his pur-
pose.”® Or it “may desire to wait until
the balance of forces can be changed by
the intervention of allies or by referring
forces from another theater. It may desire
to wait, or even to limit the military effort
permanently, while naval or economic ac-
tion decides the issue.”

The Gulf War of 1990-1991 had
limited political- and military-strategic
objectives. The U.S.-led coalition never
intended to defeat the Iraqi armed forces
as a whole and occupy the entire Iraqi

territory. The coalition objectives called
for immediate, complete, and uncondi-
tional withdrawal of all Iraqi forces from
Kuwait, restoration of the legitimate
Kuwaiti government, the security and
stability of Saudi Arabia and the Persian
Gulf, and the safety and protection of
American citizens abroad.*” The United
States aimed to remove Saddam Hussein
by his domestic opposition but without
endangering Iraqi territorial integrity. The
coalition did not intend to defeat Iraq

so completely that the ensuing power
vacuum would be exploited by Iran

and spark further turmoil there.*® The
United States was unwilling to pursue its
objectives directly and did not intend to
be involved in the nation-building and
humanitarian relief that would surely fol-
low the overthrow of the Iraqi regime.
At the time, a serious disconnect existed
between the more ambitious ends and
modest means to be used by the United
States and its coalition partners. Hence, it
was not surprising that the termination of
the Gulf War was not only confused and
ambiguous but also had unintended and
adverse consequences for U.S. national
interests.*

The geographical separation of
centers of power of the opponents plays
an important role in a war for limited
military- /theater-strategic objectives.
This is especially the case when there is
a lack of an overland link between the
two main belligerents due to an ocean or
neutral states or if the land area is so large
as to make it difficult or impossible for
cither belligerent to exert its full strength
against the other.*® The Russo-Japanese
War of 1904-1905 was a war with limited
political- and military-strategic objectives
for both sides. Both Russia and Japan
disputed control of the area, which did
not belong to ecither of them. Japan was
unable to completely defeat Russia, but
that was also unnecessary. This was also
the case for Russia. Neither Japan nor
Russia wanted to fight to the end. Thus,
they were unwilling to commit their
utmost efforts and sacrifices, which might
have led to a complete exhaustion.” The
Russian tsar and his inner circle argued
for land acquisition, while Russian Prime
Minister Sergei Witte was more interested
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B-1B Lancer is refueled by KC-135
Stratotanker, February 26, 2011, above
Irag, in support of Operation New Dawn
(U.S. Air Force/Adrian Cadiz)

in commercial expansion in the Far
East.?? Japan felt humiliated and double-
crossed by the Russian acquisition of Port
Arthur from 1895 onward. It was also
staunchly opposed to growing Russian
influence in Manchuria. By going to war,
Japan claimed that its aim was to “liber-
ate” Manchuria from the Russian grasp.®
The Japanese military objectives were in
consonance with the political-strategic
objectives. Specifically, the Japanese
aimed to capture the Korean Peninsula
and then destroy the Russian army in
Manchuria. Preconditions for this were
to obtain control of the Yellow Sea and
ensure security of land and sea communi-
cations between Korea and Manchuria.**
A stronger side might be forced to
change its military-strategic objective
from unlimited to limited because of a
series of military setbacks or defeats in
the field. By early April 2022, for in-
stance, the Russian offensive in Ukraine
stalled. The Russians were unable to
capture Kyiv or Kharkiv, so Russian forces
began to withdraw from the vicinity of
Kyiv and were redeployed to the self-
declared Donetsk and Luhansk people’s

republics. Once the Russians realized
that their political objectives could not be
achieved, they for the time being reduced
both their political- and their military-
strategic objectives. This was formally
announced on April 26, 2022. Afterward,
the Russians launched an offensive to
fully occupy the Donetsk and Luhansk
republics and strengthen their control
in southern Ukraine.*® That offensive
failed to achieve its stated objectives. By
December 30, 2022, the Russian forces
were generally on the defensive except
for some limited ground assaults against
selected positions in the eastern part of
Kharkiv, the Donetsk and Luhansk re-
publics, and the southern area.>

In contrast, Ukraine’s initial politi-
cal- and military-strategic objectives were
defensive and limited to preserving
territorial integrity, protecting Kyiv and
major cities, and surviving until Western
support arrived.®” Because of battlefield
successes, the Ukrainian military-strate-
gic objectives were changed in the spring
of 2022. The Ukrainian forces went on
the offensive and recaptured a relatively
large part of eastern Ukraine, including

the city of Kherson in southern Ukraine,
in November 2022. By November 12,
the Ukrainians liberated 28,742 square
miles of their sovereign territory (the
Russians still control 17,165 square
miles).*® Their political objective remains
essentially defensive, but the military-
strategic objectives were expanded to
recovery of the territories lost to Russia
in 2014 and 2022.%°

Sometimes a side on a strategic de-
fensive might go on the offensive but
will select a limited military- /theater-
strategic objective, as the United Nations
(UN) forces in Korea in the summer of
1950 illustrate. However, the success of
a counteroftfensive might lead political
and military leadership to change the
military-strategic objective from limited to
unlimited. After the UN amphibious land-
ing in Inchon on September 15, 1950,
the Joint Chiefs of Staff directed General
MacArthur on September 27, 1950:

Your military objective is the destruction
of the North Kovean armed forces. In at-
taining this objective, you ave authorized
to conduct military operations, including
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Paul D. Wolfowitz, Under Secretary of Defense for Policy, right, takes notes while General Colin Powell, Chairman of the Joint Chiefs of Staff;
and General Norman Schwarzkopf, Commander-in-Chief, U.S. Central Command, take part in press conference held by U.S. and Saudi Arabian
officials during Operation Desert Storm, circa February 1991 (DOD/Susan Carl)

amphibions and airborne landings or
ground operations novth of the 38" paral-
lel in Korea provided that at the time of
such operations there has been no entry into
North Korea by major Soviet or Chinese
Communist forces, no announcement of
intended entry, nor a threat to counter our
operations militarily in North Korea.5°

In the process of formulating a
military- or theater-strategic objective,
military leaders and planners should
reevaluate the validity of the preceding
steps regarding the purpose (offensive
or defensive) and scope and intensity
of efforts (limited or unlimited) of the
selected objectives. Another critical part
is to identify the type of action and de-
sired damage to inflict on enemy forces.
Clearly, actions intended to accomplish
an offensive objective differ significantly
from those aimed at achieving a defensive
objective. An offensive military- or the-
ater-strategic objective is accomplished by
the destruction, annihilation, or neutral-
ization of the major part of the enemy’s
armed forces. The enemy is destroyed
when the core of his forces suffers such

losses that he cannot continue the fight.®*
The enemy is annihilated when he is left
with no sources of power to offer any
serious resistance. Neutralization means
that the enemy is rendered ineftective
and cannot prevent friendly forces from
accomplishing their assigned objective.®?
Defensive military- or theater-strategic
objectives are expressed in terms of con-
taining, defending, delaying, preventing,
retaining, or denying control regarding
the enemy’s forces or a given geostrategic
position /territory or sea/ocean area.
After a military- /theater-strategic
objective is formulated, the next step is
to balance it with the operational factors
of space, time, and force (see figure 3).%3
In this process, all considerations should
start with quantifiable factors—that is,
space and time.** The factor of time is
more dynamic and changeable than the
factor of space. The key elements of
the factor of space related to military-/
theater-strategic objectives are geostrate-
gic positions, the country or territory’s
size or shape, strategic distances, the
country’s capital and other large urban
centers, and economically important

areas. Strategically important elements

of the factors of time include anticipated
duration of a war, time for preparing for
a war, time for opening the hostilities,
strategic warning and reaction times, and
time required for strategic deployment
of one’s forces. The factors of space and
time can be evaluated with a relatively
high degree of precision.

In contrast, the factor of force is
extremely difficult to assess because of
the presence of not only tangible (or
physical) but also numerous intangible
(or abstract) elements. For military-/
theater-strategic objectives, the most
important tangible elements of the factor
of force are the overall size /composi-
tion of the armed forces and individual
services prior to the hostilities and their
anticipated expansion in a war, size /com-
position of strategic reserves and force
reinforcements, overall number/quality
of the main weapons, firepower, strategic
mobility, and so forth. Intangible ele-
ments of the factor of force pertain for
the most part to the human factor. The
most critical of these elements related to
the military- /theater-strategic objective
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are the national will to fight, cohesion of
the alliance /coalition, quality of strategic
leadership, soundness of joint/combined
doctrine, morale /discipline, and state of
combat readiness of the armed forces and
individual services. Such elements cannot
be expressed in quantifiable terms but
only in very broad terms: low, medium,
high, or excellent, sound, unsound.

In addition to these three traditional
factors, information has emerged as
a possible fourth operational factor.
However, despite all the technical ad-
vances, the inherent characteristics of
information have not been changed. One
cannot control or anticipate volume,
accuracy, timeliness, and relevance of
information received. Unlike traditional
operational factors, information is not
meaningfully definable. Hence, it cannot
be balanced with a given military objec-
tive. Yet strategic leaders should make all
efforts to evaluate the effect of informa-
tion on the operational factors of space,
time, and force individually.

A serious disconnect between the
military- /theater-strategic objective
and any of the three operational factors
must be somehow resolved; otherwise,
there would be a real danger of suffer-
ing a major setback or even failing to

accomplish the objective. The resolution
of this problem might require reducing
the space for the employment of friendly
forces, dividing space into several seg-
ments to offer better opportunities for
advance or defense, increasing numeri-
cal superiority, assigning more lethal or
mobile forces, extending the timeline,
using strategic deception and /or surprise,
and so forth. If a disconnect cannot be
adequately resolved, then the military-/
theater-strategic objectives must be
modifed, altered, or even abandoned.
The process of balancing is largely an art,
not a science. Hence, a sound solution

is heavily dependent on the experience,
judgment, and creativity of the military
strategic leadership.

Military-strategic leaders must also
give some thought to anticipating pos-
sible strategic effects after the objective
is accomplished. Much depends on their
knowledge and understanding of the
enemy and all aspects of both the military
and the nonmilitary situation. These
eftects of accomplishing a military-/
theater-strategic objective can be positive
(desired) or negative (undesired). They
can be military or nonmilitary and tangi-
ble or intangible (or both). In most cases,

the type of effects and their strength and

Figure 3. Operational Factors Vs. the Military-/Theater
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duration cannot be accurately predicted,
much less precisely calculated. The effect
of accomplishing or failing to achieve
the military- /theater-strategic objective
might not be immediately recognized by
the enemy and friendly or neutral sides; it
might be some time before the effects of
one’s actions are felt or fully understood.
These effects might sometimes lead to
dramatic changes in the diplomatic,
political, economic, social, religious,
informational, psychological, and other
aspects of the situation in each theater.
National and military strategic lead-
ers should also fully consider political,
diplomatic, economic, financial, ethnic,
religious, and other nonmilitary aspects
of the strategic situation. Foreign policy
or domestic political considerations
might dictate whether a certain objec-
tive should be selected for a military
action. This is especially the case in the
initial phase of a war. In drafting his
plans for the possible war with France
and Russia, Field Marshal Alfred von
Schlieffen, Chief of the German General
Staff (1891-1905), believed that in
the coming war, Germany must un-
conditionally go on the offensive and,
therefore, invade France. Schlieffen did
not consider the possibility of going on
the offensive against Russia in case of
war in the Balkans and remaining on the
defensive against France and not violat-
ing Belgian neutrality—thereby possibly
keeping Britain out of the war. His
successor, Field Marshal Helmuth von
Moltke, Jr., directed in a memorandum
in 1913 that all planning for a great of-
fensive against Russia be stopped because
he was concerned that, in case of war,
the existence of such a deployment plan
could lead to confusion for subordinate
commands. The German government
was also fully informed that the General
Staff had stopped all planning against
Russia. In the same memo, Moltke noted
(accurately) that the violation of Belgian
neutrality might force England to enter
the war on the side of Germany’s en-
emies. Yet instead of canceling plans to
invade Belgium, Moltke decided just
the opposite—making the right flank as
strong as possible and invading France
through Belgium.%
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In deciding to go to a war of choice
against a weaker opponent, it is neces-
sary to realistically assess the possibility
that such a course of action might lead
to intervention of other and stronger
powers. The Austro-Hungarian political
leaders made a fatal mistake in declar-
ing war on Serbia on July 28, 1914.
This action led to a chain of events that
eventually involved all major European
powers in a world war.

The faulty assumptions about pos-
sible reaction of the potential enemies
often result in escalation and a much
larger war, as the example of Nazi
Germany in its unprovoked attack
on Poland on September 1, 1939, il-
lustrates. Hitler was confident that the
Western powers (Great Britain and
France) would not intervene. Hitler
stated, “I have met the umbrella men,
Chamberlain and Daladier, at Munich
and got to know them.” Hitler assured
his generals when they expressed doubts
on the matter that “they can never stop

Eisenhower meets with Company E, 502" Parachute Infantry Regiment (Strike), of 101 Airborne Division, at Royal Air Force Greenham

me from solving the Polish question.
The coffee sippers in London and Paris
will stay still this time too.” Hitler’s con-
viction that the Western powers would
not intervene was initially strengthened
because the powers did not issue an im-
mediate ultimatum.® Great Britain and
France declared war on Germany on
September 3, 1939. The rest is history.
Putin and his inner circle and intel-
ligence agencies clearly failed to properly
assess the strategic effects of their
invasion of Ukraine in February 2022.
This event led to radical changes in the
security situation not only in Europe
but globally as well. The United States,
the European Union, and some other
Western countries imposed massive
and unprecedented economic sanctions
against Russia. It greatly strengthened
the North Atlantic Treaty Organization.
It led two staunchly neutral countries,
Sweden and Finland, to ask for member-
ship in the Alliance. Russia was forced
to increase its dependence on China for

the export of gas and oil. Its geopolitical
situation is much more unfavorable than
it was prior to February 2022. The con-
sequences of invasion of Ukraine were
certainly not what Putin envisaged.®”

A military- /theater-strategic ob-
jective should be articulated clearly,
concisely, and unambiguously. A great
example of a clearly stated military
strategic objective was the February 12,
1944, directive by the Combined Chiefs
of Staft to General Dwight Eisenhower,
Supreme Commander of the Allied
Expeditionary Forces, for the invasion
of the European continent. It stated that
Eisenhower’s task was to

enter the continent of Europe, and, in
congunction with the other United Nations,
undertake operations aimed at the heart of
Germany and the destruction of her armed
forces. The date for entering the Continent
is the month of May 1944. After adequate
[English Channel] ports have been secured,
exploitation will be divected to securing an

Common, England, about 8:30 p.m., on June 5, 1944, and speaks to, among others, Wallace C. Strobel (on his 22" birthday, wearing number
23, which designated plane 23, on which he was jumpmaster) (U.S. Army)
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President of Ukraine Volodymyr Zelensky reviews plans during working trip to Kharkiv region, November 30, 2023 (President of Ukraine)

aven that will facilitate both ground and
air operations against the enemy.%

In the Korean War (1950-1953),
U.S. and UN objectives were unclear.
The UN Resolution of June 27, 1950,
called for repelling the Democratic
People’s Republic of Korea attack and
restoring “peace and security.” Repelling
an attack implied restoring the border
between North and South Korea on the
38t parallel north, but restoring peace
and security was not defined.® Another
cause of confusion was that the Joint
Chiefs of Staff directed MacArthur to
submit plans for the occupation of North
Korea. The Joint Chiefs of Staff thought
in terms of a contingency plan, but
MacArthur understood it as a mission.”

Ideally, a military- /theater-strategic
objective should not be grouped to-
gether with political-strategic objectives.
Clarity and simplicity are grossly violated
by adding purely operational objectives,
or even worse, routine military activities,
as the Pentagon’s public statement on
the objectives for the invasion of Iraq in
March 2003 illustrate.”

The process of converting political- to
military-strategic objectives is the first
and most critical step prior to the actual
employment of one’s armed forces in
war. The personality traits of the highest
military leaders and their experience and
judgment have extraordinary importance
in the entire process. Military-strategic
leaders should inform their political

counterparts about the purpose and
scope of the military- or theater-strategic
objective; otherwise, there is a danger
that these objectives will not be aligned
with the aims of policy. At the same

time, political leaders should make sure
that sufficient forces are available to ac-
complish the military- or theater-strategic
objective. Every effort should be made

to avoid such common mistakes as over-
estimating one’s own military capabilities
and underestimating the enemy’s. The
assessment of the military capabilities will
be grossly deficient if the focus is primar-
ily or, even worse, exclusively on materiel.
The strengths and weaknesses of human
factors must be an integral part of any
analysis of both friendly and enemy mili-
tary capabilities. JFQ
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Custer's Last Stand, by Edgar Samuel Paxson, oil on canvas, 1899 (Courtesy Whitney Gallery of Western Art)

Applying Three
Decisionmaking Models to
the Lakota Sioux Wars

By Jacob lvie and Bradley F. Podliska

core responsibility of a leader,

whether it be the President of

the United States, a general
officer in the military, or a newly
commissioned second licutenant, is
decisionmaking. Leaders, set with their

Major Jacob lvie, USAF, is Director of Wing
Inspections at the 552" Air Control Wing.
Bradley F. Podliska is an Assistant Professor
of Military and Security Studies at the Air
Command and Staff College.

own perceptions of the world, biases,
motivations, and values, are trying to
resolve the uncertainty of the future by
planning. In this situation, leaders do
not have the advantage of hindsight,
which provides clarity when analyzing
a decision. Hindsight or any post hoc
analysis allows for an understanding of
the facts and circumstances surround-
ing a decision—all without temporal
pressure or the fog of war to impede
adequate processing.! For example,

most students of war would agree that
General Robert Lee’s decision to order
Pickett’s charge and Adolf Hitler’s
decision to attack the Soviet Union
were imprudent and arguably led to the
demise of their respective armies.
Leaders, however, do have an
ex ante tool at their disposal—deci-
sion strategies—and these strategies
offer a structure to make an objective
analysis—one that can explain a deci-
sion, a prediction, or even both. More
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specifically, leaders can use one of three
prominent decision strategies—expected
utility, cybernetic, or poliheuristic—as a
tool to understand, analyze, and resolve
complicated situations.

These strategies are best exemplified
as a case study. While they can be applied
to any battle, the war between the U.S.
Army and the Lakota Sioux during the
Black Hills Campaign, given the series of
decisions by three very different individu-
als, offers an exemplary historical event for
examination. In particular, the strategies
can be applied to the June 1876 deci-
sions of Crazy Horse, Licutenant Colonel
George Custer, and Major Marcus Reno.?

The following paragraphs take the
reader through three case studies ap-
plying varying decision strategies using
cognitive and subjective, as well as

Sitting Bull, cabinet card, Bismarck, Dakota Territory, circa 1883 (David F. Barry)

rational and objective, patterns of be-
havior. The analysis provides a construct
to explain the reasons why Crazy Horse
attacked Brigadier General George
Crook at the Battle of Rosebud, why
Custer ignored multiple advisors and at-
tacked the numerically superior Lakota
Sioux people at the Little Bighorn
River, and why Reno decided to halt

his offensive movement and establish
defensive pickets at the beginning of
Little Bighorn. More important, the
analysis provides scenarios in which the
reader can compare patterns of behavior
unique to each leader. The connections
between personalities and histories of
behavior reveal patterns that may be
used as tools for current leaders to link
past actions, assess current actions, and
predict future actions.

Decision Strategies

To assist in understanding and making
optimal decisions, decisionmakers have
tools and structure in the form of three
decision strategies: expected utility,
cybernetic, and poliheuristic.

First, expected utility is a holistic ap-
proach to decisionmaking that weighs all
factors to maximize the total value and
identify the most desirable outcome.?
These factors are compensatory, which
means that a high value in one can
compensate for a low value in another.

A primary assumption under this theory
is that decisionmakers are rational, but
because all humans are unique, not all
leaders will assign the same utility to the
same factors.* Since leaders have varying
thresholds for how much risk to as-
sume, decisions may vary but will remain
rational relative to the decisionmaker’s
preferences.® The expected utility deci-
sion strategy weighs the values of options
against the probability of outcomes to
mathematically calculate the decision that
provides the most benefit.

Cybernetic, the second decision strat-
egy, is a nonrational, cognitive approach
that relies on intuition and experience.
While the cognitive process associated
with a cybernetic approach is complex,
the goal is to make the decision process as
simple as possible by eliminating uncer-
tainty and resolving ambiguity.® The leader
makes a “good enough” decision often
due to temporal constraints. Although a
strength of this approach is timeliness, cy-
bernetic processing is less predictable than
expected utility and does not assess all fac-
tors. In fact, cybernetic decisions are often
made based on past data, a psychological
principle known as reinforcement.” Thus, a
leader’s experience and personality heavily
influence outcomes when applying the
cybernetic approach.

The third decision strategy is a
poliheuristic approach that combines
rational and cognitive processing in
a two-stage model. The first stage is
noncompensatory and cognitive, since
the decisionmaker has multiple fac-
tors to consider, but eliminates those
options with characteristics that are
dealbreakers. These factors, or “dimen-
sions,” as Alex Mintz describes them, are
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Native American depiction of Battle of Little Bighorn, June 25,1876 (Amos Bad Heart Bull, also known as Wanbli Waphaha [Eagle Bonnet], ca.
1868-1913—noted Oglala Lakota artist in Ledger Art)

noncompensatory in that no degree of
positivity in other factors will compensate
for the negative quality of the noncom-
pensatory dimension.® Notably, the
decisionmaker may encounter multiple
levels of noncompensatory dimensions in
the decision process. After decisionmak-
ers eliminate options containing qualities
in the noncompensatory dimension, they
are left with either one option or multiple
options in the compensatory dimensions
during the second stage. These dimen-
sions may then be assigned values of
expected utility and rationally assessed to
assign an overall value for each option.’
For example, leaders often subjectively
climinate any option that could result in
termination from their position and then
objectively assess the remaining options.

The Black Hills Battles of
the Lakota Sioux Wars

The war between the Lakota Sioux and
the U.S. Army during the summer of
1876 provides a case study for examin-
ing cach of these decision strategies.
The situation leading up to the battles
had been mostly peaceful since the Fort
Laramie Treaty of 1868 was signed,
establishing the Dakota territories

west of the Missouri River as the Great
Sioux Reservation. The treaty allowed
the Sioux to hunt outside the borders
but forbade “occupation” of the lands
beyond.!® Contflict arose in 1873 after
a financial panic, when miners, seeking

gold, sneaked into a remote area of
the reservation called the Black Hills.
The Army appointed Custer to lead
an expedition in 1874 to determine
the quantity of gold in the region. His
report was highly favorable, so Presi-
dent Ulysses S. Grant, determined to
pay off the national debt, attempted to
buy back the land from the Sioux, but
the tribe refused to agree to the price.
As miners began to flood into the area,
Grant relied on exaggerated reports
of violations by the Sioux to issue an
ultimatum to all the “wild” bands to
leave their hunting grounds by January
31, 1876. The Sioux, understandably,
did not comply, and minor skirmishes
turned into a full-fledged war between
the Army and the Lakota Sioux.!!
Crazy Horse and George Crook. The
first case study involves Crazy Horse’s
decision to attack General Crook’s forces
at the Battle of Rosebud, on June 17,
1876. By this time, the United States
had launched a three-prong offensive
to find and eradicate any Sioux in the
Black Hills. General John Gibbon came
from Fort Ellis, Montana, in the west,
while General Alfred Terry came from
Fort Lincoln in the east, accompanied by
Custer and the Seventh Cavalry. Crook’s
column of about 1,000 men came from
the south. All the commanders knew the
Sioux were trapped in the area but had

difficulty precisely locating the warriors.'?

On the evening of June 16, following a

Sun Dance ritual, Sitting Bull and Crazy
Horse were camped on Ash Creek and
received a report from Cheyenne scouts
that “Three Stars” (Crook) was coming
north."® Since Sitting Bull was greatly
fatigued from cutting himself for a blood
sacrifice, staring at the sun, and dancing
to the point of unconsciousness, Crazy
Horse was the leader suitably fit to make
a decision to attack or evade.'

A brief description of Crazy Horse’s
personality enhances understanding of
his thought process. His parents were
an Oglala Lakota also named Crazy
Horse and a Miniconjou Lakota named
Rattling Blanket Woman. The son was
raised to be patient out of necessity since
his father was a medicine man and did
not have the traditional duties within the
tribe, especially as a hunter. His child-
hood was riddled with persecution for his
having light hair and being the son of a
medicine man. This turmoil gave him a
unique perspective.'® For example, Crazy
Horse was more prudent during the Sun
Dance and did not overexert himself, a
testament to his character as one of prag-
matism and humility. While other Sioux
displayed full headdresses of eagle feath-
ers, each a symbol of killing or touching
an enemy in combat, he rarely displayed
more than one or two, even though his
father reported he had killed over 30
men.'® Crazy Horse was also a planner,
but his desire for well-laid plans was often
overruled in circumstances created by
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younger, more zealous warriors. One
such example was in the Yellowstone
Valley in August 1872, when his band
of warriors discovered Major Eugene M.
Baker’s Second Cavalry. Crazy Horse
wanted to plan a careful attack, but the
young warriors could not resist the temp-
tation of capturing the rations and horses,
resulting in a hastily conducted attack.
Losing the element of surprise, Crazy
Horse angrily ordered a withdrawal and
left the area empty-handed.'” He faced a
similar situation 4 years later at Rosebud.
Early on the morning of June 16,
Crook departed Goose Creek with a
sizable force of 975 Soldier combatants
and 250 auxiliaries from the U.S.-aligned
Crow and Shoshone tribes.'® His objec-
tive was to find and destroy a strong
Lakota village in the area. Shortly after
departing, the column crossed paths
with a fleeing buffalo herd, which led
to the discovery of an abandoned camp
containing a wickiup (hut) with partially
cooked buffalo meat." After a hard day’s

ride, and suspicious that Crazy Horse had
seen the column, Crook ordered a cold
bed-down with no fires and orders to
move out at 4:30 a.m. the next day. The
column moved out on time and followed
the South Fork of Rosebud Creek to the
northeast. At 8 a.m., the scouts reported
seeing mounted Sioux. The report was
ambiguous but enough to make Crook
halt the column and dismount the cavalry
to set up picket lines.?’ The Soldiers took
this opportunity to relax and casually
sprawl out for about an hour and a half
before hearing gunfire. Initially, most
Soldiers thought the Crow and Shoshone
scouts were firing at buffalo, until the
scouts appeared riding as fast as they
could with hostiles pursuing them.?!
Shortly after noon on June 16, the
Cheyenne scout Little Hawk, who was
loyal to the Lakota Sioux, pursued what
he thought were other friendly Sioux only
to discover Crook’s entire column on a
march near the head of the Rosebud. He
immediately set out to report the location

of Crook’s column to Crazy Horse and
Sitting Bull, who were encamped at an
enormous village at what is known today
as Reno Creek.?? The two Sioux leaders
were initially inclined to avoid contact,
but the clamor from the younger war-
riors made them realize that a clash was
inevitable.?® This decision point reflects
the first noncompensatory stage of Crazy
Horse’s use of a poliheuristic approach.
The noncompensatory dimension was
the morale of his warriors and his honor
and prestige as a warrior-leader. He
climinated any option to evade and not
attack because he needed to appease his
warriors, who were in high spirits and
anxious to fight, and to preserve his
honor as a leader of the Lakota.

Crazy Horse then entered the second
stage of the poliheuristic model. Once
he decided to move out, there were two
considerations that emerged. The first
was how many warriors he would take to
confront Crook. Some advised to move
every warrior toward Crook’s forces,
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but Crazy Horse knew if he took all the
warriors, he would leave the women

and children unprotected.?* The second
consideration was whether to set up a de-
fensive line to intercept Crook’s column
or to offensively attack Crook wherever
he and his warriors would happen to find
Crook’s column. Understanding that he
had to act and act quickly, Crazy Horse
was faced with four options: take all the
warriors and set up a defensive line, take
all the warriors and assume the offensive,
leave a portion in reserve and set up a de-
fensive line, or leave a portion in reserve
and assume the offensive.

Using the poliheuristic model, these
four options require dimensions against
which to measure utility and weigh the
options. The first dimension is protect-
ing the women and children. Taking all
the warriors has a low utility since the
innocents would be unprotected, while
leaving reserves receives a higher score
in this first dimension regardless of the
offensive or defensive option. The second
dimension involves gaining and retaining
the initiative. Setting up a defensive line
inherently gives up the initiative, while
sending all the troops might require more
time and a smaller contingent would be
more expeditious. The third dimension is
the level of stealth required to achieve the
clement of surprise. The ability to remain
concealed decreases as the number of
warriors increases, making the option to
take all the warriors have a lower utility in
this third dimension. Inversely, defensive
operations inherently favor concealment
and stealth, giving the defensive option
higher utility than the offensive one. The
fourth dimension is reputation—not
just for Crazy Horse, but for all the war-
riors. Native American culture is rife with

[T

Major General George Armstrong Custer, May 1865 (Library of Congress/National Archives and

Records Administration/Mathew Brady)

honor and tradition, which would tip

the scales of utility toward an offensive
attack, while the honor of protecting the
elders also carries heavy weight. The fifth
and final dimension is force ratio. Higher
numbers increase the probability of over-
all mission success, making the option to
take all the warriors more desirable, while
force ratio also benefits the defense over
the offense. Table 1 below depicts five

dimensions Crazy Horse likely considered
in his decision and numerical values based
on estimated utility for each option (1 to
5, with 1 representing low utility and 5
representing high utility). The calculation
reveals that leaving a reserve force and
using the remaining warriors to mount an
offensive has the highest utility of 18.
The Battle of Rosebud started on the
morning of June 17, with Crazy Horse

Table 1.

Defense w/ Offense w/ Defense & Leave Offense & Leave
All Warriors All Warriors Reserves Reserves

Protection of Weak 1 1 5 5

Initiative 2 5 2 4

Stealth 2 1 4 3

Reputation 1 3 2 4

Force Ratio 5 4 3 2

Sum 1 14 16 18
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Congress, with restoration by Adam Cuerden)

having the element of surprise after a
night march to Rosebud and a short rest
between dawn and about 8:30 a.m., when
he resumed his march.? He opted to
leave a portion of his forces behind and
aggressively seek out Crook’s column with
the remaining forces numbering approxi-
mately 750.2° The battle raged for 6 hours
with warriors attacking and withdrawing,
giving the women and children back at
camp time to escape. Although Crook
reported this battle as a victory since he
successfully drove Crazy Horse’s war-
riors from the field, it was a strategic loss.
Crook did not find the Sioux encampment
and abandoned his mission. Worse yet, he
did little to pursue the warriors and failed
to report accurate numbers, strength, and
tactics to Terry and Gibbon, depriving
Custer of critical intelligence.?”

Custer’s Blunder. The second case
study exemplifies the cybernetic processes
underlying Custer’s decision to attack
the Sioux camp at the Battle of Little
Bighorn. This case study begins with an
examination of Custer’s personality to
lay a foundation for understanding his
cognitive decisionmaking. Custer was
an extroverted individual who had vast

i RN s 75

The Custer Fight, by Charles Marion Russell, lithograph showing Battle of Little Bighorn from the Native American side, 1903 (Library of

experience fighting the native peoples,
thought of the frontier as one huge
adventure, and was viewed as aloof and
insubordinate by many superiors. During
the Civil War, Custer was a fearless and
sometimes reckless combatant under-
pinned by his sense of divine protection
from death, as indicated in a letter to his
wife, Libbie, in May 1864. In the letter,
he attributed his self-proclaimed bravery
to his destiny being in the “hands of the
almighty.”?® Custer’s first experience
after the close of the Civil War was on
the Great Plains in 1867 under General
Winfield Hancock. Hancock’s heavy hand
when dealing with the native tribes set up
circumstances where Custer was unsuc-
cessful and lost favor with his superiors.
This failure, coupled with problems of de-
sertion and separation from Libbie, were
reasons that Custer used to justify leaving
his command and traveling 150 miles
to see her. As a result, he faced a court-
martial and lost his command for a year.?’
Custer was desperate to repair his
reputation and, with the help of General
Terry, eventually achieved reinstatement
and headed to Fort Hayes, Kansas.?* His
first engagement after being reinstated

2 o .
2 3 E e = 3 2 A

was in Oklahoma at the Washita River in
November 1868, where young warriors
from the friendly tribes were conducting
raids into Kansas. Custer, commanding
about 800 men, successfully tracked
down a band of raiders, divided his
forces into four even detachments, and
surrounded their camp. In less than an
hour and without the aid of reconnais-
sance, Custer’s Soldiers killed over 100
warriors; 1 U.S. Soldier was killed, and
13 were wounded.® Custer had proved
to his superiors that he was competent.
In the years to follow, he wrote his wife
long letters about his adventures on the
Plains, recalling one extended march in
1873 as being “perfectly delightful thus
far,” while his superior, Colonel David S.
Stanley, who complained about being wet
for 9 days straight, referred to Custer as
“untruthful and unprincipled.”??

On June 23, 1876, about a week after
Rosebud, Custer’s Seventh Cavalry rode
west ahead of Terry in search of the hos-
tiles. Along the 33-mile trek, they found
the remains of campsites indicating they
were on the trail of a large group of Lakota
Sioux. Around 4:30 p.m., they stopped to
camp along the east side of the Rosebud
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River to allow the pack mules to catch
up.3 The next day, the column found
even more abandoned encampments, but
these were fresher than those discovered
the previous day. By 1 p.m., Custer called
another halt to assess the situation. He
received a report that there might have
been a trail 10 miles back that had been
overlooked, so he sent scouts back but also
sent some scouts forward to reconnoiter
the path ahead. About 3 hours later, the
scouts returned with two pieces of news.

First, the overlooked trail 10 miles
back was a detour that joined with the
main trail they had been traveling. Second,
along the main trail 12 miles ahead was a
fresh camp, indicating that a massive Sioux
encampment was no more than 30 miles
ahead.®* At 5 p.m., they resumed their
march, finding more camps with smolder-
ing fires, and at 7:45 p.m. they halted on
the west side of the Rosebud. By 9 p.m.,
scouts reported that the trail broke from
the Rosebud and led to the valley of the
Little Bighorn. The Sioux encampment
was closer than Terry had predicted, and
Custer had a decision to make.*

Terry ordered Custer to march south-
ward and then westward if the trail turned
away from the Rosebud, but he left a
loophole by adding, “unless you see suf-
ficient reasons [for] departing from [ the
orders].”% What constituted “sufficient
reasons” in this case is debatable, but the
hostiles were so close that marching south-
ward was likely to expose, or might have
already exposed, the column of 600 men.
Additionally, the long march would delay
Custer until June 27, and Terry could ar-
rive as early as June 26. Custer saw this as
a golden opportunity to avoid the ridicule
and courts-martial other officers had en-
dured after allowing the Sioux to escape.?”
Thus, Custer decided to “disobey” orders
and follow the trail on the morning of June
25, when his scouts informed him that
they had spotted the hostile village. The
scouts stated they could also see the camp-
fires of the column from their lookout

point. Many of Custer’s men agreed that
his position had been compromised, even
though the only proof was a pair of Sioux
riders who had been seen briefly before
disappearing.®® Notably, no less than five
trusted men warned Custer that a great
number of hostiles were at the encamp-
ment. One Crow scout even told Custer
that there were too many to fight with all
the men at his disposal, urging him not to
divide his forces.* Yet Custer acted com-
pletely opposite, dividing 12 companies
into 3 divisions to attack along multiple
axes without Terry’s reinforcements.

Custer’s decision to attack was cyber-
netic for four reasons. First, he sought
to eliminate the uncertainty of whether
the Seventh Cavalry under his command
would reap the glory of eradicating the
Sioux threat before it dispersed. Delay
might cause the encampment to disperse,
robbing Custer of the opportunity to im-
prove his reputation. Second, he fell victim
to a cognitive bias known as social corrobo-
ration, where decisionmakers “bolster their
judgments by the concurring opinions
of other people.”*® His scouts convinced
Custer that his position had been compro-
mised despite the lack of evidence.

Third, inferences of transformation or
wishful thinking played a role by allowing
Custer to cognitively dismiss the repeated
warnings of multiple eyewitnesses who
swore there were more warriors than
the unit could handle. This notion of
superior numbers was inconsistent with
previous encounters and, even if true,
would, as Custer thought, play out favor-
ably over time.*! When Bloody Knife
stated there were enough Sioux to “keep
us fighting two or three days,” Custer’s
response was, “I guess we’ll get through
them in one day.”*? This aloof response
shows that rational decision processes
had given way to predilections in Custer’s
mind. The fourth reason is an example of
the cognitive concept of reinforcement.*?
Custer’s success at Washita was based on
two factors: the element of surprise and

dividing his forces. Thus, he based his
decision to divide forces on the idea that
past success would surely lead to future
success. He assigned companies D, H,
and K to Captain Frederick Benteen, who
immediately rode to the left to sweep the
area for Sioux while Custer took com-
panies C, E, F, I, and L and continued
toward the Little Bighorn valley with
Reno’s A, G, and M companies.

Reno’s Encounter. The last case study
is Reno’s expected utility decision to set
up a defensive skirmish line at first con-
tact with the southern flank of the Sioux
camp. Reno had served with minimal
distinction during the Civil War and
joined the Seventh Cavalry after Washita
in 1868. He was known as a humor-
less person who favored the bottle and
was not well liked by his fellow officers,
but he was cautious and prudent in his
decisionmaking.** Reno and Custer fol-
lowed a small tributary named Ash Creeck
(now Reno Creek) to a point where they
split; Reno crossed the Little Bighorn
River and advanced to the left following
an order to pursue a band of 50 flecing
Sioux, while Custer continued along a
bluft on the right side of the river oppo-
site the encampment to attack from the
north.* When Reno approached the vil-
lage, he saw that there were significantly
more warriors than he or Custer had
anticipated. Custer had not relayed his
intentions to attack the north but rather
had told Reno he had Custer’s support.
Reno was left with a decision to continue
the charge into a possibly overwhelm-
ingly larger force or to set up a defensive
skirmish line. He opted for the latter.*®

Reno’s situation exemplifies the
expected utility method of decisionmak-
ing based on the probability of whether
the opposing force was overwhelming.
The common force ratio of three to
one is traditionally required for an at-
tacking force and will be used to define
overwhelming in this case (see table 2). If
Reno assigned a 70 percent chance that

Table 2.
A) Overwhelming 70% (.7) B) Manageable 30% (.3) Sum
Charge 2(7)=1.4 8(.3)=2.4 14+2.4=38
Defend 6(7)=4.2 4(.3)=1.2 42+12=54
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the forces ahead would be overwhelm-
ing, as depicted in columns A and B, he
would have then weighed the probability
against the options to charge or defend
(rows 1 and 2) by computing expected
utility values from 1 to 10 for each of the
four outcomes. Charging in the face of
an overwhelming force (1A) has the low-
est value of 2 because of the inability to
counterattack and likelihood of being sur-
rounded. Charging against a manageable
force (1B) has a high value of 8 because
it accomplishes the mission without an-
nihilation. Setting up a defensive skirmish
line against an overwhelming force (2A)
has a value of 6 because the Sioux could
have time to scatter, but it increases the
likelihood of survival and reinforcements.
Defending against a manageable force
(2B) has a value of 4, since the opportu-
nity to seize the initiative is lost but the
options for a counterattack and pursuit
remain. Tallied totals show the defense
option with a value of 5.4 is greater than
the value of 3.8 for the option of charg-
ing. The decision to set up a defensive
line reflects the holistic and rational ap-
proach of the expected utility process.

Conclusion

The outcome of the Battle of Little
Bighorn varied greatly for the three
leaders. Reno’s move from the south
came as a surprise to Crazy Horse, who
was expecting Custer but had not seen
Reno break off. But because Reno’s men
were so tired, they were unable to hold
and were forced to retreat back across the
Little Bighorn.*” About half of Reno’s
unit finally managed to occupy the bluff
where Reno had last seen Custer and
take up a defensive position.*® Eventually,
Benteen arrived and rescued Reno and
what remained of his three companies,
but neither Reno nor Benteen knew
Custer’s location.*” Custer, having seen
Reno’s advance, took his five companies
over the hill, never to be seen again.*
Debates resound about the details, but
evidence points to at least two compa-
nies making it to the river before the
entire force was repelled and devastated
at the high ground north of the Little
Bighorn, where monuments exist now.
When Reno attacked, Crazy Horse was

at the encampment and led a group of
warriors across the river to assist in the
destruction of Custer’s five companies.®!
The speculation varies as much as the
personalities involved, but Sitting Bull
revealed in an interview years after the
battle that “the Long Hair [Custer]
stood like a sheaf of corn with all the

52

cars fallen around him.
Examining the factors leading to the
decisions made by Crazy Horse, Custer,
and Reno through the lenses of expected
utility, cybernetic, and poliheuristic
decision strategies enables objectivity
in analysis and hindsight. It also offers
an example of how to study three dif-
ferent leaders, each of whom resolved
uncertainty with their decisions, even if
such decisions proved disastrous. Modern
leaders can utilize these same tools to
make sense of complexity and to apply a
framework to analyze an opponent’s past
decisions, compare the findings to the
present situation, and then predict future
courses of action. JFQ
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merging biotechnologies, par-

ticularly as the COVID-19

pandemic recedes, have captured
the imagination, interest, and concerns
of the world. Scenarios once relegated
to science fiction movies and novels
are now potentially within the grasp
of bioengineering: the ability to read,
write, and edit DNA—the fundamental
code of life. The purposeful design of
biology can enable novel ways to meet
a variety of societal needs—from the
biomanufacturing of commodities to
gene therapies and the recreation of
once-extinct organisms. This biological
revolution, or “bioeconomy,” has the
potential to address important issues
such as climate change, sustainable
energy, and food production, as well as
improved medicines and quality of life
for all. But with this capability comes
dual use (that is, not only for com-

mercial /military use but also by good
actors/bad actors) as well as profound
cthical concerns, making The Genesis
Machine a timely volume.

The authors—Amy Webb, a journal-
ist and futurist, and Andrew Hessel, a
pioneering geneticist—begin their story
in personal terms, each revealing how
the adoption of biotechnologies in her or
his own life has been transformational in
enabling her or him to have families. This
sets the stage for a well-narrated journey
through the history of biotechnology
progress, from carly pharmaceutical
triumphs such as insulin to the synthetic
biological creation of artemisinin, which
is used in the treatment of malaria. For
those new to biotechnology as well as
those who work in the field, the personal
stories of those involved in the earliest
discoveries that punctuated disruptive
progress in the life sciences are one of the
most entertaining aspects of the book.
The anecdotes surrounding serendipitous
discoveries, along with the quirks of
biotechnology’s most famous pioneers,
are not commonly known and give great
depth to this historical background.

With this foundation, Webb and
Hessel launch into the varied potential
of bioengineering and provide helpful
background on the components of the
bioeconomy, including some discussion
of the dual-use concerns associated with
these possibilities. Although the book
does touch on some of the “non-life
sciences” outputs of the bioeconomy,
such as biofuels or DNA as digital data
storage, it is primarily focused on the
human impacts of bioengineering. The
authors focus throughout on medicine,
health, reproduction, and agriculture—
the primarily “traditional” sectors in
which biotechnology exists. However,
biotechnologies are more likely to com-
mercially advance (in the near term)
with biomanufacturing—moving from
petroleum-based platforms for manufac-
turing to biologically based ones—and
how this affects the planet will be impor-
tant. Another missing scenario might be
the unknown ecological consequences of
the reintroduction of an extinct species,
like the woolly mammoth, for example,
for which efforts are already under way.

This does not detract from the book,
however, given that there is much to be
learned from the human-impact scenarios
described—the scenarios are as fascinat-
ing to entertain as they are ethically
challenging and would make for creative
discussions in the classroom.

The Genesis Machine provides
some windows into the current policy
landscape and highlights most current
governance; however, this book should
not be construed as a treatise on policy
or a primer for would-be life sciences
policymakers. It does not describe how
biodefense or biosecurity policy evolved
in reaction to biotechnology advances,
which is the parallel understanding
needed to understand why current policy
may be inadequate and where gaps exist.
Similarly, although it discusses dual use,
it does not dive into weapons scenarios,
nor does it touch on the different broad
spheres of thought on how best to navi-
gate life sciences policy and governance:
ideas such as self-governance, risk-benefit
assessment, or the precautionary prin-
ciple. The best use of this book is as a
highly accessible primer on biotechnol-
ogy and as a tool to stimulate general
awareness-raising of its ethical use in the
human dimension.

Given that biotechnology is a “mod-
ernization priority” for the Department
of Defense (DOD), this book may offer
insights for readers and students in the
joint force. Soon, emerging biotechnol-
ogy will affect Servicemembers and how
DOD performs its mission, from biopro-
duced and bioinspired materials to novel
sensors and pharmaceuticals. Importantly,
some of the most powerful and poten-
tially controversial uses of emerging
biotechnology and synthetic biology will
be on human performance—in the U.S.
military as well as in those of its adversar-
ies. An awareness and understanding of
these kinds of impacts will be needed
across the joint force community, and this
book offers an entrée into the field.

Overall, The Genesis Machine is an
enjoyable and well-researched read. It
provides a smooth narrative overview of
many of the challenges of the biotech-
nological age that would provide novice
students, general readers, and experts
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alike with a balanced foundation in un-
derstanding the impacts of biotechnology
on humanity—and a thought-provoking
tool for imagining life on the planet in the
coming decades. For those in the joint
force with roles in emerging technology
and modernization priorities, this book
deserves a space on the bookshelf. JFQ

Dr. Diane DiEuliis is Assistant Director

and Distinguished Research Fellow in the
Center for the Study of Weapons of Mass
Destruction, Institute for National Strategic
Studies, at the National Defense University.
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n Airpower in the War Against ISIS,

Benjamin Lambeth not only weaves

an account that celebrates the deci-
sive role he insists airpower played in
the defeat of the so-called Islamic State
(IS) but also depicts tragically missed

opportunities and almost incompre-
hensibly poor judgment on the part of
U.S. civilian and military leaders that
unnecessarily delayed that defeat.

I have long admired Dr. Lambeth, a
former RAND researcher with a long list
of airpower-related writings, including
in-depth examinations of airpower’s role
in conflicts such as Kosovo, Afghanistan,
and the 2003 war in Iraq. Indeed, he has
established himself as one of American
airpower’s leading chroniclers—and ad-
vocates—in the post-Vietnam era.

To make his case about the war
against IS, Lambeth uses an enormous
amount of publicly available official docu-
mentation, academic scholarship, as well
as media reports and commentary. What
makes his writing particularly interesting,
however, are the scores of personal inter-
views he conducted along with emails he
exchanged with participants—especially
U.S. Air Force officers—about the opera-
tion, a style that has become something
of his trademark.

Lambeth charts the transformation
of American airpower in the years after
Vietnam and points to “breakthrough
developments in the realms of stealth,
precision strike capability, and enhanced
battlespace awareness”—all accompanied
by better training and the development
of fresh ideas about force application.
Lambeth argues that despite success in
Operation Desert Storm and Kosovo,
airpower was too often underused and
ill-used in post-9 /11 counterinsurgency
(COIN) fights in Iraq and Afghanistan
and continuing for much of Operation
Inherent Resolve.

Airpower in the War Against ISIS
is not simply a history of events; it is an
analysis of the policies and strategies that
governed the campaign against IS. Many
will find that analysis uncomfortable,
as Lambeth does not hesitate to point
fingers. For example, Lambeth traces
the issues that manifested themselves in
Inherent Resolve to the tenure of former
Secretary of Defense Robert Gates.
Though Gates was gone before the IS
threat emerged, his disparagement of
the Air Force as suffering from “next-
war-itis”—that is, too much focus on
possible conflicts with peer or near-peer

competitors, such as China and Russia,
instead of on the COIN conflicts—
eroded what Lambeth argues was the
“once orderly maturation of American air
and space power.”

This issue and other factors led to
an “institutional identity crisis” for
the Air Force, which in turn produced
“a gradual but inexorable erosion” of
thinking and planning skills that “had
previously developed to a high art form
toward making American airpower so
decisive in previous tests of strength.”
Lambeth believes that the Air Force
centered itself so much on the COIN
fight that its skills to fight other types
of adversaries atrophied. Furthermore,
Lambeth argues that since 9/11, the
leadership of U.S. Central Command
(USCENTCOM), the organization
responsible for the Middle East, had
been overwhelmingly dominated by
Army and Marine officers who did not
fully grasp the warfighting potential
of airpower. This excessively ground-
centric orientation would persist into
Operation Inherent Resolve to the cam-
paign’s detriment.

Lambeth finds that when the IS
threat became impossible to ignore in
2014, the U.S. reaction, hobbled by
political restraints, resulted in a “lethargic
and directionless air effort.” Moreover,
Lambeth finds USCENTCOM’s strat-
egy to have been fundamentally flawed
as the command applied a “planning
template for winning indigenous hearts
and minds in a COIN war to a totally
different class of enemy that needed to be
dealt with instead as a self-avowed state
possessing territory, and infrastructure,
and economy, a central nervous system, a
targetable leadership, and the beginnings
of'a conventional army.” Additionally,
Lambeth contends the inappropriate
COIN orientation resulted in what he
characterizes as “counterproductive rules
of engagement” (ROEs). Lambeth de-
scribes a highly restrictive ROE process
that required convoluted coordination
and vetting procedures that, among other
things, demanded virtually no civilian
casualties. More effective processes were
implemented with a change of administra-
tion, eventually devastating IS.
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Lambeth makes clear that despite
ultimately achieving success, “ill-advised
leadership directives, in this case an
inappropriate gradualist strategy at the
campaign’s start that misunderstood the
enemy and wrongly insisted on ROE
intended for a different kind of war,”
lives. He bluntly charges:

cost

[ There were the incalculable but monu-
mental human costs that were imposed by

the war’s overly prolonged and pointless

early incrementalism. Without seeking ot
this point to provide even a rough estimate of
the number of innocent Iragis and Syrians
who were killed or wounded throughout

the more than four-year-long campaign,

the anemic start that President | Barack|
Obama insisted on at the effort’s outset and
sustained with no truly consequentinl escaln-
tion for two more years produced millions of
displaced civilians and caused a profusion of
noncombatant fatalities in both countries,
most of them at the hands of [ 1S] marawders
rather than as the vesult of any errant conli-
tion bombs.

Lambeth’s book is especially timely,
as it comes as the Department of Defense
is implementing its much-touted Civilian
Harm Mitigation and Response Action
Plan. This plan aims to institutionalize a
bureaucracy with restrictive use-of-force
policies that are disturbingly similar to
that which proved so problematic in the
air war against IS.

Airpower in the War Against ISIS
stands for the proposition that airpower
forcefully applied in a timely manner by
savvy commanders will accomplish the mis-
sion with the least amount of civilian harm.
It is a must-read not only for military
professionals but also civilians wanting to
understand how airpower could be opti-
mally used in modern battlespaces. JFQ

Major General Charles J. Dunlap, Jr., USAF
(Ret.), is Executive Director of the Center on
Law, Ethics, and National Security at the Duke
University School of Law.
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o Limits: The Inside Story of
/\/ China’s War With the West is

a valuable book. It is simulta-
neously analytical and personal. No
Limats is an incisive, selective history
about how the promise of China’s
integration into Western economic
systems and global institutions gave
way to acrimony and rivalry. It also is
author Andrew Small’s memoir about
how his quarter-century-long iterative
interactions with China evolved from
hope and cautious optimism about
Sino-global integration into resigned
fatalism that the Chinese Communist
Party (CCP) can never tolerate such a
happy ending. The CCP must instead
view itself as perpetual victim and
implacable rival of the West.

Small has unique personal expertise
on the promise and peril of China. A na-
tive Brit, Small was an English teacher in
a rural Chinese village in the late 1990s,
then worked in the early 2000s as direc-
tor of the Foreign Policy Centre’s office
in Beijing, at a time when the Western
trade and banking sector was growing
fast. He ultimately settled into his pres-
ent, almost two-decade role as a senior
transatlantic fellow with the Asia Program
at the German Marshall Fund of the
United States. Throughout this quarter-
century studying Chinese relations with
especially America and Europe, Small de-
veloped special and trusted relations with
an array of prominent Chinese political,
economic, and military figures. He also
gained impressive professional under-
standings and unique personal insights
that make his ringing of alarm bells in No
Limits about the CCP’s dangers to the
Western-led international order resonate
loudly.

Small tells us in No Limats that he felt
the positive potential of China’s rise. He
knew many in Chinese economic and
political leadership who saw the opportu-
nity to export expanding national wealth
and know-how to enhance growth in
parts of the world left behind by Western
economic organizations and develop-
ment institutions. Small reminds us that
China’s outward face in the 1990s and
carly 2000s featured business-friendly
personae like Premier Wen Jiabao (2003—
2013) and Chairman of the Board of the
China Investment Corporation—China’s
sovereign wealth and development
fund—]Jin Liqun (2008-2013). Small
writes of how Wen, Jin, and others of
that era soothed Europe and calmed
America while smoothing pathways for
Western businesses into China, stimu-
lating Chinese economic demand and
holding onto Western bonds and stocks
during the tumultuous Great Recession
in a manner that helped arrest global
financial calamity. They then invested an
enormous amount of China’s wealth into
the struggling economies of southern and
castern Europe, when richer European
and American investments dried up.

But behind this early promise, Small
reminds us of enduring peril. The CCP
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was there lurking—profiting from eco-
nomic growth but paranoid about any
challenge to its political strength or om-
nipotence. Historians often point to the
Tiananmen Square protests and massacre
of 1989 as the post-Mao benchmark

of CCP limits on how much economic
growth and openness could be toler-
ated in China. Small transports us to the
1999-2001 period for continuity in evi-
dence that CCP strictures and constraints
on political and economic activity could
be relaxed a bit, but never forsaken, even
in a fast-modernizing China.

He tells how in 1999 students from
his rural former school were rounded up
by CCP officials and trucked to a U.S.
consulate for a CCP-choreographed
protest of the accidental American bomb-
ing of the Chinese embassy in Belgrade
days earlier. The students were paid and
saw the demonstration as a field trip, but
the incident demonstrated CCP reach,
political authority, and control. Small then
recounts how in 2001, China acceded to
the World Trade Organization (WTO) at
American and Western insistence but with-
out Beijing’s first having committed to
WTO rules like constraint of government
export subsidies, adherence to fair labor
standards, or acceptance of environmental
protections. This set the stage for decades
of international economic damage.

Once China was in the WTO,
CCP-run business and CCP-overseen
private ventures set in motion a flood of
Chinese state-subsidized, hypercompeti-
tive exports. Abroad, these exports hit
blue-collar legacy industries and workers
exceptionally hard, increasing unemploy-
ment and driving cavernous income
inequality in a manner that catalyzed
ideological polarization in many coun-
tries. As China did not formally recognize
the arbitration mechanisms of the WT'O
to be binding, the forum became less of
a cooperative trade-expanding enterprise
and more of a litigious assembly for
growing unresolvable squabbles over
trade practices seen as unassailable in
the CCP’s dogma of “capitalism with
Chinese state characteristics.”

Small’s narrative reminds us that these
carly coal-mine canaries sang but were
not heard. It took until much later—into

the late 2010s—for Western leaders to
recognize the ill-will borne them by

CCP leaders. By then, Western-oriented,
reform party leaders such as Wen Jiabao
found themselves under scrutiny by CCP
traditionalists for corruption. Wen himself
vanished into isolation in the wake of a
2012 Party-led corruption investiga-
tion, and Small recounts how some of
Wen’s most trusted young advisors found
themselves placed under house arrest or
fled the country to avoid such a fate. A
great firewall grew up around China’s
Internet, Party restrictions on semiprivate
companies multiplied, and a crackdown
on Hong Kong political protests ensued,
as did a callous CCP refusal to accept any
responsibility or accountability during
the COVID-19 pandemic. In this saga
of a resurgent, liberty-strangling CCD,
the rise of Xi Jinping might have been

an accelerant, but the campfire already
was burning. America and Europe were
slow to accept that an unchastened CCP
was doing again what it always had done:
whatever it needed to do at whatever
cost to retain control. As Small observes
sagely, but ruefully:

the longstanding [Western| push to embrace
and integrate China was chavacterized in
part by the hope that since its ambitions for
wealth, influence and power were realizable
within the system, the Chinese Communist
Party could accommodate itself to it and
that some of the other faces of China would
still be part of that process. Understandably,
there has been a great veluctance to give up
on that bet.

Small’s warning in No Limitsis a
clarion call. The promise of liberaliza-
tion and democratization is impossible
under the CCP. In this conclusion, Small
aligns with those found in recent works
like Aaron Friedberg’s Getting China
Wrong (Polity, 2022), Rush Doshi’s The
Long Game: China’s Grand Strategy
to Displace American Opder (Oxford
University Press, 2021), and Hal Brands
and Michael Beckley’s Danger Zone: The
Coming Conflict With China (Norton,
2022), among others. But as Small lived
the decline of Chinese promise personally,
his warning to American and European

senior figures should carry extra weight.
The negative rethink on China dominant
today was not driven by hostile know-
nothings who wanted to see Beijing fail,
but by many of those who had been
closest to China and wanted to see China
succeed. Like Small, they now view China
as a scary place and the CCP as a deter-
mined and dangerous global adversary.
Small warns that Western success
can be secured only if the West’s leaders
now focus like a laser on this implacable
and determined rival. By extension, joint
force leaders must prioritize the growing
Chinese military as the pacing, near-peer
threat. They must innovate, organize, and
train the joint force primarily to counter
a CCP-led China that the October 2022
U.S. National Security Strategy identifies
as the only country with both the intent
to reshape the American-led international
order and, increasingly, the power to
achieve it. JFQ

Dr. Thomas F. Lynch Il is a Distinguished
Research Fellow in the Center for Strategic
Research, Institute for National Strategic
Studies, at the National Defense University.
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oth the U.S. and Chinese militaries are increasingly focused on a possible
B confrontation over Taiwan. China regards the island as an integral part of
its territory and is building military capabilities to deter Taiwan independence
and compel Taiwan to accept unification. Based on original research by leading
international experts, Crossing the Strait: China’s Military Prepares for War with
Taiwan explores the political and military context of cross-strait relations, with
a focus on understanding the Chinese decision calculus about using force, the
capabilities the People’s Liberation Army would bring to the fight, and what
Taiwan can do to defend itself.
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