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Countering Terrorism
R. Kim Cragin

The United States faces an unprecedented threat from terrorism today: two
transregional networks actively plot attacks, recruit foreign fighters, and seek
to inspire “lone wolf” terrorists. But this threat is manageable. Rather than
trying to defeat terrorist adversaries, U.S. strategy should emphasize reducing
the risk of significant attacks in the homeland, Western Europe, Canada, and
Australia. In addition to homeland security measures, such a strategy would
be characterized by a shift, and likely an increase, in the placement of U.S.
special operations forces and intelligence assets overseas. Managing this threat
would also require greater coordination with, and persistence from, other
instruments of national power, including diplomacy and law enforcement. The
key counterterrorism challenge for a new administration, therefore, is how to
develop and sustain a strategy that manages this threat persistently, without
being on a constant war footing.

T

his chapter addresses the counterterrorism challenges facing U.S.
policymakers today. To do so, it focuses on foreign terrorist groups
and how they threaten the United States and its allies in Western Europe, Canada, and Australia. Of course, most of these terrorist groups
also pose a threat to regional stability, as addressed in other chapters.
But this chapter prioritizes the safety of the U.S. homeland, citizens, and
residents. It argues that not only the primary threat to the United States
comes from two transregional terrorist networks but also that the Nation
faces an unprecedented threat from foreign fighters and individuals inspired by those transregional networks. This combination can be difficult to disrupt persistently, whether overseas or inside the United States.1
So the key counterterrorism challenge for policymakers today is how the
U.S. Government can manage this threat without being on a constant
war footing.
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Figure 1. ISIL Presence in Syria and Iraq

Source: Institute for the Study of War

Threats Posed by Terrorist Networks
This section provides an overview of the foreign terrorist and insurgent
groups that pose a threat to the United States, as well as the nature and
extent of that threat. Note that significant research exists on how and
why terrorism arises, why individuals become involved in terrorism,
how terrorist groups generate and maintain support, and why terrorism
declines.2 This section does not delve into that research. Instead it posits
that groups with transregional objectives and reach present the greatest
threat to the U.S. homeland and its allies in Western Europe, Canada,
and Australia. Subsequent sections address the threats posed by foreign
fighters and lone wolves in greater depth.
The Islamic State and Its Provinces
The primary threat to the U.S. homeland today emanates from the Islamic State of Iraq and the Levant (ISIL).3 Led by Abu Bakr al-Baghdadi, ISIL maintains its headquarters in Raqqah, Syria, and Mosul, Iraq.
Beyond these two cities, ISIL either controls movement (or at the very
least retains freedom of movement) across territory in both countries (see
figure 1).4 So it is often referred to as a terrorist group, an insurgency, and
a proto-state. ISIL has an estimated 20,000 to 30,000 local fighters, as
well as foreign fighters, also known as “volunteers,” who have traveled to
Iraq and Syria to assist with the struggle against Syrian President Bashar
al-Asad and join ISIL’s newly established caliphate.5 Experts assess that
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ISIL had an annual revenue of between $265 million and $615 million as
of late 2015, stemming from local taxation, oil, kidnapping for ransom,
smuggling, and other forms of crime, although their revenue decreased
in 2016.6 ISIL leaders utilize this revenue, and personal relationships
built over the years, to reinforce their authority over “provinces” that
have been established outside the borders of Syria and Iraq, including
Afghanistan, Algeria, Bangladesh, Egypt, Indonesia, Libya, Nigeria, Pakistan, Russia (Chechnya), Saudi Arabia, Somalia, and Yemen.7
In June 2014, ISIL spokesman Abu Muhammad al-Adnani announced
the creation of an Islamic caliphate in the territory under ISIL’s control in
Iraq and Syria, changing his organization’s name from the Islamic State
of Iraq and the Levant to simply “Islamic State.”8 The primary message
from al-Adnani at the time was that the Islamic State had established
governing structures and religious law in its territories, and thus all Muslims had a religious obligation to transfer their allegiance to ISIL and
relocate to this newly established caliphate.9 Al-Adnani’s announcement
was accompanied by additional military victories, territorial gains, and a
concerted social media campaign to terrorize local and international opponents in 2014 and 2015.10 Militant groups in the outlying provinces of
ISIL’s so-called caliphate also have followed its lead, adopting ISIL tactics
and using social media to advertise their campaigns.
While most of this violence has been directed inward or toward the
local residents of territories under dispute, ISIL and its affiliates also have
attacked international targets. Examples of international terrorist attacks
by ISIL and loyal groups include:
• August 2014: ISIL fighters decapitated American journalist James
Foley. The beheading was videotaped and posted online.11
• June 2015: A gunman attacked a beach vacation resort in Tunisia,
killing 38 individuals.12
• November 2015: Paris came under attack by ISIL fighters; 129 people died.13
• March 2016: Twin suicide attacks on the airport and subway system
in Brussels killed 32 individuals; responsibility for the attacks was
claimed by ISIL.
Notably, prior to the Paris and San Bernardino attacks, terrorism experts debated whether ISIL or al Qaeda presented the greatest threat to
the United States, especially the U.S. homeland.14 This debate centered
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on two key assumptions. First, some experts assumed that ISIL leaders
were focused exclusively on the battle for control over territory in Syria
and Iraq and, therefore, would not attempt to reach beyond those countries. As a corollary, because ISIL leaders prioritized the near enemy (for
example, so-called apostate Muslim regimes) over the far enemy (for example, the United States), it would not sponsor external attacks.15
Second, other experts assumed that ISIL would experience a backlash
among Muslim communities for its brutality on the battlefields of Syria
and Iraq. Examples of ISIL brutality included the widely disseminated
beheadings of Western journalists.16 ISIL also captured and then burned
alive a Jordanian pilot in February 2015. This assumption drew on past
experience with ISIL’s predecessor, al Qaeda in Iraq (AQI), which faced
significant backlash after its members conducted its own decapitation
campaign against Iraqi officials and foreign journalists throughout 2004
and then subsequently attacked a wedding party in Jordan in November
2005.17
Yet events eventually called both of these assumptions into question.
In the early summer of 2014, for example, rumors circulated that ISIL
had begun to reach out to militant groups that were associated with al
Qaeda but were disgruntled with its leadership and direction. These
rumors were substantiated several months later as terrorist groups in
Afghanistan, Algeria, Chechnya, Egypt, Libya, Nigeria, Saudi Arabia, Somalia, and Yemen declared their allegiance to, and were formally accepted by, ISIL.18
Additionally, an unprecedented number of foreign fighters—30,000 in
Iraq and Syria and 5,000 in Libya by November 2015—continued to travel overseas to join ISIL.19 This constant flow of foreign fighters, even after
the highly publicized beheadings, suggested that the anticipated backlash
was unlikely to occur. It was coupled with an escalating number of plots
both directed and inspired by ISIL leadership.20 Indeed, investigations
into the Paris and Brussels attacks subsequently revealed that al-Adnani
had been given responsibility over external operations as early as January
2014.21 It therefore became increasingly obvious that ISIL posed the greater threat to North America, Western Europe, and Australia.
Al Qaeda and Its Affiliates
If ISIL represents the primary terrorist threat to the United States in
2016, al Qaeda and its associates should not be ignored entirely. Currently led by Ayman al-Zawahiri, al Qaeda was responsible for the attacks
on the World Trade Center and the Pentagon in September 2001.22 It has
been a prominent actor in the wider Salafi jihadi movement since the
mid-1980s, initially under the auspices of Maktab al-Khidamat.23 Much
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of al Qaeda’s worldview and ideology parallels ISIL. But al Qaeda leaders
prioritize attacks against the far enemy over the near enemy.24 Al Qaeda
leaders also have cautioned their adherents to avoid Muslim casualties
whenever possible.25 These divergences are not insignificant. They have
caused a rift not only between jihadists on the battlefields of Syria and
Iraq but also worldwide. Al-Zawahiri apparently anticipated this rift; in
May 2013 he designated an emissary to the conflicts in Syria and Iraq,
Abu Khalid al-Suri, in an attempt to resolve these differences. But al-Suri
was killed by ISIL fighters in February 2014.26
Al Qaeda, in contrast to a more hierarchical ISIL, has retained its networked structure over the years. Often described as a franchise, al Qaeda senior leaders reportedly remain based in Pakistan, but they provide
guidance to affiliated militant groups around the world. These affiliates
include al Qaeda in the Arabian Peninsula (AQAP), al Qaeda in the Islamic Maghreb (AQIM), al Qaeda in the Indian Subcontinent, and the
al-Nusra Front in Syria.27 Additionally, the Khorasan Group, also based
in Syria, is comprised of experienced al Qaeda fighters from Afghanistan and Pakistan who traveled to Syria to fight the Asad regime.28 In
total, al Qaeda and its affiliates have an estimated 8,700 fighters globally, although it is worth noting that the majority of these fighters exist
with affiliated groups, not core al Qaeda.29 Al Qaeda leaders also have
established ties to the Taliban, Haqqani network, Tehrik-e-Taliban, and
Lashkar-e-Tayyba in Afghanistan and Pakistan.
The rise of ISIL, its 2014 declaration of a caliphate, and subsequent
defections clearly put pressure on al Qaeda leaders to demonstrate their
relevance to the wider Salafi jihadi movement, of which both ISIL and al
Qaeda are part. They have responded to this pressure by positioning al
Qaeda as the most viable alternative to ISIL for those Muslims who do
not feel comfortable with ISIL’s tactics on the battlefield. Al Qaeda leaders also have rebuked ISIL for causing disunity within the Salafi jihadi
movement. The following joint statement by AQAP and AQIM illustrates
this approach: “On top of this the [ISIL] spokesman declared war on all
groups and factions everywhere and threatening to fight and shed their
blood. This indicated the extent of their deviation and misguidance. Instead of directing their fight towards the enemies of the ummah, and to
direct their arrows towards the Jews and Christians, they chose to direct
their arrows towards the chests of Muslims.”30
Al Qaeda affiliates also have tried to revive their own efforts against
the United States and its allies. This has manifested itself in the emergence of new al Qaeda training camps in Afghanistan and attacks by
al Qaeda affiliates against Western targets overseas.31 These include an
attack by AQAP on the office of the Charlie Hebdo satirical magazine in
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Figure 2. Select Al Qaeda Leaders Killed by Counterterrorism Forces
Naseer al-Wuhayishi (2015), AQAP leader and deputy to Ayman al-Zawahiri
Sanafi al-Nasr and Muhsin al-Fadhli (2015), leaders of the Khorasan Group
Abu Yahya al-Libi (2012), al Qaeda spokesman and commander in Afghanistan
Saaed al-Sherhri (2012), AQAP founder and former Guantanamo prisoner
Anwar al-Awlaki (2011), American-born cleric and recruiter for AQAP
Atiyah ‘Abd al-Rahman (2011), deputy leader for al Qaeda in Pakistan
Osama Bin Laden (2011), the founder and visionary behind al Qaeda

Paris in January 2015 and an attack by AQIM on the Radisson Blu hotel
in Mali in December 2015. That said, neither of these attacks reached
the level of death, injury, or damage as those conducted by ISIL fighters.
Will al Qaeda fully reemerge in 2017? Will al Qaeda join with ISIL
to form a united transregional network? Will this united network pose
an even greater threat? These are the questions being asked by terrorism
analysts today. The answers will likely depend on the extent to which
the United States and its partners can maintain pressure on ISIL and al
Qaeda’s transregional networks simultaneously. Over the past decade, al
Qaeda senior and mid-level leaders have been targeted by U.S. and other
counterterrorism forces (see figure 2). It is arguable that these and other
intensive efforts have diminished al Qaeda’s ability to attack North America, Western Europe, or Australia or even to mount significant attacks
on Western targets overseas. But this type of counterterrorism campaign
requires concerted resources, including intelligence collection and analysis, law enforcement and diplomatic pressure, and, in many cases, the
use of U.S. military instruments, primarily U.S. special operations forces
(SOF) and airpower. These resources are finite, and tradeoffs exist. It
still remains an open question as to whether the U.S. Government can
effectively combat two transregional terrorist networks, as well as maintain its readiness against more conventional state adversaries. The new
administration, Democratic or Republican, will have to reconcile these
national security priorities.
Lebanese Hizballah and Lashkar-e-Tayyba
In addition to ISIL, al Qaeda, and their affiliates, two additional transregional terrorist networks are worthy of note for U.S. national security
policymakers. Neither of these networks poses a threat to the United
States today, but they should be monitored for shifts in intent and behavior. The first, Lebanese Hizballah, has not threatened the United States
directly since the early 1980s. But despite this absence, it often emerges
in discussions of transregional terrorist networks that might pose a threat
in the future. This is due in part to its relationships with Iran’s Islamic
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Revolutionary Guard Corps (IRGC), Shia militias in Iraq, the Palestinian
Islamic Jihad, and Huthi rebels in Yemen.32
Led by Hassan Nasrallah, Hizballah has maintained strong ties to Iran
since the 1980s.33 Originally an actor in the Lebanese civil war, Hizballah
shifted its attention to Israel and its forces in southern Lebanon after a
power-sharing arrangement was reached for the governance of Lebanon
as part of the 1989 Ta’if Agreement.34 Today, Hizballah reportedly has
5,000 fighters under its command in Lebanon with up to 2,000 more
deployed to assist President Asad’s forces in Syria.35 Its close ties with
the IRGC also provide Hizballah with access to weapons and financing,
and, in some instances, the two have been accused of collaborating on
terrorist attacks.36 Hizballah’s transregional network also has reach into
the United States, albeit in a limited way. In March 2014, for example,
Federal Bureau of Investigation (FBI) agents arrested a Lebanese-born
American for attempting to travel to Syria to fight with Hizballah; he
reportedly received between $500 and $1,000 for his trip.37
Lashkar-e-Tayyba (LeT) also deserves some mention as another
transregional terrorist network that might pose a threat (albeit much
less so than the other networks discussed in this chapter) to the United
States and its allies in the future. Based in Pakistan, LeT is led by Hafiz
Muhammed Saeed and has a fighting force of between 750 to several
thousand.38 LeT has ties to al Qaeda and the Haqqani network, but it
also operates its own independent network, stretching from Pakistan
to Saudi Arabia to the United States.39 In November 2008, gunmen associated with LeT attacked the Taj Hotel in Mumbai as well as 11 other
sites, killing 164 people. U.S. citizen David Headley pleaded guilty in
March 2010 to scouting targets for this attack.

New Dynamics
The United States also faces two additional counterterrorism challenges:
increased numbers of foreign fighters and lone wolves. This section addresses these two threats as they exist now and how they might evolve
in the future.
Foreign Fighters
As of November 2015, 30,000 foreign volunteers had traveled to Syria
and Iraq either to fight against the Assad regime or otherwise support
the ongoing battles; an additional 5,000 were believed to be in Libya.40
While foreign fighters are not a new phenomenon, these numbers are
unprecedented (see table 1). For example, an estimated 20,000 foreign
volunteers fought against Soviet forces in Afghanistan between 1980 and
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Table. Basic Comparison of Foreign Fighters
Country (Years of Conflict)

Volunteers

Average Volunteers per Year

Syria (2012–2015)

30,000

7,500

Iraq (2004–2009)

5,000

1,000

Afghanistan (1980–1992)

20,000

1,650

1992; that is an average of 1,650 foreign fighters entering the conflict
per year.41 Similar numbers existed for Operation Iraqi Freedom. Approximately 5,000 foreign fighters traveled to Iraq between 2004 and 2009 to
fight against U.S. forces for an average of 1,000 per year.42 These averages
are hardly comparable to the current conflicts: 7,500 volunteers per year
for Syria and Iraq and 2,500 per year for Libya.
Some debate exists, however, as to the nature and extent of the threat
posed by foreign fighters to the U.S. homeland, Western Europe, Canada,
or Australia. Most agree that foreign fighters can provide unique skills to
terrorist groups, such as medical skills or how best to use social media.
But questions remain about how many will return home and whether
those who do will conduct attacks there. The latter represents a key concern for Western Europe today. If 30,000 foreign volunteers are in Syria
and Iraq, for example, some can be expected to be killed on battlefields.
Estimates vary. A report by the Soufan Group suggests that approximately 7 percent have been killed on battlefields.43 A separate report released
by the Brookings Institution cites an estimate by European intelligence
officials of 20 percent.44 By comparison, a report by Al-Manar, the television news source associated with Hizballah, estimates 37 percent.45 It
is difficult to take numbers from Hizballah—ISIL’s archenemy—too seriously. Nonetheless, if we use the high-range number of 37 percent killed
on battlefields, this still leaves 18,800 foreign fighters remaining in Iraq
and Syria with an additional 3,150 remaining in Libya. Roughly 15 percent of these are estimated to be from North America, Western Europe,
or Australia, equating to 3,293 Western foreign fighters.46
From a counterterrorism perspective, over 3,000 Western fighters still
represents a fairly significant number, given the ease with which they
can travel throughout Western countries and the historical difficulties
that intelligence and law enforcement have experienced in monitoring
them. Clearly not all will return home to conduct attacks or will commit
terrorist acts if they do return. But some will. Estimates vary on potential
recidivism rates from 9 percent to as high as 60 percent (see figure 3).47
This variance suggests that more needs to be done to understand how
foreign fighters travel to conflicts, when and how they return home, and
how they will behave upon their return. Abdel Hamid Abaaoud, one of
the leaders of the November 2015 attacks in Paris, for example, recruited
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Figure 3. Western Foreign Fighters after Battlefield Losses
15 percent of 18,900 in Syria and 3,150 in Libya = 3,293 total
Recidivism
Estimate: 9 percent
296 return home to conduct attacks
Estimate: 15 percent
494 return home to conduct attacks
Estimate: 60 percent
1,976 return home to conduct attacks

at least two dozen additional team members to conduct this attack. Seven
of the nine attackers were foreign fighter returnees from Syria. Two were
Iraqis. But most of the other team members—13 in total—had not traveled to Syria or Iraq to fight, suggesting that returnees represent more of a
threat than their initial numbers might suggest because they could recruit
others to their cause.48
Notably, the FBI thus far has managed the risk to the U.S. homeland
posed by foreign fighter returnees successfully, while security services
in France and Belgium have not done as well. The question for a new
administration is whether the FBI can sustain this level of effort within
the United States in the mid-term or increase its investigations as more
foreign fighter returnees reenter the United States.
Lone Wolves
Experts use the term lone wolves to denote residents of the United States
who plan or participate in terrorist attacks without direct support or
operational guidance from terrorist leaders. Some lone wolves are inspired by conflicts overseas. Others are part of local paramilitary groups,
white supremacists, or even environmental activists. Members of the
U.S.-based Sovereign Citizen Movement, for example, have targeted
local police officers in Arkansas, Connecticut, Florida, Nebraska, New
Hampshire, and Wisconsin.49 This section focuses only on lone wolves
inspired by transregional terrorist networks, namely ISIL and al Qaeda.
According to Director James Comey, the FBI had open investigations
on suspects associated with or inspired by ISIL in all 50 states as of February 2015.50 Recent examples of lone wolf attacks include an attack by
two men against an event in Garland, Texas, in May 2015 and the death
of 14 people in San Bernardino, California, in December 2015. While
some experts dispute the danger to the U.S. homeland posed by foreign
fighters, most agree that lone wolves represent a real threat.
Significant research has been devoted to understanding why the current conflicts have inspired so many lone wolves and attracted so many
foreign fighters. Most studies, one way or another, point to the relatively
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sophisticated social media campaign waged by ISIL.51 In characterizing
this sophistication, experts generally make two key observations. First,
while the production of ISIL messages tends to be centralized, the dissemination is diffuse. This means that it is difficult to “shut down” ISIL
messaging.52 Second, ISIL messages appear to be targeted toward specific
audiences, including foreign recruits, as illustrated by its English-language magazine, Dabiq.53 Comey has taken this assessment one step further, arguing that ISIL uses social media platforms to target messages
directly to recruits via smartphones.54 While less appears to be known
about which messages resonate with specific audiences, it seems clear
that ISIL’s use of social media has contributed to the increase in plots by
lone wolves within the United States.

Policy Implications
In summary, the primary terrorist threat to the U.S. homeland, Western
Europe, Canada, and Australia today emanates from ISIL; al Qaeda represents a secondary threat; and Hizballah and Lashkar-e-Tayyba represent potential future threats. Given the nature and extent of these threats,
the U.S. Government faces three main counterterrorism challenges: how
to counter two transregional networks simultaneously, how to anticipate
and halt the emergence of new transregional networks, and how to mitigate the danger posed by lone wolves and foreign fighters. These tasks
are not easy. But while it is impossible to provide a thorough counterterrorism policy in this chapter, the following steps represent a viable way
forward for a new administration.
First, a new administration should take the opportunity to revisit the
access and placement overseas necessary for the U.S. Government to
sustain activities against the ISIL and al Qaeda transregional networks,
as well as anticipate emerging threats. “Access and placement,” in this instance, refers to the allocation of not only U.S. SOF but also intelligence
assets, FBI legal attachés, and other law enforcement personnel, such as
Customs and Border Protection and Drug Enforcement Administration
officers.55 The Barack Obama administration has already taken several
steps in this direction by increasing the number of SOF deployed to Syria
and Iraq and delaying their withdrawal from Afghanistan.56 But given
the counterterrorism challenges outlined in this chapter, a new administration is unlikely to be able to rely solely on SOF and airpower. It will
also need to leverage even more nonmilitary assets, such as diplomacy,
intelligence, and law enforcement.
Second, a new administration should take the opportunity to revisit the authorities and structure within the executive branch needed to
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counter ISIL, al Qaeda, or other transregional networks effectively. For
example, as a new administration develops a way forward to counter
these threats, it may want to request an additional Authorization for the
Use of Military Force from Congress. It may also need to revisit intelligence-sharing relationships and partnerships. Equally important, as a
new administration devotes more nonmilitary assets toward countering
these threats, this will require close coordination across the government.
The National Counterterrorism Center could help bring all of the Federal agencies together, but it cannot direct the reallocation of resources
toward this fight. Such an effort will need to be undertaken by the White
House.57
Third, the United Nations has undertaken multiple efforts to mobilize
the international community against foreign fighter flows. These efforts
include Security Council Resolution 2178, passed in September 2014,
that requires member countries to prevent their citizens from traveling
abroad to join terrorist organizations.58 The United Nations also has attempted to work with member states to tighten their legal frameworks
against foreign fighter flows, as well as identify any needs for technical
assistance, especially with respect to advance passenger information.59 A
new administration should take the opportunity to broaden this effort so
that it focuses on not only outbound travel but also returnees. Specifically, the ceasefire and transition negotiations should address the dilemma
of what to do with foreign fighters residing within Syria and Iraq. Some
countries, such as Russia, have decided to revoke the citizenship of their
foreign fighters. But it is not in the interest of the United States to allow
these fighters to remain in Syria or relocate to another conflict. The issue
of returnees should receive more diplomatic emphasis, forethought, and
planning. Similarly, the United Nations should be encouraged to emphasize the challenges posed by recidivism, to identify lessons learned, and
to help member states put programs in place now before they experience an unmanageable surge of returnees. A new administration should
prioritize assistance to these efforts, whether it be diplomatic, information-sharing, or providing technical support and resources to member
states.
Fourth and finally, a new administration should conduct a full and
thorough review of the U.S. Government’s efforts to counter messaging
by ISIL, al Qaeda, and potentially other transregional terrorist networks.
This will not be easy. Multiple departments and agencies play a role in
what is referred to as public diplomacy, strategic communications, information operations, or counter-messaging. But opportunities exist. For
example, defectors from ISIL have begun to speak out. Refugees also
have told their stories of horrible treatment and losses, which undermine
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ISIL’s claim to a legitimate caliphate. And just as social media assists ISIL
and al Qaeda, it also can be used to gauge the nature and the extent
to which ISIL and al Qaeda messages resonate with local populations
around the world. But the U.S. Government must have appropriate authorities, structures, resourcing, and plans to take advantage of these
opportunities.
The United States faces an unprecedented threat from terrorism today, emanating from a combination of transregional terrorist networks,
foreign fighters, and the lone wolves that they inspire. Yet this threat
does not necessitate that the United States be on a constant war footing.
It can be managed. Doing so, however, requires the U.S. Government to
prioritize its military and intelligence assets appropriately, coordinate its
diplomatic efforts more effectively, and expand the use of law enforcement instruments for combating terrorism not only inside the United
States but also overseas.
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