Chapter 6
Emerging Critical Information
Technology and Great
Power Competition

By Richard Andres

Over the past few decades, the foundation of Great Power competition has
changed. Where control of industrial resources was once the key to geopolitical
power, today control of information resources is most important. China is current-
ly investing heavily in three critical new information technologies—5G wireless,
quantum computing, and artificial intelligence—that, as part of its information
strategy, will vastly increase its control of the global information flow. The United
States has a short window to contest Chind’s state-led ascent in these technologies,
as well as in the underlying conditions that are allowing China to outpace the
United States in this wider field. If the United States does not prevent China from
dominating global flows of information, China will attain a clear advantage in its
rise to replace the United States as the world’s leading Great Power.

ver the past few decades, and as observed in the chapter 4 discussion of the fourth in-

dustrial revolution, the foundation of Great Power wealth and competitive advantage
has fundamentally changed from one dominated by industrial era technology to one in which
information technology (IT) has become the primary source of geopolitical power. U.S. busi-
nesses were quick to recognize and act on this change. Today, the top three U.S. IT companies
are worth 70 times as much as the top three U.S. car manufacturers. Apple Incorporated alone
could buy all five major U.S. defense contractors with its cash on hand. Like U.S. private busi-
nesses, China’s government has seen and acted on this new IT reality. It has poured billions
of dollars into key information technologies and bankrolled its so-called private company
Huawei’s schemes to dominate global information infrastructure. China has focused vast mil-
itary and commercial resources on stealing its adversaries’ intellectual property, infesting their
critical infrastructure with malware, and conducting social media-based influence campaigns
athome and abroad. Unfortunately, unlike U.S. commercial interests and the Chinese govern-
ment, U.S. Government defense policy has been slow to respond to the changing foundations
of global power. Today, U.S. defense resources generally go toward industrial era capabilities,
and America’s strategy remains fixed on winning industrial era battles.
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This chapter focuses on the critical role of IT in current geopolitics. It argues that the
foundation of geopolitical power has shifted from industrial output to information control.
This change has been affecting the global balance of power in favor of China for over a
decade but is about to enter a dramatic new phase as China pours state-managed resources
into new technologies—most critically, 5G wireless communication, quantum computing,
and artificial intelligence (AI)—with the goal of increasing its control over the global flow
of information. Meanwhile, although recognizing the problem on paper, U.S. defense pol-
icy remains wedded to the quixotic Cold War-era notion that U.S. entrepreneurialism and
technology will eventually overcome Chinas aggressive information policy—something
that cannot happen so long as China continues to steal technology as fast as U.S. entrepre-
neurs and laboratories develop it.

It is imperative that U.S. policymakers recognize and act on the new reality. Informa-
tion, not physical resources, is now the foundation of geopolitical power. Just as IT has
reversed the relative value of physical- and information-based businesses in the past de-
cade, in the next decade, IT will invert the effectiveness of physical- and information-based
Great Power policies and politics. The United States has only a short window to come to
grips with and act on the new foundation of global power. To do this, America must prior-
itize countering China’s current ability to steal intellectual property and otherwise control
the flow of information within the United States and other developed nations while repri-
oritizing resources into key technologies and capabilities that will allow it to contest China’s
ability to increase its future power and act in cyberspace.

This chapter is presented in six sections. The first describes the relationship between
technology and geopolitical power. The second describes the difference between the way
industrial and information era technologies affect global power. The third describes the way
autocratic countries are currently using information technology against the United States
and its allies. The fourth discusses the race for the three information technologies that will
determine which country leads in the emerging geopolitical contest over control of the
global flow of information. The fifth describes the problem with current U.S. defense policy,
focusing on the futility of racing to develop technology when China can quickly steal it. The
chapter concludes with a call to prioritize information over physical conflict as the key to
success in Great Power competition.

Technology and Geopolitical Power

Throughout history, states have pursued their political interests using various instruments
of national power. The types of issues that states compete over vary. In the second half of
the 20™ century, the two main actors—the United States and the Soviet Union—vied over
which superpower would control which regions of the globe and whether weaker states
would be governed by communist or capitalist economic systems. Today’s main players
are the United States and China, and the main issues in contention center on whether the
U.S.-led liberal global order will persist or be supplanted by one based on China’s autocratic
system and preferences. While the United States still dominates in industrial age military
power, China has acted aggressively using information-based power. As a result, China’s
system is beginning to hold sway over important issues in a number of countries in Asia
and, increasingly, in Europe. On some key issues, such as its right to steal intellectual prop-
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erty without penalty or to force foreign business such as the National Basketball Association
to conform to Chinese Communist Party dictat, its system could be said to prevail even
inside the United States.!

In the current system, as in previous eras, geopolitical power is mainly determined by
the amount of economic and military capabilities major players can project abroad, and
these abilities in turn are shaped by the era’s dominant technology. Between the 15" and 19*
centuries, both economic and military power were principally shaped by ocean-borne trade
and sea power. During this period, the nations best able to control the flow of commerce on
the world’s seas tended to make the world’s rules. During the 20" century, the major powers
best able to harness industry tended to dominate global politics; the countries able to bring
the most men and materiel to bear tended to make the rules. In the current era, informa-
tion technology is the key to both economic and military power. In this era, the countries
best able to control the flow of information across the world’s networks tend to make the
systen’s rules.?

Industrial vs. Information and Global Power

To understand how states have been using information technology to shape geopolitics and
how they are likely to utilize emerging IT over the next decade, it helps to consider how the
dynamics and incentives connected with IT differ from those associated with traditional
industrial power.

In the past century, a state’s power was closely linked with its industrial capacity. To
increase their power, major players worked to bolster their manufacturing base at home and
often attempted to seize other states’ resources through military action. Both world wars
were caused by nations acting on the belief that they could increase their power by seizing
territory, and throughout the Cold War, the United States and Western Europe based much
of their defense policies on the fear that the Soviet Union would invade Western Europe in
order to seize its industrial resources.

To counter the industrial era incentive for invasion during the Cold War, nations built
alliances to bolster their military capability; they expanded their conventional military
power and developed large, often hair-trigger nuclear forces. By the end of the war, the
Earth was encircled in competing military alliances and ringed in bases, bombers, and air-
craft carriers. The United States and the Soviet Union, with the largest industrial capacities,
dominated geopolitics, generally set the rules within their respective spheres of influence,
and used their economic and military power to shape world politics.

Yet, even during the Cold War, there were signs that industrial power was beginning
to lose its place to information power as the dominant technology in geopolitics. In a well-
known story, the Soviets were among the first to recognize this change. At the height of
the Cold War, Soviet analysts noted that, while the Soviet Union could produce far more
steel and mobilize a far larger army than the United States (the two traditional indicators
of industrial-military capability), the West’s information economy allowed it to more than
overcome its industrial disadvantages with superior information-based military technol-
ogy.’ Even worse, from the Soviet perspective, was the West’s ability to use what the Soviets
saw as psychological-information operations to foment insurrection within the Eastern
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bloc. The first fear was proved accurate by the success of U.S. information age weapons in
the 1990 Gulf War, the second by the fall of Soviet communism to internal insurrection.

While the Soviet Union did not survive long into the information age, the People’s
Republic of China did. Writing in the early 2000s, holding up the fall of the Soviet Union
as evidence, Chinese geopolitical strategists, such as Major General Xu Hezhen, spoke of
the threat posed by the United States to the Chinese Communist Party. As a counter to
this, China proposed a national strategy based on information rather than industrial era
methods. According to this argument, the most effective route to geopolitical power in the
current century involved information. This led China to an overall strategy that sought
control over the flow of knowledge, secrets, and beliefs rather than simply raw materials and
industrial output.® This included, for instance, its Three Warfares doctrine and an industrial
policy aimed at controlling key industries that produced, among other things, software,
undersea cables, microchips, and telecommunications rather than an approach aimed at
merely controlling territory.

With the advantage of hindsight, a U.S. strategist might characterize the idea as at-
tempting to encircle the world in a virtual network rather than trying to compete directly
with America’s physical network of bases, bombers, and ships. The new information age
methods do not make conventional and nuclear war obsolete any more than nuclear forces
made industrial era technology irrelevant or railroad and other industrial era technology
made navies irrelevant. Rather, information technology has been layered on top of and
throughout the older system. This overall philosophy has infused much of China’s geopolit-
ical strategy for the past two decades.”

Geopolitical Targets of Autocratic Countries

The Chinese strategy is effective. To benefit economically from emerging IT, the United
States and other developed nations have connected essentially everything in their territories
to computer networks. This includes businesses, critical infrastructure, and social media
networks. Once connected, all these institutions are potentially vulnerable to exploitation
or destruction by anyone connected to the global telecommunications grid.* Meanwhile, as
an autocratic state, China’s government has been able to control information domestically
by fencing off many of its own information vulnerabilities from outside penetration.’

After two decades of experimentation by states attempting to use information as an
instrument of geopolitics, three main types of targets have emerged. The first is economic.
In traditional industrial era economies, wealth is generated and stored in physical assets,
and this pattern continues in many less developed countries, including China and Russia.
In the developed world, over the past few decades, firms have increasingly generated and
stored wealth in nonphysical assets. By one estimate, as early as 2010, about 80 percent
of U.S. corporate value was stored in intellectual property and trade secrets vulnerable to
cyber theft.!® That percentage is almost certainly considerably higher today. Beyond this, in
the United States, large amounts of wealth—much of which can be stolen—are stored in the
knowledge and research held within state-funded universities.

In the industrial age, if an ambitious Great Power hoped to plunder the most valuable
resources of the United States or Europe, it would have had to physically defeat North At-
lantic Treaty Organization armed forces. Today, to steal the West’s assets, it is necessary only
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to penetrate the computer networks where companies and nonprofit organizations store
their wealth. According to the independent U.S. Intellectual Property Commission, China
uses these methods to steal hundreds of billions of dollars of intellectual property from U.S.
and European firms every year."! The overall effect is to stunt the economies of plundered
nations while vastly accelerating China’s economic growth. Over the past two decades, this
approach has contributed to China’s rapid economic growth. Information theft is not the
only cause of China’s economic miracle, but it is a necessary one. If it stops, Chinas swift
economic progress would slow considerably, but if it continues over the next decade, all
things equal, it will likely lead to China’s economy eclipsing that of the United States. No
state-sponsored physical piracy campaign in history has had anything like the geopolitical
impact of China’s virtual piracy campaign. Given the costs of occupying conquered nations,
it is unlikely that China could have gained as much wealth from even a Soviet-style con-
quest of the small countries on its borders.

The second main target for information operations involves civilian and military crit-
ical infrastructure. As early as 2010, when Stuxnet malware was found in Iranian nuclear
centrifuges at the country’s Natanz facility, firms around the world began to realize they
were vulnerable to software-based attacks on their hardware. Moreover, on inspection,
thousands of critical infrastructure-providing companies discovered that their computers
were infected with malware, and many more learned that unknown entities had developed
methods of accessing their equipment. In 2015, the commander of U.S. Cyber Command
informed the Senate that China and other countries had the means in place to take down
U.S. critical infrastructure.’ On one end of the spectrum, such malware could be used to
cause individual civilian or military systems to temporarily stop functioning; on the other,
it could be used to create continent-wide, months-long infrastructure failures that could
cause millions of deaths.”® As China works to increase its ability to attack civilian infrastruc-
ture, it also has integrated information operations into all aspects of its military capability
and posture.'

Methods that use information technology to take down an adversary’s critical in-
frastructure and military systems are generally not as dependable as methods that use
conventional or nuclear weapons. They are, however, superior to kinetic industrial era
techniques in at least two ways. First, they are less expensive. Developing the bases, na-
vies, and air forces necessary to project power globally costs trillions of dollars and is, at
least currently, something only the United States can accomplish. Malware is less expensive
and allows poor countries to project power cheaply. Second, information-based attacks on
critical infrastructure can be calibrated and conducted in low-intensity situations. Thus, a
country that might fear attacking the United States with conventional or nuclear weapons
might be willing to conduct cyber attacks on critical infrastructure that it believes could
work below the threshold that would elicit a violent response from America. Such capa-
bilities could plausibly be used to coerce or deter the United States.'® The Department of
Homeland Security has repeatedly warned that China and Russia have infected U.S. critical
infrastructures with malware that could be used in this manner.*®

The third target for information operations involves populations. In recent decades,
firms have acquired access to most individuals in most countries (through social media)
and developed Al technologies to manipulate targets’ purchasing behaviors. More recently,
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nations have begun using similar methods to manipulate targets’ political preferences
and passions. A growing body of literature suggests that humans are susceptible to these
techniques.

At present, China is the leader in the technology associated with state-centric ma-
nipulation of political behavior. Using its close relationship with Chinese Internet service
providers, the Chinese government has developed methods to manipulate information,
thought, and political activity within its borders and, increasingly, in other nations."” Like
China, Russia has experimented with these methods at home and abroad. Over time, both
countries are likely to increase and refine their technologies and techniques. While it is un-
clear how effective these techniques will be in the long term as a tool of political control used
against Western populations, the success of Chinese computer-based political-psychological
operations against Chinese citizens and of Russian actions in Europe and North America
suggest a clear danger. The 20™-century Soviet information operations that led to the global
rise of communism represent a possible low-technology precedent that bears consideration.
Just as the Soviet Union once persuaded over half the planet’s population to abandon that
era’s dominant political systems in favor of communism, today’s autocratic information op-
erations have the potential to do enormous harm to the current liberal world order.

Race for Three Information Technologies

Given the ways I'T can be used in geopolitical competition, if an autocratic Great Power was
to gain complete control over cyberspace, eventually it would gain the wealth and military
power to set the rules for the international system in much the same way the United States
now does. Analogously, a major power gaining unfettered access to the world’s computer
networks today would be similar to the Soviet Union gaining control of Western Europe’s
industrial capacity during the Cold War.

To date, despite ongoing efforts, neither China nor Russia has gained unfettered access
to Western networks. They have failed to do so largely because of the immense resources
that governments and private industry dedicate to computer defenses. The battle for access
is a constant struggle to control the domain that is played out every time a new piece of
software or hardware is added to a network. It involves attempts to find holes in operat-
ing systems, commercial software, phone apps, hardware, and nearly everything associated
with the growing Internet of Things. This contest is reminiscent of trench warfare during
World War I in that it is a persistent whole-of-nation contest played out daily in millions of
individual duels among individuals, firms, and agencies for small advantages, and what is
won one day is often lost the next.

While battles in cyberspace are often for small and fleeting advantage, several contests
occurring today are likely to have large and enduring results that will determine which
Great Power dominates cyberspace for future decades.

The First Contest: 5G

The first major contest for control of cyberspace involves the fifth-generation wireless com-
munications technologies supporting cellular data networks, generally known as 5G.** For
much of the coming decade at least, this technology will provide the backbone for future
cell phone communication and for the Internet of Things.”” This includes technologies
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such as self-driving cars, supervisory control and data acquisition infrastructure, and the
networks that military systems depend on. A country able to dominate 5G systems poten-
tially will have access to and a good deal of control over most information flowing through
cyberspace.”

The nearly unfettered access that 5G dominance provides to user information goes
beyond simple data collection. A country with this type of access can use it to map critical
systems throughout an adversary’s territory. It gains real-time intelligence about the physi-
cal and network location of individuals and systems.* It could deny or corrupt information
received by human or machine users, civilian or military (once such systems are installed
nationally, a military would be hard pressed not to use them). These capabilities would
vastly increase the ability of the controlling nation to conduct espionage, sabotage machines
that are connected to digital networks, and perform a range of operations involved with
conducting social-psychological operations against adversaries’ populations.

Traditionally, the United States has been able to purchase IT equipment from auto-
cratic adversaries without much fear that they will be able to exploit the hardware; the end
users have retained physical control of most of the software and hardware. But 5G is differ-
ent in that it pushes far more functionality from the user to the supplier. For instance, in a
5G environment, the apps on a phone might reside entirely on servers in Beijing. Moreover,
in so far as a 5G provider uses proprietary software to perform a range of controls con-
ducted by hardware in earlier wireless technology, the provider now largely controls access
and control of information passing through its system. In certain places in China where 5G
is well established, this ability sometimes reaches the point where customers no longer need
handsets. Distributed cameras and microphones in places such as hotel lobbies or sidewalks
identify users and respond directly to commands, completely removing any possibility of
user-supplied defense or control. In general, the more bandwidth becomes available, the
more control can be pushed from the user to the company supplying the service.”

Over the past two decades, China has enacted a national industrial policy that, among
other things, seeks to make China the global leader in communications technology in gen-
eral and 5G in particular. China’s industrial strategy aims to make the nation the world
leader in 5G by supporting national champions, Huawei in particular, via direct fund-
ing from the state (mainly via subsidized loans) and by a campaign to steal cutting-edge
telecommunications technology from Western firms and provide that technology to its
champions for free. The overall effect has been to cut Huawei’s cost of producing goods far
below that of its competition, thereby allowing it to undercut the prices of Western com-
petitors. As a result, Huawei is able to sell 5G technology at rates far below those of other
nations—in some cases, as much as 60 percent below market rates.® With the exception of
countries such as the United States that eschew Huawei’s high-quality/low-cost services out
of concerns about national security, most nations in the world installing 5G are installing
Huawei systems.

Huawei’s 5G dominance of global networks will not result in China instantly domi-
nating cyberspace. If Huawei acts too aggressively on China’s interests, countries are likely
to spend the money necessary to replace Huawei’s systems with hardware built in other
countries. More than that, although China is currently using 5G within its own borders
to control the flow of information, it will take time to develop and adapt software, tactics,
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techniques, and procedures that work abroad. Yet, over time, China will be able to become
ever more aggressive as countries become increasingly dependent on Huawei’s goods and
services. At some scale, China will be able to get away with virtually any use of 5G networks
because the price of replacing the network will become too high. Two years ago, Congress
was barely able to force a handful of small U.S. telecoms to divest themselves of Huawei’s
hardware. In the future, China will be able to extract significant geopolitical information
rents from countries that are dependent on its systems.*

The Second Contest: Quantum

The second major contest for control of cyberspace involves the race for quantum technol-
ogy.”® Because quantum computers are able to perform a range of operations at rates that
greatly exceed older processing technology, they hold out the possibility of being able to
break existing encryption.”® This ability would not only render current encryption obsolete
but also most likely allow its holder to decrypt decades of older encoded messages. Because
encryption is generally the single point of failure in all computerized defenses, having this
capability would vastly increase its holder’s power.”

For decades, quantum computing has been the Holy Grail of computer technology but
has always been out of reach. Over the past 2 years, however, several companies have intro-
duced computers with limited quantum capabilities.?® While none of these companies so
far has advertised the ability to break codes, this technology is within reach. While it might
seem that quantum technology would equally aid both encryption and decryption, this is
not the case. For practical reasons, the technology will do much more to aid decryption
than encryption, and it is likely that the country to win the race to produce and utilize the
technology will gain a significant advantage in the contest to control the cyber domain.”
Beyond this scenario, while both China and the West have many state secrets, the West sim-
ply has immensely more secrets than China—both Western industry and militaries depend
on encryption in ways China’s industry and military do not.

Over the past few years, the United States has invested considerably in quantum tech-
nology, but recently China has begun to spend vastly more. While the United States is
probably ahead in this race—at least as far as industry is concerned, with IBM and Google
fielding computers with limited quantum capability—that lead is unlikely to last.** Given
forecasted spending trends, China is likely to finish the race to utilize quantum technology
in support of national security goals well ahead of the United States.*® When it does, its abil-
ity to steal industrial secrets and infect and sabotage critical civilian and military systems
will vastly increase.

The Third Contest: Artificial Intelligence

The third major contest for control of cyberspace involves Al and has two main implications
for national security.*? The first involves the potential for A use in computer defenses. In re-
cent years, Al has proved capable of vastly increasing both the offensive and defensive cyber
capabilities by finding and exploiting or plugging gaps in defenses. The second involves so-
cial-psychological applications. Currently, firms are developing Al to create psychological
profiles of individuals to market goods and services to them.* AI applications are capable
of processing vast amounts of information on individuals and conducting psychological
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experiments on large populations in order to discover how to predict and manipulate their
actions and beliefs. Experiments have demonstrated that this type of Al is often vastly better
at predicting individual subjects’ decisions than even subjects’ friends and spouses.**

Over the past half-decade, both Russia and China have taken advantage of Al for po-
litical purposes. The full extent of these operations is not public, but China is generally
believed to spend vast resources on experimenting with Al to monitor and control its own
population, and Russia has made ample use of marketing AI supplied by Facebook and
other companies to target and manipulate foreign populations™ political beliefs and pas-
sions. As AT advances, its potential for this type of social-political manipulation is likely to
increase considerably.*

At present, both the United States and China are investing heavily in Al research. How-
ever, from the perspective of national security, China has two significant advantages. The
first is that China’s political and economic systems allow it to provide much more data
to government and corporate users than is the case in the United States.”® This data is a
critical asset in creating practical applications for Al Second, for the purposes of national
security, the U.S. Government invests far less in this technology than does the Chinese
government.” Thus, while U.S. and Chinese companies are able to compete on a somewhat
even basis, China’s government has a nearly unassailable lead over the U.S. Government in
terms of how each uses Al in geopolitical information.*

The Big Picture and the Red Queen: The Problem with

Current U.S. Defense Policy

The outcomes of the three technology contests will be critical to the larger contest for cy-
berspace. Looked at individually, each does not tell the whole story about China’s overall
strategy to gain control of information networks or how it will use them in geopolitics.
China promulgated a broad manufacturing plan, Made in China 2025, that focuses on
specific Chinese government support for these critical technologies for future Chinese
dominance, but that aims for much more.*

Regarding China’s overall plan to gain control of cyberspace and dominate the in-
formation contest of the future, the three technologies are best seen as the tip of a much
larger iceberg. According to the notion propounded by many Soviet and Chinese geopo-
litical strategists and also behind the U.S. third offset strategy, the United States defeated
the Soviet Union in the Cold War because it was able to make up for its shortcomings in
manpower and industrial capacity with advantages in science and technology.*’

To stay ahead in technologies such as the three described, China has dedicated enor-
mous resources to education in science, technology, engineering, and mathematics (STEM).
This policy has both a domestic and foreign component. At home, China produces around
eight times as many STEM graduates as does the United States. Abroad, in 2016, 43 percent
of students in U.S. science and engineering schools were Chinese. In computer-related U.S.
college programs, only 21 percent were American.*

The skills these students bring home, combined with the technology Chinese busi-
nesses and intelligence agencies steal from U.S. and allied countries, create a Red Queen
problem for U.S. technology.** The faster the United States runs, the faster it must run to
stay ahead. Since new U.S. technology is immediately taught to Chinese citizens by U.S.
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professors and stolen by Chinese hackers, U.S. technological ingenuity and investment are
not likely to overcome China’s lead in manpower and industrial capacity the way it over-
came that of the Soviet Union three decades ago. Because China has invested heavily in
controlling the global flow of information, China freely garners the benefits of U.S. public
and private investment in science and technology. As a result, it is free to focus its own
investments into 5G, quantum capabilities, Al, and other technologies that will expand its
ability to control the global information flow.** As a result, the United States cannot win the
geopolitical information age contest simply by spending more on research. The Cold War
paradigm will not work in the current era.

The Way Ahead: Prioritizing Information Over Physical Conflict
There have been several attempts to address the technology problems described in this
chapter. The Department of Defense’s third offset strategy attempted to address these issues
by investing in new technology faster than China.** The National Security Strategy defines
specific technologies the United States will pursue to keep its lead, particularly singling out
those related to information technology.*” The National Cyber Strategy further focuses on
key information technologies the United States will pursue in its competition with Russia
and China.

The problem with these approaches is not their specific proposals; it is more that they
are written from an industrial era perspective. They tend to portray the contest for con-
trol of information and information technology as one more aspect of national security
policy rather than the emerging foundation of future geopolitical power. While it is true
that traditional industrial power projection capability will play a central role in small state
competition for the foreseeable future, where China and Russia are concerned, information
power is more likely than industrial power to determine the outcomes of long-term geopo-
litical contests.*s

A basic idea expressed—and then for the most part ignored—in each of the U.S. secu-
rity policy documents referenced above is that the United States could do more to reduce
threats to its interests and increase its geopolitical influence by solving information-based
problems than by increasing its kinetic military power. Stopping Chinese intellectual prop-
erty theft must be first on the agenda because little else will work until this problem is
solved. This problem has been with us for a long time."” Securing U.S. networks against
industrial espionage would considerably bolster the U.S. economy and decrease Chinese pi-
racy-based economic growth. Further increasing the U.S. military lead over Russia or China
does neither. Securing U.S. critical infrastructure against cyber attacks from Russia, China,
Iran, and North Korea would significantly increase U.S. defenses and decrease each state’s
ability to deter or compel the United States in a crisis. More kinetic power would increase
defenses and crisis bargaining power only marginally, if at all. Perhaps most important,
no amount of investment in industrial era technology would do much to defend against
the damage being done by autocratic states’ political-psychological operations or help the
United States respond with information operations with American characteristics.

Americas long-time policy of paying lip service to the transition from the industrial to
the information era—while mainly resourcing industrial era technologies and methods—was
merely a curiosity when the United States was at its unipolar apex and did not face Great Power
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competitors. That period is over. Today, the United States faces two autocratic rivals that are
actively pioneering ways of using information age technologies and strategies to undermine
the U.S.-led liberal international order. If the United States hopes to win this competition,
it will need to change its approach. It will need to rethink the importance of defending its
citizens, its firms, and its military from being quietly exploited by foreign militaries using
steadily advancing cyber methods. It will need to resource its pursuit of key technologies that
it has long prioritized on paper while paying whatever it takes to prevent adversaries from
stealing that technology. It will have to decide how it will prevent adversaries from building
and dominating the world’s information networks and supply chains. Most important, it will
have to change its mindset in such a way as to understand that it must defend virtual property
and territory as it currently does to protect physical space. The industrial age is over, and it is

time U.S. defense policy comes to terms with the emerging reality.
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