CHAPTER 21
Internet Governance
Harold Kwalwasser

INTERNET GOVERNANCE: the concept is a challenge to understand. No single body
dominates collective decisionmaking about the Internet. No one type of decision process repeats
itself in different venues. As a result, cyberpower— in the sense of having the power to
influence collective decisionmaking about the Internet—is easy neither to exercise nor to
describe.

Two predominant and related facts define this subject. First, governments exercise
relatively little control over the Internet, even though it has a tremendous impact on society.
Second, the key forums for Internet governance are evolving, not fixed. One of the impulses
driving the forums’ evolution is the tension between their legitimacy and the pressure by
some governments to increase their roles; the pressure—and the likelihood that it will yield some
success—will become greater if the current structures’ legitimacy ever declines or disappears.
Conversely, the pressure will diminish only if and when the structures’ legitimacy becomes firmly
and permanently established.

Internet governance is complex, with collective decisionmaking distributed among
various organizations that have different structures. Few aspects of the Internet’s operations are
subject to typical government or even inter- governmental decisionmaking. Instead, in many of
the key forums, particularly those related to the standards process that is fundamental to the
Internet, private parties dominate and governments play only a subordinate role.

The structure of each of these organizations and the scope of its jurisdiction generally
came about by a combination of short-term decisions and historical accident. Power, or the
ability to influence particular policies, arises not from the sovereign might of states, but rather
from the persistence of participants—entities and individuals—and their technical expertise,
alliance-building among operators and users, and sheer financial capability to participate in
multiple forums around the world.

Further complicating this picture is the fact that some of the most important organizations
are new and their rules and working procedures are still evolving. The Internet Corporation for
Assigned Names and Numbers (ICANN), which oversees the Domain Name System (DNS), was
organized as a nonprofit corporation in 1998.> The original predecessor to the organization now
known as the Internet Engineering Task Force (IETF), which resolves key standards for the
operation of the core of the Internet, dates only from 1979.

Governments other than that of the United States have realized how little they can
control what happens in and around the Internet. As it has grown into a powerful engine of
economic growth and political speech, Internet issues have taken on a significance they did not
have just a few years ago. What were once considered technical questions to be left to scientists
and engineers have become matters of public policy that greatly interest large numbers of
people who claim a stake in the decisions. It has been said that ““technical issues’ become ‘public
policy’ whenever voters think they should.”? The Internet’s great ability to foster globalized free
market competition and free speech cuts across traditional geographic boundaries and challenges
historic notions of national sovereignty. This transnational effect diminishes governments’
control over the activities of their own people and their own economies, and some governments
see this change as a challenge to their national sovereignty and domestic power.

Governmental control of the Internet is impeded, however, by the existing governance



structure, and therefore some governments have called for changes in that structure. Others,
notably the United States, want the current system to remain largely in place, provided that they
can deal with a limited number of pressing problems such as child pornography and cyber crime.

The main part of this chapter describes the components of Internet governance, what
each governs, and how each is organized and governed internally. The first three sections
describe the most prominent organizations involved in Internet governance. These organizations’
agendas are significantly or exclusively focused on Internet-related questions. The first section
describes ICANN and the management of the DNS. The second section addresses the IETF,
the Internet Society, and the other bodies that it supports, and offers a brief review of the
independent World Wide Web Consortium that oversees the Web. The third section examines
the International Telecommunication Union (ITU), a specialized agency of the United Nations
(UN) that predates the Internet but whose decisions particularly affect the telecommunications
companies that carry Internet traffic.

The next three sections describe institutions whose focus is broader than the Internet
but that nonetheless play significant roles in Internet-related decisionmaking. Because they have
generally been established longer, they are less subject to issues of legitimacy and the kind of
evolutionary pressure described above. The fourth section describes the role of international
entities such as the Organization for Economic Co-operation and Development (OECD), the
UN (other than the ITU), and the Council of Europe. The fifth section looks at the role of
national governments, particularly the U.S. Government. The sixth section briefly describes
other international standards-setting bodies whose decisions may affect the Internet, including
the Institute of Electrical and Electronics Engineers, the International Electrotechnical
Commission, and the International Organization for Standardization.

Table 21-1 summarizes the organizations and their subject matter concerns.

The Internet Corporation for Assigned Names and Numbers

For a variety of reasons, many people see ICANN as the governance body for the
Internet, but this view is a misperception. ICANN oversees the DNS and operates the Internet
Assigned Numbers Authority (IANA). These are important Internet-related functions, but other
institutions are just as vital to other equally significant decisionmaking. Nonetheless, ICANN
has been the center of the international political debate about Internet governance, most likely
because of the existence of three agreements with the U.S. Government that affect its
operations. ICANN is, therefore, an appropriate place to begin.

ICANN coordinates the allocation and assignment of three sets of unique identifiers for
the Internet: domain names, Internet Protocol (IP) addresses, and protocol port and parameter
numbers.® ICANN also “coordinates the operation and evolution of the DNS root name server
system; [and] coordinates policy development . . . related to these technical functions.””

The DNS is the addressing function of the Internet, translating a typical uniform
resource locator, such as <www.aol.com> or <www.ndu.edu>, into the unique numeric IP
address that is actually used to route messages. “Each domain name is made up of a series of
character strings (called ‘labels”) separated by dots. The right-most label in a domain name is
referred to as its ‘top-level domain’ (TLD),”” such as .org or .com. “Most TLDs with three
or more characters are referred to as ‘generic’ TLDs, or ‘gTLDs,”; these also include .edu,
.int, .mil, .net, and .org.® TLDs also include country-code TLDs (ccTLDs); these generally
have two letters, such as .uk for the United Kingdom or .cn for China.” ICANN has the right to
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authorize new gTLDs and ccTLDs and to review changes to the domains’ registries, which

operate them.

Table 12-1 Internet Governance Organizations

Organization

Subject Matter

Internet Corporation for Assigned Names and
Numbers, which includes functions referred
to as the Internet Assigned Numbers
Authority

Supervises the Domain Name System, allocates
Internet protocol address space, and oversees the
root zone servers that provide basic finding
information for Internet traffic

Internet Society and related organizations:
Internet Engineering Task Force, Internet
Engineering Steering Group, and Internet
Architecture Board

Develops standards for operation of Internet and
its overall architecture

World Wide Web Consortium

Develops standards for the World Wide Web

International Telecommunication Union

Develops standards for telecommunications,
including interface of Internet and
telecommunications systems

Organization for Economic Co-operation and
Development, European Union, Council of
Europe, United Nations agencies

Ad hoc policy development on issues of critical
interest to members

National governments acting individually or
through joint agreements

Ad hoc policy development chiefly related to
cyber crime, use, and commercial regulatory
ISsues

Institute of Electrical and Electronics
Engineers, International Electrotechnical
Commission, International Organization for
Standardization

Standards for products and for manufacturing
and testing processes (operations of these
entities relate only peripherally to the operation
of the Internet itself)

The Internet Assigned Numbers Authority was originally created by the Defense
Information Systems Agency (DISA) in the early days of the Internet to assign addresses to
Internet users, meaning that it significantly predates ICANN. Much of that work has now
devolved elsewhere, but IANA still deals with the policy-related functions of TLD and
address block management. Its most prominent function—and its most politically charged one—
is to make changes to the master root zone file.? The Internet Architecture Board also
designated IANA to carry out the technical registration functions associated with IETF
protocol parameters and other technical assignments. Currently, “the IANA function,” which
ICANN performs under a no-cost contract with the U.S. Department of Commerce (DOC),
represents primarily administrative or book- keeping functions. The three most important of
these are coordination of the assignment of technical protocol parameters; administrative
functions associated with root management; and allocation of IP address blocks.®

ICANN and IANA issues

The kinds of questions ICANN addresses provide a sense of what is at stake,




particularly the implications for the security and stability of the Internet itself.

One current issue is that of Domain Name System Security Extensions (DNSSec), a
suite of IETF specifications for securing certain kinds of DNS information on IP networks.
DNSSec is a set of extensions to DNS that provide for origin authentication and data integrity.
When one types in an Internet address, one has to have faith that the message is going to the
intended recipient or Web site and that the message received is actually from the person or
organization identified as the sender. False addresses, improper routing instructions, or other
disruption of Internet addressing and routing would undermine the faith of users in the
accuracy of the system. The system faces significant threats from people with the capability to
disrupt this process. Individual operators can apply DNSSec tools within their own systems, but
promoting and coordinating the process of adoption of DNSSec over the entire system needs a
central focus.

Another prominent ICANN issue is internationalized domain names. The DNS utilizes
American Standard Code for Information Exchange, which relies on the Latin alphabet. If one
reads only Chinese or Hindi or Arabic, using the Internet can be a challenge. If the Internet and
the DNS are to be truly universal, other scripts must be incorporated into the DNS. Research and
development is not complete, and the policy issues are nettlesome; for example, which of India’s
multiple scripts should the Internet use? If internationalized domain names are not successfully
implemented, it could lead to the balkanization of the Internet and limit its universality.

A third issue involves information about IP address holders. The so-called WHOIS
database is a publicly available source about those who hold IP addresses, designed to offer a
means to find out who is accountable for each one. However, the WHOIS database has been
challenged by privacy advocates. The resolution of these two goals must balance the interests of
law enforcement and others who want the identifying information to be available against
assertions of privacy rights in the information.

The list of issues is much longer, including the adoption of a new addressing scheme,
Internet Protocol version 6 (IPv6), and the creation of new gTLDs. Even without further
elaboration, the point is clear: numerous significant issues are decided at ICANN.

ICANN Governance Structure

Prior to the formation of ICANN, the Defense Advanced Research Projects Agency
(DARPA) and the National Science Foundation were responsible for managing critical parts of
the Internet. By the mid 1990s, much of the operational responsibility had been contracted out to
the University of Southern California’s Information Sciences Institute. However, the U.S.
Government wished to stop overseeing the growing commercialization of the Internet DNS,
especially the burden of deciding when to authorize new TLDs during the “dot-com” boom or
resolving disputes around “cyber-squatting” and other trade name and copyright problems. In
a 1997 document called “Framework for Global Electronic Commerce,” President Bill Clinton
directed the DOC to privatize the DNS in a manner that would increase competition and
facilitate international participation in its management.

The resulting Internet community discussions of management of the DNS considered
both a private sector—lead model and an international treaty—based organization. The DOC
proposed a transition to private sector management and sought publiccomment. However, the
private sector model provoked considerable concern among foreign governments and others who
were uncomfortable with the idea of an oversight function that was not controlled by a



governmental or intergovernmental entity. Nevertheless, in 1998, DOC called for transition to
independent, private sector management, based on a new private sector entity, ICANN.® The
Department of Commerce Memorandum of Understanding (MOU) with ICANN called for
ICANN to develop a management scheme that reflected the principles of “stability,”
“competition,” “private control,” “bottom-up coordination,” and “representation.” The transition
process would be overseen by the Department of Commerce.'! The original 1998 agreement
ran until 2000 but has been repeatedly extended,; it is now called the Joint Project Agreement
(JPA).

The issues related to trade name and copyright infringement, such as cyber- squatting,
became a joint project of ICANN and the World Intellectual Property Organization. The latter
organization eventually developed the Uniform Dispute Resolution Procedure, an alternative to
traditional litigation that has been generally successful in handling these problems.

U.S. Government Contracts for DNS

There are now three major U.S. Government agreements with regard to Internet DNS: the
DOC agreement with ICANN (the MOU/JPA), aprocurement contract for IANA functions
between DOC and ICANN, and a cooperative agreement with VeriSign, a publicly held
corporation, which provides for maintaining and administering the root zone file, among other
things.

The MOU/JPA with ICANN provides the framework of the transition to private sector
management of the DNS.*? It does not, however, give DOC any authority over ICANN’s
policymaking process.™® Commerce’s role is limited to oversight of development of the
management and policy process.* The MOU/JPA contemplates that DOC will cease to have an
oversight role once there is a stable governance arrangement that meets the goals stated in the
MOU/JPA. As of 2007, DOC oversight of ICANN continued; even though the agreement has
been extended and modified several times, the DOC role has not yet changed. At the time of
the most recent extension in 2006, the administrator of DOC’s National Telecommunication and
Information Administration (NTIA), which administers the agreement, stated that the U.S.
Government remained committed to an “independent” ICANN and suggested that it might allow
the MOU/JPA to expire at the end of the current contract period in 2009.*

Another way in which the U.S. Government is involved with ICANN is through a
procurement contract between DOC and ICANN for management of the IANA functions, such as
assigning IP address space and processing requests for delegation and redelegation of
management of TLDs.'® After ICANN processes any proposed change to the root zone file,
DOC must approve it before it is entered. A private company, VeriSign, then enters the change
in the authoritative root zone file, which it maintains on a master root zone server, pursuant to
a third U.S. Government agreement described below.

DOC reportedly intends to continue to contract for IANA services into the future
(although leaving open the question of who might be its contracting partner), thereby
maintaining U.S. Government oversight of changes to the master root zone file.'’

Although DOC has generally not interfered with root zone changes, in 2005 the U.S.
Government had to decide whether to concur in ICANN’s tentative approval of a change in the
root zone in order to create a new gTLD, .xxx, which would have hosted adult sites.*® Rather than
veto the proposed change itself, however, the Government and conservative interest groups
worked successfully to have ICANN reverse its decision. The ICANN Board rejected .xxx in



May 2006 and again in March 2007.%° The episode was proof to critics that the United
States had excessive leverage over the ICANN process. However, there are no reported cases of
actual DOC rejection of proposed changes, and critics generally complain about potential rather
than actual abuse of power.

Under a cooperative agreement with Commerce, VeriSign (formerly Network Solutions,
Inc. [NSI]) maintains and updates the authoritative root zone file.?* When this cooperative
agreement was initially executed in 1992, it included management of the .com, .net, .org, .edu,
.gov, and .us domain names, giving the company a virtual monopoly in registry services. Upon
the creation of ICANN, the cooperative agreement was revised.?* VeriSign was required to
separate its registry and registrar businesses, give up several of its registries, and enter into
agreements with ICANN for management of its remaining registries.?> DOC retained the right
to review and approve any .com registry agreement between ICANN and VeriSign because of
concerns over the importance of .com to the Internet and monopoly pricing due to .com’s
extraordinary size and impact.?* DOC also continues its oversight regarding any changes in the
authoritative root zone file: “While NSI [now VeriSign] continues to operate the root zone
server, it shall request written direction from an authorized U.S. government official before
making or rejecting any modifications, additions or deletions to the root zone file.”?* The
U.S. Government’s agreement with VeriSign is expressly acknowledged in the provisions of the
ICANN MOU/JPA and its amendments, which affords the Government a role in overseeing this
particular TLD, .com, that it does not have with regard to any other private registry.?® The
agreement with VeriSign runs through 2012 and may be further renewed.

ICANN Internal Governance

The ICANN Board of Directors, with 15 voting members, is at the pinnacle of the
organization’s structure, which has now grown large and complex. ICANN has incorporated the
Regional Internet Registries (RIRs), some of which existed prior to ICANN. The RIRs are
essentially regional groupings of IP users, as well as others, that administer much of the system,
particularly allocations of blocks of IP addresses. In many respects, they function
independently of ICANN, as they did before ICANN’s creation, but they have agreements with
ICANN and must seek the board’s approval for common policies. The RIRS, ccTLDs, and
gTLDs have been organized into supporting organizations. Each of these three organizations
selects two members of the Board. ICANN has also sought to provide a forum for a broader
group of those involved with the Internet, such as Internet service providers, commercial and
noncommercial users, and intellectual property interests. All participate with the gTLDs’
registrars and registries in the Generic Number Support Organization (GNSO). An at-large
advisory committee, which meets monthly, provides a way for individual users to participate. As
of the fall of 2007, three board members were American.?’

Governments have no direct voting role in ICANN. A governmental advisory committee
(GAC), which advises the board, is open to any national government. The GAC has the right to
advise the board on the public policy aspects of any decisions it considers. ICANN’s bylaws
require the board to explain any decision it takes contrary to the GAC’s advice. Until recently,
participation in the GAC was sparse and its influence weak. However, after calls for a new
ICANN governance structure were turned aside at the meeting of the World Summit on the
Information Society in 2005, both ICANN and many of the world’s leading governments
promised to reinvigorate the GAC process.”® The GAC nominates a nonvoting member of the



board nominating committee, and there is a nonvoting GAC liaison on the board itself.

ICANN has become a robust political forum. Three 4-day board meetings are held every
year around the world. Board committees and supporting and advisory organizations meet and
also conduct work by email.

The ICANN structure represents an audacious attempt to incorporate the views of
thousands of interested parties from around the world. The presumption underlying the
MOU/JPA is that it can be done, but the evidence is thus far mixed. During the public comment
period prior to the completion of the 2006 MOU/JPA between ICANN and the U.S. Department
of Commerce, there was considerable criticism of ICANN for lack of transparency and
accountability and other governance deficiencies (discussed further below).?® As a result, the
MOU/JPA pushed ICANN to do better on both fronts.

Who Has Power within ICANN?

Given this context, power—defined as the capacity to influence a particular decision
or result—is difficult to quantify. For nations other than the United States, governments’
power is constrained. Governments have no vote on ICANN’s decisions. Their influence
through the GAC has been weak. They may try to invigorate it, but that possibility remains an
open question. Alternatively, they may be able to increase their influence by spending more
time and effort participating in board committees or supporting organizations, although they
would have no greater status than nongovernmental members. Whichever route they choose, their
influence will have to come from the level of expertise and effort they put forward.

Governments can also attempt to exercise power or influence in two other ways. One is
through the use of surrogates: the corporations, Internet providers, and registries that are active
in ICANN affairs can, if they choose, carry the banner for governments’ preferred policies.
The practice has likely benefited the United States more than anyone else.

Local Internet societies® and ccTLD*! registries may be more under the control of their
respective national governments, and they may have less incentive than companies to act
independently of their governments’ interests in ICANN or other Internet governance forums. The
United States has recognized the right of national governments to manage their own ccTLDs.*
Over time, ccTLDs under control of their national governments may become, in essence,
government representatives at ICANN.

A wedge between governments and their potential proxies or representatives is the
effect of globalization. As companies become more citizens of the world than citizens of one
country, it is more likely that narrow nationalist policies will be decreasingly consistent with
companies’ own goals. Governments may be less able to influence firms to support positions
contrary to those goals.

Another way governments can exercise power is by threatening to create a separate
DNS, essentially ignoring the ICANN regime. China has already exercised this option to
some extent. By separating itself technically from the global Internet, it has achieved
significant internal control over Internet access and content.

During the WSIS in 2005, Brazil, China, India, Iran, Russia, South Africa, and others
denounced ICANN and IANA principally because of the contracts with the U.S. Government.
Brazil, for example, complained that “on Internet governance, three words tend to come to
mind: lack of legitimacy. In our digital world, only one nation decides for all of us.”*® They
demanded that the Internet be truly internationalized, at least by ending the U.S. Government



agreements, and preferably by coming up with an entirely new governance structure in which
governments would have a greater role. They played on anti-American feeling, elevated due to
the Irag War. Some threatened to go their own way, like China, creating their own separate
Internets using their own rules.

While no government (other than China to some extent) carried through on the threat,
and the proposals were defeated, the overall issue has not gone away. As part of the final
compromise at the WSIS, there was an agreement to create an Internet Governance Forum, a
multi-stakeholder body for discussion, not decisionmaking. At the first forum, in the fall of
2006 in Athens, there was some discussion about changing ICANN’s structure, but it was not a
major issue. At the second forum in Rio de Janiero in 2007, the issue was more prominent, but
there was no consensus among the multi-stakeholder participants on a way forward. A Russian
proposal made at the end of the conference to consider placing the Internet under some form
of international structure did not draw significant attention.

Because the United States created ICANN, as well as the Internet, it has a distinct
position among government actors. First, it holds the three contracts described above: the
MOU/JPA with ICANN, the contract with ICANN for management of IANA functions, and
the agreement with VeriSign regarding the root zone file. Through those contracts, the U.S.
Government can influence ICANN’s process. During the 2006 MOU/JPA renewal negotiations,
the Government asked for comments about ICANN’s performance. There were complaints
about transparency and participation. ICANN’s promises to improve were incorporated into the
MOU/JPA.

The more fundamental question is whether or not the three contracts give the U.S.
Government excessive leverage over policy decisions. Those who want to reshape ICANN’s
structure play upon such concerns. Whether evidence of such influence is genuinely important
to the political debate, however, is open to question. The fierceness of the attack by governments
(such as those of Russia and Brazil) and some academics seems to have less to do with actual
malevolent use of influence than with the possibility of such influence.** The evidence of
actual influence is meager: the .xxx episode, but little else.*> The practical reality is that
whatever influence the contracts give the U.S. Government is limited.

If it overreaches, there would be considerable damage to ICANN’s legitimacy, making
the cost likely greater than any benefit.

The U.S. Government’s use of surrogates and its direct participation through individuals
present a more complicated story. Its view is that the extensive deployment of a stable and
secure Internet best advances its larger political and economic interests. Its philosophy,
reflected in policies of the Clinton and George W. Bush administrations, is that a relatively
unregulated atmosphere that relies on competition, open markets, and corporate self-interest best
achievesthat end. The corporate world can easily work under those assumptions. Nonetheless,
there are potential differences. For example, in the discussion over the WHOIS database, a
corporation’s interest in assuring its customers of their privacy may be inconsistent with the
desire of law enforcement to be able to identify IP address holders who hack or commit cyber
crime.

U.S. Government employees from the National Institute of Standards and Technology,
DOC, Department of Homeland Security, and DOD, among others, are involved in ICANN’s
committees and, to some degree, in the North American Regional Internet Registry (ARIN).
Although identified as government employees, they have no particular status as such and
participate generally as individuals. It is their expertise, which is often extensive, and their



long involvement in the process that affords them influence. However, it is somewhat
difficult to evaluate the power associated with their participation. Is it the ongoing DOC-
ICANN connection, the individuals’ influence, or the significant continuing U.S. presence on
the board—or some combination of those—that has helped resolve many recent issues in U.S.
favor?

One question is whether the U.S. Government’s influence can continue. Undoubtedly,
its reluctance to terminate the MOU/JPA reflects the view that the contractual arrangement
provides for U.S. guidance that might be lost or become subject to other influences if the
agreement were to be terminated. However, there is considerable pressure, even from some
European allies, to do so. It is also inevitable that with the retirement of U.S. individuals—the
founders of the Internet and of ICANN—people from other countries will eventually have as
much history and expertise as Americans. When that happens, the principal source of
continuing U.S. influence may be through the Government’s individual representatives and the
U.S. companies who can act as Government surrogates. Unless they are extraordinarily vigorous,
it would seem unlikely that the Government’s distinct ability to influence outcomes can remain
the same as it has been.

The power of nongovernmental participants in ICANN is also difficult to gauge. The 15
voting members of the board currently include 8 incumbents who are associated with businesses
involved with the Internet. A former Australian government official and businessman sits on
the board as the President of ICANN; the other board members are academics, researchers,
lawyers, and a representative of a standards body. Only three of the members in the fall of
2007 were American; no other country had more than two.

The public comments prior to the 2006 MOU/JPA renegotiation suggest a measure of
how well ICANN is meeting its goals. The board is generally seen as fair, or at least not
dominated by one faction or another. ICANN’s mechanisms to legitimize board selection seem
to be successful. ICANN has published extensive ethics rules and has taken steps at the board
level to manage conflicts of interest.*® While concerns have been expressed that there may be
undisclosed conflicts or that the nominating committee might fail to assure that all candidates
have been thoroughly vetted, there is little evidence of any actual problem or of public concern.

The board itself sits atop a structure that has been frequently attacked. There have
been complaints about financial reporting and the budget, about appeals from board
decisions, and about the openness of the board’s own meetings. Other challenges about
issues such as transparency, accountability, and participatory decisionmaking figured
prominently in comments directed to DOC during the MOU/JPA renewal discussions.

ICANN has not satisfied those who criticize its lack of transparency. In 2003, for example,
VeriSign and ICANN became embroiled in an extended dispute about what services VeriSign,
as the .com registry, could offer. The parties could not resolve the disagreement, and the case
wound up in court. The settlement agreement was not popular with many groups active in
ICANN.*” Two lawsuits sought to stop the settlement, and a number of Internet registrars who
rely upon the VeriSign registry actively criticized the board.® By approving the deal, albeit with
some additional safeguards incorporated into the cooperative agreement, the

U.S. Government became a target of the settlement’s opponents, who attacked it for
endorsing “monopoly pricing.”*

In response to criticism during the renewal discussions, the board com- missioned a
nongovernmental organization (NGO) based in the United Kingdom, the One World Trust, to
prepare a report on its efforts at transparency, accountability, and participation.*® That report,



delivered in March 2007, suggested several improvements to ICANN’s process, but gave
ICANN relatively high marks for transparency.*

However, the unhappiness with ICANN over transparency continues. A posting on June
20, 2007, of responses to ICANN’s request for public comments and dialogue on its performance
reflected 14 comments. Even though the number was small, some responses were from significant
ICANN participants, including GoDaddy (a registrar), the Internet Commerce Association, and
the Canadian Internet Registration Authority, which “raised concerns over the transparency and
accountability of governance at ICANN including how it conducts its public consultations.”**

The key method of board consultation for a large number of issues is an online forum
combined with formal and informal discussions. The electronic consultation process is open to
all those who wish to submit views, and many people take a considerable amount of time to
set out positions. As with all online forums, discussion can proceed through exchanges, but the
structure is not optimal for getting consensus from initially disparate reviews. Nonetheless,
ICANN’s online forum on transparency and accountability operating principles had (as of July
2007) reflected no major complaints with the process for registering comments.*

ICANN created a policy development process (PDP) several years ago to investigate
and articulate positions for consideration by the board affecting the interests of the gTLDs,
ccTLDs, or regional registries.**

The PDP starts by request of the board, the Supporting Organization (SO) Council, or
one of the SO’s advisory groups. If either the GNSO (for gTLD registries and others) or the
ccNSO (for ccTLD registries) initiates a PDP, an elaborate effort is made to solicit the views of
SO constituent groups and the public, with a specific requirement for votes by the constituent
groups on the recommendations. If the SOs propose a policy (by supermajority for the GNSO, by
consensus or supermajority for the ccNSO), the board essentially is required to adopt it unless
two-thirds oppose it.

In September 2006, the London School of Economics Public Policy Group published a
study at the request of ICANN that reviewed the GNSQO’s representativeness, transparency,
effectiveness, and compliance with ICANN’s bylaws.* The report was mixed. Among several
substantive negatives were that the “external visibility of the GNSO Council is poor” and that the
“information costs [are high] for anyone who is not already a deep insider in ICANN.”
However, it concluded, “The processes and policy development exchanges of the GNSO Council
are highly transparent, more so than most similar organizations,” despite “some signs that
Constituencies are hard to penetrate for newcomers and that baseline standards such as
disclosure of interests are not adequately enforced.” In addition, said the study, “Many PDPs
take quite a long time to complete,” and thus the “process of reaching ‘consensus’ on major
policy issues is often arduous,” while “current arrangements for voting introduce further
complexities by assigning double-weight votes to two Constituencies (Registries and
Registrars).”*® The report prompted discussion of changes to the GNSO, but these remained
inconclusive as of the fall of 2007.

Evaluating the PDP as it currently stands yields a complicated picture. The PDP isan
attempt to balance pure participatory democracy against organizational coherence and efficiency.
The procedure heightens the value of coalition- building and inclusive outreach; there has to be
extensive vetting of ideas before each of the constituent elements of the SO; a public comment
period provides an opportunity for individuals who are not involved in the SOs to speak; and
deliberations by the constituent elements, seeking consensus or supermajority on the
recommendations, are followed by consideration by the SO councils.



The process inhibits any one entity’s ability to push a proposal forward unilaterally. In
its attempt to reach out to any interested party, anywhere in the world, the PDP creates a
lengthy, difficult process that is likely to founder in the face of any significant dissent. As a
result, the system will work only if it can avoid problems that require immediate attention
where no consensus is in place. However, business and Internet users share an overriding
interest in pragmatic solutions that keep the system running. Any other interests they may have
in the DNS are probably secondary to their fundamental commitment to a functional and
constantly improving system. If, however, other players, such as governments, were introduced
into the decisionmaking, their interests might not so consistently favor pragmatic technical
solutions, and the PDP or some equivalent would be more prone to fail.

The One World Trust Report issued in March 2007 similarly called upon ICANN to
make changes to increase its effectiveness and legitimacy, such as improving ways to publicize
how the board makes its decisions, particularly its use of public and advisory input; improving
availability of meeting agendas; and more consistent handling of public outreach during the
PDP. ICANN has promised to implement some of the changes and to consider others.*’

Any participant must have specific attributes if it intends to promote a particular
policy or point of view within ICANN. An extraordinary commitment of time and effort is
required to participate not just at the board level, but also at the board committee, supporting
organization, and constituency levels. There has to be a willingness and an ability to go to
meetings all over the world, draft papers, and otherwise take time to share ideas with the many
participants whose consent is needed to move an issue forward. Corporations have understood
the value of such expenditures, but few governments, apart from those of the United States,
Australia, and New Zealand, have done so. Individual members of the European Union (EU),
and the EU itself, have become more active, and other governments will almost inevitably
reevaluate their level of activity as the Internet grows in importance in their home markets.

Effective participation also requires one to be an “insider.” The process is so diffuse that
those who have not built relationships and credibility are unlikely to have much influence in
the decisionmaking. The organization may have aspirations of incorporating global views, but
that it functions reasonably well is probably only because the same 200 to 250 people keep
coming to the meetings and emailing each other.

Nontechnical issues pose a different challenge in decisionmaking, because they have no
technical focus that could create convergence around a single answer. The security and stability of
the DNS do not, for example, depend on whether a new gTLD is created (although the creation
of a vast number might have an effect). Consensus is more difficult to achieve where there is no
one technically best solution or even a technical framework on which to make such a judgment.
In the absence of objective data, longstanding representatives who have built up relationships over
time have an advantage in navigating the policy process. Even so, they have had to expend large
sums over a long period, going to meetings and otherwise participating constantly, regardless of
whether their employer or institution has a direct interest in a particular issue under
consideration. Few companies or other institutions can support that level of activity, which
winnows down the number of players.

The Value Structure Underlying ICANN Governance

A number of social forces and values influenced how ICANN took shape.
Deregulation had a real impact on the current structure of ICANN, which also reflects the



broadening acceptance worldwide of participatory democracy. The 1990s were a time of
spreading democracy and growing political commitment to direct public participation. The
ICANN structure might not have been accepted if the significance of the Internet had been better
understood. ICANN may also have benefited from timing. Had the Clinton or Bush
administrations proposed ICANN just a few years later, when the power of the Internet had
become clearer, other governments might have objected. Another influence on ICANN’s structure
was the U.S. Government’s distinctive laissez-faire attitude toward the Internet. Although the
Government, chiefly DARPA and the National Science Foundation, had paid for the initial
research, development, and operation of the Internet, the Government refrained from seeking to
control its evolution.

Another distinct influence is the power of academia. The Internet reflects the
emergence of academics and researchers into an influential role in the “knowledge economy.” In
fact, the distinction between academia and corporate activity has been virtually erased. For
example, whenever the history of Google is recited, it inevitably includes the comment that it was
conceived by two graduate students at Stanford University.

A final distinction is the continuing influence of the U.S. Government— which, even if
not exercised, may have forestalled the exercise of less benign control by others. During WSIS
in 2005, the Government argued that ending its contracts and allowing other governments
greater participation could be destabilizing. For a variety of countries—such as Africans nations
who wanted to end the digital divide far more than they wanted to humble the United States—
the point was persuasive.

The Internet Society and the World Wide Web Consortium

Most of the key organizations for collective decisionmaking about core technical standards
and issues of the Internet are now grouped under the umbrella of the private, nonprofit
Internet Society. They include the Internet Engineering Task Force (IETF), the Internet
Engineering Steering Group (IESG), and the Internet Architecture Board (IAB).*® Although it is
a separate private, nonprofit organization, the World Wide Web Consortium (W3C), which
sets standards for the Web (such as Hyper Text Markup Language [HTML], File Transfer
Protocol [FTP], and Extensible Markup Language [XML]), is also discussed in this section,
because of the Web’s distinct and significant function as a principal Internet service.*

There are three main working elements of the Internet Society: the IETF, the IESG, and
the IAB.

The IETF is an organization of designers, operators, vendors, researchers, and users that
anyone may join; it has no formal membership and no membership requirements. All participants
and leaders are volunteers, though their work is usually funded by their employers or sponsors.
Its mission is to produce technical and engineering documents to help make the elements of the
Internet work together better (in other words, to assure interoperability), including protocols,
standards, and statements of best current practices. In particular, it develops the standards for the
transmission control protocol and IP suite.

An area director oversees each subject area; the directors, together with the IETF
chair, make up the IESG, which handles technical management of IETF activities and the
Internet standards process. The IAB is responsible for defining the overall architecture of the
Internet; it is both a committee of the IETF, providing it with guidance, and an advisory body to
the Internet Society. The Internet Society was formed in 1992 to support these Internet



standards activities.

These organizations grew out of the Internet Configuration Control Board (ICCB),
formed in 1979 by DARPA’s Internet project manager.”® The ICCB was filled with U.S.
Government employees and their contractors. Over a quarter- century later, it has evolved
into multiple related organizations that create the protocols and other standards and identify
best practices in the Internet’s operations.>* There is close cooperation between these
organizations and ICANN, ITU, and the other Internet governance organizations.

The Internet Engineering Task Force

The IETF is “a large open international community of network designers, operators,
vendors, and researchers concerned with the evolution of the Internet architecture and the smooth
operation of the Internet.” Its mission is “to produce high quality, relevant technical and
engineering documents that influence the way people design, use, and manage the Internet in such
away as to make the Internet work better. These documents include protocol standards, best
current practices, and informational documents of various kinds.”>?

The IETF has over 100 working groups in 8 broad subject areas.>® Working groups
address specific issues, mostly by telecommunicating. The IETF as a whole meets three times
a year. The areas are overseen by the area directors, who are themselves volunteers, and a small
secretariat.

The working groups of the IETF and its standards development process have been central to
the evolution of the Internet’s core functions. The documents produced by the IETF (known as
requests for comment [RFCs]) cover practically every technical specification relevant to the
operation of the Internet itself. Any change in the basic Internet protocols, whether relevant to
security, capacity, or robustness, must come though the working groups.

The Internet Engineering Steering Group

The area directors of the IETF, together with its chair, form the IESG, which handles
“technical management of IETF activities and the Internet standards process. . . . The IESG is
directly responsible for the actions associated with entry into and movement along the
Internet “standards track,” including final approval of specifications as Internet Standards.
As of the summer of 2007, only one area director was a U.S. Government employee, but many of
them were drawn from U.S. corporations.
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The Internet Architecture Board

The 1AB, a committee of the IETF, is responsible for “defining the overall
architecture of the Internet, providing guidance and broad direction to the IETF.”*® It does
not focus on specific technical topics but develops documents on general technical principles to
support the proper functioning of the Internet and its protocols or creates ad hoc panels to
develop ideas in a particular area. The IAB can also convene a workshop or ad hoc panel
outside the IETF’s standards process.”” The IAB handles editorial management and publication
of the RFC series of publications; confirms the IETF chair and area directors from nominations
provided by the IETF nominating committee; serves as the appeal board if there are complaints
about improper execution of the standards process in a decision by the IESG; and selects the



chair of the Internet Research Task Force, which addresses long-term Internet-related research
projects.®

The 1AB has 13 members. Six are elected each year for 2-year terms based on
nominations from the IETF nominating committee that have been approved by the Internet
Society’s Board of Trustees. The 13" member is the IETF chair. The board has had only two
non-U.S. chairs since 1981; the most recent U.S. chair took office in March 2007. Eight of the
IAB members as of mid-2007 were U.S. residents.

The Internet Society

When the IETF grew concerned about continuation of its U.S. Government funding, it
created the Internet Society in 1992 to raise money to help support its operations and to handle
administrative functions that the engineers viewed as a distraction from their primary focus on
technical standards development.®® As of 2007, the organization had an annual budget of
approximately $9 million. In addition to supporting IETF, IESG, and IAB, it sustains a range of
policy and education projects, focusing on national Internet organizations and operators. Most of
its budget comes from the private sector, but DISA is a major contributor.®

Governance of the IETF and Related Bodies

The IETF’s governance process is a mixture of straightforward direct participation and
complicated policy development. On the one hand, it is broadly participatory: the IETF is open to
anyone. As befits that open spirit, the introductory manual for new members is entitled “The
Tao of the IETF.”®! However, influence requires continuous, high-quality, technically
competent participation. Most of the area directors are senior officials with major corporations
or senior researchers at government or academic institutions. The process of creating a new
Internet standard has been characterized as arduous; it often takes years to go from IAB approval
of a new working group charter to a final RFC that has been approved by the IESG.

The significant U.S. presence in the leadership of the IETF and the IAB provides some
protection of U.S. interests. When working groups are so open and diffuse, the area directors
and working group chairs derive influence from being able to direct the work and to shape, to
some extent, the draft documents. They are probably most influential in determining which new
questions will be studied and how the issues are framed. They also have some ability to resolve
final outcomes. The adoption process requires only “rough consensus,”®* which has been
defined in many ways; “a simple version is that it means that strongly held objections must be
debated until most people are satisfied that these objections are wrong.”®

Tothe extent there is government participation, it is as technically oriented as other
participation. The fact that any government proponent must present a case that will persuade
technical experts who could deny a “rough consensus” makes political appeals not just useless,
but counterproductive. As a consequence, when there were attacks on ICANN at WSIS, there was
no similar pressure to change the working methods of the IETF. On the contrary, to the extent
IETF was a subject of discussion, governments generally applauded its work.

Process at the IETF or other standards bodies is not pristine. It can matter a great deal to
companies’ competitive positions which standards are selected; that has led at times to
accusations of unethical conduct. For example, Microsoft was accused in September 2007 of vote-
buying in connection with a decision by the Swedish Standards Institute regarding a document



format known as Open Office XML.%
The World Wide Web Consortium

The Web is just one element of the Internet and it has its own standards structure, which is
under the control of a much smaller number of participants than is the IETF. The W3C, not the
IETF, sets standards for the World Wide Web, and W3C is not part of the Internet Society.
However, the W3C involves some of the same people and corporate organizations as the IETF.
They coordinate, but rarely need to collaborate, given their separate technological spheres.
Governments are not particularly active in the W3C’s deliberations, although DOC’s National
Institute for Standards and Technology and some government agencies from other countries
are members of the W3C.

The Consortium was created in 1994 by Tim Berners-Lee (who developed original World
Wide Web standards such as HTML, HTTP, and FTP) to promote the Web by creating guidelines
and standards to facilitate its use.®® Today, the consortium is jointly sponsored by the
Massachusetts Institute of Technology, the European Research Consortium in Informatics and
Mathematics, and Keio University in Japan. Membership is limited to organizations, many of
which are academic institutions, consultants, and software companies. Over one-third of the
members are from the United States.®

The W3C’s working methods resemble those of the IETF, but there is more staff
involvement and direction. A broad-based approval process relies on literal consensus. Working
groups set up to address specific issues include consortium members, staff, and invited experts.
The W3C uses member-donated funds to pay for a share of the research and development itself,
while participating parties pay the rest. The groups work on a proposed recommendation until
there is a consensus. The final version is put before the advisory committee, which has a
representative from each member. If there is a consensus, the proposal is adopted as a new
guideline.®”’

The International Telecommunication Union

The ITU was founded in 1865 and is now a UN agency.?® Although the ITU allows
private sector companies to participate in deliberations, it is unlike ICANN and the IETF in that
only governments vote on final decisions. The distinction is one source of tension in the evolution
of Internet governance.

The ITU’s Telecommunication Standardization Sector (ITU-T) issues technical and
operating standards for telecommunications networks and addresses tariff questions that can
affect the Internet.% It does not address the technical issues integral to the internal operation
of the Internet itself. Its Secretary-General and senior staff have speculated that the ITU could
assume a larger role in Internet governance, perhaps taking over some of ICANN’s
functions.” Hence, both for what it does and what it might do, the ITU has a major role in
Internet decisionmaking.

The worldwide telecommunications system depends upon the standards and tariff
work in the ITU-T. The Internet has always been dependent on telecommunications networks
for delivery, and the relationship between the two grows closer with the convergence of
technologies, especially increasing use of voice over IP (VolP) communications.

The range of questions under consideration in the ITU-T in mid-2007 demonstrated



the scope of its influence over the Internet. At least 20 questions before the ITU-T’s 13 study
groups directly would affect some aspect of Internet policy. Many more would have some
collateral effect on the delivery or quality of Internet service.

ITU Collective Decisionmaking

The ITU operates differently from ICANN and the IETF, both because it is part of the UN
and because it developed when telephone service was, in most of the world, a government-run
function. Only governments vote in the ITU, making it a true intergovernmental organization.

That voting power creates a complicated process for the adoption of new standards. The
practical reality is that private companies have the lead role in ITU deliberations, particularly
in the ITU-T. The union has created “sector members,” a membership category for
nongovernmental entities that have an interest in the ITU’s deliberations. These may be
“recognized operating agencies” that operate a public correspondence or broadcasting service;
scientific or industrial organizations that study telecommunications problems or that design or
manufacture telecommunications equipment; other entities dealing with telecommunications
matters; and regional and other international telecommunication, standardization, financial, or
development organizations.”* There are 191 national government administrations that are full
members of the ITU and over 700 “sector members,” including practically every major
corporation with an interest in the telecommunication industry.

The ITU-T’s method of doing business is worthy of close examination in this era of
privatization and globalization. With the end of state-run telephone companies in most of the
developed world, governments no longer have the expertise to provide much of the technical
work that is the basis for the ITU’s standards and other recommendations. They also have
little direct incentive to participate, except insofar as the stability and security of their own
national or intragovernmental networks are at issue.’” The result is a need for close
cooperation between the sector members, who do the actual investigation and drafting of the
recommendations—and who have the economic interest in their passage—and the governments
that vote on their adoption.”

Every 4 years, at the World Telecommunication Standardization Assembly (WTSA), all
national administrations and the nonvoting sector members meet to define general policy and
adopt working methods and procedures for the telecommunications sector. The WTSA
determines many of the topics to be addressed by each study group; the study groups can
identify additional matters. The study group chairs then develop work plans to address the
questions posed under each topic. They take into account the directions of the WTSA and the
recommendations of the Telecommunication Standardization Advisory Committee, which holds
regular meetings of all government and sector members to advise the sector’s bureau director.”*

The chairs of the ITU study groups select the leaders of working parties, may appoint
rapporteurs to investigate a particular issue, and may provide a report or draft text for a new
recommendation. The study groups or the director of the Telecommunication Standardization
Bureau may also create focus groups for the quick development of standards on specific
subjects. According to the ITU-T, “the key difference between Study Groups and Focus
Groups is the freedom that they have to organize and finance themselves.”” The study group
chairs have the power to appoint leaders of the subgroups and to determine the number and
timing of meetings for each subject; this gives them considerable power to control the groups’
work.



A sector member may submit contributions directly to a working party or propose
instead that the submission be made in the name of its government. A government may submit
a paper itself, or it may seek the endorsement of one of five regional groupings, such as the
Inter-American Telecommunication Commission of the Organization of American States
(Comisién Interamericana de Telecomunicaciones, or CITEL).

For example, in the United States, the formal interaction between sector members and
the Department of State (which represents the United States at the ITU) occurs in the
International Telecommunication Advisory Committee (ITAC), which is composed of
interested private sector companies. However, because of the nature of the ITU-T’s work, much
of the public-private collaboration actually occurs at the Federal Communications Commission
(FCC), whose International Bureau works closely with the State Department and private
companies.”® Following ITAC deliberations on a proposal, the U.S. Government reviews it in an
all-government “national committee” that includes State, the NTIA, the FCC, and at times other
agencies. If the proposal raises security and stability concerns that conflict with some other
interest, the ITAC recommendation may go nowhere or be sent back for further negotiation.
Although there is considerable one-to-one contact between company and government
representatives during this process, rules of procedure under the Federal Advisory Committee
Act slow down the ability to resolve issues.

The United States usually submits proposals to the ITU in its own name, but it has
sometimes looked to CITEL for support. CITEL and the other four regional groupings have
grown more active in recent years. They represent large blocs of votes, and thusa CITEL
endorsement indicates wide support. However, the time and effort needed to win national and
regional approval for a proposal may sometimes be impractical.

Whether a proposal comes from a private sector member or a government, after it has
been considered in an ITU study group, a unanimous vote of the study group is required before
final drafts of recommendations are adopted. The unanimous consent requirement gives nations
leverage to negotiate even if, like the United States, they are not closely allied with a regional
grouping. Unilateral vetoes have been rare.

In 2000, however, the WTSA adopted a rule for a fast-track alternative, called the
Alternative Approval Process (AAP), for recommendations that were deemed not to have a
regulatory or policy implication. A majority of Study Group activities appear to be on the AAP
fast-track list.”” WTSA later revised AAP to provide that proposals under fast-track
consideration could be adopted despite the objection of a single national administration, but the
United States strongly objected. The fast-track proposal was then further revised to allay
concerns about loss of national sovereignty, effectively returning to the requirement of
unanimity.’®

The ITU-Radiocommunication Bureau (ITU-R), which deals with radio spectrum
management, is not as central to issues related to Internet governance. However, broadband
wireless communication is within its jurisdiction and is an important means of expanding the
Internet’s reach. The working methods of the ITU-R generally are similar to those of the ITU-T,
but the relative power of the actors is somewhat different. Because national governments have
significant interests in the radio spectrum, both for military and public safety uses, and they retain
control over civilian spectrum allocation, they take a more active role in ITU-R deliberations.
Their interests are more often at odds with the private sector, and ITU-R decisions reflect
national security concerns more than in the ITU-T.

Although ICANN, IETF, and the ITU recognize each other and try to cooperate and



coordinate standards activity, there is inevitable overlap in some areas, particularly on hot-
button issues such as stability, security, and internationalized domain names. That can lead to
forum-shopping.”

Exercise of Power at the ITU

In the ITU-T, private sector companies, which draft and advocate most of the
recommendations developed by the study groups, have the most influence. Power in the ITU is
more of a mix of technical expertise, commercial pressures, and national political interests than
in the IETF or ICANN. Political issues do not necessarily have primacy: governments with
privatized phone service or a desire for a better system or wider Internet service will often do
what is technically logical, although they may try to provide their corporate “national
champions” with opportunities to capitalize on the standards.

The United States has done well over the years at the ITU. Both its national security
interests and its commercial goals have been advanced. Success is generally attributed to
the State Department’s leadership of U.S. delegations and the active involvement of U.S.
corporations in study group meetings. Here, as with the IETF, U.S. influence comes from its
considerable presence among study group chairs.®® Also as with the IETF, these bodies are
dispersed globally, and thus those who control the work flow and the appointment of
subordinate leadership have considerable power. Many of the U.S. chairs and cochairs will be
stepping down in the near future; unless new U.S. leaders replace them, the U.S. ability to shape
events will decline.

More significantly, there are considerable pressures to diminish U.S. influence by
increasing the ITU’s role in Internet governance. In early 2007, the new ITU secretary-general
invited comment on Plenipotentiary Resolution 102, which instructed the secretary-general to
“continue to take a significant role in international discussions and initiatives on the
management of Internet domain names and addresses and other Internet resources within the
mandate of the ITU.”%" Many responses came from countries that were also active at WSIS in
calling for an overhaul of Internet governance.® For example, Brazil’s response pressed for the
ITU to assure that governments play a role “on equal footing” in Internet public policy issues. Iran
drew attention to the fact that only the United States has more than an advisory role in Internet
governance mechanisms. Saudi Arabia, too, argued for a greater ITU role in “worldwide
coordination of technical and policy issues related to the management of Internet domain names
and addresses.”

A second force for change within the ITU was reflected in the WSIS Tunis Agenda for
the Information Society (the Tunis Final Acts). It identifies various UN agencies to take the
lead in coordinating specified Internet-related subject matters (called action lines), as originally
described in the 2003 WSIS Action Plan.®® Two action lines were assigned to the ITU:
information and communication infrastructure, and building confidence and security in the use
of Information and Communication Technologies.

In early 2007, the newly elected secretary-general announced initiatives for each of the
WSIS Action Lines. The ITU, along with the World Bank and others, planned a “Connect Africa”
conference in Rwanda for that year. The secretary-general also published the ITU Global Cyber-
security Agenda to implement the cyber security action line.%*

The question is whether these activities will eventually involve the ITU in
decisionmaking now done elsewhere. At present, the ITU has a formal agreement with the IETF



intended to foster collaboration and prevent duplication of effort.®® There are regular
meetings between IETF and ITU-T leadership, and there have been joint workshops. The ITU is
also active at ICANN but, except as noted, has not attempted to take over any of its functions.®®
Numerous ITU study group questions acknowledge work done at ICANN or IETF and promise
not to duplicate their efforts. The secretary-general has repeatedly disclaimed any interest in
changing the balance among the organizations.®” However, projects such as the ITU’s Global
Cyber-security Agenda may eventually alter the division of labor.

A third force for change is the ITU’s own staff. The former secretary-general and the
director of the TSB have suggested that the ITU should take on additional Internet functions,
such as running the IP addressing function.®®

The U.S. Government, many other governments, and the overwhelming majority of
ITU private sector members strongly opposed such ideas, and those proposals did not move
forward. The secretary-general recognized that it was such a major issue for the United States
that he had to address it directly during his campaign for office, but it remains to be seen
whether he can honor that promise against pressure from some governments and ITU staff.

Other International Organizations

Discussion to this point has focused on agencies that set the Internet’s common operating
standards. However, the Internet has also created some issues and problems that have
prompted action by governmental or international bodies. This section highlights what may be
the most influential of these actions: the antispam toolkit developed by the Organization for
Economic Co-operation and Development (OECD); the Council of Europe’s Cybercrime
Convention; and UN development activities.

OECD Spam Toolkit

The OECD is a 30-nation organization devoted to promoting sustainable economic
growth and employment, economic expansion, and world trade. Information and communication
technologies, electronic commerce, and the wider economic implications of the Internet have
for many years been regular elements of the OECD work program. The organization regularly
issues reports and other information about the Internet to support economic development.
Because of the extraordinary burden on electronic commerce and communications created by
unwanted Internet solicitations known as spam, OECD members decided to go further and to
create a series of recommendations to governments about how to combat the problem, which they
called the “Spam Toolkit.”®°

The toolkit reflects the fact that the Internet does not recognize national boundaries.*
However, while it encourages international cooperation, it does not suggest any kind of
international treaty or binding commitment by governments.®® Instead, it focuses on suggestions
for national legislation, regulations, and private sector initiatives. This reflects the limits of
common action when, due to variations in views on commercial and political free speech,
privacy, and consumer protection, governments are unable to arrive at a common definition of
the actions they want to curb.

There has, however, been some progress toward shared goals in combating spam. For
example, over two dozen antispam agencies and more industrial partners developed the London
Action Plan, an initiative to promote international enforcement cooperation.’® There is a similar



agreement among several European antispam enforcement agencies. Where adequate agreement
to create a treaty is lacking, however, the OECD’s toolkit encourages governments and industry
to create more cross-border programs.

The Council of Europe Convention on Cybercrime

The Council of Europe is an organization of 47 European states that was created to
promote democracy, human rights, and the rule of law in Europe. Although its focus is not the
Internet, its antiterrorism, anticrime, and human rights efforts have led it to make proposals that
affect Internet use and abuse. In particular is its Convention on Cybercrime, opened for signature
in 2001.% As of December 2007, the convention had been signed by 43 countries and ratified by
21, including the United States. Its goal is to improve governments’ ability to deal with cyber
crime by harmonizing national laws and facilitating international cooperation against cross-
border criminal acts. Parties to the convention agree to pass national legislation to outlaw
specified cyber crimes, to take responsibility for crimes within their jurisdictions, and to
authorize necessary investigative techniques. The convention also provides for assisting other
nations’ criminal investigations and the extradition of cyber criminals.

An example of the difficulty of drafting international legal rules for the Internet was a
proposed provision to the convention, sought by many European nations, that would ban racist
language. It was removed at the insistence of the United States, which saw it as an infringement
on free speech guaranteed by the U.S. Constitution. There is now a separate protocol on racist
language, which the United States has refused to sign.*

The convention has facilitated tracking down cyber criminals among signatories.
However, cyber criminals will still have safe havens in countries such as North Korea or
Yemen that do not sign the agreement.*> Hence, while something like the convention is
necessary to control international cyber crime activities against victims in the United States, it
will never be totally effective because adversaries can evade it.

One recent high-profile example of the problem occurred in May 2007, when numerous
denial-of-service attacks threatened to paralyze Estonia’s economy. Estonia was able to identify
several Russian IP addresses as the likely sources of the attacks, but the Russian government was
unwilling to help track down the responsible individuals.®® The Estonians had no choice but to
shut down large parts of their networks temporarily in order to defend against the intruders.

The Council of Europe has several joint projects with the European Commission; some of
these, such as privacy protection, affect the Internet.®” The European Union’s involvement in the
Internet is considered below, but it should be noted here that the EU now participates in ICANN,
and it has had a particular impact on the Internet through the enforcement of its privacy
guidelines.*®

UN Development Activities

The WSIS and the UN’s Millennium Development Goals committed the organization to
promoting the expansion of the Internet in the developing world.*® In April 2007, the UN
secretary-general reported on activities designed to follow up on the organization’s WSIS
commitments, which reflected the Millennium Development Goals for economic growth in the
developing world.*®

The report is a snapshot of a great many activities, but they have had far less effect



than market forces on Internet expansion. The WSIS had identified various action lines for the
expansion of different aspects of the Internet in the developing world, specifying UN agencies
for lead roles. As of the fall of 2007, however, the UN Department of Economic and Social
Affairs had not gotten much beyond the consultation stage in its work on action lines. The one
organization that had made real progress was the ITU.

Although the UN has laudably embraced an information technology development
agenda, it is not likely to play a pivotal role in the actual expansion of the Internet. The UN’s
work may ultimately yield real benefits, especially in capacity-building and information-
sharing, but those efforts will be dwarfed by competitive market forces

The UN’s Internet activities are not exclusively focused on development. The UN
Commission on International Trade Law has devoted extensive efforts to electronic commerce
and has in particular spent several years working on a draft convention.'®* The challenge to the
successful completion of the document is finding common ground among different legal systems
for activities that may have a pervasive effect in local economies.

There is one other UN-related organization whose activities are worth noting: the
World Intellectual Property Organization (WIPO). While its attempts to resolve intellectual
property protections for material on the Internet are not fundamental enough to the functioning
of the Internet to justify extensive discussion in this chapter, WIPQO’s deliberations have a vast
impact on content providers who place materials on the Internet for use or sale. For any entity
interested in influencing the economic results of using the Internet, the ability to achieve results at
WIPO is extraordinarily important.

This discussion of intergovernmental organizations’ activities is illustrative rather than
exhaustive. It does suggest three significant points.

First, there may be political pressure to take action, even where no consensus exists.
Intergovernmental agencies have adapted by finding ways to move forward without calling for
mandatory regulation. Second, governments still have considerable power based on their national
sovereignty, and they can exercise it to frustrate the ability of others to control aspects of the
Internet within their own territory. Third, the private sector and users are quickly deploying the
Internet, for which they need an “enabling environment” from government. That is, they need
to be able to operate without undue regulation in a free market and be supported by adequate
infrastructure such as the power grid. Although governments seek to support deployment of the
Internet, their more significant role in Internet governance may be in constraining some aspects of
its use rather than in promoting it.

National Governments

Where can national governments have impact on the Internet? How, and how much, can
they influence the exercise of cyberpower by others? Governments have not always
acknowledged the logic of the globalized nature of the Internet. They have acted based on their
longstanding notions of national sovereignty, with varying degrees of success.

For example, the NTIA has pushed U.S. registrars to limit the practice of “tasting,”
which allows someone to use a domain name for a brief period at no cost. Although the practice
is sanctioned by ICANN, it has become an attractive device to cyber criminals as a way to avoid
being identified.

The suppression of free speech is another contentious issue. The U.S. Government’s
position on free speech led it to oppose the ban on racist language proposed in the Convention on



Cybercrime. At the same time, it has adopted antipornography laws to shield children from
adult content. While Americans can reconcile those positions, others see contradictions.

The U.S. Government, the press, civil rights advocates, and other free-speech proponents
have attacked the Chinese government for attempting to filter out words such as democracy
from Web sites.'® Chinese authorities have defended the practice, claiming the need to protect
civil order, and have cracked down on Web sites containing what they consider politically
troublesome content. Some U.S. companies have acceded to Chinese requests to eliminate the
troublesome words and to reveal the identities of the Web site operators. Recently, Burma used
an even heavier hand, shutting down its international Internet connections entirely during civil
unrest in the fall of 2007.1%

In other areas, governmental capability to control the Internet remains unclear. For
example, debate in Congress on the issue of “net neutrality” leaves open the question of whether
national legislation will work on a problem that is really Internet-wide. Some Internet service
providers have raised the possibility of creating tiers of service, prioritizing some packets over
others. Opponents call for net neutrality. So-called net-neutrality legislation has been proposed
that would ban or limit tiered service. However, any prioritization program would only work if
adopted worldwide, or at least broadly enough to allow faster delivery of priority traffic.'
Eventually, U.S. activity around this issue may be a test of how far a nation can push its own
policies without degrading the worldwide standards necessary for the system to function.

Other Standards Organizations

The Institute of Electrical and Electronics Engineers (IEEE), the International
Organization for Standardization (ISO), and the International Electrotechnical Commission
(IEC) are involved in standards work on a broad range of issues, not just the Internet.'®® Each
of these organizations encompasses specific concentrations on standards for devices, hardware,
and software related to the Internet. The IEEE, for example, developed the 802 standard for
wireless device connections to the Internet and has a focus on Internet best practices. The three
organizations work closely with each other. A Joint Technical Committee on Information
Technology combines the IEC’s work on hardware with 1ISO’s work on software. Each has a
memorandum of understanding with the ITU. The ISO and IEC have agreed upon a common
patent policy with the ITU to address how to deal with patented technology in standards.'%
While the three organizations have somewhat different processes for standards development,
influence in each requires technical competence, as well as continuous and long-term
participation.

The IEEE is a professional organization that develops industrial standards in a broad
range of disciplines, including electric power and energy, biomedical technology and health
care, information technology, information assurance, telecommunications, consumer
electronics, transportation, aero-space, and nanotechnology. Open to anyone (although full
membership requires attainment of specified educational standards), it has over 300,000 members
and 10 technical divisions. The IEEE’s Standards Association has 20,000 members who can join
the standards process and participate in the standards coordinating committees. Their consensus
recommendations are reviewed by a review committee and then by the association’s standards
board.

The ISO is an international standards-setting body that acts as a consortium of various
national standards associations. Countries are represented by national committees; the American



National Standards Institute (ANSI) is the U.S. member.'®” Within ISO, national committees
propose standards that are negotiated and then voted upon. Two-thirds of the ISO members that
have participated actively in the standards development process must approve the standard; if so,
and if 75 percent of all members that vote approve it, the standard becomes an ISO standard.

The IEC is a not-for-profit, nongovernmental international standards organization that
sets standards for electrical, electronic, and related technologies, such as power generation,
home appliances, semiconductors, batteries, and marine energy. Its members are called national
committees, and each represents its nation’s interests in the IEC. The U.S. committee operates
through ANSI. Approximately 10,000 people working through 179 technical committees and
700 project teams develop standards that are then voted upon by the national committees. The
IEC publishes standards with the IEEE and develops standards jointly with the ISO as well as the
ITU.

These three organizations coordinate their activities to reduce subject matter overlap. 1ISO
is less specialized than IEEE or IEC, but because of the closeness of their subject matters, 1SO
and IEC set up a Joint Technical Committee on Information Technology a quarter-century ago.

The significance of these standards is commercial; they have much less impact on
national cyberpower than do the decisions of ICANN or IETF. The similarities in their
processes underscore the difficulty and expense of participation in standards-making
decisions, which may limit a participant’s ability to manipulate the process to particular
advantage.

Conclusion

All of the collective international decisionmaking processes that affect the Internet
share some traits:

e they are not speedy, and swift decisionmaking is unlikely

e they stress technical competence and a long-term commitment to the process, and
while political considerations are not unknown, outside the ITU, they are not generally
influential

e they are worldwide processes, designed to incorporate a range of views

o allthe standards bodies except ISO and the ICANN Board require unanimity, or close to it,
for adoption of policies

e private, chiefly commercial, interests dominate the processes, even the ITU’s standards
process

e governments participate on equal footing with others, except within the ITU where
governments formally dominate

e decisionmaking processes are fairly transparent, but leaders have considerable discretionary
power, and it is not always apparent how that power has been exercised

e overlap of subject matters creates some incentive to forum-shop.

The process of Internet governance has worked reasonably well. The Internet has rapidly
expanded around the world and, at least at the technical level, there is good reason to believe
that the current collective decisionmaking processes can accommodate additional incremental
changes. Internet governance should receive good marks on several measures: openness,
democracy, transparency, dynamism, adaptability, accountability, efficiency, and effectiveness.



However, a fair assessment would also identify some problems that could eventually erode its
overall legitimacy. Both positives and negatives are reviewed in this concluding section.

What Internet Governance Is

Open. Overall, the Internet governance process is remarkably open. IETFand ICANN both
have formal outreach mechanisms to encourage individuals and entities to join and participate
in the decisionmaking process. The ITU and the other organizations are not as open, but any
motivated business, organizational, or academic interest can participate in ITU, IEEE, ISO, or
IEC deliberations.

Generally democratic in spirit, if somewhat less so in practice. Two particular issues
arise with regard to democracy: the role of the United States, especially at ICANN, and the
relatively small number of people and institutions that are consistently at the center of all the
collective decisionmaking.

The role of the United States at ICANN has prompted complaints that it may compel
particular decisions against others’ views. While there is no doubt that contractual mechanisms
give the United States extra influence, recent cases have demonstrated that U.S. exercise of its
power can also have negative consequences and is subject to limits.

Most of the positive results in the development of the DNS would have happened even
if the U.S. Government had not exercised a supervisory role. The goals of the business
interests that would, in any event, have dominated the process are generally aimed at the expansion
and development of an open, stable, and secure Internet, all consistent with the goals of the U.S.
Government.

The more important value of the U.S. contracts may be in preventing others from asserting
some alternative form of control. At WSIS, the demands for changes in the governance of the
DNS were not based on complaints about the quality of ICANN’s technological decisions.
These complaints could fairly be summarized as political: nations either called for removal of
the U.S. Government from ICANN management as an expression of anti-American sentiment,
or they wanted their political rather than their technical views more effectively included. That
would be a problem. It is difficult enough to achieve consensus under the current structure, but
affording governments—with their broad range of political interests—greater influence in the
mix would undercut the openness, transparency, efficiency, and effectiveness of the current
structure, without any compensating benefit to the operation of the DNS.

The second democracy issue is that of the small number of players. Notwithstanding
the dispersed and diffuse nature of Internet governance, the system has worked. A
fundamental reason is that a relatively small number of people, representing a relatively small
number of governments, international organizations, and corporations, participate in all of the
work. The process depends not upon strangers from around the world getting together, but on a
core group whose members know each other well, doing business together on a regular basis.

The question is whether this small group of active participants in Internet governance
could somehow use its influence adversely against the rest of the world. Thus far, that does
not seem to have been a significant complaint. Part of the reason is that all participants,
particularly businesses, are aware of the constraints imposed by competition policies in the
United States, EU, and Japan. So long as there is vigilance about price-fixing and patent abuse,
Internet decisions are unlikely to have anticompetitive aspects that would pit users against
providers or operators against manufacturers. The key is the continued enforcement of a



vigorous set of competition policies.

Reasonably transparent. The decisionmaking processes at ICANN, IETF, the ITU study
groups, IEEE, IEC, and I1SO have reasonable transparency. Part of that transparency is
organizational commitment; part of it is due to the power of the Internet itself, which allows
virtual worldwide conversations in real time. There are shortcomings, and some processes are
under review. Administrative and management decisions by study group chairs or their
equivalents are not as well documented as other parts of the process.

One problem is lack of trust in decisions of the ICANN board, partially because of
suspicions about U.S. Government involvement. It is an ongoing challenge for a small group
of ICANN participants to convince a worldwide audience that it has taken their views into
account to come to a reasonable decision.

Another problem with transparency is the lack of coverage of many issues by the
mainstream media. Much of the news about the Internet winds up on specialized Web sites or
on the business or technology pages of the newspaper. For issues that have the potential to be
highly visible to the general public, that may be the equivalent of little coverage at all.

Generally dynamic, but with some challenges. The Internet has grown rapidly and has
scaled remarkably well. However, it has some potential weaknesses. First, the structure does
not generally rely on laws or regulations to which states can compel compliance but rather
rests largely on agreed standards. Their force comes in the logic of the system: participants
must either follow them or lose the Internet’s interoperability. The system has worked well, but it
depends onthe primacy of interoperability and related values. As an alternative, a nation might,
for its own political reasons, create its own alternative Internet in order to better filter traffic from
the rest of the world. One other potential source of weakness is that many of ICANN’s goals are
not even subject to contract: implementation of DNSSec and IPv6, for example, depend on the
enlightened self-interest and economic judgment of the parties. The system has worked thus far,
but there is no guarantee it will do so in the future.

Second, dynamism is also about coping with the negative consequences of growth.
Here, Internet governance is somewhat deficient. The lack of a truly worldwide agreement on
how to deal with spam or cyber crime is a major problem. The deficiency is not just a process
problem; the Internet has brought various cultures and political systems closer together
technologically than they are socially.

Third, other issues may soon demand more dynamism. Net neutrality, for example, calls
for a decision on whether to institute a worldwide standard for tiered or neutral provision of
service. The issue is ripe for decision in the United States and in Europe (even if the decision is
to do nothing). Similarly, there is concern about the need for extensive changes to the core
Internet structure to accommodate major increases in traffic, such as implementing higher
capacity algorithms and more capable routers and other hardware. The problems are apparent,
but the responses may not be in place when needed.

Adequately adaptable so far. The greatest current challenges to adapt-ability of the
Internet governance system have to do with Internet security, such as increases in spam and
more technologically sophisticated denial-of-service and other attacks. The problem centers
upon coordination of the law enforcement and regulatory activity that could curtail security
problems. Only a minority of nations have ratified the Cybercrime Convention. Antispam
legislation is more effective in some places than in others, but in many countries there is no
effective control. Until there is greater consensus on these issues, the response to spam and
cyber crime will have to focus on technological fixes.



Accountable, somewhat. All of the Internet governance standards organizations described
in this chapter operate on a consensus or strong super-majority basis, except for the ICANN
board and I1SO. In the IETF, it is easier to stop a proposal than to try to hold others accountable
for its adoption, but that structure is sufficient to satisfy questions of legitimacy. ICANN’s
policy development process makes it easy to stymie a contentious policy; however, someone who
is unhappy with a decision and is unable to get satisfaction from any of ICANN’s internal
accountability mechanisms cannot do much to turn out those who voted for it. At the ITU, there is
no way to remove a government from participation in the process, but one could simply wait for a
change of study group chairs, which takes place every 4 years. The greatest lack of accountability
overall may be with regard to spam and cyber crime. There is no way to force governments to
work together to reduce threats to Internet security and stability. The system is not presently
prepared to cut any of them off, and as a result, they can benefit from the system even as they, or
some of their citizens, may pose threats to its smooth and reliable functioning.

Efficient enough—for now. The Internet governance process can seem slow. Decisions
can take years to work their way through the various study groups and other decision processes.
Judgment about whether the process is efficient in that sense may need to be tempered by the
recognition that the decisionmakers are attempting to achieve worldwide consensus.

Efficiency is more of an issue at the level of national governments. First, resolution of
security issues has not kept pace with the growth of the problems. Second, with regard to the
developing world, the private sector has long com- plained that many governments have failed
to foster “enabling environments” for the Internet—that is, regulatory structures that foster
market solutions and competition. Moreover, such environments require education and
capacity- building, both of which can take time.

Overall, effective. In sum, Internet governance should be given high marks. Whether
one looks at it by scrutinizing each decisionmaking process or by looking at the overall results, the
conclusion is positive. Some issues could, nonetheless, raise problems.

First, ICANN must solve its remaining transparency problems, and it must also continue
to perform well.

Second, the U.S. Government must work to reduce the international tension surrounding
its ICANN contracts, either by convincing the world that the current arrangement, whatever
its deficiencies, is better than any alternative, or by terminating its agreements, if it can
continue to protect ICANN from less benign influence.

Third, all of the collective decisionmaking bodies must continue to cooperate and
collaborate. Attempts by the ITU to take over subject areas now dealt with by ICANN or IETF
could be disruptive.

Fourth, national governments and the EU must continue to scrutinize all collective
decisionmaking closely to ensure that competition policies are enforced and that Internet
governance decisions promote fair competition and a level playing field. There will inevitably be
more Internet-related enterprises as growth continues in Asia, Latin America, and Africa. Those
governments must be encouraged to give priority to competition over protection.

Fifth, the key players, who are few in number, must continue to focus on the overall
good of the Internet. Any attempts to gain undue advantage for a few would risk destroying
support for systems that are now private sector- dominated.

Sixth, there must be much more international dialogue on spam and cyber crime. In
particular, civil society and the private sector must take more of a lead in developing a consensus
on what needs to be controlled and how to control it. Finally, governments, business, and civil



society should be encouraged to recognize that the Internet and its governance rely on
widespread acceptance of the values of deregulation, private enterprise, free markets, free
speech, and participatory democracy. Participatory democracy must constantly be reconciled with
more vertical structures: the pledge of broad participation at ICANN, for example, cannot be
allowed to destroy the representative structure that makes decisions possible. If the U.S.
Government determines that it is time to terminate the ICANN contracts, it is going to have to rely
on these values to create whatever environment will make it feel comfortable that ICANN can
continue to function in the way it intended when ICANN was first created.

The dominance of the United States, and the U.S. Government in particular, is likely to
decline, whether or not the Government gives up its ICANN contracts. It should worry
about that decline only if it believes that without its current influence, the Internet’s
decisionmaking would no longer support the fundamental U.S. goals of a secure, stable, and
competitive system. In the short term, that question is likely to lead to a discussion of the
ICANN contracts; eventually, it leads to longer term questions about the configuration of a
mature Internet governance structure. The best way for the U.S. Government to promote one that
serves its interests is to assure that none of the problems enumerated above come about.

The challenge to those who do not like the status quo is to convince people there is a
better alternative. At present, those who want change can make no persuasive case that they
could do better. As awkward as aspects of the current system are, it has embraced the powerful
values of democracy, the free market, free speech, and private enterprise, and it has delivered a
powerful, inexpensive tool for economic, social, and political life.
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