CHAPTER 13
Deterrence of Cyber Attacks
Richard L. Kugler

CAN THE UNITED STATES hope to deter major cyber attacks on itself, its military
forces, and its allies? Creating a cyber deterrence strategy is important because such attacks are
becoming increasingly likely, because they could cause serious damage to America’s
information networks and beyond, and because fully defending against them is problematic. If
adversaries could be deterred from launching them, the United States would face fewer risks
from them.

Although the U.S. Government is well aware of the dangers posed by cyber attacks,
currently it does not have a well-developed or publicly articulated strategy for deterring them.
Most likely, not all cyber attacks can be deterred, but if the biggest and most dangerous attacks
could be prevented, this alone would be an important accomplishment. Exactly how can cyber
attacks be deterred? What would be the key components and calculations of a cyber deterrence
strategy? What capabilities and action agendas would it require? These important questions are
addressed here.

This chapter offers a perspective that rejects the view, held by some observers, that the
“attribution problem”—the difficulty of identifying actual or potential attackers—wholly
paralyzes any attempt to think fruitfully about a cyber deterrence strategy. To be sure, there will
be cases in which some cyber attackers successfully conceal their identities and thereby
frustrate attempts to apply deterrent and retaliatory mechanisms against them. But they do not
constitute the entire universe, or even the most important subset, of potential cyber attackers. In
the coming years, there is likely to be a growing number of important cases—ones, for
example, involving big powers such as China and other nation-states—in which adversaries
use the threat of cyber attacks (or actual attacks) as a means to a larger political end or to exert
coercive leverage on the United States. In these circumstances, the adversaries will be willing to
make their identities known, or alternatively, their identities can be reliably inferred from the
surrounding strategic circumstances. Deterrence mechanisms can be applied to such
“attributable” attackers. This chapter focuses on how to develop and apply a deterrence strategy to
this category of cyber attackers.

The following pages advance several core arguments. First, the prospect of major
cyber attacks should not be seen in isolation, but in the context of larger global security
affairs. Although some cyber attacks might be mounted purely for the purpose of damaging
the United States, other attacks could be launched by adversaries whose political and strategic
agenda extends beyond the cyber domain; in addition to allowing their identities to be
determined, this larger context can set the stage for determining how multifaceted U.S. efforts to
deter them can be forged. Second, endeavoring to deter cyber attacks is a matter both of
assembling the physical capabilities for defending against them and of employing offensive
capabilities—cyber, diplomatic, economic, and military tools—for inflicting unacceptable
damage in retaliation. Equally important, cyber deterrence also involves a psychological and
cognitive component: like other forms of deterrence, it requires the capacity to influence the
motives, cost-benefit calculations, and risk-taking propensities of adversaries, in order to
convince them that launching a cyber attack would not serve their interests and objectives and
that the costs and risks would outweigh any sensible calculation of benefits. Assembling a



proper combination of motivational instruments and physical capabilities to serve this purpose
lies at the heart of forging a modern-day strategy for cyber deterrence. A one-size-fits-all
approach to deterrence will not work because of the multiplicity and diversity of potential
adversaries and cyber attacks, and because U.S. goals and actions may shift from one situation to
the next. As a result, the United States will need a strategy of “tailored” cyber deterrence that
treats each category of potential adversary, type of attack, and type of U.S. response on its own
merits.

This chapter begins by portraying how official U.S. Government documents treat cyber
threats and the role of deterrence in dealing with them. Then it briefly discusses the ways in
which the United States is vulnerable to cyber attacks and how contemporary global security
affairs are giving rise to cyber threats. Against the background of lessons from how deterrence
theory evolved during the Cold War and how it operates today, the chapter then develops a
general model for deterring cyber threats, based on deterrence that is tailored to influence
the motivations and psychology of different cyber adversaries. An analytical section reviews the
key strategic requirements of cyber deterrence strategy, including declaratory policy, situational
awareness, command and control, defensive cyber security, a wide spectrum of offensive
capabilities for retaliation, interagency cooperation, cooperation with allies and partners, and
cyber deterrence metrics. Issues that will require further research and analysis are identified.
The chapter concludes by presenting a spectrum of options for pursuing cyber deterrence.

Overall, this material articulates an underlying theme: that the United States can
realistically hope to create a cyber deterrence strategy that works, perhaps not perfectly, but well
enough to make a big difference and that offers considerably greater security from cyber threats
than exists today. Creating such a rewarding and affordable strategy, however, will require
concerted thought and coordinated actions of the sort that have characterized deterrence since it
first appeared as a strategic concept over 50 years ago.

Cyber Deterrence Strategy in Official U.S. Documents

Deterrence of cyber attacks is discussed in some key U.S. strategy documents. The National
Strategy to Secure Cyberspace, issued by the White House in February 2003 in response to the
prospect of growing cyber threats, articulates three broad goals: to prevent cyber attacks, to
reduce U.S. vulnerability to them, and to minimize damage and recovery time." However, it
contains little on how to prevent cyber attacks. In terms of deterrence, it only says briefly that a
U.S. response might not be limited to criminal prosecution of cyberspace criminals and that the
United States reserves the right to respond in an appropriate manner. A companion document,
The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets
(issued in February 2003), articulates a similar focus on physical protection of the U.S.
homeland from new-era threats, not deterrence of cyber threats.? The same applies to the
National Strategy for Homeland Security.’

Among other U.S. strategy documents, the most important is the National Security
Strategy of the United States of America, issued by the White House most recently in March
2006. It outlines nine strategic goals ranging from defeating terrorism and preventing
proliferation of weapons of mass destruction (WMD) to working with allies and partners while
supporting the spread of democracy and a prosperous world economy, but it devotes little
discussion to cyber threats. Discussing institutional reforms to the Department of Defense
(DOD), it notes that U.S. security faces traditional, irregular, catastrophic, and disruptive



challenges; cyber threats are classified as disruptive threats, along with threats from space,
biotechnology, and directed energy weapons. The document instructs DOD to build a transformed
military force posture that will provide tailored deterrence of a wide spectrum of future
threats, including terrorist attacks in the physical and information domains, but it provides no
guidance for shaping such deterrence.

The National Defense Strategy of the United States of America released in March 2005
identifies four broad goals: assurance, dissuasion, deterrence, and defeat of adversaries for the
purpose of protecting the U.S. homeland; securing global freedom of action; strengthening
alliances; and fostering favorable security conditions.® In order to achieve these goals, it calls for
an active, layered defense rather than a passive or reactive strategy against traditional,
irregular, catastrophic, and disruptive challenges, including cyber threats. It states that the top
U.S. security priority is to dissuade, deter, and defeat those who seek to harm the United
States directly, especially extremists who use WMD. It briefly mentions cyber threats but
provides no guidance on how to deter them. Neither does The National Military Strategy of the
United States of America issued by the Chairman of the Joint Chiefs of Staff in 2004.° This
document is meant to provide strategic principles and operational guidelines for using and
building U.S. military capabilities, including ones for homeland defense. While calling for high-
technology, networked, and modular forces for full-spectrum dominance, it gives only cursory
attention to cyber threats or to strategy for deterring them.

The 2006 Quadrennial Defense Review (QDR) charts future directions for improving
U.S. military forces, under the rubric of capability-based planning, for a wide variety of
situations.” It mandates agility, responsiveness, and battlefield domination. It does provide some
useful guidance on dealing with cyber threats. In its section on homeland defense, it notes that
the populace, territory, infrastructure, and space assets of the United States are increasingly
vulnerable, not only to WMD, but also to electronic or cyber attacks. It declares that DOD
“will maintain a deterrent posture to persuade potential aggressors that their objectives in
attacking would be denied and that any attack on U.S. territory, people, critical infrastructure
or forces could result in an overwhelming response.” This statement was intended to
underscore deterrence of new-era threats in general; cyber deterrence is explicitly part of the
overall strategic calculus. However, the QDR provided no specific guidance on how cyber
deterrence could be achieved, or on how requirements for U.S. forces and other instruments of
power might be affected.

Current planning for U.S. military operations is greatly influenced by Joint Operating
Concepts (JOCs), such as the one on deterrence operations.® This 2006 JOC presents a rich
conceptual framework for thinking about deterrence in general, and therefore figures prominently
in the discussion below of a general model for cyber deterrence. Although it clearly
acknowledges cyber threats, however, it says less about deterring them than about deterring
use of WMD and similar threats from rogue powers, terrorists, or near-peer competitors.

An official document with specific relevance is the 2007 National Military Strategy to Secure
Cyberspace.’ This document is still classified, but official DOD statements have indicated
that it calls upon national security planners to:

e improve capabilities for attack attribution and response;

e improve coordination for responding to cyber attacks within the U.S. national security
community; and

o foster the establishment of national and international watch-and-warning networks to



detect and prevent cyber attacks as they emerge.

Although these statements identify required capabilities for national strategy, they do not amount
to a cyber deterrence strategy in themselves.

This brief review of official U.S. documents shows that the dangers posed by potential
cyber attacks are officially acknowledged, along with the need for responsive capabilities and
the desirability of deterring such attacks. However, a cyber deterrence strategy has not yet been
articulated and released, at least publicly. A great deal of effort has been devoted to preparing
strategic frameworks for defense and security planning, and therefore many of the basic
ingredients for a cyber deterrence strategy already exist. The task is to bring them together to
create a cyber deterrence strategy. The next section suggests why.

Growing Vulnerability to Cyber Attacks in a Globalizing World

The cyber attack that was launched on Estonia in spring 2007, which allegedly
originated in Russia (which its government denied), helped put the threat of cyber attacks on
the front pages of newspapers everywhere. With help from the United States and Europe,
Estonia recovered relatively quickly from that attack. But there is no guarantee that future
cyber attacks will be confined to small countries such as Estonia or will inflict only transitory
damage. Indeed, the United States is vulnerable to such attacks, and they potentially could cause
widespread damage.

The damage from cyber attacks could extend far beyond the information systemsthat
they principallyaffect, because so manyspheres of national life depend heavily on modern
information systems.*® The U.S. military, for example, relies upon information networks,
including the global information grid, to conduct modern-era combat operations.** Many
civilian institutions, infrastructures, and essential government services are also highly
dependent on the Internet and other information networks. Police, firefighters, and other
emergency services providers, public health, education, transportation, banking and finance,
water supply, sanitation, and energy systems all depend on computers and information networks,
as do the air traffic control system, hydroelectric dams, nuclear power plants, traffic lights, water
treatment facilities, and key private sector institutions such as colleges and universities, hospitals,
stock markets, business corporations, shopping malls, and credit card companies. An attack on
one vulnerable sector could seriously damage other sectors.

Other regions, such as Europe and democratic Asia similarly rely upon information
networks and are vulnerable to their disruption. Countries embarked upon economic
modernization are also beginning to use cyberspace at growing rates. The entire global economy
IS becoming increasingly dependent upon modern information systems. Imports, exports, and
other international transactions empower growth in many modern national economies, and
these rely upon global networks. Modern multinational businesses employ information networks
to integrate central headquarters, production lines, and distribution systems that are often
scattered across multiple countries and continents. The huge flow of global finance that takes
place daily is directly dependent upon the Internet and other systems. Disruption of these
activities and their information systems could damage the operations of the world economy,
contributing to financial panics, recessions, and even depressions.

Cyber vulnerabilities are thus growing, while cyber attack tools and methodologies are
becoming more available, and the technical capacity of malicious actors is improving.



Emerging Cyber Threats

An issue critical to cyber deterrence is understanding what kinds of actors are likely to
pose cyber threats, especially threats of major disruptive attacks, to the United States, its
military forces, and its allies in coming years. The ability to use cyberspace to create
advantages and to influence events in other operational environments and across multiple
instruments of power is spreading. Many view cyber attackers today as mainly individual hackers
with purely malicious intent, or perhaps criminal groups intending to use information networks for
profit-seeking. In addition, however, actors with political or ideological agendas—including
terrorist groups, rogue countries, and even big powers such as China and Russia—will also pursue
cyberpower and will play roles of growing importance. They may seek to use cyber threats or
attacks to pursue strategic and political goals in geopolitical competition with the United States
and its allies. Such cyber attacks likely would not be ends in themselves, but rather instruments of
persuasion and coercion in pursuit of agendas that extend well beyond cyberspace. These actors
and their activities may present bigger cyber threats than we have seen before and thus may
require the attention of a U.S. cyber deterrent strategy.

Emerging trends in global security affairs will set the stage on which new and bigger
threats may multiply in future years. During the Cold War, the global security structure was
static and bipolar, pitting the United States and its democratic allies against the Soviet Union and
its communist allies. That period was one of great danger, but bipolarity made the task of
designing U.S. national security policy fairly straightforward. Waging the Cold War was
difficult and costly, but it was an exercise in clarity and steadfastness rather than uncertainty,
adaptability, and endless recalculation about policy basics. America’s enemies were militarily
powerful, but they were limited in number, their identities were firmly established, and their
goals and actions were predictable—all of which facilitated the evolution of U.S. deterrence
policies.

Compared to the Cold War, today’s world is highly complex. Bipolarity is gone, and no
permanent structure has taken its place. Instead, the world is changing rapidly in response to
globalization and other information-era dynamics, which bring once-distant parts of the world
into close contact with each other and draw the United States into distant regions that once
were considered outside its geostrategic perimeter. The changing roles of nation-states and other
actors, new political ideologies, shifting security conditions, the hotly competitive world
economy, the emergence of new technologies, and transformed military forcesall add to the global
environment of fast-paced changes and amorphous conditions. Surprises occur frequently, major
developments leap suddenly out of a dense fog of uncertainty, and even experts are unable to
predict the future.

To the extent that today’s international security system has a structure, its most
important components have, loosely speaking, three parts. The first part is the wealthy
democratic community, composed of the United States, Europe, and democratic parts of Asia,
plus much of Latin America, which is mainly democratic albeit not wealthy. For the most part,
this democratic community is prosperous, secure, and stable. The second part comprises the
“strategic challengers,” including big powers such as China, Russia, and India. With nearly one-
half of the world’s population and a growing share of economic wealth, these three big
powers are redefining their identities on the world stage and the imprint that they want to make
on global security affairs. India, a democracy with atraditionally independent foreign policy, has



recently begun to draw closer to the United States and to play a constructive role in South Asian
affairs. Both Russia and China are asserting themselves in global politics, but it is unclear whether
they will emerge as partners or rivals of the United States, or something in between. The third
part of the global structure is the “southern arc of instability” from the greater Middle East to
East Asia. This huge zone is a seething cauldron of chaotic troubles, authoritarian regimes,
unstable societies, poverty, turmoil, angry Islamic fundamentalism, and violence. Today’s threats
of terrorism, WMD proliferation, and rogue countries emerge from this zone, whose future is a
big question mark. The difficult wars in Irag and Afghanistan, the Israeli-Palestinian conflict,
and the U.S. search for an effective diplomacy in the region add to the uncertainty.

Given this global structure, the dominant security agenda facing the United States is to
preserve the cohesion of the democratic community, to keep relations with the big powers on an
even keel, and to muster friends and allies in an effort to quell threats and turbulence along the
southern arc, especially in the Middle East. In this endeavor, the United States can hope to
influence events but, despite its superpower status, it cannot control the future. Today’s world is
being heavily shaped by two global dynamics: 10 or 15 years ago, many observers focused on
hopeful neo-Kantian trends promising progress in the form of democratization, economic
prosperity, and peace. Since then, however, dangerous neo-Hobbesian trends—strife, conflict,
turmoil, and stalled progress—have asserted themselves in many places, especially along the
southern arc of instability. While neo-Kantian trends are still operating in many ways and places,
neo-Hobbesian trends have risen to equal importance. A decade or two from now, the future
could witness a world enjoying greater stability if neo-Kantian trends take precedence or one
descending into instability and struggle if neo-Hobbesian trends dominate.

Meanwhile, a third trend, empowerment, has gained force in recent years. Economic
globalization and the information age give previously weak actors more power to act
independently and influentially on the world stage, including by using cyberpower. China, for
example, once poverty-stricken and inward- looking, is now on its way to becoming an
economic powerhouse, able to build modern military forces and to cultivate ambitious political
and strategic appetites in Asia. Some small and mid-sized countries, such as South Korea and
Iran, are also deriving greater strategic power from economic growth. Also significant is that
nongovernmental actors, including terrorist groups, have been empowered by the Internet and
information networks to spread their influence worldwide. Such empowerment trends can help
peace-minded countries to become wealthier and more stable and to play increasingly
constructive roles on the world scene, but they also enable rogues, aggressors, dictators, and
terrorists to pursue troublesome agendas in increasingly potent ways. For example, empowered
by access to oil profits, Iran has begun to pursue a more assertive agenda, as has Hugo
Chavez’s Venezuela. The United States is in no danger of being eclipsed any time soon, but
new actors will be able to play more influential roles in global security affairs; geopolitical
dramas promise to be correspondingly more complex, and perhaps more dangerous.

Role of Cyberpower

Cyberpower contributes to the growing strength of many actors in global politics; it
is a significant reason why a number of previously impoverished countries are becoming
wealthier. As many countries acquire greater economic strength, owing partly to cyberpower,
they will acquire greater diplomatic and political influence, allowing them to pursue more
assertive strategic agendas in their regions and beyond. Mastery of modern networks will also



enable some countries to acquire greater military strength by equipping their forces with tools for
modern doctrine and operations, even without the expensive ground, air, and naval platforms
used by the United States. The enhanced strategic clout of these countries may motivate them to
seek greater influence in pursuit of their national interests.

Some countries might also pursue cyberpower as an offensive instrument of
intimidation and coercion against neighbors and adversaries. As a strategic tool, cyberpower is
attractive and advantageous because it can be acquired inexpensively and can be used in
concert with other tools or on its own. It does not require expensive military forces to be
influential and effective. Because cyberpower can provide poor countries with potential
leverage that far exceeds their strength as traditionally assessed, the future may see a proliferation
of cyber predators and of cyber victims too.

Since September 11, 2001, the public literature has commonly viewed major cyber attacks
on the United States as most likely to be launched by terrorist groups, perhaps in combination
with physical acts of destruction. Al Qaeda, Hamas, and Hizballah are seen as posing cyber
threats, as are other terrorist groups that harbor grievances against the United States.** Nation-
states are not yet widely feared as potential sources for such attacks, even though they are well
situated to develop the tools needed to carry out sophisticated cyber attacks. Countries that
are adversaries of the United States might decide to pursue this avenue in order to influence
American diplomacy and military activity in their regions. Medium-sized powers that might
use attacks or threats of attack as instruments of deterrence or compellence include Iran and
North Korea; numerous other countries, especially across the greater Middle East, similarly
view the United States as an adversary. Among the big powers, China is an obvious potential
source of cyber danger. If it begins pursuing an assertive, anti-American agenda in East Asia, it
might employ cyber threats or even attacks as strategic instruments. Russia also falls into this
category because in recent years its government has become more authoritarian and its foreign
policy more assertive and bullying. Its threats in 2007 and earlier to deny natural gas to its
neighbors, such as Ukraine, suggests a growing willingness to employ techniques of coercion and
intimidation that, as former Russian President Vladimir Putin said, could be expanded to include
military power, including nuclear weapons, if Russia perceives a threat to its vital security
interests.

A significant issue for deterrence is that because such cyber attacks can be launched
largely in secret, the identities of the actors carrying them out often cannot readily be
determined. For example, a cyber attack seemingly originating in China might have been launched
by the Chinese government, by some unofficial group of hackers in China or elsewhere, or by
terrorists in the Middle East who disguise their identities. The alleged but ambiguous Russian
cyber attack on Estonia is another obvious example.™

Although attribution will remain a serious problem, the fear that the attribution problem
wholly cripples any hope of detection and deterrence is misplaced. Many, if not most, big
cyber threats or actual attacks on the United States, its military forces, or its allies are not likely
to be conducted in a political vacuum. Rather, they will be conducted with an explicit political or
strategic goal: as a means to an end rather than an end in themselves. They are most likely to be
conducted to exert pressure, intimidation, and coercion on the United States to induce it to
acquiesce in the larger agenda being pursued by the attacker. Such an attacker likely would not
want to conceal its identity, because that would prevent delivery of the message and thereby
dilute prospects for an acquiescent response. How could the United States be expected to buckle
to such coercion if it is unable to determine the identity of the attacker and the concessions it is



seeking? If the attacker makes its identity known in order to pursue its larger political and
strategic agenda, it opens itself to U.S. deterrent mechanisms and retaliatory steps.

Beyond this, a U.S. cyber deterrent strategy would be a construct meant to be applied
not only during actual crises, but in peacetime as well. The U.S. preparedness agenda during
peacetime merely mandates that it knows the nation-states and other actors that could launch
cyber attacks in future crises. Knowledge of potential future adversaries does not require real-
time crisis attribution, and it could suffice to help the United States develop many core
ingredients of a cyber deterrence strategy aimed at them. During the Cold War, after all, the
United States possessed enough evidence of the Soviet Union’s potential uses of military
forces in a war to justify, in the American government’s mind, creation of a deterrent strategy
against the Soviet Union even though that country restrained itself from committing actual
aggression. The same logic can apply to potential future cyber attackers. Yes, the United States
needs concrete attribution to launch retaliatory measures in an actual crisis, but in developing
peacetime cyber deterrence mechanisms and plans, its standards of proof of culpability are
less demanding. It merely must decide who the potential sources of cyber attacks are, and how to
pursue its deterrence agenda accordingly.

Illustrative Crisis Scenarios

Credible prospects for determining attribution of responsibility during many actual
cyber attacks can be illuminated by illustrative scenarios. In the first hypothetical scenario,
Iran threatens or actually uses cyber attacks to advance its interests in the Middle East, seeking to
compel U.S. military withdrawal from the Persian Gulf, to assert control over the Strait of
Hormuz, or to intimidate Saudi Arabia and Israel. Such an Iranian effort would not be limited to
cyberpower: instead, cyber threats or attacks would probably be part of a larger campaign that
would employ other instruments, such as use of declaratory policy, diplomacy, or military forces,
or control of access to oil. In this scenario, the Iranian government might try to conceal its
identity as a cyber attacker, but equally plausible, it might openly threaten use of cyber tools
in order to strengthen its leverage and bargaining power. Even if the attacker tried to conceal its
identity in the cyber realm, the source of its cyber attacks probably would not be formidably
difficult to determine. Intelligence information about attacker identities can be gathered from
sources beyond the cyber activities themselves: the strategic context would reveal a great deal
about the attacker, and U.S. officials would be able to use technical data, all-source
intelligence, and logical inference.

The second illustrative scenario is that of a North Korean effort to intimidate the Republic
of Korea (ROK) into making major concessions, or even to set the stage for a military invasion
of the ROK. North Korea might, for example, launch cyber attacks on the United States, Japan,
and South Korea in an effort to gain leverage over all three countries. Such cyber attacks would not
be conducted in isolation of other events, but would be part of North Korea’s overall efforts to
use diplomacy, its possession of nuclear weapons and missile delivery systems, its conventional
military power, and other instruments at its disposal. If North Korea intended to conduct a
military invasion of South Korea, its cyber attacks might try to blind ROK forces, delay the
deployment of U.S. reinforcements from the continental United States, and degrade the combat
effectiveness of U.S. military forces. Here too, North Korea might not want to conceal its identity
as a cyber attacker, but might choose instead to broadcast it clearly in order to strengthen its
leverage and bargaining power. Even if it tried to conceal its identity, the source of its



activity in the cyber realm most likely could be determined. In such a crisis, it is unlikely that
any other potential cyber attacker would choose this particular pattern of activity.

A third scenario is a hypothetical East Asian crisis in which China seeks a showdown
over Taiwan in order to intimidate or even to conquer it. In such a crisis, China might resort
to major cyber attacks directed against the United States, Taiwan, and Japan. Its cyber attack on
the United States might be intended to deter Washington from intervention in the crisis, to prevent
it from deploying air and naval reinforcements to the area, and to prevent U.S. military forces
from defending Taiwan and from attacking China in event of hostilities. Here again, China’s
cyber attacks would not be conducted in isolation, but would be a component of its overall
strategy and use of its political, diplomatic, and military power. China would have no special
incentive to conceal its cyber identity at a time when it is provoking a grand showdown over
Taiwan and the future of the entire East Asia security order. Instead, it would be more likely to
make its cyber identity known to all of its adversaries in order to enhance its leverage over them.
Even if it sought to conceal its cyber identity, it would not have much hope of success under the
prying eyes of U.S. all-source intelligence.

As these three scenarios suggest, in the event of major cyber attacks by nation-states
on the United States, attribution during crises might be less of a crippling problem than it is
commonly presumed to be. Some cyber attacks by terrorists might also fall into this
category. To be sure, some terrorist attacks might be conducted purely for vengeance and
destruction and there- fore might not be directly linked to a specific political-strategic
agenda that would motivate the attackers to proclaim responsibility for their actions, or that
would make them obvious suspects. Yet even terrorist groups tend to have explicit political
agendas such as, for example, driving the United States out of Irag, Afghanistan, or the entire
Middle East. Such an agenda could not be readily pursued by leaving the United States blind to
the cyber attacker’s strategic intent and demands and thus to its identity. The bottom line is
that, while attribution will remain a problem that mandates development of better technical
capabilities, many potentially big cyber attacks on the United States are likely to arise out of a
specific strategic context, aimed at concrete goals such as altering U.S. foreign policy and defense
strategy, and therefore will be possible to attribute to specific attackers. Cyber attacks of this sort
fall into the category of events that can be treated by the familiar logic of deterrence.

What the United States must avoid is a crisis situation in which it is confronted by a potential
or actual cyber attacker whose identity is known, but for whom the American government does
not already possess a well-conceived deterrent strategy showing how it can best respond. In
such a situation, the United States could be compelled to resort to improvisation, but without
the time to think through the details of response mechanisms or to make the necessary
preparations. As a result, it might act incorrectly or weakly in ways that produce serious
reversals. By drawing upon deterrence theory, whose components are discussed below, it can
reduce the dangers arising from such crisis situations and from cyber threats more generally.

Contributions from Deterrence Theory: Past and Present

What would an effective cyber deterrence theory require? A simple answer would be:
strong defenses that can rebuff cyber attacks, and potent cyber offenses that can inflict
massive retaliatory damage in return. Such a capability-based approach would presume,
however, that cyber wars would occur in isolation from larger surrounding events and could be
treated as self-contained, subject to their own logic and requirements. However, the greater



likelihood is that many major cyber attacks are likely to appear as one instrument among several
aimed at achieving political and strategic goals, not just inflicting damage for its own sake.
They would be intended as instruments of bargaining and coercion, to deter the United States
from taking actions the attackers do not want, or to compel the United States to acquiesce in the
attackers’ political-strategic agendas. Dealing with cyber attacks of this sort requires not just
offensive and defensive capabilities to deter them in some mechanical sense; it requires, above
all, the capacity to influence the motivations and psychology of the attacker, as well as a capacity
to integrate U.S. cyber responses—defensive and offensive—with other instruments of national
power and crisis response. For these reasons, the issue of cyber deterrence strategy cannot be
separated from the rest of U.S. national security policy.

Deterrence during the Cold War

The ingredients for constructing a cyber deterrence strategy can be illustrated by briefly
reviewing how deterrence operated during the Cold War and how it operates today. To be sure,
the experience of the Cold War cannot be grafted onto the different realities of today, including in
the cyber realm. Even so, the process by which Cold War deterrence theory was adopted—for
example, awareness of the larger strategic context and adversary motives, the systematic
creation of clear strategic concepts, the evolutionary development of new requirements as
events changed, and the careful efforts to assemble capabilities that fulfilled these
requirements—provides lessons that can be adopted if a credible cyber deterrence strategy is to
be built today.

The concept of deterrence first emerged during the 1950s, when the Cold War with the
Soviet Union was heating up and rapidly acquiring military components. Some observers, in
hindsight, view Cold War deterrence strategy as largely shaped by the U.S. effort to build
nuclear offensive forces that could inflict massive retaliation in response to a Soviet nuclear
attack on the United States. This is an oversimplification: deterrence was embedded in a more
nuanced approach that was entirely focused neither on military nor nuclear calculations. As it
evolved during the 1950s and beyond, deterrence became anchored in political calculations
aimed at influencing Soviet motivations, underpinning U.S. national defense strategy in Europe,
and controlling nuclear escalation. It was isolated from neither larger strategic considerations nor
the need to deal with the Soviet adversary in political terms.

Deterrence theory first appeared as part of the West’s containment strategy in Europe,
which aspired to keep the Soviet Union confined to Eastern Europe and to prevent it from
gaining control of Western Europe. When the United States and its European allies created
the North Atlantic Treaty Organization (NATO) in 1949 to strengthen their defense
capabilities for countering Soviet forces, their new alliance faced a precarious imbalance of
military power in Central Europe. The Soviet Union commanded a massive army that was
permanently stationed in Eastern Europe, with easy access to exposed West Germany. NATO, by
contrast, was able to field only a few combat divisions and air wings. It therefore turned to
America’s growing fleet of strategic bombers, built to carry nuclear weapons. If the Soviet Army
invaded Western Europe with the intent of driving to the English Channel, the United States
could launch a devastating nuclear attack not only on Soviet military forces, but also on the
Soviet homeland itself. In the mid-1950s, this strategy was, in fact, based on massive nuclear
retaliation, but it was not aimed at responding to a nuclear attack on the United States: although
the Soviets possessed nuclear weapons, they had few long-range bombers capable of



intercontinental attack. The strategy was aimed at deterring conventional attack on Western
Europe by convincing the Soviet government that an invasion would not succeed and that the
Soviet Union faced unacceptable risks: if it made such an attack, it would suffer losses that far
exceeded any benefits that it might hope to gain.

Even at this early stage, then, deterrence theory did not exist in a political vacuum: it
took account of the motives and risk-taking propensities of the adversary. Deterrence theory
presumed that the Soviet Union would act rationally in a crisis, that it would be motivated by self-
preservation as well as cost-benefit calculations, and that it would not launch a war in which it
would inevitably suffer devastating losses. Moreover, deterrence theory, as well as the containment
doctrine that was its umbrella political rationale, cautioned the United States to be careful not to
threaten an unprovoked western offensive aimed at dislodging the Soviet Union from its
stranglehold control over Eastern Europe. As a result, the U.S. deterrence strategy offered the
Soviet Union a dual rationale for exercising restraint: whereas military aggression would result in
punishing losses, maintaining the peace would allow the Soviets to preserve their principal gain
from World War I, their strategic buffer in Eastern Europe. Containment and deterrence thus
offered the Soviets a political and strategic bargain. They could retain de facto control of
Eastern Europe if they kept their military hands off Western Europe, but if they invaded
Western Europe, they would lose both Eastern Europe and their own homeland to nuclear
destruction. As events would show, the Soviets were prepared to accept this bargain, and peace
was preserved during a period of intense political rivalry and ideological incompatibility that
easily could have erupted into full-scale war.

The U.S. deterrence strategy began to change in the 1960s. The Soviet Union start