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From the Chairman

M ilitary service is our 
nation’s preeminent leader-
ship experience. We need 
to keep it that way, and I 

need your help to do it. Doing so requires us 
to promote and emphasize the values that 
define our profession of arms. It includes 
leveraging technology, but not as a substitute 
for human interaction. It involves providing 
our men and women with the best education 
and training. It means asking them to lead in 
diverse and challenging contexts—to experi-
ence and recover from setbacks, unexpected 
events, and even chaos.

It also means embracing leadership as a 
personal responsibility. In this way, leadership 
is something that requires persistent study 
and constant reflection. With that in mind, I 
want to share some words to lead by.

Leader Development Is Job One 
I have often said that in the face of 

change, the one thing we have to get right 
is the people. Our men and women are our 
greatest strength, and I firmly believe that 
developing them into tomorrow’s great leaders 
is the best investment in our future.

Leadership is what will see us through 
when our organizational structure is not 
perfect, when technology comes up short, 
when training misses the mark, and when 
guidance is late to need.

Our nation needs innovative leaders 
who can think through complex problems 
and out-think our adversaries. We need 
professionals who can reconcile context, 
uncertainty, and surprise. We need to put a 
premium on those who seek and embrace 
adaptability as an imperative.

Leader development in these areas is 
our decisive edge. How we do that starts one 
person at a time, one engagement at a time. It 
is how we invest our own example, experience, 
and talents directly and personally in others.

Building Tomorrow’s Leaders
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It is essential that each of us—regard-
less of how many stars, bars, or stripes we 
wear—commits to mentor on an individual 
and consistent basis. This is one of the most 
fundamental ways that we can accelerate and 
reinforce the learning process.

Leaders Are Readers 
We need leaders who are lifelong 

learners and creative thinkers. That is why I 
encourage our men and women to continue to 
study and develop a sense of perspective. It is 
also why I always have at least three books on 
my nightstand to stretch my views. Reading 
helps us to stay rooted in the past, understand 
the present, and have a vision for the future. 
Said another way, if you seek a new idea, find 
an old book.

Lifelong learning is more than reading. 
In fact, sometimes we need to put down the 
book, if only to think about what we have read. 
We have to continue broadening perspectives, 
challenging assumptions, and cultivating 
inquisitive minds. One of history’s most cre-
ative minds, Albert Einstein, said, “I have no 
special talent. I am only passionately curious.” 
I believe we have this passionate curiosity in 
our ranks today. We see it in our men and 
women striving to understand the context of 
current conflicts. Our task is to continue to 
nurture, build, and inspire this curiosity.

We have an opportunity to channel 
these attributes into innovative solutions 
to our biggest security challenges around 
the world. We cannot afford to stagnate or 
to accept failure of imagination. We should 
always seek to challenge ourselves and our 
minds, lest our enemies imagine a different, 
more dangerous future for us.

Lead Always, but Use Words Only 
When Absolutely Necessary 

The future will be a difficult journey 
and one that we cannot take alone. Growing 
relationships is one of the tools in our leader-
ship toolbox that we should reach for early 
and often. If we wait until a crisis, we risk 
being too late.

When leaders value, grow, and institu-
tionalize relationships—between leaders and 
led, within the family, and on the interna-
tional stage—the results are always better.

Words matter in every relationship, 
and in fact, I have found that the higher you 
climb the ladder, the more important it is 
to choose words carefully and with preci-
sion. Mark Twain once said, “The difference 

between the right word and the almost right 
word is the difference between lightning and 
a lightning bug.”

Communicating is not limited to lan-
guage. This is where deeds trump talk and 
actions speak over messages. This is where we 
have to work at it—consistently. We cannot 
just e-mail or phone these things in. We need 
to meet face to face. Most of us can start rela-
tionships, but we must also build and sustain 
them to be effective and meaningful.

Trust Is the Foundation of Our 
Profession

Ours is a profession that requires trust 
of the highest order—in each other, in the 
leaders appointed over us, and in our fellow 
citizens. Without it, our men and women 
would never leave their base camps, strap into 
a cockpit, man the deck of an aircraft carrier, 
or go beneath the waves.

From a broader perspective, trust is 
fundamental to operational success. This 
lesson of history has been reinforced in Iraq 
and Afghanistan. We are seeking to match 
this timeless insight to the changing character 
of warfare by rearticulating command and 
control as mission command.

Mission command is not a matter of 
rhetoric. As we decentralize authority, capa-
bility, and responsibility to the operational 
edge, we place a corresponding emphasis on 
mutual trust. Our paradigm for leader devel-
opment also needs to prepare our men and 
women to accept this responsibility.

It is a charge that goes beyond the joint 
force to building teams among our inter-
agency, intergovernmental, and multinational 
partners. Mutual trust does not work without 
their confidence that we are trustworthy 
teammates.

Trust also binds us with the American 
people we represent. They place great confi-
dence in their armed forces. They—and those 
we lead—trust us to be leaders of character 
and consequence. It is up to each of us to 
honor their trust. It is up to all of us to commit 
to develop the leader after next.  JFQ

MARTIN E. DEMPSEY
General, U.S. Army
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Preparing the Pipeline: 
The U.S. Cyber Workforce 
for the Future
By David J. Kay, Terry J. 
Pudas, and Brett Young

There is widespread 
agreement in the public 
and private sectors that 
U.S. educational institu-
tions are unable to meet 
the growing demand for cyber workforce 
professionals. It is difficult to measure the true 
size and requirements for the cyber workforce 
due to the lack of commonly agreed upon cyber 
workforce job titles and duty descriptions.

According to authors David Kay, Terry 
Pudas, and Brett Young, the Federal Govern-
ment should develop additional methods 
for streamlining the hiring and contracting 
of essential cyber talent and emphasize the 
recruitment of cyber workforce professionals 
with demonstrated competency (as opposed to 
academic credentials).

In addition to fiscal constraints and 
competing budgetary priorities, Federal, state, 
and local governments must compete with the 
private sector, academia, and international 
actors to recruit and hire from a limited pool 
of top cyber workforce professionals. Cyber 
competitions, public-private partnerships, 
scholarships, and other innovative solutions 
should be increasingly used to get students 
engaged in science, technology, engineering, 
mathematics, and cyber studies at a young 
age, to develop their skills in secondary and 
postsecondary studies, and to recruit them for 
government service.
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In 2008, the Comprehensive National Cybersecurity Initiative listed “expanded cyber education” as one of its key recommendations. In 2009, the Partnership for Public Service produced a report stating that the current pipeline of cyber-security workers into the government was inadequate.1 In the same year, Secretary of Defense Robert Gates stated that the military was “desperately short of people who have the capabilities [to operate in cyberspace].”2 And in 2011, the Inspector Gen-eral of the Federal Bureau of Investigation reported that 35 percent of the special agents investigating national security cyber-intrusion cases lacked necessary training and technical skills.3 Nonetheless, the U.S. Government and private sector still seek to increase their online operations and dependency in spite of these shortcomings. An expert at the Atlantic Council of the United States sums up this problem: “cy-ber workforce management efforts resemble a Ferris wheel: the wheel turns on and  on . . . we move, but around and around, never forward.”4This paper addresses methods to close the gaps between demand and the current existing capabilities and capacity in the U.S. cyber workforce. A large number of professionals—with not only technical skills, but also an under-standing of cyber policy, law, and other disciplines—will be needed to ensure the continued success of the U.S. economy, government, and society in the 21st-century information age. Innovative methods have been developed by the government, think tanks, and private sector for closing these gaps, but more needs to be done. This paper is part of a larger discussion about the future of the U.S. cyber workforce and existing and new concepts that must be expanded to ensure continued success.
The cyber revolution, part of the broader information revolution first defined in 1984, now touches virtually everyone and most aspects of life—80 percent of 
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david J. Kay is a research analyst in the Center for technology and national Security Policy (CtnSP), in-stitute for national Strategic Studies, at the national defense university. terry J. Pudas is a Senior research fellow in CtnSP. Brett young was a research assistant in CtnSP.

Key Points
◆◆  there is widespread agreement in the public and private sectors that u.S. educational institutions are un-able to meet the growing demand for cyber workforce professionals.
◆◆  it is difficult to measure the true size and requirements for the cyber workforce due to the lack of com-monly agreed upon cyber workforce job titles and duty descriptions.
◆◆  the federal government should develop additional methods for streamlining the hiring and con-tracting of essential cyber talent and emphasize the recruitment of cyber workforce professionals with demonstrated competency.

◆◆  federal, state, and local govern-ments must compete with the pri-vate sector, academia, and interna-tional actors to recruit and hire top cyber workforce professionals.
◆◆  innovative solutions should be increasingly used to get students engaged in science, technology, engineering, mathematics, and cyber studies in order to develop skills in secondary and postsecond-ary students and to recruit them for government service later in life.
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