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The New “Cyber” Space Race 
Integrating the Private Sector 
Into U.S. Cyber Strategy
By Natalie R. Alen, Gregory M. Eaton, and Jaime L. Stieler 

C urrent Russian cyber warfare 
capability demonstrates that 
nation’s growing sophistication 

with integrating cyberpower across 
the whole of society as a fully f ledged 
instrument of national power. Russia’s 
cyber activities have blended kinetic 
action with escalated information 

domain attacks to wage ongoing, 
low-intensity offensive campaigns that 
the U.S. military refers to as hybrid 
warfare. The Russian military’s inte-
gration of cyber with other “patriotic” 
nonstate actors includes the use of 
hackers and criminal organizations 
suspected of being directly linked 
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to or controlled by Russian security 
services. James Wirtz notes, “Russia, 
more than any other nascent actor on 
the cyber stage, seems to have devised 
a way to integrate cyber warfare into 
a grand strategy capable of achieving 
political objectives.”1

The impact of Russia’s rise as a 
cyberpower and the Kremlin’s use 
of cyber warfare as an instrument of 
power have not gone unnoticed by U.S. 
Government and military leaders. The 

questions remain, however: What can 
the United States learn from Russia, 
and how has the United States adapted 
its national strategy for cyberpower to 
this integrated, whole-of-society ap-
proach to international competition and 
conflict? In Cyberpower and National 
Security, Franklin Kramer, Stuart Starr, 
and Larry Wentz assert:

Cyberpower is now a fundamental fact 
of global life. In political, economic, and 

military affairs, information and infor-
mation technology provide and support 
crucial elements of operational activities. 
U.S. national security efforts have begun 
to incorporate cyber into strategic calcu-
lations. Those efforts, however, are only a 
beginning. The critical conclusion . . . is 
that the United States must create an 
effective national and international stra-
tegic framework for the development and 
use of cyber as part of an overall national 
security strategy.2

Members of 169th Cyber Protection Team and members of Armed Forces of Bosnia and Herzegovina conduct cyber adversarial exercises at 
Private Henry Costin Readiness Center in Laurel, Maryland, June 29, 2022 (U.S. Army National Guard/Tom Lamb)
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While the U.S. Government works 
to decrease the Nation’s vulnerability 
to cyber attacks by improving network 
security and resiliency, it is time to start 
integrating the private sector as part of 
a larger information domain strategy for 
developing U.S. cyber advantage. As the 
Kremlin becomes more sophisticated 
in developing and using cyber warfare, 
the United States must also be able to 
mobilize a whole-of-society approach 
to integrate private- and public-sector 
capabilities, including U.S. military ex-
pertise, to compete and win in this new 
era of great cyberpower competition. 
Still, private-sector resistance to informa-
tion-sharing and collaboration with the 
U.S. Government remains an obstacle to 
implementing a successful national cyber 
strategy. To overcome this, government 
leaders should examine the last time the 
United States faced a new and emerging 
domain of international competition 
for creating a successful integrated 
public-private-military organization for 
exercising national power.

Origins of Russian 
Integrated Cyberpower
Russian cyber attacks, including dis-
tributed denial-of-service (DDoS) 
attacks and attacks on critical infra-
structure and networks, have been 
widely reported in the press for many 
years. These attacks and intrusions by 
ostensible nonstate actors are suspected 
of being directed and controlled by 
the Kremlin. In 2007, Russia’s Federal 
Security Service was believed to be 
behind DDoS attacks on banks, media 
outlets, and government bodies in 
Estonia, which may have constituted 
the first use of cyberwarfare as a coer-
cive tool to exercise political influence.3

In 2008, Russian-affiliated groups, 
including the criminal gang known as 
the Russian Business Network, disrupted 
Georgian government communications, 
banks, transportation companies, and 
telecommunications providers in ad-
vance of a Russian ground invasion.4 In 
addition, Russian “hacktivist” Web sites 
published lists of Georgian sites for other 
hackers to target, including instructions 
and downloadable malware.5 Russia’s 

Ministry of Defense subsequently created 
a formal branch responsible for informa-
tion operations, effectively integrating 
military capabilities and nonstate actors 
under a whole-of-society umbrella for 
cyber and influence operations.

Moscow’s malign cyber activities 
are ongoing, and their proven approach 
to advancing the Kremlin’s interests 
using cyberwarfare as an instrument of 
national power presents a significant 
challenge to the United States in great 
cyberpower competition.

Lessons from the Kremlin
Perhaps the most important lesson to 
learn from Russia’s use of integrated 
cyberwarfare is not technical, but 
organizational: the use of a single 
coordinating authority to effectively 
integrate Russian state, military, and 
nonstate actor capabilities across the full 
spectrum of information operations. 
According to CNA, Russian military 
theorists do not even use the term 
cyberwarfare.6 Instead, cyber operations 
are considered part of the broader term 
information warfare, which Moscow 
views as a means for

enabling the state to dominate the infor-
mation landscape . . . and is to be employed 
as part of a whole of government effort, 
along with other, more traditional, weap-
ons of information warfare that would 
be familiar to any student of Russian 
or Soviet military doctrine, including 
disinformation operations, [psychological 
operations], electronic warfare, and politi-
cal subversion.7

This viewpoint is echoed by author 
Yavor Raychev, who highlights key dif-
ferences in the concepts of cyberwarfare 
in Russian and American politico-mil-
itary thought.8 According to Raychev, 
Americans view cyberwarfare as a part 
of modern hybrid war, which blends 
conventional warfare, irregular warfare, 
and cyberwarfare.9 But as Raychev points 
out, “In the Russian tradition, before the 
disintegration of [the Soviet Union], ‘hy-
brid war’ referred rather to political and 
information operations.”10 This raises the 
question of what the U.S. Government’s 

strategic approach should be to integrate 
the information domain as an instrument 
of cyberpower, incorporating U.S. mili-
tary and private-sector capabilities.

Current U.S. Cyber  
Strategy and  
Public-Private Partnerships
Public-private partnerships between 
industry and the U.S. Government 
around cyber protection and initia-
tives began during the Bill Clinton 
administration, and they continue to 
expand.11 Whereas the Russian military 
has employed criminal nonstate actors 
to augment and execute its cyber capa-
bilities, the United States has leveraged 
the talent and expertise of respected 
U.S.-based firms to collaborate on 
cybersecurity for critical infrastructure in 
the public and private sectors. The 2018 
National Cyber Strategy calls for “tech-
nical advancements and administrative 
efficiency across the Federal Government 
and the private sector” to secure cyber-
space.12 Similarly, the 2018 Department 
of Defense (DOD) Cyber Strategy iden-
tifies the need to increase the resilience 
of U.S. critical infrastructure through 
interagency and private-sector partner-
ships.13 The Department of Homeland 
Security (DHS) leads this effort through 
the Cybersecurity and Infrastructure 
Security Agency (CISA) to build stron-
ger defense and resilience through pub-
lic-private partnerships.14 For example, 
CISA oversees information-sharing 
programs, such as sector-specific Infor-
mation Sharing and Analysis Centers 
(ISACs) and Information Sharing and 
Analysis Organizations (ISAOs). These 
nonprofit, member-driven organizations 
have been formed by private-sector 
critical infrastructure owners to gather, 
analyze, and disseminate cyber threat 
information between government and 
industry in order to promote better 
cybersecurity information-sharing and 
enhance collaboration and informa-
tion-sharing among the private sector.15

While these partnerships have suc-
ceeded in improving U.S. cyber defenses, 
there are calls for greater integration 
between government and private-sec-
tor corporations to further develop 
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U.S. cyber capabilities for the private, 
civil, and defense sectors. For the past 
several years, General Paul Nakasone, 
commander of U.S. Cyber Command 
(USCYBERCOM) and director of the 
National Security Agency (NSA), has 
actively pursued partnerships with tech-
nology companies, emphasizing that the 
private sector and Silicon Valley are at the 
forefront of innovative thinking.16

Former USCYBERCOM com-
mander and NSA director Admiral Mike 
Rogers argues that the United States is 
not taking an optimal approach when it 
comes to government and private-sector 
relations. Currently, we are collaborating 
in a manner wherein the public and 
private sectors are internally focused and 
inform one another if something relevant 
is discovered. Admiral Rogers advocates 
that the United States should move 
beyond collaboration and into integra-
tion, where the government and private 
sector work together around the clock 
on cybersecurity in a mutually beneficial 
partnership.17 Integrated partnerships 
between the government and private-sec-
tor tech companies signal momentum 
toward strengthening alliances and 
attracting new partnerships, one of the 
strategic lines of effort in the 2018 DOD 
Cyber Strategy.18

The strategy calls for greater sharing 
of information among allies and other key 
partners to enhance the effectiveness of 
collective cyber operations and to build 
trusted private-sector partnerships. While 
the strategy promotes information-shar-
ing, concerns remain over the speed 
with which information is shared and 
declassified for use. In a memorandum 
to the Director of National Intelligence, 
several combatant commanders raised 
concerns about the inability to share and 
circulate overly classified intelligence re-
garding adversary behaviors and receiving 
intelligence too late.19 The memo depicts 
significant challenges in information-shar-
ing with the interagency, allies, and key 
partners. If the United States aims to 
advance government and private-sector 
partnerships to leverage the innovations 
of Silicon Valley, the speed and scope of 
information being shared will require a 
more progressive approach.

Big Tech, the U.S. Military, 
and the Information Domain
In the United States, most cyber 
architecture, operations, and expertise 
reside in the civilian marketplace.20 
Despite this, the current U.S. approach 
to cyber operations does not effectively 
integrate private-sector expertise. To 
compete successfully against Russia’s 
authoritarian system, a balanced 
whole-of-society approach is needed 
that is both reflective of our demo-
cratic values and effective against our 
adversaries. As noted by Raychev, “It 
can be concluded that the Western 
view on cyberwar is predominantly 
military-focused and technocratic. It 
views cyberwar in the broader context 
of cyber conflict as a modern form of 
fighting, but hardly grasps its social 
dimensions.”21 While experts can 
disagree with Raychev on the U.S. 
Government’s understanding of the 
full context of cyber interactions, it is 
evident that gaps exist between this 
military view of cyber operations and 
the untapped civilian resources that 
do not integrate well with the mili-
tary-minded approach.

Joint Publication (JP) 5-0, Joint 
Planning, codified the Chairman of 
the Joint Chiefs of Staff’s recognition 
that successful use of military power in 
support of U.S. interests is coordinated 
closely with the other three instruments 
of national power: diplomatic, infor-
mational, and economic.22 Interagency 
coordination among what is known as 
the “3Ds”—diplomatic, development, 
and defense establishments for planning 
and conducting operations—is a critical 
element of U.S. engagement policy and 
success. Exploring the concept of greater 
integrated public-private partnerships 
in the information domain through 
interagency coordination has increased 
applicability to the new era of cyber com-
petition and operations.

The principles of interagency coop-
eration are outlined in military doctrine 
such as JP 5-0, and the National Security 
Council continues to facilitate the “mu-
tual understanding and cooperation” 
necessary to achieve unity of effort in 
wielding all instruments of national 

power.23 However, big tech firms have 
been reluctant to fully collaborate with 
the U.S. Government on cyber issues. 
This inhibits a unity of effort between 
public- and private-sector entities for 
use of, and protection within, the cyber 
realm. As noted by Darko Trifunovi
, leading tech corporations exposed by 
the Edward Snowden leaks as engaging 
in U.S. cyberpower missions reacted by 
distancing themselves from “political sub-
ordination or participation in the national 
distribution of cyber war.”24 In addition, 
some private-sector firms have turned 
away from national cybersecurity protec-
tion programs and have opted to look for 
alternate solutions of their own to pro-
vide cyber protection. According to the 
Carnegie Endowment for International 
Peace, “the more resourceful and sophis-
ticated private sector entities are scaling 
up their own efforts to address cyber 
threats. In addition to a range of security 
measures, many have turned increasingly 
to the risk challenging mechanism offered 
by cyber insurance policies. Yet the cyber 
insurance coverage presently available 
provides only a limited, uncertain, and ad 
hoc solution.”25

The stand-up of CISA in 2018 as 
an independent Federal agency under 
DHS, similar to the Federal Emergency 
Management Agency, was an attempt by 
the U.S. Government at creating a single 
organization responsible for integrating 
cybersecurity across the Federal civilian 
agencies and to provide for greater 
public-private cooperation on protecting 
critical infrastructure networks.26 Since 
its inception, however, CISA has been 
widely criticized by privacy advocates and 
big tech companies, such as Apple and 
Amazon, for allowing data to be shared 
with other companies and the U.S. 
Government.27 An internal DHS Office 
of the Inspector General report con-
cluded that improvements in data-sharing 
are still needed.28 A May 12, 2021, ex-
ecutive order on improving the Nation’s 
cybersecurity was aimed at addressing 
the need for greater information-sharing 
among departments and agencies and 
the private sector, but issues still remain 
between CISA and the private sector over 
privacy and collaboration.29
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A Digital Arm for U.S. 
Cyber Integration
A potential solution for integrating the 
private sector into U.S. cyberpower 
strategy could be adding a fourth pillar—
digital—to the 3Ds for protecting U.S. 
national security in the information 
domain. A new fourth “D” could serve 
to broker cyber information and innova-
tion from big tech companies with the 
cyber defense and operations capabilities 
of the government and the U.S. military 
while still preserving the independence 

of the private sector. Akin to how the 
U.S. Agency for International Develop-
ment operates as lead for the development 
arm of the 3Ds of U.S. foreign policy, an 
independent, civilian-led agency could 
drive U.S. cyber interests and economic 
prosperity in the information domain by 
using partnerships and investments that 
protect critical infrastructures. A new 
D agency could also serve as a conduit 
for Federal research and development in 
cyber technology and technology transfer 
programs. A similar model of public-pri-

vate partnerships was adopted during 
the Cold War period with the creation 
of agencies such as the National Science 
Foundation and the Defense Advanced 
Research Projects Agency. Federal 
funding for research and development 
resulted in the creation of new scientific 
and technical capabilities leading to the 
establishment of new industries, bene-
fiting both the Federal Government and 
the private sector.30 A similar leading 
digital pillar of government would not 
only sustain investment and innovation 

Participants analyze metadata to identify any suspicious activity on network during 2-week cyber exercise Tacet Venari, at Ramstein Air 
Base, Germany, May 12, 2022 (U.S. Air Force/Jared Lovett)
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in the information domain but also 
strengthen the other instruments of 
national power and provide the orga-
nizing energy needed to maximize U.S. 
public-private coordination in great 
cyberpower competition with Russia.

The concept of a truly integrated 
fourth D, or digital arm, would also 
require the ability to ensure separation 
between civilian and military activities 
within the competition continuum.31 As 
demonstrated in the 2018 petition by 
4,000 Google employees who demanded 
“a clear policy stating that neither Google 

nor its contractors will ever build warfare 
technology,” many within the U.S. cyber 
technology field are uncomfortable with 
working toward a U.S. cyber advantage 
if it means working in direct support of 
DOD objectives.32 Furthermore, con-
troversy remains over the law of armed 
conflict principle of distinction as applied 
to civilians participating in direct hostili-
ties in the information domain.33 A digital 
arm of what would become the 4Ds 
would need to provide the necessary pri-
vacy, oversight, and coordination among 
all U.S. cyber technology activities. At 

the same time, it also should build clear 
distinctions between civilian capabilities 
and government or military objectives 
and position the United States to better 
engage in an open whole-of-society 
approach to compete against Russia and 
other nation-states in the information 
domain. Such an organization further 
would need authority to develop incen-
tives for private-sector firms to overcome 
privacy and data-sharing concerns, such 
as grants, limited liability protections, 
and access to cybersecurity research, to 
name a few.34

Sergeant Ian McConnell, cyber warfare operator for Defensive Cyberspace Operations–Internal Defensive Measures, 8th Communication 
Battalion, works on his network hacking plans during Cyber Yankee 22, on Camp Nett, Niantic, Connecticut, June 13, 2022 (U.S. Marine 
Corps/Ashley Corbo)
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Integrating the 
Information Domain
Establishment of a fourth D organi-
zation to integrate government and 
private-sector activities while keeping 
civilian and military objectives separate 
is needed for achieving unity of effort 
in the era of great cyberpower competi-
tion. According to one article:

Governments have a unique capacity 
to facilitate information sharing and 
engagement. Doing so would help rebuild 
the relationships among the innovation 
triangle—the public sector, private indus-
try, and academia—and would encourage 
mutual understanding, a necessary step for 
breaking down the cultural barriers that 
restrict collaboration between government 
and high-tech firms.35

Fortunately, a template for this very 
type of organization was designed by the 
U.S. Government more than 60 years ago 
in response to another national security 
domain challenge stemming from Russia. 
In 1957, the Soviet Union launched its 
first satellite—Sputnik. This triggered 
what came to be known as the space race 
and drove the need for the United States 
to rapidly mobilize both government and 
private-sector capabilities into the space 
domain.36 The National Aeronautics and 
Space Administration (NASA) was thus 
created in 1958 and continues to oversee 
America’s space program, integrating 
civilian and military capabilities. The 
National Aeronautics and Space Act, the 
legislation that created NASA, “allow[ed] 
the agency to enter into contracts with 
industry and educational institutions and 
call[ed] for the widest possible practicable 
and appropriate dissemination of infor-
mation.”37 Quoting directly from the 
original act, Sec. 103, paragraph b:

The Congress further declares that such 
activities [aeronautical and space] shall be 
the responsibility of, and shall be directed 
by, a civilian agency exercising control over 
aeronautical and space activities sponsored 
by the United States, except . . . activities 
peculiar to or primarily associated with the 
development of weapons systems, military 
operations, or defense of the United States.38

This type of legislation and organiza-
tional arrangement echoes the calls by 
General Nakasone and Admiral Rogers 
for providing greater integration and 
information-sharing with the private 
sector in the information domain, while 
separating the private sector from any 
military cyber activities conducted by 
USCYBERCOM or other DOD entities.

Extreme Makeover: 
CISA Edition
At its creation, CISA may have been 
imagined as a NASA-like solution; 
however, in its initial 4 years of exis-
tence, it has yet to capture the public 
imagination or energize the private 
sector in the same way as NASA did. 
Early challenges with managing data 
privacy and data-sharing have undercut 
CISA’s effectiveness in fully integrating 
the private sector into U.S. cyber strat-
egy. For CISA to become the digital 
organization to integrate government 
and private-sector efforts across cyber, it 
would benefit from following the same 
path as NASA.

A first step would be decoupling 
CISA from DHS to give the agency 
more operational independence and to 
increase the agency’s visibility and public 
profile as the U.S. Government’s face, 
or digital arm, for cyber security. Former 
head of CISA, Christopher Krebs, has 
publicly advocated for CISA breaking 
out from DHS and becoming a stand-
alone agency to give the private-sector 
and other stakeholders a clearly visible 
“front door” for working with the gov-
ernment to combat cyber threats.39

Second, CISA should be invested 
with greater budget authorities 
for sponsoring cyber research and 
development and for incentivizing 
private-sector participation through 
contracting and grants. Although CISA 
currently oversees industry forums for 
sharing information on protecting criti-
cal infrastructure, such as the ISACs and 
ISAOs, participation and membership 
are strictly voluntary, and CISA offers 
only programmatic support. A new fis-
cally empowered CISA could continue 
to manage and leverage these exist-
ing relationships while being able to 

incentivize greater participation through 
access to grant programs and research 
and development funding.

Finally, a newly independent and 
rebranded CISA could serve as a “cyber 
center of excellence” by collecting 
and promulgating cyber information, 
cyber expertise, and best practices from 
government, academia, and the private 
sector, while keeping offensive cyber 
objectives separated. This reimagined 
CISA could serve as a magnet for de-
veloping U.S. cyber talent by not only 
increasing its existing training offerings 
but also creating internships, sabbatical 
opportunities, research assistantships, 
and funded executive-in-residence 
programs with tech companies to accel-
erate the growth of cyber talent both 
for the U.S. Government and industry. 
Rotational assignment opportunities 
with other governmental agencies and 
the military departments could also serve 
to “cross-pollinate” talent and build 
professional networks needed to achieve 
the unity of effort required for great cy-
berpower competition.

Today, much of the U.S. cyber 
talent and capabilities reside in the 
private sector. A successful national 
cyberpower strategy must be able to 
integrate these resources, as Russia has 
effectively demonstrated, while main-
taining our uniquely American character. 
An organized and flexible integration 
of government and private-sector 
tech capabilities in the United States 
requires an approach that facilitates in-
formation-sharing and unity of effort in 
support of national interests while at the 
same time protecting privacy concerns 
and maintaining the freedom of associ-
ation foundational to American values. 
The reinvention of CISA into a NASA-like 
organization responsible for integrating 
public- and private-sector activities on the 
development and use of cyber provides the 
potential means for establishing a unity of 
effort between the government and the 
private sector. This would allow the U.S. 
Government to employ a whole-of-society 
approach while ensuring private-sector 
cyber tech companies can maintain sep-
aration from direct hostilities within the 
information domain. JFQ
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