into homeport on Naval Submarine Base New
London, in Groton, Connecticut, January 31, 2019
(U.S. Navy/Jason M. Geddes)

U d ack submarine
USS North Dakota transits Thames River as it pulls

Realizing Energy Independence
on U.S. Military Bases

By Timothy Renahan

Politically motivated cyber attacks ave now a growing reality, and foreign actors arve

reconnostering and developing access to U.S. critical infrastructure systems, which might

be quickly exploited for disruption if an adversary’s intent became hostile.

Lieutenant Colonel Timothy Renahan, USA, wrote
this essay while attending the U.S. Army War
College. It won the Strategy Article category of
the 2021 Chairman of the Joint Chiefs of Staff
Strategic Essay Competition.

he Department of Defense

(DOD) is the largest consumer

of energy in the U.S. Govern-
ment, yet it relies on the local electrical
distribution systems and grids that sur-
round each military base.? The Army
has realized that dependence on local
energy grids creates a national security

—JAMES CLAPPER,
Director of National Intelligence!

concern. Near-peer competitors such
as Russia and China are working to
exploit our aging infrastructure to gain
advantage in possible future conflict
and destabilize day-to-day operations.?
Rogue nations such as Iran and North
Korea have undertaken offensive cyber
acts to asymmetric benefit, and they
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have disrupted U.S. ability to continue
to pressure them economically.* There-
fore, military bases should have inde-
pendent energy production methods to
prevent loss of capability and to provide
emergency service if the local energy
grid is compromised. DOD is currently
exploring renewable energy initiatives
and nuclear possibilities, such as small
modular reactor (SMR) technology,
which could offer options for energy
independence that are scalable and
environmentally friendly. This article
focuses on domestic military bases and
the energy vulnerabilities associated
with local grids; it does not consider
forward-deployed locations or military
bases overseas. As energy technologies
evolve, now is the time to invest future
funding to reduce vulnerability of
domestic military bases to attack and
ensure energy independence.

Risks to National Security
DOD has publicly identified that a
significant vulnerability to U.S. military
bases is the local energy infrastructure.®
The military installations themselves are
currently positioning physical and cyber
security measures, but illicit actors do
not need to penetrate the bases.® Tar-
geting the external power distribution
system that provides a base its electricity
is just as damaging as targeting the base
itself. In 2019, more than 12 utilities
companies across the country were
targeted via cyber attack.” This pattern
of sustained pressure by illicit actors
on infrastructure, including electrical
nodes, is predicted to continue—if not
increase.®

The Department of Energy reports
that grids have been tested by external
threats for years. In 2014 alone, the
energy sector reported 46 individual inci-
dents, a significant number of them being
advanced persistent threats.” Near-peer
competitors such as Russia and China seek
to manipulate our aging infrastructure to
gain advantage in future possible conflict
and destabilize day-to-day capability.!
Nonstate actors, such as terrorist and
transnational criminal organizations, are
also working to attack grid facilities as
a way to challenge perceptions of U.S.

governance and stability.! Complicating
the issue is the way power is managed and
regulated: The Federal Energy Regulatory
Commission has “jurisdiction over the
reliability of the bulk power grid,” but the
states have responsibility for electrical dis-
tribution.'? Such division of labor creates
an issue of security standards across energy
platforms and can expose cracks in mutu-
ally supporting security strategies.

Energy Consumption

and Initiatives

DOD has steadily remained the largest
governmental consumer of energy, and
it relies heavily on local electrical grid
systems to provide that power.* Mili-
tary installations require uninterrupted
access to power and other utilities to
ensure readiness and maintain critical
services. A loss of sustained power could
have a significant detrimental effect on
a military base and its ability to provide
emergency services and support criti-
cal missions.'* External infrastructure
support for military bases creates a secu-
rity concern that has prompted evalua-
tion and testing across the Services.

In conjunction with DOD, the Army
has already conducted several energy re-
silience readiness exercises to deliberately
shut off power to a military base and
test the reaction and stability under only
emergency power capability.!® So far, Fort
Stewart (Georgia), Fort Greely (Alaska),
Fort Knox (Kentucky), and Fort Bragg
(North Carolina) have been tested using
the exercise.'® The Army has learned
numerous lessons, identified gaps, and
pinpointed improvements and is moving
forward with “resilience” initiatives and
Installation Energy and Water Plans.'”

Several military installations are also
experimenting with “microgrids” to
provide backup energy in case of emer-
gency and to reduce carbon footprints.!®
Projects in landfill-to-gas, solar, and
wind are creating methods to reduce the
demand on carbon-based power and local
electrical grids.!” Unfortunately, the cur-
rent microgrids must be supplemented
with diesel and natural gas generators,
as the technology for low-emission
energy sources alone cannot provide
the necessary power. These efforts are

developing—and they are important to
creating green alternatives for power—
but installations must continue to rely on
diesel and natural gas in the near term.?°
DOD is also investigating nu-
clear options for energy on military
bases. Two efforts working through
the Strategic Capabilities Office and
the Under Secretary of Defense for
Acquisition and Sustainment have
created pilot programs and contracted
private energy companies to design
small nuclear reactors for use on military
installations.?! Both projects rely on the
development and availability of com-
mercial technology and manufacturing
support. Although DOD is most inter-
ested in microreactor technology, SMRs
will be commercially available first, with
microreactors lagging and possibly not
commercially available until the 2030s.2

Solutions for Energy
Independence
SMR technology has reached the level
of final testing and is expected to be
ready for employment by 2026.22 SMRs
can provide on-demand power for a
military base if the local energy grid
is compromised. These miniaturized
nuclear reactors have a smaller footprint
compared with a microreactor and are
scalable for any energy requirement.?*
Although currently not defined, the
cost of producing a SMR could range
from 15 percent to 40 percent less than
construction of a comparable nuclear
plant.?® SMRs would help the U.S.
military increase readiness, reduce its
carbon footprint, and lower energy-re-
lated waste, while taking up less physical
space than other clean energy sources.?
Military bases also provide an ad-
ditional level of safety, security, and
support. The U.S. military has had nucle-
ar-powered vessels, with nuclear support
on bases, and independent nuclear
facilities since the 1950s with no inci-
dents. Currently, the Navy has boasted
approximately “5,400 reactor years of ac-
cident-free operations.”” The Army even
operated a nuclear facility at Fort Belvoir
(Virginia), only miles from Washington,
DC, from 1957 through 1973 without
incident or fanfare.?®
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Figure. How Do SMRs Work?

1. Nuclear power plants generate heat through
nuclear fission. The proccess begins in the
reactor core. Atoms are split apart—releasing

energy and producing heat as they separate into

smaller atoms. The process repeats again and
again through a fully controlled chain reaction.

2. Control rods made of neutron-absorbing
material are inserted into the core to regulate
the amount of heat generated by the chain
reaction.

3. Reactor coolant water picks up heat from the

reactor core. Reactor coolant pumps circulate

this hot water though a steam generator, which

converts water in a secondary loop into steam.

4. The steam is used to drive a turbine, which

Pressurizer
Keeps reactor coolant water under
high pressure to prevent boiling.

Reactor Coolant Pumps
Circulate the reactor’s coolant.

Steam Generator
Converts water in a secondary loop into steam
to drive a turbine that generates electricity.

Control rods

generates electricity.

5. Throughout the process, the pressurizer keeps
the reactor coolant water under high pressure to

prevent it from boiling.

Drawbacks and Constraints

The biggest barrier to introducing
nuclear power to military bases, besides
a potential large initial investment,

is the word nuclear. Despite the sig-
nificant rarity of nuclear accidents,

the scope and long-term effects of a
“Chernobyl” still frighten the pop-
ulation. A 2019 poll showed that
Americans were evenly divided, at

49 percent, over the use of nuclear
energy as a clean energy alternative—a
significant drop from 2010’s high of
62 percent in favor.? Current polit-
ical opposition to nuclear power in
some states could also be a concern,
especially where carbon or natural gas—
based enterprises abound.

The potential for terrorist attack and /
or cyber attack to a military base is always
a threat. But the sheer lack of nuclear
incidents in current Navy and Air Force
facilities is a direct indication that physical
and cyber security measures are in place
and being updated.?® This strong record
attests that sound processes are available
for transfer within DOD, offering a

Core

Used to control the power of a nuclear reactor,
including shutting down the reaction.

The “heart” of the reactor—where heat is
generated by nuclear fission.

blueprint for future nuclear additions

to facilities. There is the possibility of
increased costs to secure and transport
nuclear material on the base or to a
disposal facility. Current DOD efforts to
evaluate nuclear power options should
account for those costs in order to inform
the overall overhead needed to operate
the reactor.

Recommendation

As energy technologies continue to
evolve, now is the time to earmark
future defense funding to create ener-
gy-independent military bases. SMRs
would be the first commercially avail-
able technology that could support
the critical energy needs of a military
base.?! Current data indicate that they
would be less expensive to implement
compared with microreactors or other
nuclear options, although both options
present a significant initial cost for pur-
chase and infrastructure. DOD should
continue to develop and research
renewable energy capabilities (solar,
wind, water) but should prioritize a

nuclear solution to deliver to military
bases energy that is independent of a
local grid.

Investing in SMRs will provide a
quicker and more cost-efficient option
for independent power to reduce vulner-
ability on domestic military bases. SMRs
create enough energy to run critical
infrastructure and maintain readiness
levels; they will be commercially available
almost a decade before microreactor
technology will.?? Placing a smaller and
scalable SMR on a military base would
also allow DOD to effectively map on-
base energy infrastructure specific to each
installation. DOD, in coordination with
the Department of Energy, should prior-
itize military installations for fielding and
testing; work with local installations to
educate and plan; and include research,
development, and acquisition funding in
the Program Objective Memorandum
and/or request funding as part of poten-
tial upcoming environmental legislation
for purchase and installation of a few
SMRs on select installations.® JFQ
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