;
Weapons of Mass Destruction
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The next U.S. administration faces four pressing WMD challenges. First,
the prospects of a direct clash between the United States and a nuclear-
armed adversary that could escalate to the nuclear level are likely to grow.
Second, the scope of North Korea’s nuclear, chemical, and suspected biological
weapons programs likely will require resources for countering weapons of
mass destruction that exceed those currently available. Third, longstanding
international efforts to prohibit chemical and biological weapons are threatened
by the reemergence of chemical weapons use and potentially by rapid advances
in the life sciences. Finally, concern that the 2015 Joint Comprehensive Plan of
Action may only postpone—rather than prevent—Iran’s acquisition of nuclear
weapons will perpetuate tensions and proliferation pressures in the region.

he 2015 National Security Strategy identifies the proliferation and/

or use of weapons of mass destruction (WMD) among the top stra-
tegic risks to the Nation’ interests.! This chapter examines four pressing
WMD challenges for the next U.S. administration. First, the prospects of
a direct clash between the United States and a nuclear-armed adversary
that could escalate to the nuclear level are likely to grow. Russia in par-
ticular has become more assertive in challenging U.S. interests and has
developed concepts for the limited use of nuclear weapons in a conflict
with the North Atlantic Treaty Organization (NATO). Second, the scope
of North Korea’s nuclear, chemical, and suspected biological weapons
programs likely will require resources for countering WMD that exceed
those currently available to the United States and South Korea. Third,
longstanding international efforts to prohibit chemical and biological
weapons are threatened by the reemergence of chemical weapons use
and potentially by rapid advances in the life sciences. Finally, concern
that the 2015 Joint Comprehensive Plan of Action may only postpone—
rather than prevent—Iran’s acquisition of nuclear weapons will perpet-
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uate tensions and proliferation pressures in the region. To meet these
challenges, the next U.S. administration needs to:

* close gaps in capabilities, plans, and policies that weaken deterrence

+ reduce incentives for further proliferation by enhancing monitoring
and verification measures and reassuring allies and partners

* strengthen the Nation’s countering-WMD posture with increased re-
sources and improved organization

* stay on top of and leverage rapid scientific and technological devel-
opments in the life sciences and related fields

* improve the education of military officers, civilian national security
professionals, and the broader public on WMD challenges and the
necessary responses thereto.

Challenges

The next U.S. administration will face numerous challenges in address-
ing the threats arising from WMD, both large and small, but the four
challenges discussed below are expected to be most pressing.

Deterring and Managing Escalation in Conflicts with
Nuclear-Armed Adversaries

The United States is entering a new period of heightened risk of direct
conflict with nuclear-armed regional powers, with the potential to es-
calate to the nuclear level. The nuclear problem is no longer just about
proliferation and global threat reduction, the twin imperatives that char-
acterized post—Cold War policy.? Today we also confront the challenge of
deterring an adversary’s first use of nuclear weapons and managing the
risks of further escalation.® Being better prepared for new and complex
escalation situations requires adapting capabilities, plans, policies, exer-
cises, and education.

A number of nuclear-armed states are challenging important U.S. in-
terests through both military and nonmilitary means. Russia has been
most aggressive, invading Georgia, annexing Crimea, enabling separat-
ists in eastern Ukraine, and militarily intervening in Syria. Meanwhile,
China has asserted its claims to disputed territory in the East and South
China seas through more aggressive measures, including armed patrols,*
commercial exploitation activities with armed escorts,” and physical en-
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largement of disputed formations that it controls.® North Korea frequent-
ly issues threats, including nuclear ones, against Seoul and Washing-
ton, and periodically perpetrates military provocations.” These activities
threaten the territorial integrity and security of U.S. treaty allies, and
more broadly the rules-based order that the United States views as cen-
tral to global security. As such they carry the possibility of direct conflict
with U.S. forces.

Russia’s and China’s increasing assertiveness may be explained by a
confluence of ambition and opportunity. The ambition is their respective
aspirations for a more powerful role globally and primacy in their own
regions. Both view the United States as the principal obstacle to realizing
such ambitions. The opportunity principally is the mitigation of U.S.
military superiority resulting from their aggressive military moderniza-
tion programs, particularly in antiaccess/area-denial (A2/AD) capabili-
ties, power projection, and other information-centric capabilities.® That
sense of opportunity may be enhanced by a perceived asymmetry of in-
terests with the United States in regional conflicts and a certain war-wea-
riness among the United States and some of its Western allies after more
than a decade of conflict in Afghanistan and Iraq.

The ability of U.S. forces to prevail in the early stages of convention-
al conflicts with Russia and China in areas close to their borders—and
by extension the ability to deter such conflicts—should no longer be
assumed. Geography and growing deployments of modern A2/AD ca-
pabilities’ increase the vulnerability of U.S. forces in these regions and
complicate U.S. reinforcement efforts.!® This situation makes it more
likely that Russia or China could achieve a rapid fait accompli, such as
seizing territory in the Baltic region or East China Sea, respectively, and
shift the burden of escalation onto the United States if those gains are to
be reversed.

The burden of escalation is heavy in conflicts with nuclear-armed
adversaries.!! To degrade adversary capabilities threatening U.S. and
allied efforts to assemble and employ sufficient force to reverse a fait
accompli, U.S. forces likely would have to strike assets, including mis-
sile, integrated air defense, and command and control sites, on Russian
or Chinese territory.'? Such attacks could be viewed as escalatory and
strategic by those nations and invite retaliatory strikes on U.S. and other
allies’ territories. Some Chinese strategic thinkers have suggested that
conventional attacks on strategic targets would merit a nuclear response,
notwithstanding China’s longstanding nuclear no-first-use policy."> Of
more direct concern, Russia reportedly has adopted a concept, generally
referred to as “escalate-to-de-escalate,” by which it would resort early
in a conflict to nuclear as well as conventional strikes against critically
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important adversary targets to convince the adversary that the risks of
continuing the conflict outweigh any possible rewards.'* Indeed, Russia
has been keen to impress upon others its readiness to employ nuclear
weapons. It espouses a military doctrine reliant on nuclear weapons to
deter and defeat major conventional as well as nuclear aggression." It
also frequently rattles its nuclear saber, as it did to deter intervention in
the Ukraine conflict and to try to dissuade European states from hosting
U.S. missile defense assets.'

U.S. nuclear escalation options currently are more limited than those
available to Russia. Nonstrategic U.S. nuclear weapons based in Europe
and assigned to NATO are an important rung on the escalation ladder:
they can signal resolve and under the right circumstances have real mil-
itary effect, but can also demonstrate restraint by allowing strategic sys-
tems to be held in abeyance. Russia holds a much larger number and
greater variety of nonstrategic nuclear weapons than the United States
does.'” Some Russian delivery systems also are more modern and capa-
ble, for example, the Iskander missile system, which can deliver nuclear-
or conventionally armed ballistic and cruise missiles that are maneuver-
able and re-targetable in flight.'® This suggests that Russia may accord
greater importance and more roles to nonstrategic nuclear weapons than
does NATO. The Alliance’s land-based nuclear deterrent is limited to ag-
ing gravity bombs delivered by dual-capable tactical aircraft (DCA) that
are vulnerable to Russia’s integrated air defense systems.'” The planned
replacement of most DCA with F-35s and completion of the life exten-
sion program for the B-61 bombs will not occur before the 2020s.2°

The threat posed by Russia’s Iskander missile system to NATO is cur-
rently limited by range. The 1987 Intermediate Range Nuclear Forces
(INF) Treaty bars Russia and the United States from developing, test-
ing, or deploying ballistic missiles or ground-launched cruise missiles
(GLCM) with ranges between 310 and 3,400 miles.?! The Iskander-M
extended-range ballistic missile system currently deployed with the Rus-
sian army has a range of 250 miles.*> The more recent Iskander-K vari-
ant launches the R-500 cruise missile, which some analysts believe has
an intermediate range but which the United States has not identified as
a treaty violation.”” The United States, however, has accused Russia of
testing a different GLCM in violation of the INF Treaty, though it has not
publicly identified the missile.**

Russias development and deployment of intermediate-range nucle-
ar missiles would pose a particular problem for NATO. These missiles
could strike targets across Europe within minutes without threatening
U.S. territory. When the Soviet Union fielded such systems in the 1970s,
NATO governments considered it so serious a threat to Alliance cohesion
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that they unanimously agreed, despite widespread public opposition, to
pursue a dual-track approach of deploying a comparable capability in
Europe while seeking to negotiate mutual limits with the Soviets. Only
after those NATO deployments actually began did the Soviet Union agree
to negotiate what would become the INF Treaty. Contemporary Russian
violations would be consistent with dissatisfaction that Russian officials
have expressed with the treaty in recent years for constraining their abil-
ity to counter intermediate-range missiles deployed by countries such
as China and Pakistan or by missile defense and conventional preci-
sion-strike capabilities possessed by the United States.”

China poses its own escalation challenges for the United States. Not
a party to the INF Treaty, it fields a large and growing force of modern,
medium-range, conventionally armed ground-based ballistic missiles.
These MRBMs as well as a variety of land-attack cruise missiles hold U.S.
bases in Japan at risk. There are reports that China is developing a new
advanced intermediate-range ballistic missile (IRBM) that could strike
U.S. bases in Guam.?® China also is fielding an anti-ship ballistic missile
with a range of 900 miles and maneuverable warhead that can attack
ships, including aircraft carriers, in the western Pacific Ocean.?” China’s
growing missile force is part of its expanding A2/AD capabilities that
challenge the U.S. ability to fulfill its security commitments to regional
states.

China also currently deploys nuclear-armed MRBMs and IRBMs as
well as intercontinental ballistic missiles and submarine-launched bal-
listic missiles.?® Unlike Russia, China does not have, nor has it sought,
nuclear parity with the United States. It currently maintains only about
200 operational nuclear warheads in support of a long-stated nuclear
doctrine of no-first-use and minimum deterrence.?® China, however, is
modernizing and expanding its nuclear arsenal, which may promote sta-
bility in some regards by making its arsenal more survivable, but also
may afford China greater scope to employ its weapons in counterforce
or nonstrategic roles without compromising the counter-value retaliatory
capacity at the heart of its strategic doctrine.*® Also, unlike Russia, China
does not share a ground border with any U.S. ally, making its military
competition with the United States more focused on the sea and asso-
ciated air and space domains. These domains may be more inviting to
operational use of nuclear weapons since they offer less scope for collat-
eral damage.

North Korea also poses nuclear deterrence and escalation manage-
ment challenges but of a different scale and circumstance from Russia or
China. The long-feared prospect of a massive North Korean invasion of
the South to achieve reunification has receded as the quality of its con-
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ventional forces has deteriorated along with its economy,® but Pyong-
yang has managed to build a small and growing nuclear arsenal and a
ballistic missile force of increasing range with which to deliver those
weapons.*? The greater risk of conflict now is seen as arising from an es-
calatory spiral initiated by a North Korean provocation or the possibility
of serious unrest in the North that necessitates outside intervention to
address a humanitarian crisis, secure WMD, and/or respond to a related
attack against an external actor.*’ Given North Korea’s huge investment
in its nuclear weapons program and the frequency and virulence of its
nuclear threats, it is only prudent to anticipate that it may respond to
such developments with nuclear weapons use.

Preparing for WMD Contingencies on the Korean Peninsula
Beyond deterrence and escalation management risks, North Korea also
poses a major countering WMD (CWMD) challenge.** In the event of a
collapse of the Pyongyang regime or as the result of a major conflict on
the peninsula, the United States and its allies must be prepared to defend
against the possible use of North Korean chemical and biological as well
as nuclear weapons and to enter North Korea to secure and eliminate
its WMD capabilities. North Korea represents the most comprehensive
CWMD challenge we face, one whose potential scale could exceed the
resources currently available to the United States and South Korea. Being
fully prepared for WMD contingencies on the peninsula and beyond will
require a larger pool of forces with specialized training and equipment
and improved organization.

North Korea may have between 6 and 30 nuclear weapons and could
expand its stockpile, perhaps dramatically, over the coming years.” Its
growing and increasingly sophisticated ballistic missile force spans from
short- to intercontinental-range missiles.*® According to an unclassified
assessment by South Korea’s Ministry of National Defense (MND), the
North likely possesses between 2,500 and 5,000 metric tons of chemi-
cal warfare agents. This probably includes first- and second-generation
agents, such as mustard and sarin. Less is known about North Korea’s
biological weapons (BW) capabilities, but the MND assesses the North
has the capability to cultivate and weaponize various types of agents,
such as anthrax and smallpox.*”

In the event of a major conflict on the peninsula and/or the collapse
of the North Korean regime, it will be a high priority task for U.S. and
South Korean forces to locate, control, defeat, disable, and/or dispose of
North Korean WMD capabilities to prevent their use by North Korean
forces or agents, or their loss to third parties. This task will be compli-
cated by incomplete knowledge of the locations and specific types and
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quantities of WMD and related capabilities. WMD programs, especially
chemical and biological ones, are difficult intelligence targets, especially
in North Korea. Parts of North Korea may be difficult to access, and co-
alition forces also may have to accomplish other priority tasks like non-
combatant evacuations, humanitarian operations, and/or conventional
warfighting.

The potential scale of this task exceeds existing coalition resources,
particularly units with specialized training and equipment for CWMD
missions. These units number in the single digits while WMD sites may
number in the hundreds.* It will not be possible to reach and secure all
or most sites of concern in a timely fashion, except in the most limited
and permissive contingencies. Even with little or no North Korean resis-
tance, the difficult terrain alone is a major obstacle to timely access. The
less warning of a crisis, the longer will be the response time to deploy
forces from home bases. The United States also will have to anticipate
the possibility of some WMD assets proliferating off the peninsula and
devote resources to their interdiction.*

Successful North Korean use of WMD against U.S. and South Korean
forces in the context of a shooting war could seriously complicate oper-
ations. Chemical and biological attacks may not preclude ultimate vic-
tory by the combined forces, but large-scale attacks in particular would
increase the length and costs of the fight and could have unpredictable
political consequences.* If North Korea also employed nuclear weapons
on the battlefield—which it will have greater scope to do as its arsenal
expands—this would re-introduce a dimension to warfighting for which
U.S. forces have not extensively prepared since the Cold War’s height.*!

Holding the Line Against Chemical and Biological Weapons
New chemical and biological weapons threats are emerging. Some on the
chemical side have already manifested. These developments challenge
the integrity and force of international norms and regimes prohibiting
chemical and biological weapons. They also impose new demands on
Department of Defense (DOD) force protection. To hold the line against
a resurgence in the proliferation and use of chemical and biological
weapons, the United States needs to lead international efforts to update
nonproliferation regimes for the new strategic environment and hold ac-
countable those who defy international norms and law in these areas.
The United States also needs a greater understanding of emerging tech-
nologies and the threats and opportunities they pose.

The Biological Weapons and Toxins Convention (BWC) and Chem-
ical Weapons Convention (CWC) came into force in 1972 and 1997,
respectively, to prohibit biological and chemical weapons. Almost all
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states are now party to these agreements.* No state is known to have
employed biological weapons (BW) since the BWC entered into force.
Nor had any state been known to employ chemical weapons (CW) since
the CWC entered into force—until 2012-2013, when Syria, not then a
CWC state party,® used sarin on several occasions on its own territory.*
The large-scale sarin attack in eastern Ghouta in August 2013, which
caused at least hundreds of civilian deaths,* prompted threats of military
action against the Syrian regime by the United States, United Kingdom,
and France. That crisis was resolved when Russia and the United States
brokered Syria’s agreement to join the CWC, declare its CW capabilities,
and submit its declared stocks to destruction (largely accomplished in
2014).* With this accession to the CWC by one of its most significant
holdouts, the cause of prohibiting CW, initially undermined by Syria’s
sarin use, appeared to be reinforced.

But that moment was short-lived. Even before the most dangerous of
Syrias declared chemicals were destroyed, reports emerged of the em-
ployment of chlorine-containing chemicals as a weapon of war in Syria.
During 2015 the Organisation for the Prohibition of Chemical Weapons
(OPCW) Fact-Finding Mission in Syria (FFM) investigated alleged inci-
dents of CW use and concluded that several uses of chlorine likely had
occurred in Syria’s Idlib Governorate between March 16 and 20, 2015.%
Although the FFM’s mandate proscribes it from attributing responsibility
for these attacks, Secretary of State John Kerry and others expressed high
confidence that at least the preponderance of attacks were perpetrated
by the Syrian regime.*®

If the Syrian regime conducted these chlorine attacks, as is widely
believed, it would constitute an unprecedented violation of the CWC
by a state party. The CWC prohibits the use of any toxic chemical as a
method of warfare, whether it is listed in the convention’s Schedules of
Chemicals.* But in contrast to the explicit Western threats of military
action following the Ghouta attacks, no comparable threat or sanction
was visited upon Syria in the immediate wake of these chlorine uses.
This may reflect several factors. First, the chlorine attacks have caused
few deaths because chlorine is much less lethal than sarin. Second, the
human toll caused by chlorine (or all CW) use in Syria pales in compar-
ison to the mounting carnage there caused by conventional weapons.”
Third, the longer and more complex the Syrian conflict becomes, the less
inclined other countries may be to take strong stands that complicate
achievement of a political settlement. The United States and its allies
chose first to seek an official finding of the Syrian regime’ responsibility
for chlorine use from a cognizant international body. In August 2015 the
United Nations Security Council adopted Resolution 2235 establishing
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a Joint Investigative Mechanism of the United Nations and the OPCW
(JIM) to attribute responsibility for the use of CW in Syria.”! In August
2016 the JIM found the Syrian regime to be responsible for two chemical
attacks during 2014 and was continuing to assess several other cases.”
The United States and its allies now need to decide how to respond.

Unfortunately, the CW use problem extends beyond the Syrian re-
gime’s actions. There is increasing evidence that the Islamic State of Iraq
and the Levant (ISIL) also has employed CW in Iraq as well as Syria.”
For example, in its August 2016 report, the JIM found that ISIL was
“the only entity with the ability, capability, motive, and the means to use
sulfur mustard” during an attack in Marea, Syria, on August 21, 2015.%*
Like the Syrian regime since 2014, ISII5 apparent CW use to date has
caused few fatalities, featuring relatively low-lethal toxic industrial
chemicals (TICs) and sulfur mustard.” The use of mustard suggests ISIL
may be producing chemical agents in addition to commandeering widely
available TICs. ISIIs conquest of territory in Syria and Iraq, including
the major city of Mosul, has afforded it control of modern scientific fa-
cilities and perhaps also expertise seldom available to terrorist organiza-
tions. This may enable ISIL to develop, produce, and employ more lethal
chemical agents than mustard and perhaps biological weapons, too, but
there also is skepticism about ISIIs ability to do so0.*®

It also is noteworthy that ISIL, like the Syrian regime, appears to have
used CW primarily to support military objectives rather than for more
purely terror purposes. While both ISIL and the Syrian regime use chem-
icals against civilians and likely, at least in part, for their psychological
effect, both are doing so in the prosecution of a war in which they are
attempting to defeat an adversary and control territory. But more tradi-
tional forms of terrorism using CW or even BW cannot be ruled out,
considering ISIL has claimed responsibility for recent mass casualty at-
tacks outside the region.’” This has been on the mind of some European
officials.”®

CW use in the Middle East points to several limitations of the CW
nonproliferation regime. The Syria case demonstrates the difficulty of
mobilizing sufficiently unified, timely, and strong international action to
deter or sanction a CWC state party that violates its treaty obligations, at
least when its use of CW is killing few people. The ISIL case reminds us
that terrorist organizations are not bound by the norms and agreements
made by states. Both cases show that CW encompass more than the
sophisticated chemical warfare agents that are the monitoring and verifi-
cation focus of the CWC. Widely available TICs also can be employed as
weapons with both military and terror effect.
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No comparable recent instances of BW use have occurred, but this
should not be cause for complacency. There are indications of interest
in BW by both state and nonstate actors. For example, the United States
discovered an al Qaeda BW program when it invaded Afghanistan,*
and more recently a document on BW production was found on an ISIL
member’s captured laptop.®® On the state side, Russian President Vlad-
imir Putin spoke in 2012 about the future emergence of genetic weap-
ons,® a disturbing reference in light of the Soviet BW program. BW also
is potentially more impactful than CW, generally possessing a far lower
mass-to-effect ratio.*

Technological barriers to BW development, production, and use also
are receding. Dual-use production and dissemination equipment that
was hard to acquire is now widely available.®® Rapid developments in the
life sciences (for example, genetic mapping, “big data” genetic analytic
capability, specific gene editing), other emerging technology areas (nan-
otechnology, additive manufacturing), and the broad dissemination of
the resulting information via the Internet also have made it possible and/
or easier to perform an ever broader range of biological activities. These
include enhancing traditional forms of BW (for example, resistance to
medical countermeasures), recreating agents of past scourges (the 1918
Spanish Influenza), and even creating entirely new organisms.® It may
even become possible to design BW that target specific individuals or
groups on the basis of their unique genetic profiles.”

These rapid and far-reaching scientific and technological develop-
ments increase the prospects for technological surprise and pose sig-
nificant challenges for the BW nonproliferation regime. The BWC was
drawn broadly enough to prohibit new forms of BW that may emerge
from technological change, but its current processes are hard-pressed to
keep pace with such change. The BWC5 review conferences occur only
every 5 years, a period in which major scientific and technological devel-
opments can transpire. Also, no standing body of experts exists to regu-
larly assess scientific and technological developments and to advise state
parties’ political representatives of their implications for the convention,
as the Scientific Advisory Board and OPCW Technical Secretariat do for
CWC state parties.

The new BW possibilities enabled by these scientific and techno-
logical developments also pose serious challenges for the protection of
forces, populations, and economies, but they could provide means to
counter these threats, too. They already are the source of many positive
improvements in other areas, such as medicine, energy, and agriculture.
The potential impacts of emerging technologies are the subject of in-
creasing interest and activity across the U.S. Government, but the activi-
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ty generally lacks structure, integration, and a focus on what needs to be
done, though there are recent efforts to rectify these shortcomings. Gov-
ernment research, development, and acquisition processes in most cases
also lack the dexterity to capitalize quickly on rapidly emerging techno-
logical opportunities to address biodefense and public health needs.*

Containing Nuclear Proliferation Pressures in the Middle East

The 2015 Iran nuclear agreement—the Joint Comprehensive Plan of Ac-
tion (JCPOA)—constrains Iran’s ability to develop nuclear weapons but
does not eliminate proliferation pressures within the region. Indeed, the
nature of the agreement could heighten such pressures if regional rivals
are concerned that Iran may resume its pursuit of nuclear weapons when
the agreement’s key restrictions on its enrichment capability expire. To
contain these proliferation pressures, the United States will need to reas-
sure its regional partners that together they can keep an aggressive Iran
in check while trying to induce Iran to behave more responsibly.

The JCPOA limits Iran’s ability to produce fissile material through
a set of physical constraints and intrusive monitoring and verification
measures.®” But the JCPOA also allows Iran to retain a substantial nu-
clear infrastructure (including virtually all of the physical infrastructure
associated with its uranium enrichment program) and the capacity to
expand its enrichment program after the physical constraints on fissile
material production and most of the verification and enforcement provi-
sions expire in 10 to 15 years. Assuming that the JCPOA is implemented
and effectively deters Iran from producing fissile material from its de-
clared facilities, there remains concern that Iran will bide its time until
the agreements latter years in order to reap the benefits of sanctions
relief and then resume pursuit of nuclear weapons from a stronger eco-
nomic position.*® In addition, there is concern that Iran might cheat on
the margins during the JCPOA by conducting small-scale enrichment or
weaponization work at undeclared facilities, the detection of which will
rely heavily on national intelligence capabilities.”

Iran’s regional rivals could be motivated to pursue their own nucle-
ar hedging strategies to guard against the possibility of a future nucle-
ar-armed Iran. Saudi Arabia, the leader of the Sunni Arab bloc opposed
to Iran, has warned it would have to respond to Iran’s acquisition of
nuclear weapons.” Hedging strategies could include pressing ahead with
civilian nuclear energy programs (which can provide a foundation for
nuclear weapons development), developing enrichment and/or repro-
cessing capabilities (which is permissible under the Nuclear Non-Prolif-
eration Treaty (NPT) if done openly and with safeguards), covertly inves-
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tigating nuclear weapons technologies, and/or pursuing nuclear security
guarantees from outside powers.

Saudi Arabia was among a number of Arab states that initiated civilian
nuclear energy programs in the mid-2000s.” It likely was not a coinci-
dence that these initiatives appeared within a few years of revelations of
Iran’s secret enrichment activities and the failure of the initial, European
Union-led negotiations to end those activities. While this may represent
a Saudi hedging strategy for the longer term, some observers believe that
Riyadh might also pursue a nuclear deterrence strategy for the shorter
term, one that presumably would leverage its historic relationship with
Pakistan.’? Alternatively, the Saudis and other Gulf Cooperation Council
(GCQO) states could seek a formal security guarantee from the United
States or possibly France.

Lingering questions about Iran’s ultimate nuclear intentions also
could inhibit efforts to resolve or mitigate key sources of regional insta-
bility. Some observers believe the nuclear agreement could motivate both
Iran and its Saudi-led Arab opponents to become more confrontational
toward one another, at least in the short term. Iranian hardliners may
act to heighten tensions to preclude the agreement from serving as a
springboard for wider diplomatic and economic cooperation with the
international community. Iranian Supreme Leader Ali Hoseini-Khamenei
may acquiesce to assuage concerns within Iran’s conservative political
establishment while JCPOA implementation proceeds.”? The financial
windfall that Iran expects from sanctions relief under the agreement also
could underwrite increased funding and weapons shipments to Shia mil-
itants and proxies in Iraq, Syria, Yemen, Lebanon, and Palestine.” For
its own part, the Saudi-led Arab coalition states may feel compelled to
stand up more vigorously to Iran to offset any perceived lessening of the
U.S. commitment to their security.”” Arab states are concerned that the
agreement may lead to a closer U.S.-Iran relationship or a progressive
U.S. disengagement from the region.”® Saudi Arabia’s uncharacteristic
commitment of its own forces and prestige to the difficult conflict in
Yemen can be seen as a case in point. The JCPOA, moreover, has not
alleviated Israel's concerns about Iran’s nuclear program. Israeli Prime
Minister Binyamin Netanyahu appealed directly to the U.S. Congress to
oppose the agreement.””

Recommendations
The foregoing WMD challenges are serious but surmountable. To meet
them, the next U.S. administration should:
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* close gaps in capabilities, plans, and policies that weaken deterrence

* reduce incentives for further proliferation by strengthening moni-
toring and verification measures and reassuring allies and partners

* strengthen the Nation’s countering WMD posture with increased re-
sources and improved organization

* stay on top of and leverage rapid scientific and technological devel-
opments in the life sciences and related fields

* improve the education of military officers, civilian national security
professionals, and the broader public on WMD challenges and the
necessary responses thereto.

Close Gaps that Weaken Deterrence

The United States should strengthen its own and regional allies’ abilities
to resist and thus deter a territorial fait accompli by Russia and China
that would shift the burden of escalation on the United States and its
allies. For Europe, this means implementing the proposed expansion of
the European Reassurance Initiative in DOD? fiscal year 2017 budget re-
quest to enable a larger rotational force presence on the ground of NATO
Allies most vulnerable to Russian aggression. If Russia acts more aggres-
sively, consider a larger, permanent force presence in those allied states.
If Russia fields MRBMs and IRBMs, accord the U.S. European missile
defense architecture an orientation against such missiles and consider
developing and deploying comparable U.S. missiles. Expand air defense
systems in the theater to protect a larger array of assets against cruise
missile attack. In the Pacific, complete the redeployment of 60 percent
of all U.S. naval and air forces to that theater.”® Continue to expand and
integrate U.S. and East Asian regional allies’ missile defense capabili-
ties. Vigorously pursue the Third Offset Strategy that DOD announced
in 2015 to strengthen U.S. conventional deterrence in the face of both
China’s and Russia’s growing capabilities.”

Modernize U.S. nuclear forces and employment plans to enhance nu-
clear deterrence. Press ahead with the programmed life extension of the
B61 nuclear bombs and the replacement of NATO dual-capable aircraft
with F-35s. Proceed with the planned modernization of the broader U.S.
nuclear force, including development of the long-range standoff nuclear
cruise missile as a replacement for the aging air-launched cruise missile
to provide a more reliable standoff attack capability against modern in-
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tegrated air defenses. The planned modernization effort will require a
significant increase in spending for U.S. nuclear forces, but these costs
will still represent a small portion of the overall U.S. defense budget,®
and there is no substitute for modernizing an aging nuclear force that
is fundamental to U.S. security. The bomber leg of the triad, including
standoff cruise missiles and gravity bombs deliverable by penetrating
bombers, is especially important to the effectiveness and credibility of
U.S. extended deterrence commitments to major allies.®!

Expand theater nuclear planning expertise in relevant geographic
combatant commands (GCCMDs) and better integrate conventional and
nuclear force planning at the theater level.* Because the effective pos-
turing and potential employment of nuclear assets in a theater may be
critical to preventing a regional conflict from escalating to the strategic
level, GCCMDs need to be well-versed and centrally involved in planning
for the nuclear dimensions of regional conflicts. They also must be able
to decontflict their conventional operations with nuclear ones, which may
be directed by U.S. Strategic Command (USSTRATCOM), so as not to
undermine the conventional campaign. Deterrence and warfighting will
be further strengthened by GCCMDs’ understanding of how to enhance
their forces’ resilience in conducting operations in a nuclear environment.

Review existing doctrine, concepts, and campaign plans for conflicts
with nuclear-armed adversaries to assess their implications for nuclear
escalation and revise them as appropriate to minimize that risk. This
mindset was not necessary for post—Cold War conflicts because U.S. ad-
versaries were not nuclear armed. The United States could and did apply
overwhelming conventional force to rapidly crush those adversaries’ ca-
pacity to wage war wherever it existed and also, in some cases, to over-
throw their regimes. The United States will need to pursue more limited
aims with calibrated applications of force, and associated messaging, in
potential future conflicts with states that are able to wreak nuclear dev-
astation upon U.S. allies, forces, and even populations.®* This mindset
is especially salient to planning for war in Korea, which long assumed a
decisive counteroffensive to reunify the peninsula under South Korea, as
opposed to wars with Russia and China, for which invasion and regime
change have not been war aims.

Hold accountable those who are using CW in the Middle East. If oth-
er actors observe that CW use goes largely unpunished, they may be less
deterred from similar resort in their own conflicts if they perceive advan-
tage in doing so. To deter such use, the United States needs to provide
leadership in holding the Syrian regime accountable for its CWC viola-
tions. The JIM’s continuing efforts to ascribe responsibility for CW use
in Syria must be actively supported. If the ultimate outcome in Syria is
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the demise of the Bashar al-Asad regime, members of the regime deemed
responsible for CW use should still be pursued and prosecuted. As con-
cerns ISIL, the United States must continue to pursue aggressively its
comprehensive defeat, including denying it the sanctuary and facilities of
the territory it now controls in Iraq and Syria, which likely contribute to
its ability to produce CW. In the meantime, priority should be accorded
to efforts to understand and disrupt ISIIs WMD activities, deter use, and
prevent proliferation to affiliate groups.®*

Determine why Syria and ISIL have resorted to proscribed chemical
weapons. Do they see these weapons as having unique military advan-
tages, such as the ability to reach opponents within structures that pro-
tect them from bullets and high explosives? Is it because chemical weap-
ons terrorize target populations into fleeing territory that they are trying
to seize? Is it because widely available TICs are cost-effective alternatives
to conventional weapons, such as improvised barrel bombs are to mil-
itary-grade bombs? Understanding their motivations can inform future
efforts to dissuade and deter CW proliferation and use.

Reduce Incentives for WMD Proliferation
Advocate for and contribute to increased funding, inspectors, and intelli-
gence resources for International Atomic Energy Agency monitoring and
verification of Iran’s nuclear program. Confidence in Iran’s essential com-
pliance with the JCPOA will be necessary to achieving the agreement’s
goal of preventing Iran from acquiring nuclear weapons. These measures
could help allay Israel's and GCC states’ concerns that Iran will seek to
increase its enrichment capacity during the JCPOA, and eventually make
the decision to build nuclear weapons. The United States also should
begin working as soon as practical with key allies and partners to identify
ways to induce Iran, positively and negatively, to abide by its NPT obli-
gations once the JCPOAS limitations and enforcement provisions expire.
Planning now for the post-JCPOA period could mitigate a tendency to
assume the JCPOA is only a hiatus in Iran’s pursuit of a nuclear arsenal.
Address the security concerns of U.S. regional allies and partners
arising from the JCPOA to reduce their incentives to pursue courses of
action that could harm U.S. interests or lead to a more proliferated re-
gion. An effort to reassure partners was at the heart of President Barack
Obama’s Camp David summit with GCC states in May 2015, a number
of whom were reported to be dissatisfied with U.S. attention to their
security concerns.® The resulting joint statement reaffirmed the “un-
equivocal” U.S. commitment to “deter and confront external aggression
against [its] allies and partners” and indicated that the assembled leaders
had discussed “a new U.S.-GCC strategic partnership to enhance their
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work to improve security cooperation, especially on fast-tracking arms
transfers.”® Conventional arms transfers have gained additional signifi-
cance given concerns that the lifting of sanctions and unfreezing of Ira-
nian assets under the JCPOA will enable Iran to acquire sophisticated
arms from Russia and elsewhere.®” The United States will need to reas-
sure Israel, however, that efforts to strengthen GCC states will not come
at the expense of its qualitative military edge. A new 10-year military
assistance agreement that the United States and Israel signed on Sep-
tember 14, 2016, providing for a substantial increase in U.S. military aid
to Israel, should help in that regard.®® The United States also should be
open to adding an explicit nuclear dimension to its statements intended
to reassure regional partners, albeit short of a nuclear security guarantee
to any particular partner that likely would be politically unsalable.® For
example, the United States could state publicly that it will never tolerate
the threatened or actual use of nuclear weapons against its vital interests in
the region and that it would be prepared to use all the instruments at its
disposal to defend those interests. At the same time, it should reinforce
privately with its nonnuclear partners that it will not tolerate their pur-
suit of nuclear weapons capabilities.

Increase Resources and Improve Organization for
CWMD Contingencies
Make more effective use of U.S. and South Korean resources to prepare
for countering weapons of mass destruction contingencies on the Korean
Peninsula, the most likely and demanding of current CWMD challenges
facing the United States. DOD should seek to expand CWMD expertise
among Reserve and Guard forces and raise the readiness of such forces to
deploy for CWMD missions. It also should look for ways to broaden and
deepen interagency contributions to CWMD operations, such as by the
Department of Energy’s National Nuclear Security Administration, which
has expertise and capabilities relevant to nuclear elimination tasks.”® It
also should encourage South Korea to expand its specialized CWMD
forces and ensure that their training and equipment are comparable to
and interoperable with counterpart U.S. forces, especially to deal with
North Korea’s chemical and biological programs. The United States and
South Korea, a nonnuclear weapons state, further should determine to
what extent South Korean forces can participate in operations associat-
ed with eliminating North Korea’s nuclear weapons program, consistent
with the NPT and U.S. Atomic Energy Act.

Engage other countries with advanced CWMD capabilities to deter-
mine how they might contribute to CWMD operations in Korea. This in-
cludes allies and partners such as the Australia, France, Germany, Japan,
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the United Kingdom, and Singapore. China also could bring resources
to bear on this problem. China inescapably will play a major role in any
conflict or crisis in North Korea, possibly with forces on the ground. Chi-
na has its own interest in ensuring that a crisis does not lead to the use
or loss of North Korean WMD, lest it also become a victim of or at least
be seen as culpable in such an eventuality. Still, the obstacles to eliciting
China’s cooperation in matters concerning the possible collapse or defeat
of its North Korean ally are obvious.”" But the need remains, and the
situation is changing as North Korea’s behavior creates more problems
for China and as China bids for influence in South Korea. Efforts should
continue to engage China in discussions about how it can contribute to
preventing the use or loss of North Korean WMD.?

Implement the reassignment of the DOD CWMD mission to U.S.
Special Operations Command (USSOCOM). In 2005, DOD established
CWMD as a distinct military mission and assigned U.S. Strategic Com-
mand responsibility for synchronizing CWMD efforts across the depart-
ment.” USSTRATCOM made strides toward increasing military focus on
CWMD, including instituting semiannual CWMD Global Synchroniza-
tion Conferences and preparing CWMD Concept Plan 8099. Yet with
an unusually diverse set of missions—also including strategic deter-
rence; intelligence, surveillance and reconnaissance; space; and cyber—
USSTRATCOM could not devote as much effort to the CWMD mission
as it required. The reassignment of CWMD to another command able to
give the mission greater attention should enable stronger leadership, im-
proved planning, and more effective advocacy. USSOCOM is best suited
of the combatant commands to assume the mission given its global scope,
special authorities, existing CWMD roles, and interest in the mission.**

Stay on Top of and Leverage Rapid Scientific and

Technology Developments

Actively encourage ongoing efforts across the U.S. Government to un-
derstand the implications of emerging technologies, but provide them
with more structure, better integration, and a focus on identifying what
can and should be done. Rapid developments in the life sciences and
other relevant fields may lead to new types of biological and chemical
weapons, but also new means for countering these threats. The mindset
needs to be one of leveraging these developments to the maximum ex-
tent possible, such as in achieving better countermeasures and applying
controls only where necessary and practical. Nimbler research and de-
velopment capabilities will be needed to exploit rapid advances that offer
the prospects for developing new kinds of countermeasures to address
existing and emerging biological threats.
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Strengthen the BW nonproliferation regime’s capacity to deal with
rapid scientific and technological change. Create structures and working
methods that allow BWC state parties to tackle issues in a more effective
way, such as by meeting more frequently between review conferences
and delegating more authority to those gatherings. A body of experts also
should be established to regularly assess relevant scientific and technolog-
ical developments and their implications for the purposes of the conven-
tion, and the annual Meeting of Experts should be used as an opportunity
to advise state party representatives on these matters. Recognizing the
limits to controlling the availability and utilization of rapidly developing
technologies, BWC state parties also need to reinforce the international
norm against BW through active outreach to the science and technology
communities to dissuade their involvement in proliferation efforts.

Educate Military Officers, Civilian Officials, and the

Broader Public on WMD Challenges

Make deterrence and escalation management essential elements of the
education and experiential learning of all military officers and civilian
national security officials. The knowledge and skills needed to address
these challenges, once sharpened by the centrality of the Cold War nu-
clear threat, atrophied thereafter as the risk of nuclear war rapidly reced-
ed and attention turned to conventional wars against nonnuclear states,
terrorism, and irregular warfare. But with the increased potential for nu-
clear weapons use today, deterrence and escalation management, includ-
ing a greater understanding of adversary doctrine and the elements of
crisis management, must again figure prominently in the core education-
al curricula for military officers and civilian officials.” It also is no longer
acceptable to rule out the possibility of nuclear weapons use when de-
signing and conducting exercises involving conflict with nuclear-armed
adversaries; these threats must be faced head on so military and civilian
leaders gain valuable experiential learning in this area.

Improve CWMD education for military officers and civilian national
security professionals with related responsibilities. Many military offi-
cers still arrive at CWMD planning positions with no or little CWMD
background. DOD can improve CWMD planning by expanding CWMD
training and education offerings and making them available earlier in
officers’ careers.”

Inform the broader public, at home and abroad, about the changing
nature of the WMD threat and the circumstances necessitating counter-
measures like those discussed above, particularly as they relate to the
politically difficult subject of nuclear weapons. The President and se-
nior advisors need to acknowledge regularly and forthrightly the essen-
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tial contribution that nuclear weapons and other elements of military
strength make to U.S. and international security in the current and fore-
seeable international security environment. At the same time, they need
to reiterate that the United States is no less committed to its NPT Article
VI obligations to pursue negotiations toward nuclear disarmament, and
show it by continuing to attempt to engage Russia, foremost, and oth-
er nuclear weapons states, as and when appropriate, toward that end.
Rebutting the false premise that the dangers posed by nuclear weap-
ons can be eliminated by simply outlawing these phenomena, as some
supporters of the Humanitarian Initiative advocate,’” or by disarmament
by example (unilateral disarmament), is a continuous task from which
responsible national security leaders must not shrink.

Conclusion

Weapons of mass destruction pose diverse, complex, and enduring chal-
lenges for U.S. and international security. The challenges no longer are
predominately about preventing proliferation; they are again increasingly
about deterring and responding to the use of WMD. To surmount the
most pressing WMD challenges it will face, the next U.S. administration
will need to invest in the skills and capabilities required to deter and
manage escalation risks in conventional conflicts with nuclear-armed ad-
versaries, especially Russia and China. It will need to expand the resourc-
es and improve the organization required to meet the countering WMD
problem posed by North Korea. To hold the line against a resurgence in
the proliferation and use of chemical and biological weapons, it will need
to hold accountable those who violate international norms and laws in
these areas and to invest in acquiring a greater understanding of new and
emerging threats and opportunities and how to defeat and exploit them,
respectively. Finally, to contain regional proliferation pressures in the af-
termath of the Iran nuclear agreement, the next U.S. administration will
need to reassure regional partners that together we can keep an aggressive
Iran in check while incentivizing Tehran to adopt a more responsible and
moderate position in the region and around the world.

The author is indebted to the following individuals for their reviews and
insightful comments on earlier drafts of this chapter: Paul Amato, Paul
Bernstein, Seth Carus, Diane DiEuliis, James Finch, Nima Gerami, Hunter
Hustus, Ralph Kerr, Susan Koch, Charles Lutes, Vincent Manzo, Amanda
Moodie, Robert Peters, Shane Smith, Patrick Terrell, and Ling Yung
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could support a BW program, although the United States does not possess definitive
information to support a finding of North Korean noncompliance with the BWC. See
2015 Report on Adherence to and Compliance with Arms Control, Nonproliferation, and
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Warfare (also known as the 1925 Geneva Protocol). United Nations Office for Disarma-
ment Affairs, Treaties Database, available at <http://disarmament.un.org/treaties/t/1925>.
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August 29, 2013, available at <www.gov.uk/government/uploads/system/uploads/attach-
ment_data/file/235094/Jp_115_]JD_PM_Syria_Reported_Chemical_Weapon_Use_with_
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ing and verification efforts and focused on the types of chemical warfare agents known
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CW(Cs prohibition on chemical weapons, which is defined as applying to any toxic chem-
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that there could also be a risk of chemical or biological weapons.” See Hamza Hendawi,
Qassim Abdul-Zahra, and Ken Dilanian, “Officials: Islamic State Determined to Produce
Chemical Weapons,” Associated Press, November 19, 2015, available at <http://bigstory.
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multiple new nuclear weapons systems and issuing explicit nuclear threats, would
weaken deterrence. Discarding any leg of the U.S. triad would be highly risky as each
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obligations at a time when the country already is stretched thin by security challenges in
Eastern Europe and East Asia, as well as in the Middle East and South Asia.

% In the 1990s the U.S. Government seconded Department of Energy employees to
the International Atomic Energy Agency to support South African elimination operations
as well as the United Nations Special Commission in Iraq.

°! For a discussion of why China would not cooperate with the United States and
South Korea concerning a North Korean contingency, see Yun Sun, The North Korean
Contingency: Why China Will Not Cooperate (Baltimore, MD: U.S.-Korea Institute at SAIS,
July 25, 2014), available at <http://38north.org/2014/07/ysun072514/>.

°2 The value of engaging China about cooperation in the event of North Korean
contingencies has been widely recognized. For example, see North Korea Contingency
Planning and U.S.-ROK Cooperation (Washington, DC: Asia Foundation, September 2009),
available at <https://asiafoundation.org/resources/pdfs/DPRKContingency CUSKP0908.
pdf>; Paul B. Stares et al., Instability in North Korea and Its Impact on U.S.-China
Relations (New York: Council on Foreign Relations, 2011), 18-24, available at <www.cfr.
org/asia-and-pacific/managing-instability-chinas-periphery/p25838>. The United States
has sought to do so in both official (Track I) and unofficial (Track II) channels, but China
largely has been unresponsive. For example, see “U.S.-China Discuss North Korean Col-
lapse Possibility,” Global Security Newswire, January 13, 2014, available at <www.nti.org/
gsn/article/us-china-discussed-regime-collapse-north-korea-years-ago/>.

 This was a significant step toward increasing military focus on WMD contingencies.
WMD use is a low-probability (albeit increasing), high-impact contingency that has tend-
ed to garner more attention from civilian policymakers than military leaders.

% On September 21, 2016, Marketwired.com reported that the countering WMD mis-
sion would soon move from U.S. Strategic Command to U.S. Special Operations Com-
mand. See “DTRA/SCC-WMD Hosts the 15" Combating Weapons of Mass Destruction
Global Synchronization Conference,” Marketwired.com, September 21, 2016, available
at <www.marketwired.com/press-release/dtra-scc-wmd-hosts-15th-combating-weap-
ons-mass-destruction-global-synchronization-conference-2160546.htm>.

% Paul Bernstein, “Deterrence in Professional Military Education,” Air and Space Jour-
nal 29, no. 6 (November—December 2015), available at <www.airpower.maxwell.af.mil/
digital/pdf/articles/2015-Jul-Aug/C-Bernstein.pdf>.

% This challenge, inter alia, was addressed in a U.S. Strategic Command DOTMLPE-P
(doctrine, organization, training, materiel, leadership and education, personnel, facilities,
and policy) Change Recommendation recently approved by the DOD Joint Requirements
Oversight Council (JROC), per the JROC decision memorandum issued by General Paul
J. Selva, USAE Vice Chairman of the Joint Chiefs of Staff, Subject: DOTMLPF-P Change
Recommendation for the Countering Weapons of Mass Destruction Leader Development
Education and Training, JROC Memorandum 123-1S, December 7, 2015.

7 See, for example, “Humanitarian Impact of Nuclear Weapons,” ReachingCritical Will.
org, March 11, 2016, available at <www.reachingcriticalwill.org/disarmament-fora/hinw>.
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